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DNA STEGANOGRAPHY FOR SECURITY MARKING
 Summary
 DNA the magic code of life, the form of which wasidentified in 1953 as a double helix of deoxyribonucleic acid(DNA), is made up of two strands of four bases in varyingtriplets that repeat over and over in a very long molecule. Itis a very complex code, the human DNA is over 3 billioncharacters long. It can be used to identify specific humanbeings and has been used to clone animals. In a less dramaticbut important application, DNA is being used as aninformation carrier and as an encryption and computation device. The DNA code couldtheoretically carry a whole written novel in one single molecule. DNA has recently been usedto make an “ink” or taggant for security printing.
 Now the invention of combining the DNA ink idea with Steganography, the art of hidingauthentication information inside biological information, makes a good idea into a foolproofidea. With the DNA LockTM technology, there is no way to discover the hidden DNA codein the mixture without knowing the primer key code needed for the PCR analysis to identifythe authentic ink. The most non-counterfeitable mark ever conceived has been made possibleby this development. The inventors have made several sample inks, printed microdots with astandard printer, sent the messages out in the mail, retrieved them and been able to confirmthe validity of the ink employed.
 Background
 The inventors, Dr. Carter Bancroft and Dr. CatherineClelland of the Mount Sinai School of Medicine have beenworking in this field for many years. They were working onthe computational capabilities of the DNA code. They sawthe opportunity to improve on security marks in use today byputting Steganographic concepts to work in the DNA field.On November 6, 2001, US patent # 6,312,911 DNA BasedSteganography was granted and assigned to the Mount SinaiSchool of Medicine. The name DNA LockTM is thetrademark adopted for use with this technology.
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At the same time, Technology Transfer Group was activelymaking licensing agreements in the security printing field,particularly in holography, and developing many contactswith this very special industry. TTG now represents severalcompanies’ technologies and has developed businessconnections of various kinds throughout the world. We havepresented papers before this group on the subjects of HighSpeed on Press Hologram embossing and application(NovaVision), Digital foil printers - applying holograms digitally with numbering or coding(Impress Systems), and Fluorescent Inks and systems (PhotoSecure). When we learned ofDNA based Steganography, we moved quickly to obtain the worldwide rights to the patents.
 Present Use of DNA in Security
 Several companies are printing security marks on to labelsand documents using DNA inks. Ones that come to mindinclude DNA Technologies, November AG, Smartwater,Trace Tag Int’l, and Hardy Wines. Some paper companieshave put DNA taggants in the paper.
 These DNA marks or taggants are usually added to inksalong with some other security device since most of theDNA inks are only verifiable in a laboratory situation. It is usually desirable to have an overteasily noticed mark for on site verification. Covert marks are usually observed by fluorescenttaggants or holograms in conjunction with the DNA mark. In the case of November AG, thecompany uses a DNA taggant only and has developed a marker pen that contains a matingsingle strand of DNA. When (if) the mating strand sees the original DNA, it combines and
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the marker pen ink fluoresces. Since the DNA marks employed by these companies are not“hidden”, the DNA itself can be recovered from a marked object and could be copied. TheDNA Steganography patents will make any of these processes much better by hiding thesecret DNA code inside a complex “soup” of DNA codes. Only the intended user candiscover and read the authentication DNA code.
 DNA Ink Applications:
 2000 Sydney Olympics - The Australian Olympic Committee used the DNA basedtracking technology and security tagging to protect Sydney Olympic licensedmerchandise from counterfeiting.
 The Media Arts Group - The DNA Matrix™, containing the DNA of the artist isapplied through an automated signature process to protect the works of ThomasKinkade, Painter of Light and other featured artists.
 RVL - The DNA Matrix™ is applied through the manufacturing process of this majorlabel apparel manufacturer for 11 diversified apparel brands.
 BRL Hardy's Australia - The DNA from 100 year-old grape vines is used togenerate DNA Matrix™ bottle labels to protect premium vintage wines.
 PSA/DNA Authentication Services - A leadingsports industry authentication service for bothmodern and vintage memorabilia, PSA/DNA appliescovert DNA security tags to industry authenticationservice for both modern and vintage each item it authenticates, including NFL SuperBowl game memorabilia and Mark McGwire's 70th home run baseball.
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What is DNA?
 All forms of life, including humans, contain a molecule thatcarries the genetic code of that life, DNA. The form of themolecule deoxyribonucleic acid, known as DNA, wasidentified in 1953 (yes we are happy to be celebrating the50th anniversary of this momentous event this year!!) byWatson and Crick is a double helix made up of two strandsof four bases Adenine, Guanine, Cytosine and Thymine.These bases are found in triplets of varying sequencerepeated over and over in a very long and complex code. Each polymer strand is heldtogether by hydrogen bonds. In the linking of the two strands, A will bond to T only and C toG only. The DNA molecule in a single cell is twisted together so densely that it can only beseen by a very powerful microscope; yet it would reach over 6 feet if it could be stretched outfully.
 Scientists have been able to identify differences in humanDNA that show up in people with various maladies likecancer, heart disease etc. and are even finding differencesthat relate to personality and mental activity. Knowledge ofthis complicated and unique code is now leading to wondersof medical science as drugs are being developed to workaround the DNA code. This field is as controversial as thedevelopment of atomic energy with equal scientific andsocial consequences. It has proven possible to place a selected DNA code into an animal andgive the animal almost any properties you choose.
 None of that makes any difference to us in the security printing field since we do not andwould not use live animals or human DNA for any reason whatsoever. The DNA for inks andtaggants can be a combination of cheaply manufactured synthetic DNA, plus bulk DNA fromprocessed foods (Hardy wines uses their own wine for the DNA source), or from other plantsor animals.
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What is Steganography?
 Steganography is the art of hiding specific informationinside a great excess of similar-appearing information. Themicrodot is a means of concealing messagessteganographically was developed by Professor Zapp (note3) and used by German spies in the Second World War totransmit secret information. A microdot (“the enemy’smasterpiece of espionage”) was a greatly reducedphotograph of a typewritten page that was pasted over a fullstop (a period) in an innocuous letter.
 In another field we see an example of steganography in the current children’s book “Where isWaldo”. The cover photo helps demonstrate steganography, finding Waldo is a challengebecause he is there but how do you identify which of the many characters that all look alike isreally Waldo?
 Classical steganography involves hiding a message within numerous similar “dummy”messages. It has been used to transmit secret messages since ancient times, even predatingCaesar’s cipher. Empirical modern proof of the soundness of the technique is the recent useof images and audio watermarking in the digital world for anti-piracy, including copyrightprotection by Microsoft, AT&T, and IBM, in systems such as IBM™ Cryptolope, SysCoP,FASTAudio, TALISMAN, ACCOPI, and KryPict (Europe). Steganography is a preferredprotection method because it requires virtually no pre-or post-processing, and affords bothreal-time processing and variable levels of accessibility to ahidden full text. The challenges for the technique areresistance to image and sound processing techniques, such asfiltering, compression, resampling, etc.
 Conventional steganographic cryptanalysis attack canoperate in basically two modes. The first is to attack thesignal itself to remove the watermark(s). This does notrequire knowledge of the mark or its location, and proceedsby rotating, scanning, compressing, or otherwise modifyingthe ciphertext containing the plaintext (Note 1). The secondkind of attack is cryptologic. Examples of cryptologic include: 1. Social engineering(espionage to observe the sender hiding the information, and thereby determine the shape andposition of the watermark); 2. Traditional attacks on portions of the ciphertext such asfrequency/entropy measurements; and 3. Attacks on the integrity of the ciphertext (choppingor tessellating) to remove automatic detection of watermarks. However, as described below,none of these modes of attack makes sense in the context of DNA-based steganography, nordo they represent a threat to the technique. Instead, a cryptanalysis of DNA-basedsteganography/watermarking requires a biochemical approach consistent with thebiochemical, DNA-based nature of the highly concealed marks.
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Steganography applied to DNA ink systems for security printing creates a truly non-counterfeitable mark. And it is not “hackable” in the computer sense in that it is a biologicalmarker, not a mathematical or computer generated number. No large number ofsupercomputers working together can discover which of the multitude of DNA AGCTpolymer chains is the secret one since computers can’t do biochemical experiments.
 What is DNA based Steganography?
 DNA Ccombined with steganography gives the "perfect" non-counterfeitable mark.
 The technology described in this proposal is based upon a “genomic Steganography”procedure that was developed and published by Clelland et al, 1999 (note 2). That paper,describes a doubly steganographic concealment technique for hiding a secret messageencoded in DNA. A DNA molecule is constructed containing an encoded message flanked byPCR primers keys. The DNA-encoded message is first camouflaged within the enormouscomplexity of the genomic DNA of an organism (human DNA, a combination of genomesfrom different species, or alternatively a synthetic, highly complex random DNA mixture).This results in the molecule being hidden by millions of other similar-looking DNAmolecules, analogous to a DNA needle in an enormous DNA haystack.
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The message is then further concealed by confining this DNA sample to a microdot the sizeof a period. The encoded message can then be recovered only by an intended recipient, whois able to find it, and more importantly, who knows the sequences of the PCR primers, or“keys” to the readout procedure. For readout, the recipient employs the PCR keys in apolymerase chain reaction (PCR), a highly sensitive, core technique in molecular biology thatresults in the production of exponential copies of the encoded message DNA molecule,allowing the molecule to be detected and then read by DNA sequence analysis.
 A prototypical ‘secret message’ DNA strand contains an encoded message flanked bypolymerase chain reaction (PCR) primer key sequences. Encryption is not of primaryimportance in steganography, so we can use a simple substitution cipher to encode charactersin DNA triplets. Because the human genome contains about 3210 X 10X9 nucleotide pairs,fragmented and denatured human DNA provides a very complex background for concealingsecret-message DNA. For example, a secret message 100 nucleotides long added to treatedhuman DNA at one copy per haploid genome would be hidden in a roughly three-million-foldexcess of physically similar DNA strands. Confining such a sample to a microdot might thenallow even the Medium containing the Message to be concealed from an adversary.
 However, the intended recipient, knowing both the secret-message DNA PCR primersequences and the encryption key, could readily amplify the DNA and then read and decodethe message.
 Even if an adversary somehow detected such a microdot, it would still prove extremelydifficult to read the message without knowing the specific primer key sequences. If 20-baserandom primers were used to amplify the DNA, separate amplifications with more than 1020different primer pairs would be required, even allowing three mismatches per primer,followed by analysis of any PCR products obtained. Similar considerations apply to attemptsto shotgun-clone the DNA sample and analyze the resultant clones. Even if the same primerpair was used on several occasions, an enemy trying to detect the primer sequences wouldface an extremely difficult experimental barrier. Further mathematical and biochemical
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analysis would therefore be expected to prove that the primer pairs used in this technique arenot analogous to a classic, single-use, cryptographical “one-time pad”.
 Attempts by an adversary to use a subtraction technique to detect the secret-message could beblocked by using a random mixture of genomic DNAs from different organisms asbackground. The intended recipient could still use the same procedures to amplify and readthe secret-message DNA, even if ignorant of the random mixture composition, and even if theprimers artefactually amplified a limited number of genomic sequences, the encryption keywould reveal which PCR product encodes a sensible message. This technique would alsoallow single or duplicate microdots to be used to send individual secret messages to each ofseveral intended recipients, each of whom would use a unique set of primers to amplify onlyhis or her intended message.
 How do you make an ink or taggant?
 DNA, when isolated and reduced in a laboratory, is a white (effectively colorless) solid. It iswater soluble so it can be added to various vehicles for liquid form printing. It has so far beenadded to “standard” inks (security inks) and printed with a standard ink jet printer. Tests havealso shown that it can be added to solvent based inks and it is anticipated that it can be addedto nearly any ink at all without changing the printing characteristics in any noticeable way.
 Very small amounts of DNA are adequate for the analysis if the location is known and ifremoval of the sample is possible.
 Lifetime of the ink is expected to be unchanged by the DNA taggant. DNA is very longlasting and the modifiers and degraders are well know and uncommon in normalcircumstances. DNA is stable for thousands, even millions, of years (note 6) and is beingused to learn more about ancient people and animals. DNA is an extremely stable molecule
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and is thus ideal for use as a security label.
 Experiments have shown that DNA is both resistant to degradation over millions of years(Note 6). In addition, the ability to perform downstream reactions on DNA molecules, suchas PCR, is not affected by subjecting the DNA to extreme conditions of heat and pressure,and even harsh solutions such as bleach (note 7), none of which block the use of DNA formarks. It is anticipated that we can develop a DNA Mark that will be placed under a commonseal, such as the security seal employed over the top of a bottle of pills. The placing of ourDNA Lock mark there should not provide overt clues to the presence of the DNA, and shouldultimately allow for a stable and efficient readout procedure.
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To investigate the feasibility of this ink-marking scheme, we synthesized a secret-messageDNA oligodeoxynucleotide containing an encoded message 69 nucleotides long flanked byforward and reverse PCR primers, each 20 nucleotides long. We prepared a concealing DNAthat is physically similar to the secret-message DNA by sonicating human DNA to roughly50 to 150 nucleotide pairs (average size) and denaturing it. We pipetted 6 ml of each solutioncontaining 225 ng of treated human DNA, plus various amounts of added secret-messageDNA, over a 16-point full stop (a period). It was printed on filter paper where it finallyoccupied an area about 20 times the size of the full stop.
 Excision of the printed full stops, each containing about 10 ng of DNA and with a cross-section that was about 75% larger than a full stop on this page, yielded DNA microdots.Primer keys designed to amplify the secret-message DNA were used to perform PCR directlyon DNA microdots, without prior DNA solubilization.
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The products were analyzed by gel electrophoresis. An unamplified sample containing secret-message DNA yielded only a faint continuous smear. In contrast, amplification of DNAmicrodots containing either 100, 10 or 1 copies of the secret-message DNA per haploidgenome, lanes 3–5, each yielded a single product of the expected size (arrow). No suchproduct was detected in lane 6 or, lane 7 indicating a detection limit of about one secret-message DNA strand per haploid human genome.
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The amplified band in lane 4 of (arrow) was excised, subcloned and sequenced. Use of theencryption key to decode the resultant DNA sequence yielded the encoded text, containingprobably the most significant secret of the original microdot era: “June 6 invasion:Normandy”.
 PCR Amplification
 Theoretical PCR yield (35 cycles) = 235 (~30x10^9) copies Secret Message (SM)DNA per SM DNA template.
 SM DNA template goes from trace contaminant of concealing DNA (1 part per30x10^6), to ~1,000X excess.
 The PCR-amplified SM DNA can be readily sequenced, and the encoded messagerecovered.
 The DNA Lock™ Technology:
 Authentication DNA Code is highly concealed: The ratio of Concealing DNA/Authentication Code
 DNA = 1:30 million. This makes detection and counterfeiting of the
 Authentication Code DNA extremely difficult. The Concealing DNA can be from any organism(s) in the world. Enormous number of different DNA codes:
 Number of different codes = n^4 (where n= # DNA bases in the Authentication Codesequence)10 bases of code yields 4^10 ~ one million different codes.
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20 bases of code yields 4^20 ~ one trillion different codes.
 In preliminary experiments, microdots containing 100 copies of secret-message DNA perhuman haploid genome, which had been attached using common adhesives to full stops in aprinted letter, and posted through the US mail, yielded the correct PCR amplification product.Our technique could therefore be used in a similar way to the original microdots: to enclose asecret message in an innocuous letter. It should be possible to scale up the encoded messagefrom the size of our simple example, perhaps by encoding a longer message in severalsmaller DNA strands. It should also be possible to use smaller microdots, which could beused for a variety of purposes, including cryptography and specific tagging of items ofinterest.
 How do you confirm the mark?
 DNA testing is a laboratory process. The ultimate testing is “sequencing”; actuallyidentifying every one of the DNA base subunits in their naturally occurring pattern. For theDNA code that is highly concealed in DNA Steganography, the confirmation begins with aprocess called PCR (polymerase chain reaction) that can amplify and help identify a certainsequence by amplifying the very small amount of that DNA amongst the enormous “noise” ofother DNA sequences. In medical studies, PCR is used to isolate specific human genes. InDNA Steganography, PCR is used to recover the secret DNA code that is hidden in anenormous background of concealing DNA. But only an authorized person who knows theproper PCR primer key sequences can recover the secret DNA code.
 The PCR test uses both temperature cycling, as the two strands separate at a precisetemperature, and new DNA synthesis. By doping the sample with the correct PCR primerkeys, and using many rounds of PCR, the greatly hidden secret DNA code goes from a tracecontaminant to the major DNA sequence present. The PCR step by itself yields a level ofauthentication. But, for absolute verification, the sequence of the secret DNA code can bedetermined, yielding the authentication code. But recall that only an authorized person can
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carry out this procedure.
 For each of these procedures, fluorescent signals are employed. The PCR test equipmentcosts can cost as little as $25,000, and the test takes about two hours. The sequencingequipment costs roughly $40,000, and this test also takes only a few hours.
 Many companies are working on faster and simpler PCR-based test equipment, especiallysince PCR testing is the presently preferred way of looking for anthrax and other bioterrorismagents. These companies will no doubt greatly reduce the time and cost of PCR-basedverification of security marks, and the size of the equipment required. We do not howeverassume that DNA will be used solely on a security device any time soon since it is not anovert mark and cannot provide a quick response verification step.
 What are the practical applications of DNA Inks?
 We differentiate the security markets into four categories; negotiable instrument anti-forgery,personnel identity and access control, anti-theft marking, and product authentication. There isa blurring of these factors as time goes on and some companies are preparing combinedanswers to a whole business, a factory or whole product line. Some suppliers are findingways to use their various technologies in all or several sectors of the market. There is anincreasing need for a comprehensive organization-wide or global product-wide planningsystem.
 DNA Steganography can be used in any version of a mark or taggant. As the ultimate, mostfoolproof mark, it can be used for each and every purpose – with the caveat that at present itwill not be appropriate for an immediate verification step alone and must be part of acombination of elements in a device or document. There are several reasons why securitydevices are combining more than one feature, and we see that the best device will have DNASteganography technology for the “ultimate” forensic verification step.
 Early tests have been aimed at the product authentication market and we have made inks andprinted documents, retrieved the marks and determined the original code. These printedmarks are digital in nature permitting unique machine-readable marks for the all-importanttrack and trace function. Many security marks are finding a secondary (sometimes primary)reason to exist as the automated input of information about the product or person that startsthe data entry for the company’s computer driven production and distribution activity. Thesecurity mark may be the very first entry into the IT software system and drive the wholesystem.
 What are the next steps in development?
 Three projects that will have significant impact on the success of DNA Steganography are:compatibility with various substrates, shelf life of inks and marks, and the hardware forreading the marks quickly in the field.
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Substrates: there are many different papers and materials that security marks are commonlyapplied to/printed on. The inks/taggants need to be tested for compatibility with the manysubstrates appropriate to the various applications. The drug bottle, the dress label, thebanknote, the credit card, the lottery ticket and so on. Some of these materials may need anoverlay or adhesive mark attachment. Many may be printed in a normal manner. It is possiblethat a DNA mark that will be placed under a common seal, such as the security seal employedover the top of a bottle of pills. The placing of our DNA Lock mark there should not provideovert clues to the presence of the DNA, and should ultimately allow for a stable and efficientreadout procedure.
 Shelf Life; the DNA materials are stable and long lasting. Mixing it into an ink is notexpected to change that fact, but clear evidence by testing is proposed. The inks need to betested for shelf life before use and after printing.
 Hardware; Rapid, inexpensive field-testing equipment is need and it needs to be simplifiedand incorporated into an ink/substrate/readout system. There are many companies working onthis since DNA testing is and will continue to be a very important forensic activity for manymedical and security reasons. When we will have a low cost fast reader in the field? Not realsoon, but not too far distant either.
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