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Image Steganography
 1.1 INTRODUCTION
 Steganography is the art and science of writing hidden messages in such a way that no
 one apart from the intended recipient knows of the existence of the message.
 Steganography works by replacing bits of useless or unused data in regular computer files
 (such as graphics, sound, text, HTML, or even floppy disks) with bits of different,
 invisible information. This hidden information can be plain text, cipher text, or even
 images.
 Steganography sometimes is used when encryption is not permitted. Or, more commonly,
 Steganography is used to supplement encryption. An encrypted file may still hide
 information using Steganography, so even if the encrypted file is deciphered, the hidden
 message is not seen. Special software is needed for Steganography, and there are
 freeware versions available at any good download site.
 Steganography (literally meaning covered writing) dates back to ancient Greece, where
 common practices consisted of etching messages in wooden tablets and covering them
 with wax, and tattooing a shaved messenger's head, letting his hair grow back, then
 shaving it again when he arrived at his contact point. Generally, a steganographic
 message will appear to be something else: a picture, an article, a shopping list, or some
 other message - the covertext. Classically, it may be hidden by using invisible ink
 between the visible lines of innocuous documents, or even written onto clothing. In WW2
 a message was once written in morse code along two-colored knitting yarn. Another
 method is invisible ink underlining, or simply pin pricking of individual letters in a
 1

Page 2
                        

Image Steganography
 newspaper article, thus forming a message. It may even be a few words written under a
 postage stamp, the stamp then being the covertext.
 1.2 PURPOSE
 The techniques for secret hiding of messages in an otherwise innocent looking carrier
 message belong to the field of steganography. The purpose of steganography is to conceal
 the very presence of secret information. To make the communication more secure, the
 secret information can be compressed and encrypted before it is hidden in the carrier.
 This is important because in this way we minimize the amount of information that is to be
 sent, and it is also easier to hide a random looking message into the carrier than to hide a
 message with a high degree of regularity. Encrypting the compressed message before
 hiding is recommended and provides double protection.
 2. Overview of Steganography
 To provide an overview of steganography, terms and concepts should first be explained.
 An overview of the different kinds of steganography is given at a later stage.
 2.1 Steganography concepts
 Although steganography is an ancient subject, the modern formulation of it is often given
 in terms of the prisoner’s problem proposed by Simmons , where two inmates wish to
 communicate in secret to hatch an escape plan. All of their communication passes hrough
 a warden who will throw them in solitary confinement should she suspect any covert
 communication .
 The warden, who is free to examine all communication exchanged between the inmates,
 can either be passive or active. A passive warden simply examines the communication to
 try and determine if it potentially contains secret information. If she suspects a
 communication to contain hidden information, a passive warden takes note of the
 detected covert communication, reports this to some outside party and lets the message
 through without blocking it. An active warden, on the other hand, will try to alter the
 2
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 communication with the suspected hidden information deliberately, in order to remove
 the information .
 2.2 Different kinds of steganography
 Almost all digital file formats can be used for steganography, but the formats that are
 more suitable are those with a high degree of redundancy. Redundancy can be defined as
 the bits of an object that provide accuracy far greater than necessary for the object’s use
 and display [11]. The redundant bits of an object are those bits that can be altered without
 the alteration being detected easily [5]. Image and audio files especially comply with this
 requirement, while research has also uncovered other file formats that can be used for
 nformation hiding.Figure 1 shows the four main categories of file formats that can be use
 for steganograpy.
 Figure 1: Categories of steganography
 Hiding information in text is historically the most important method of steganography.
 An obvious method was to hide a secret message in every nth letter of every word of a
 text message. It is only since the beginning of the Text Images Audio/video Protocol
 Internet and all the different digital file formats that is has decreased in importance . Text
 steganography using digital files is not used very often since text files have a very small
 amount of redundant data.
 3
 STEGANOGRAPHY
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 Given the proliferation of digital images, especially on the Internet, and given the large
 amount of redundant bits present in the digital representation of an image, images are the
 most popular cover objects for steganography. This paper will focus on hiding
 information in images in the next sections.
 To hide information in audio files similar techniques are used as for image files. One
 different technique unique to audio steganography is masking, which exploits the
 properties of the human ear to hide information unnoticeably. A faint, but audible, sound
 becomes inaudible in the presence of another louder audible sound . This property creates
 a channel in which to hide information. Although nearly equal to images in
 steganographic potential, the larger size of meaningful audio files makes them less
 popular to use than images .
 The term protocol steganography refers to the technique of embedding information
 within messages and network control protocols used in network transmission . In the
 layers of the OSI network model there exist covert channels where steganography can be
 used . An example of where information can be hidden is in the header of a TCP/IP
 packet in some fields that are either optional or are never used. A paper by Ahsan and
 Kundur provides more information on this .
 3. Uses of Steganography
 Steganography has a wide array of uses. For example, it can be used for digital
 watermarking, e-commerce, and the transport of sensitive data. Digital watermarking
 involves embedding hidden watermarks, or identification tokens, into an image or file to
 show ownership. This is useful for copyrighting digital files that can be duplicated
 exactly with today’s technologies.
 E-commerce allows for an interesting use of steganography. In current e-commerce
 transactions, most users are protected by a username and password, with no real method
 of verifying that the user is the actual card holder. Biometric finger print scanning,
 4
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 combined with unique session IDs embedded into the fingerprint images via
 steganography, allow for a very secure option to open e-commerce transaction
 verification.
 The transportation of sensitive data is another key use of steganography. A potential
 problem with cryptography is that eavesdroppers know they have an encrypted message
 when they see one. Steganography allows (or tries to allow) the transport of sensitive
 data past eavesdroppers without them knowing any sensitive data has passed them. The
 idea of using steganography in data transportation can be applied to just about any data
 transportation method, from E-Mail to images on Internet websites. With proper
 steganography techniques applied, sensitive data can be placed on public systems where
 5
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 only the designated recipient knows where the message is located. For example, an
 auction on eBay.com could be used to place a hidden, steganographic message for a
 specified recipient to view. However, no other browsers would have any idea the image
 contained a hidden message.
 Unethical use:
 Criminal Communication
 Fraud
 Hacking
 Electronic payment
 Gambling and pronography
 Harassment
 Intellectual property offenses
 viruses
 4. Image steganography
 As stated earlier, images are the most popular cover objects used for steganography. In
 the domain of digital images many different image file formats exist, most of them for
 specific applications. For these different image file formats, different steganographic
 algorithms exist.
 4.1 Image definition
 To a computer, an image is a collection of numbers that constitute different light
 intensities in different areas of the image . This numeric representation forms a grid and
 the individual points are referred to as pixels. Most images on the Internet consists of a
 rectangular map of the image’s pixels (represented as bits) where each pixel is located
 and its colour . These pixels are displayed horizontally row by row.
 The number of bits in a colour scheme, called the bit depth, refers to the number of bits
 used for each pixel . The smallest bit depth in current colour schemes is 8, meaning that
 6
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 there are 8 bits used to describe the colour of each pixel . Monochrome and greyscale
 images use 8 bits for each pixel and are able to display 256 different colours or shades of
 grey. Digital colour images are typically stored in 24-bit files and use the RGB colour
 model, also known as true colour . All colour variations for the pixels of a 24-bit image
 are derived from three primary colours: red, green and blue, and each primary colour is
 represented by 8 bits . Thus in one given pixel, there can be 256 different quantities of
 red, green and blue, adding up to more than 16-million combinations, resulting in more
 than 16-million colours . Not surprisingly the larger amount of colours that can be
 displayed, the larger the file size .
 4.2 Image Compression
 When working with larger images of greater bit depth, the images tend to become too
 large to transmit over a standard Internet connection. In order to display an image in a
 reasonable amount of time, techniques must be incorporated to reduce the image’s file
 size. These techniques make use of mathematical formulas to analyse and condense
 image data, resulting in smaller file sizes. This process is called compression .
 In images there are two types of compression: lossy and lossless . Both methods save
 storage space, but the procedures that they implement differ. Lossy compression creates
 smaller files by discarding excess image data from the original image. It removes details
 that are too small for the human eye to differentiate , resulting in close approximations of
 the original image, although not an exact duplicate. An example of an image format that
 uses this compression technique is JPEG (Joint Photographic Experts Group) .
 Lossless compression, on the other hand, never removes any information from the
 original image, but instead represents data in mathematical formulas . The original
 image’s integrity is maintained and the decompressed image output is bit-by-bit identical
 to the original image input . The most popular image formats that use lossless
 compression is GIF (Graphical Interchange Format) and 8-bit BMP (a Microsoft
 Windows bitmap file) .
 7
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 Compression plays a very important role in choosing which steganographic algorithm to
 use. Lossy compression techniques result in smaller image file sizes, but it increases the
 possibility that the embedded message may be partly lost due to the fact that excess
 image data will be removed . Lossless compression though, keeps the original digital
 image intact without the chance of lost, although is does not compress the image to such
 a small file size [14]. Different steganographic algorithms have been developed for both
 of these compression types and will be explained in the following sections.
 4.3 Image and Transform Domain
 Image steganography techniques can be divided into two groups: those in the Image
 Domain and those in the Transform Domain . Image – also known as spatial – domain
 techniques embed messages in the intensity of the pixels directly, while for transform –
 also known as frequency – domain, images are first transformed and then the message is
 embedded in the image . Image domain techniques encompass bit-wise methods that
 apply bit insertion and noise manipulation and are sometimes characterised as “simple
 systems” . The image formats that are most suitable for image domain steganography are
 lossless and the techniques are typically dependent on the image format. Steganography
 in the transform domain involves the manipulation of algorithms and image transforms .
 These methods hide messages in more significant areas of the cover image, making it
 more robust . Many transform domain methods are independent of the image format and
 the embedded message may survive conversion between lossy and lossless compression .
 In the next sections steganographic algorithms will be explained in categories according
 to image file formats and the domain in which they are performed.
 8
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 ( Catagories of image steganography )
 4.3.1 Image Domain
 Least Significant Bit
 Least significant bit (LSB) insertion is a common, simple approach to embedding
 information in a cover image . The least significant bit (in other words, the 8th bit) of
 some or all of the bytes inside an image is changed to a bit of the secret message. When
 using a 24-bit image, a bit of each of the red, green and blue colour components can be
 used, since they are each represented by a byte. In other words, one can store 3 bits in
 each pixel. An 800 × 600 pixel image, can thus store a total amount of 1,440,000 bits or
 180,000 bytes of embedded data . For example a grid for 3 pixels of a 24-bit image can
 be as follows:
 (00101101 00011100 11011100)
 (10100110 11000100 00001100)
 (11010010 10101101 01100011)
 When the number 200, which binary representation is 11001000, is embedded into the
 least significant bits of this part of the image, the resulting grid is as follows:
 (00101101 00011101 11011100)
 (10100110 11000101 00001100)
 (11010010 10101100 01100011)
 9
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 Although the number was embedded into the first 8 bytes of the grid, only the 3
 underlined bits needed to be changed according to the embedded message. On average,
 only half of the bits in an image will need to be modified to hide a secret message using
 the maximum cover size. Since there are 256 possible intensities of each primary colour,
 changing the LSB of a pixel results in small changes in the intensity of the colours. These
 changes cannot be perceived by the human eye - thus the message is successfully hidden.
 With a well-chosen image, one can even hide the message in the least as well as second
 to least significant bit and still not see the difference .
 In the above example, consecutive bytes of the image data – from the first byte to the end
 of the message – are used to embed the information. This approach is very easy to detect .
 A slightly more secure system is for the sender and receiver to share a secret key that
 specifies only certain pixels to be changed. Should an adversary suspect that LSB
 steganography has been used, he has no way of knowing which pixels to target without
 the secret key .
 In its simplest form, LSB makes use of BMP images, since they use lossless
 compression. Unfortunately to be able to hide a secret message inside a BMP file, one
 would require a very large cover image. Nowadays, BMP images of 800 × 600 pixels are
 not often used on the Internet and might arouse suspicion . For this reason, LSB
 steganography has also been developed for use with other image file formats.
 LSB and Palette Based Images
 Palette based images, for example GIF images, are another popular image file format
 commonly used on the Internet. By definition a GIF image cannot have a bit depth
 greater than 8, thus the maximum number of colours that a GIF can store is 256 . GIF
 images are indexed images where the colours used in the image are stored in a palette,
 sometimes referred to as a colour lookup table . Each pixel is represented as a single byte
 and the pixel data is an index to the colour palette . The colours of the palette are
 10
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 typically ordered from the most used colour to the least used colours to reduce lookup
 time .
 GIF images can also be used for LSB steganography, although extra care should be taken.
 The problem with the palette approach used with GIF images is that should one change
 the least significant bit of a pixel, it can resultin a completely different colour since the
 index to the colour palette is changed . If adjacent palette entries are similar, there might
 be little or no noticeable change, but should the adjacent palette entries be very
 dissimilar, the change would be evident . One possible solution is to sort the palette so
 that the colour differences between consecutive colours are minimized . Another solution
 is to add new colours which are visually similar to the existing colours in the palette. This
 requires the original image to have less unique colours than the maximum number of
 colours (this value depends on the bit depth used) . Using this approach, one should thus
 carefully choose the right cover image. Unfortunately any tampering with the palette of
 an indexed image leaves a very clear signature, making it easier to detect.
 A final solution to the problem is to use greyscale images. In an 8-bit greyscale GIF
 image, there are 256 different shades of grey . The changes between the colours are very
 gradual, making it harder to detect.
 5.1 SOURCE OF INFORMATION
 Primary sources
 Since this is a one of kind software, we are creating; we have referred to several study
 materials and e-books. To help our knowledge bank increase and get valid information on
 how to bring our application software to execution we have used the following sources of
 information:
 Source forge
 Wikipedia
 11
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 Johnson & Johnson Technology Consultants (www.jjtc.com)
 SecurityFocus.com
 Secondary Sources
 Java Platform
 An edition of the Java platform is the name for a bundle of related programs, or platform,
 from Sun which allow for developing and running programs written in the Java
 programming language. The platform is not specific to any one processor or operating
 system, but rather an execution engine (called a virtual machine) and a compiler with a
 set of standard libraries that are implemented for various hardware and operating systems
 so that Java programs can run identically on all of them.
 5.2 TOOL SURVEY
 Our project, "Steganography" has been developed using Java Development Kit and My
 eclipse. Java Development Kit(JDK) 1.5 has been used to develop the software and My
 Eclipse has been used as an editor.
 The software is platform independent as based on Java, but requires Java Runtime
 Environment (JRE) to be installed as tool, on the system running it. The software has
 been tested on Windows XP as the base OS, and should work on later operating systems
 having native support for zip compression handling.
 5.3 FUNCTIONAL REQUIREMENTS
 Files can be altered to a certain degree without losing functionality
 The senses of human beings are not accurate enough to distinguish minor changes
 in altered files
 It provides encrypting and decrypting of message in image.
 It does not compromise on privacy and security.
 12
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 5.4 NON-FUNCTIONAL REQUIREMENTS
 Performance Requirements
 To support the method of managing projects as a bunch of threads the Stenography
 system was designed. A tool of this kind is as essential to project management as is a
 word processor to a secretary.
 A Performance Requirement is the extent to which a mission or function must be
 executed, and is generally measured in terms of quantity, quality, coverage, timeliness or
 readiness. Performance requirements are initially defined through requirements analyses
 and trade studies using customer need, objective, and/or requirement statements.
 Safety
 This is the perceived risk of possible damage to property, people and the environment. It
 is important to highlight and understand the potential damage that could occur when
 using a product within the anticipated operational environment.
 Safety Requirements
 Technical feasibility such as whether the necessary technology exist to do what is
 suggested and if the equipment have the capacity to hold data required by the use of new
 system. Also any technical guarantees of accuracy, reliability, ease of access, data
 security could be provided etc. This is the perceived risk of possible damage to property,
 people and the environment. It is important to highlight and understand the potential
 damage that could occur when using a product within the anticipated operational
 environment.
 Security Requirements
 Security is an emergent quality of software, much like usability and performance, in that
 it comes together as the team implements all of the functionalities. Requirements for
 13
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 emergent qualities typically strive to impose some minimum standards on the software or
 specifically prohibit unwanted behavior, rather than stating expected software behavior
 like for functional requirements.
 .
 5.5 HARDWARE REQUIREMENTS
 Pentium IV Processor with minimum of 300 MHz.
 Built in Cache of 256 KB
 RAM 128MB
 5.6 SOFTWARE REQUIREMENTS
 Windows NT/XP/2000 Professional
 Java JDK1.5 or any other higher versions
 6.1 MODULAR DESCRIPTION
 The software mainly contains of two modules. These are:
 1. Encode
 This module is a step-by-step procedure for encoding the message into an image. This
 module accepts the compression technique the user wants to use. The image is
 imported and a text is provided by the user to encode it.
 14
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 2. Decode
 This module is a procedure for importing the image and decoding the message hidden
 in it. This module browses the image and decode the hidden message within it and
 display the message.
 6.2 BLOCK DIAGRAM
 6.3 DATA FLOW DIAGRAM
 NOTATIONS: Data-Flows show the movement of data in a specific direction from the
 source to the destination. It represents a packet of data.
 15
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 Processes show the operations performed on the data, which transform it
 from input to output.
 Sources and Destinations of data are the external sources and destinations
 of data, which may be people, programs, organizations or other entities
 interacting with the system, but are outside its boundary.
 Data Stores are places where data are stored such as files and tables.
 CONTEXT LEVEL DFDLevel 0
 LEVEL 1 DFD
 16
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 7. SCREENSHOTS
 Openig screen
 17

Page 18
                        

Image Steganography
 This is the first page of the software which shows the 2 modes, i.e. encode and decode to
 be selected. Radio buttons have been used to select either of two modes. In this case,
 encode has been selected.
 Encode Screen
 This page of the software shows the option to enter the message and to brows the image
 file for encoding.
 Error screen
 This screen appears when the encode button is pressed with out entering the text.
 This screen appears when we press encode button without selecting a file.
 Image Selection Screen
 18
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 This page gives option to brows the image file from the hard disk.
 Decode screen
 This screen appears when we press the decode button.
 Conformation screen
 This screen appears when the encoding is successfull.
 19
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 This screen appears when decoding is done successfully.
 8. SWING PROGRAMMING
 Swing is basically a set of customizable graphical components whose look-and-feel can
 be dictated at runtime.
 Pre-built look-and-feel: Motif, Windows, Macintosh, Metal on a any platform
 Personal look-and-feel also definable
 The Java Foundation Classes
 Swing is actually one API in the JFC suite of libraries:
 AWT
 Basic GUI Toolkit shipped with all versions of JDK. Swing does not reuse any AWT
 components but does build off some lightweight component facilities
 Accessibility
 Interface to alternative user interfaces e.g. audible text readers; braille keyboards may
 interface via this API. All Swing Components support accessibility.
 2D API
 Various painting styles, drawing styles, fonts and colures. Not Part of SWING.
 Drag and Drop
 Click and hold of GUI objects, moving windows or objects etc. Not Part of SWING
 20
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 Swing Features Plug gable look-and feels -- as above
 Lightweight components
 Do not depend on native peers to render them.
 Simplified graphics to paint on screen
 Similar behavior across all platforms
 Portable look and feel
 Only a few top level containers not lightweight.
 New components -- tress tables, sliders progress bars, frames, text
 components.
 Tool tips -- textual popup to give additional help
 Arbitrary keyboard event binding
 Debugging support
 9. THE CODE
 Main.java
 import java.awt.*;import java.awt.event.*;import javax.swing.*;
 public class Main extends JFrame{
 public Main(){
 initComponents();this.setVisible(true);
 }
 public static void main(String[] args){
 new Main();}
 private void btn_encodeActionPerformed(){
 21

Page 22
                        

Image Steganography
 new Encode();}
 private void btn_decodeActionPerformed(){
 new Decode();}
 private void initComponents(){
 btn_encode = new JButton();btn_decode = new JButton();
 setDefaultCloseOperation(WindowConstants.EXIT_ON_CLOSE);
 setResizable(false);setTitle("Steganography");Container contentPane = getContentPane();contentPane.setLayout(null);
 btn_encode.setText("Encode");btn_encode.addActionListener(new ActionListener(){
 public void actionPerformed(ActionEvent e){
 btn_encodeActionPerformed();}
 });contentPane.add(btn_encode);btn_encode.setBounds(60, 30, 115, 35);
 btn_decode.setText("Decode");btn_decode.addActionListener(new ActionListener(){
 public void actionPerformed(ActionEvent e){
 btn_decodeActionPerformed();}
 });contentPane.add(btn_decode);btn_decode.setBounds(60, 75, 115, 35);
 {Dimension preferredSize = new Dimension();for (int i = 0; i < contentPane.getComponentCount(); i++)
 22
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 {Rectangle bounds =
 contentPane.getComponent(i).getBounds();preferredSize.width = Math.max(bounds.x + bounds.width,
 preferredSize.width);preferredSize.height = Math.max(bounds.y +
 bounds.height,preferredSize.height);}Insets insets = contentPane.getInsets();preferredSize.width += insets.right;preferredSize.height += insets.bottom;contentPane.setMinimumSize(preferredSize);contentPane.setPreferredSize(preferredSize);
 }setSize(250, 185);setLocationRelativeTo(null);
 }
 private JButton btn_encode;private JButton btn_decode;
 }
 Enode.java
 import java.awt.Container;import java.awt.Dimension;import java.awt.GridBagConstraints;import java.awt.GridBagLayout;import java.awt.Insets;import java.awt.Rectangle;import java.awt.event.ActionEvent;import java.awt.event.ActionListener;
 import javax.swing.JButton;import javax.swing.JFileChooser;import javax.swing.JFrame;import javax.swing.JLabel;import javax.swing.JOptionPane;import javax.swing.JPanel;import javax.swing.JScrollPane;import javax.swing.JTextArea;import javax.swing.JTextField;import javax.swing.WindowConstants;
 public class Encode extends JFrame{
 23
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 public Encode(){
 initComponents();this.setVisible(true);
 }
 public static void main(String[] args){
 new Encode();}
 private void btn_browseActionPerformed(){
 JFileChooser c = new JFileChooser();c.setFileFilter(new SteFileFilter());int rVal = c.showOpenDialog(this);if (rVal == JFileChooser.APPROVE_OPTION){
 txt_file.setText(c.getSelectedFile().getPath());}
 }
 private void btn_encodeActionPerformed(){
 if (txt_file.getText().equals("")){
 JOptionPane.showMessageDialog(this, "You Must Select a File");}else if (txt_text.getText().equals("")){
 JOptionPane.showMessageDialog(this,"You Must Enter Some Text to Encode");
 }else{
 Steganography s = new Steganography();s.encode(txt_file.getText(), "encoded.jpg", txt_text.getText());JOptionPane.showMessageDialog(this, "Encoded File :
 encoded.jpg");}
 }
 private void initComponents(){
 panel1 = new JPanel();label1 = new JLabel();
 24
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 scrollPane1 = new JScrollPane();txt_text = new JTextArea();label2 = new JLabel();txt_file = new JTextField();btn_browse = new JButton();btn_encode = new JButton();
 setTitle("Encode");setDefaultCloseOperation(WindowConstants.EXIT_ON_CLOSE);setResizable(false);Container contentPane = getContentPane();contentPane.setLayout(null);
 {panel1.setLayout(new GridBagLayout());((GridBagLayout) panel1.getLayout()).columnWidths = new int[]
 { 0,0, 0, 0 };((GridBagLayout) panel1.getLayout()).rowHeights = new int[] { 0,
 0,0, 0 };((GridBagLayout) panel1.getLayout()).columnWeights = new
 double[] {0.0, 1.0, 0.0, 1.0E-4 };((GridBagLayout) panel1.getLayout()).rowWeights = new
 double[] {0.0, 0.0, 0.0, 1.0E-4 };
 label1.setText("Text to Encode");panel1.add(label1, new GridBagConstraints(0, 0, 1, 1, 0.0, 0.0,
 GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 5, 5), 0, 0));
 {scrollPane1.setViewportView(txt_text);
 }panel1.add(scrollPane1, new GridBagConstraints(1, 0, 1, 1, 0.0,
 0.0,GridBagConstraints.CENTER,GridBagConstraints.BOTH, new Insets(0, 0, 5, 5), 0, 0));
 label2.setText("Image");panel1.add(label2, new GridBagConstraints(0, 1, 1, 1, 0.0, 0.0,
 GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 5, 5), 0, 0));panel1.add(txt_file, new GridBagConstraints(1, 1, 1, 1, 0.0, 0.0,
 GridBagConstraints.CENTER, GridBagConstraints.BOTH,new Insets(0, 0, 5, 5), 0, 0));
 25
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 btn_browse.setText("Browse");btn_browse.addActionListener(new ActionListener(){
 public void actionPerformed(ActionEvent e){
 btn_browseActionPerformed();}
 });panel1.add(btn_browse, new GridBagConstraints(2, 1, 1, 1, 0.0,
 0.0,GridBagConstraints.CENTER, GridBagConstraints.BOTH,new Insets(0, 0, 5, 0), 0, 0));
 btn_encode.setText("Encode");btn_encode.addActionListener(new ActionListener(){
 public void actionPerformed(ActionEvent e){
 btn_encodeActionPerformed();}
 });panel1.add(btn_encode, new GridBagConstraints(1, 2, 1, 1, 0.0,
 0.0,GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 0, 5), 0, 0));}contentPane.add(panel1);panel1.setBounds(25, 10, 345, 90);
 {Dimension preferredSize = new Dimension();for (int i = 0; i < contentPane.getComponentCount(); i++){
 Rectangle bounds = contentPane.getComponent(i).getBounds();
 preferredSize.width = Math.max(bounds.x + bounds.width,preferredSize.width);
 preferredSize.height = Math.max(bounds.y + bounds.height,preferredSize.height);
 }Insets insets = contentPane.getInsets();preferredSize.width += insets.right;preferredSize.height += insets.bottom;contentPane.setMinimumSize(preferredSize);contentPane.setPreferredSize(preferredSize);
 }
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 setSize(400, 145);setLocationRelativeTo(null);
 }
 private JPanel panel1;private JLabel label1;private JScrollPane scrollPane1;private JTextArea txt_text;private JLabel label2;private JTextField txt_file;private JButton btn_browse;private JButton btn_encode;
 }
 Decode.java
 import java.awt.Container;
 import java.awt.Dimension;
 import java.awt.GridBagConstraints;
 import java.awt.GridBagLayout;
 import java.awt.Insets;
 import java.awt.Rectangle;
 import java.awt.event.ActionEvent;
 import java.awt.event.ActionListener;
 import javax.swing.JButton;
 import javax.swing.JFileChooser;
 import javax.swing.JFrame;
 import javax.swing.JLabel;
 import javax.swing.JOptionPane;
 import javax.swing.JPanel;
 import javax.swing.JScrollPane;
 import javax.swing.JTextArea;
 import javax.swing.JTextField;
 import javax.swing.WindowConstants;
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 public class Decode extends JFrame
 {
 public Decode()
 {
 initComponents();
 this.setVisible(true);
 }
 public static void main(String[] args)
 {
 new Decode();
 }
 private void btn_browseActionPerformed()
 {
 JFileChooser c = new JFileChooser();
 c.setFileFilter(new SteFileFilter());
 int rVal = c.showOpenDialog(this);
 if (rVal == JFileChooser.APPROVE_OPTION)
 {
 txt_file.setText(c.getSelectedFile().getPath());
 }
 }
 private void btn_decodeActionPerformed()
 {
 if (txt_file.getText().equals(""))
 {
 JOptionPane.showMessageDialog(this, "You Must Select a File");
 }
 else
 28
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 {
 Steganography s = new Steganography();
 txt_text.setText(s.decode(txt_file.getText()));
 JOptionPane.showMessageDialog(this, "Done");
 }
 }
 private void initComponents()
 {
 panel1 = new JPanel();
 label1 = new JLabel();
 scrollPane1 = new JScrollPane();
 txt_text = new JTextArea();
 label2 = new JLabel();
 txt_file = new JTextField();
 btn_browse = new JButton();
 btn_decode = new JButton();
 setTitle("Decode");
 setDefaultCloseOperation(WindowConstants.EXIT_ON_CLOSE);
 setResizable(false);
 Container contentPane = getContentPane();
 contentPane.setLayout(null);
 {
 panel1.setLayout(new GridBagLayout());
 ((GridBagLayout) panel1.getLayout()).columnWidths = new int[]
 {
 0,0, 0, 0 };
 ((GridBagLayout) panel1.getLayout()).rowHeights = new int[] { 0,
 0,0, 0 };
 29

Page 30
                        

Image Steganography
 ((GridBagLayout) panel1.getLayout()).columnWeights = new
 double[] {0.0, 1.0, 0.0, 1.0E-4 };
 ((GridBagLayout) panel1.getLayout()).rowWeights = new
 double[] {0.0, 0.0, 0.0, 1.0E-4 };
 label1.setText("Decoded Text");
 panel1.add(label1, new GridBagConstraints(0, 0, 1, 1, 0.0, 0.0,
 GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 5, 5), 0, 0));
 {
 txt_text.setEditable(false);
 scrollPane1.setViewportView(txt_text);
 }
 panel1.add(scrollPane1, new GridBagConstraints(1, 0, 1, 1, 0.0,
 0.0, GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 5, 5), 0, 0));
 label2.setText("Image");
 panel1.add(label2, new GridBagConstraints(0, 1, 1, 1, 0.0, 0.0,
 GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 5, 5), 0, 0));
 panel1.add(txt_file, new GridBagConstraints(1, 1, 1, 1, 0.0, 0.0,
 GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 5, 5), 0, 0));
 btn_browse.setText("Browse");
 btn_browse.addActionListener(new ActionListener()
 {
 public void actionPerformed(ActionEvent e)
 {
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 btn_browseActionPerformed();
 }
 });
 panel1.add(btn_browse, new GridBagConstraints(2, 1, 1, 1, 0.0,
 0.0,GridBagConstraints.CENTER, GridBagConstraints.BOTH,
 new Insets(0, 0, 5, 0), 0, 0));
 btn_decode.setText("Decode");
 btn_decode.addActionListener(new ActionListener()
 {
 public void actionPerformed(ActionEvent e)
 {
 btn_decodeActionPerformed();
 }
 });
 panel1.add(btn_decode, new GridBagConstraints(1, 2, 1, 1, 0.0,
 0.0,
 GridBagConstraints.CENTER,
 GridBagConstraints.BOTH,
 new Insets(0, 0, 0, 5), 0, 0));
 }
 contentPane.add(panel1);
 panel1.setBounds(25, 10, 345, 90);
 {
 Dimension preferredSize = new Dimension();
 for (int i = 0; i < contentPane.getComponentCount(); i++)
 {
 Rectangle bounds =
 contentPane.getComponent(i).getBounds();
 preferredSize.width = Math.max(bounds.x + bounds.width,
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 preferredSize.width);
 preferredSize.height = Math.max(bounds.y +
 bounds.height,preferredSize.height);
 }
 Insets insets = contentPane.getInsets();
 preferredSize.width += insets.right;
 preferredSize.height += insets.bottom;
 contentPane.setMinimumSize(preferredSize);
 contentPane.setPreferredSize(preferredSize);
 }
 setSize(400, 145);
 setLocationRelativeTo(null);
 }
 private JPanel panel1;
 private JLabel label1;
 private JScrollPane scrollPane1;
 private JTextArea txt_text;
 private JLabel label2;
 private JTextField txt_file;
 private JButton btn_browse;
 private JButton btn_decode;
 }
 SetFileFilter
 import java.io.File;
 import javax.swing.filechooser.FileFilter;
 public class SteFileFilter extends FileFilter
 {
 String exts[]=new String[]{"jpeg","jpg","png","bmp"};
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 @Override
 public boolean accept(File f)
 {
 if(f.isDirectory())
 return true;
 int index=f.getName().lastIndexOf(".");
 if(index!=-1)
 {
 String ext=f.getName().substring(index+1);
 for(int i=0;i<exts.length;i++)
 {
 if(ext.equals(exts[i]))
 return true;
 }
 return false;
 }
 else
 return false;
 }
 @Override
 public String getDescription()
 {
 return "Image File";
 }
 }
 Steganography.java
 import java.io.File;
 import java.awt.Graphics2D;
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 import java.awt.image.BufferedImage;
 import java.awt.image.WritableRaster;
 import java.awt.image.DataBufferByte;
 import javax.imageio.ImageIO;
 import javax.swing.JOptionPane;
 public class Steganography
 {
 public boolean encode(String srcpath, String destpath, String message)
 {
 boolean ret=false;
 try
 {
 File file = new File(srcpath);
 BufferedImage image_orig = ImageIO.read(file);
 BufferedImage image_mod = cloneImage(image_orig);
 image_mod = add_text(image_mod, message);
 file=new File(destpath);
 file.delete();
 ImageIO.write(image_mod,"png", file);
 ret=true;
 }
 catch (Exception e)
 {
 e.printStackTrace();
 ret=false;
 }
 return ret;
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 }
 public String decode(String filename)
 {
 byte[] decode;
 try
 {
 File file = new File(filename);
 BufferedImage image = ImageIO.read(file);
 image = cloneImage(image);
 decode = decode_text(get_byte_data(image));
 return (new String(decode));
 }
 catch (Exception e)
 {
 JOptionPane.showMessageDialog(null,
 "There is no hidden message in this image!", "Error",
 JOptionPane.ERROR_MESSAGE);
 return "";
 }
 }
 private BufferedImage add_text(BufferedImage image, String text)
 {
 byte img[] = get_byte_data(image);
 byte msg[] = text.getBytes();
 byte len[] = bit_conversion(msg.length);
 try
 {
 encode_text(img, len, 0);
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 encode_text(img, msg, 32);
 }
 catch (Exception e)
 {
 JOptionPane.showMessageDialog(null,
 "Target File cannot hold message!", "Error",
 JOptionPane.ERROR_MESSAGE);
 }
 return image;
 }
 private BufferedImage cloneImage(BufferedImage image)
 {
 BufferedImage new_img = new BufferedImage(image.getWidth(), image
 .getHeight(), BufferedImage.TYPE_3BYTE_BGR);
 Graphics2D graphics = new_img.createGraphics();
 graphics.drawRenderedImage(image, null);
 graphics.dispose();
 return new_img;
 }
 private byte[] get_byte_data(BufferedImage image)
 {
 WritableRaster raster = image.getRaster();
 DataBufferByte buffer = (DataBufferByte) raster.getDataBuffer();
 return buffer.getData();
 }
 private byte[] bit_conversion(int i)
 {
 byte byte3 = (byte) ((i & 0xFF000000) >>> 24);
 36

Page 37
                        

Image Steganography
 byte byte2 = (byte) ((i & 0x00FF0000) >>> 16);
 byte byte1 = (byte) ((i & 0x0000FF00) >>> 8);
 byte byte0 = (byte) ((i & 0x000000FF));
 return (new byte[] { byte3, byte2, byte1, byte0 });
 }
 private byte[] encode_text(byte[] image, byte[] addition, int offset)
 {
 if (addition.length + offset > image.length)
 {
 throw new IllegalArgumentException("File not long enough!");
 }
 for (int i = 0; i < addition.length; ++i)
 {
 int add = addition[i];
 for (int bit = 7; bit >= 0; --bit, ++offset)
 {
 int b = (add >>> bit) & 1;
 image[offset] = (byte) ((image[offset] & 0xFE) | b);
 }
 }
 return image;
 }
 private byte[] decode_text(byte[] image)
 {
 int length = 0;
 int offset = 32;
 for (int i = 0; i < 32; ++i)
 {
 length = (length << 1) | (image[i] & 1);
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 }
 byte[] result = new byte[length];
 for (int b = 0; b < result.length; ++b)
 {
 for (int i = 0; i < 8; ++i, ++offset)
 {
 result[b] = (byte) ((result[b] << 1) | (image[offset] & 1));
 }
 }
 return result;
 }
 }
 10. TEST STRATAGIES
 The Fundamentals
 The development of the software involves a series of production activities where
 opportunities of human feasibility are enormous. Errors may begin to occur at the very
 inception of the process where the objectives maybe erroneously or imperfectly specified
 as well as in later design and development stages because of the human inability to
 perform and communicate with perfection. 
 A test case is simply a test with formal steps and instructions. They are valuable because
 they are repeatable, reproducible under the same environments, and easy to improve upon
 with feedback. A test case is the difference between saying that something seems to be
 working ok and proving that a set of specific tasks are known to be working correctly. 
 Software testing is a critical element of software quality assurance and represents the
 ultimate review of specification, design and testing.
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 Once the source code has been generated, the software must be tested to uncover as many
 errors as possible before delivery to the customer .Software testing is critical element of
 software quality assurance and represents the ultimate review of specification design and
 code generation.
 Testing Principles
 All test should be traceable to customer requirements
 Test should be planned large before testing
 Testing should begin in the small and progress towards in the large.
 Testing is the major quality measure employed during the software engineering
 development. Its basic function is to detect error in the software. Testing is necessary
 for the proper functioning of the system.
 Testing Objectives
 Testing is a process of executing a program with the intention of finding an error .
 A good test case is one that has a high probability of finding an error as yet
 discovered.
 A successful test is one that uncovers an as yet undiscovered error.
 10.1 TEST METHODOLOGIES
 White box testing and Black box testing
 Testing is a process, which reveals errors in the program. It is the major quality measure
 employed during software development. The testing method varies from project to
 project depending on the nature and complexity of the system, working environment etc.
 During testing the program is executed with a set of test cases and the output of the
 program for the test cases is evaluated to determine if the program is performing as it is
 expected to.
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 In order to make sure that the system does not have errors, the different levels of testing
 strategies that are applied at different phases of software development. In the
 conventional methods White-box testing and Black-box testing are two well-known
 methods.
 Black-box tests are used to demonstrate that software functions are operational, that
 input is properly accepted and output is correctly produced, and that the integrity of the
 external information is maintained.
 White-box testing of software is predicted on close examination of procedural detail.
 Providing test cases that exercise specific sets of conditions and/or loops tests logical
 paths through the software.
 Testing Levels
 There are several levels in testing phase. These are unit testing, integration testing,
 system testing and acceptance testing. Initially the tests are focused on each module
 individually to test whether it is functioning as a unit.
 In conventional applications, unit-testing focuses on the smallest combinable program
 unit the sub program (e.g. module, sub routine, procedure, component). After testing
 them individually, it is integrated into a program structure and does the remaining tests.
 Unit Testing
 The first level of testing is unit testing. When object-oriented software is considered the
 concept of unit changes. Rather than testing an individual module, the smallest testable
 unit is the encapsulated class or object. Class testing for object-oriented software is the
 equivalent of unit testing for conventional software. Unlike unit testing of conventional
 software, which tends to focus on the algorithmic detail of a module and the data that
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 flow across the module interface, class testing for object oriented software is driven by
 the operations encapsulated by the class and state behavior of the class.
 Integration Testing
 This testing is second level in testing process. After completion of unit testing, which
 confirms the module's functionality, we integrated modules to form sub systems. These
 subsystems are tested under this integration testing. It checks whether data lost or
 preserved between interface calls. In this module whether data flowed properly across the
 procedures is tested. Modules are integrated by moving downward through the control
 hierarchy beginning from the main control module.
 11.Future Thoughts
 We hope to add support to hide all file formats. This allows for a much broader spectrum
 of uses: one would be able to encode .exe, .doc, .pdf, .mp3, etc. The program would be
 more versatile because often hiding text just isn’t enough.
 We also would like to implement batch image processing and statistical analysis so
 that We can run the program through a dataset of images and detect Steganography
 and perhaps crawl through Google Image Search to see how prevalent Steganography is.
 We eventually plan to port the program to use C/C++ so that we may take advantage of
 bit-fields in C and learn to code GUI’s as well. I have a plug-in handler developed for C+
 + that we would like to use in this project so that third-party developers may contribute to
 the project.
 We can use it for secure chatting through images.
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 12.Conclusion
 With this project we have learned a lot, especially about bit operations and
 bitmasking. This project was fun from the start and only got more interesting as we
 went on developing it. we became more interested in the subject the more we
 researched it. We have learned that while implementing Image Steganography is
 important, thinking of how to detect and attack it and the methods to do so are far
 more complex than actually doing the Steganography itself. There is a lot of research
 that is beginning to discover new ways to detect Steganography, most of which
 involves some variation of statistical analysis. It is interesting to see what other
 methods will be developed and how accurate they will be at detecting Steganography
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