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DNA BASED CRYPTOGRAPHY
 SECRET WRITING
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 Overview
 • Cryptography in general• Need of Cryptography• Basic concepts in Cryptography
 - Plaintext - Cipher text - Encryption- Decryption - Key - Cryptosystem- Cryptanalysis
 • One time pad cipher in general• Methods for Encryption-Decryption using One time pad cipher
 - Substitution method - Bit wise XOR method• Cryptanalysis using DES
 -Breaking DES in general - Breaking DES using Molecular Biology
 • Steganography in general• Steganography using DNA
 -Steganography method 1 -Steganography method 2
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 WHAT’S THE NEED OF CRYPTOGRAPHY?
 Why to write the information in a secret form?
 • more information stored & communicated via computers.
 • privacy to secure information.

Page 4
                        

4
 What is Cryptography in general?
 The art of protecting information by transforming it into an unreadable format is called as Cryptography.
 Important Message A B C
 (Plaintext)
 Encrypted Message
 (Cipher text) D E F
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 BASIC CONCEPTS IN CRYPTOGRAPHY
 • Plaintext : Information to be kept secret and safe. (ABC)
 • Cipher text : The disguise message. (DEF) • Encryption : The process of converting
 plaintext (ABC) to cipher text (DEF) • Decryption : The process of converting
 cipher text (DEF) to plain text (ABC)
 • Key : A secret value carrying information called the key which is also known as pad.
 • Cryptosystem : A method of disguis ing messages so that only certain people can
 see through the disguise. (usually collection of algorithms)
 • Cryptanalys is : The art of breaking cryptosystem seeing through the disguise
 even when you're not supposed to be able to.
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 What is one-time-pad Cipher (Algorithm) in General?
 • Safest Encryption Algorithm.• unbreakable.• Possess “Perfect Secrecy”• Meaning.
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 Why the name is One-Time Pad
 • S & R possess identical pads filled with random data.
 • pad representing data is chosen randomly & used once to
 encrypt - sender decrypt - receiver.
 • After encoding pads are destroyed. • Pads are used only once & are thrown.
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 Why One -time Pad cipher is unbreakable?
 Non -repetitive use of pad
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 Principles of One-time-Pad Cipher
 Example : One-Time-Pad implemented for linguistic text.
 Plaintext D N APad(Key) H U Z---------------------------------------Ciphertext L I B
 Assumption: pad is at least as long as
 plaintext & is chosen randomly.
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 Characteristic of One-Time-Pad-cipher
 Functions written for• Encryption• Decryption
 identical.
 2. What’s the advantage of this characteris tic? reduces complexity & enables
 efficient from of implementation.
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 What will happen if a pad is used repeatedly?
 • Attacker would be able to obtain information such as the probability distribution of the plaintext.
 Consequence
 negate principle of breakability.
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 Drawbacks of such cryptosystem
 • Unique mapping from P to C costly operation.
 • Communication of the pad between S & R must be performed prior to encryption of message.
 How these drawbacks are overcome? Using DNA = an exchange of secret
 information.
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 How an ideal Cryptosystem should be?
 • should contain huge library of pads.• (pad) : unique random mapping from plaintextplaintext to cipher text.
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 Problems with One-time-Pad Cipher
 • being able to generate long pads at low cost.
 • sender entity & receiver entity must already have the pad in possession.
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 When will One-time-Pad Cipher will prove to be inefficient?
 C (transmission pad) =C (plaintext)
 Solution : technique for pad generation at low cost.
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 Methods for Encryption and Decryption (Using One-time Pad
 cipher)
 • By using Substitution method.
 • By using bit-wise XOR computation.
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 Substitution method in general
 Features :• Data to be sent is chosen randomly.
 • Pads are used for random data conversion.
 • Encryption: plaintext with corresponding cipher text.
 Assumptions:7.Pads are constructed in secret.8.Pads are shared in advance.
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 DNA Cryptosystem using Substitution method
 • Pad having random data to be sent is used.
 • Pad serves as key
 • A large one-time-pad in the from of DNA strand is assembled from short oligonucleotide sequences,
 • Then pads are isolated & cloned.
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 A DNA One-Time-Pad lookup table
 Repeating Unit : used for encryption purposeS topper: prevents DNA polymerase to continue with extension of strand beyond boundary of cipher word-plain word pair.
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 How Prevention of continuous expans ion of s trand is done?
 constructing stopper sequence as a series of repeated nucleotides such as
 A A A A A & T T T T T

Page 21
                        

21
 How Encryption & Decryption is achieved?
 • Encryption :
 • complementary oligonucleotide at sender
 • complementary oligonucleotide = a primer
 DNA Polymerase Cipher text
 • Decryption :
 • Reverse process.
 • Receiver uses
 Cipher text words –to generate complementary strands –primers(key) strands containing plaintext words.
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 DNA Cryptosystem using XOR Computation
 Logical XOR operation is performed on
 2 binary inputs to yield 3rd
 binary output
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 How One Time Pad XOR is Implemented
 • (plaintext) in the from of binary data is converted into a stream represented by DNA.
 • Random DNA strand constructed & used as Encryption pad
 • Encryption Decryption - DNA tiling Computations.
 • Logical operation XOR performed on• Input Strand
 • Pad Strand
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 What are DNA Tiles
 • Multi-stranded complexes containing double helical domains.
 • formed by intra & inter helix of Waston-Crick base pairing.
 • constructed with specific single stranded sticky ends.
 • Sticky ends : self-assembly process.
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 XOR operation with the help of DNA Tiles
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 Cryptanalysis Using general DES
 • Cryptanalysis :is the art of breaking cryptosystem seeing through the disguise even when you're not supposed to be able to.
 • DES : Data Encryption Standard.• Algorithm used to prevent attacks by statistical analysis.
 • DES : encrypts 64 bit plain text into a 64 bit cipher text using a 56 bit
 key.
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 DES Circuit
 1.P-box changes the order of bits during computation.2.Data to be secured is passed through S box followed by P box using a 56 bit cipher key.3.Passing of data is done repeatedly in series of 16 rounds.4.In each round, input is expanded i.e bits are copied to achieve redundancy, XORed with cipher key & then are passed through S & P box.
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 S-Box Circuit
 1.S-Box is complex compared to P-box.2.takes 48 bits of inputs & outputs 32 bits.3.groups 48 i/p bits into 8 groups of 6 bits4.for each group of 6 bits, S-box performs 8 table look up & outputs 4 bits.5.In short, each DES round requires 48 + 32 = 80 XOR operations & 8 table lookups.
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 Breaking DES in general
 • DES considered as unsecured.• Reason: encryption & decryption key of 56 bits.
 • The number of possible keys is 2 rest to 56.
 • Powerful computers can break the key just in 56 hours.

Page 30
                        

30
 Breaking DES using Molecular Biology
 • experiment never actually conducted
 • 2 assumptions.
 • bimolecular operations without any errors.
 • error minimization & error correcting techniques
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 Experiment proposed by Boneh to break DES
 • Assume that attacker chooses random plaintext P & encrypts this plaintext P using DES ckt. & obtains cipher text C0 using key K0.
 • to break DES attacker is interested in obtaining this key K0.• As the key is of 56 bits , all in all we have 2 rest to 56 different
 keys.• for every possible key Ki from the pool of 2 rest 56 keys, attacker
 will create a s trand KiCi• Ci = cipher text resulting from performing encryption of P using key
 Ki.• Attacker will now have a soup containing 2 56 strands which would
 be in the range of a few liters of DNA.• Once the attacker succeeds to extract a strand KiCi such as Ci = C0
 Ki = K0 then he is able to break DES.Where,
 Ci = cipher text present in the pool of strands represented by key Ki &
 C0 = cipher text achieved using DES represented by key K0.
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 What is Steganography in general?
 • Definition: art of hiding a message within a larger pool of information such as text, binary, images or even video.
 • Goal : to have hidden message appear as something else
 • Example: Map coordinates would = a grocery shopping list.
 Advantage of S teganography over Cryptography
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 DNA Steganography
 What do we need for DNA S teganography?• a method of encoding information using DNA
 • method should be simple & efficient to store binary information using nucleotides.
 Which B iochemistry methods do we need & what do they do?
 • Polymerase Cloning Reaction and • Gel Electrophoresis • binary data stored in the from of 1s and 0s, encoding
 of data requires
 – a DNA representation of binary digits and
 – the means of concatenating such strands.
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 DNA encoding of binary data
 1.Encoding of each 0 is done by a preset sequence of bases which is appended on each strand with a sticky end.2.The same operation is performed for each binary digit containing 1 ,with same sticky end, but with a different preset base sequence indicating the sequence representing a 1.3.Sticky ends remain same for each binary digit (0 & 1)then concatenation of strands can be done easily by performing Annealing & Ligation.
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 A Steganographic encoding of a message
 5'end which is nothing but a sequence of bases representing start sequence to one strand & a terminator sequence at 5'end of the complement strand is concatenated.
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 Communication using DNA Steganography method 1
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 Security in case of Steganography Method 1
 • Attacker’s ability to distinguish between “ Dummy Strand” & “Message Strand”.
 • Attacker’s capability to perform a random extraction of single strand & decoding the strand.
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 Evaluation to the strength of cryptanalysis for this method
 2 Assumptions...
 3. Attacker (technological extraction capabilities)= (capabilities of S & R).
 4. Attacker is aware of the fact that the message is actually being sent.
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 Probability of extracting the correct stand
 • P(extracting the correct strand)=P(having in possession
 the correct primer).
 • P = 1-1/4 i, i= base length of primer. Even if the length of the primer is set to 10 bases then
 the attacker will have to attempt over a million extractions & decoding.
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 Weakness of this method
 • If the length of the primer is reduced• attacker can extract the message with the help of enough recourses & technical advances.
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DNA Steganography Method 2
 • Uses Gel imaging to generate image, for pool of strands.
 • Image obtained by gel imaging = key• Actual message + dummy pool=another image (Encrypted image)carries original message.
 41

Page 42
                        

42
 Images of dummy pool & encrypted pool
 Using graphical subtraction the receiver subtracts the dummy image from the encrypted image to obtain the message.
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 Security Level of DNA STEGANOGRAPHY METHOD 2
 • pool of dummy strands.• more the pool of dummy strands, higher security
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 Weakness of this method
 o same dummy pool is used for encryption & decryption.
 o So more encrypted messages attacker intercepts, the more information he acquires on the dummy pool
 S olution : Different dummy pools for Encryption &
 Decryption.
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 Thank You
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