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Introduction
 Cryptography
 ... “is about communication in the presence of adversaries.”
 (R. Rivest)
 ↓ ↑
 Adversary
 October 31, 2017 2 / 39
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Introduction
 Course Objectives
 Objectives
 ◮ Learn how the basic cryptographic primitives and protocols work.
 ◮ Understand why they are secure or insecure.
 ◮ Learn to use them correctly and reason about security.
 ◮ Develop a sound understanding of fundamental concepts in cryptography,implementations of basic primitives and protocols.
 ◮ Be familiar with a number of examples of use of cryptographic tools in commonsoftware and hardware artefacts.
 After the course be able to:
 ◮ Compare & explain basic cryptographic primitives & protocols.
 ◮ Identify security weaknesses and break cryptosystems.
 October 31, 2017 3 / 39
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Introduction
 Course Info
 Course Code: TDA 352, Chalmers, DIT 250 GU
 LecturesTuesdays 10:00 - 12:00Fridays 10:00 - 12:00
 Exercise LecturesTuesdays 08:00-10:00
 TeamMain Lecturer:
 ◮ Katerina Mitrokotsa
 Tutors:
 ◮ Wissam Aoudi
 ◮ Carlo Brunetta
 ◮ Christos Profetzas
 ◮ Georgia Tsaloli
 For more info and updates on the schedule check the website of the course:http://www.cse.chalmers.se/edu/course/TDA352/
 October 31, 2017 4 / 39
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Introduction
 Course MaterialBooks:
 Recommendation
 ◮ Attend the lectures and theexercise sessions every week.
 ◮ Take notes, study the slidesand suggested material.
 ◮ Try to solve the exercises beforegoing to the exercise session!
 Books
 ◮ W. Stallings, Cryptography and Network Security (Principles and Practice), 6thEdition
 ◮ J. Katz, Y. Lindell, Introduction to Modern Cryptography, 2nd Edition
 Further material
 ◮ Lecture slides, Exercises, Home assignments
 ◮ Selected papers, book chapters, videos. Check the course webpage!
 October 31, 2017 5 / 39
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Introduction
 Assignments & Exercise Sessions
 ◮ 6 Exercise SessionsAttendance is recommended to understand better the introduced concepts.
 ◮ 3 Home Assignments (done individually)◮ Ass. 1: An attack against SSL - use GPG to encrypt your answer!◮ Ass. 2: El Gamal encryption & hands on group theory.◮ Ass. 3: Part A - A decentralised voting system
 Part B - A vulnerable cryptographic protocol
 ◮ 1 Programming Assignment (done in pairs)
 The deadlines are available at the course website!
 Exam
 ◮ Written closed book exam on the 12th of January 2018.
 ◮ Only one re-exam! On the 5th of April 2018.
 To Pass the Course ⇒ Pass the 4 assignments + the exam
 October 31, 2017 6 / 39
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Introduction
 Course evaluation
 Student Representatives
 ◮ Seyed Reza Esmaeili, [email protected]
 ◮ Karl Kangur, [email protected]
 ◮ Antoine Lepers, [email protected]
 ◮ Oleksii Prykhodko, [email protected]
 ◮ Benedikt Sigurleifsson, [email protected]
 Your input is important to improve the course!Come and find me during the break!Reimbursement for volunteers: 200 SEK voucher at Cremona!
 October 31, 2017 7 / 39
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Introduction
 Overview of the Course Content
 ◮ Part A: Secret key cryptography
 ◮ Part B: Public key cryptography
 ◮ Part C: Cryptographic protocols
 ◮ Part D: Data Authentication
 ◮ Guarantee Data Confidentiality
 ◮ Symmetric ciphers, blockciphers, DES, AES
 ◮ Asymmetric ciphers, RSA,ElGamal
 ◮ Achieve Advanced Properties
 ◮ Identification Protocols◮ Key establishment◮ Secure Multiparty
 Computation◮ Secret Sharing Schemes
 ◮ Ensure Data Integrity
 ◮ Digital Signatures◮ MACs, HASH functions!"#$%
 &'(
 )*%
 October 31, 2017 8 / 39
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Introduction
 Preview of Crypto Magic!
 ◮ Multiple parties have secretinputs (e.g., x1, x2, x3, x4, x5).
 ◮ Goal: computef (x1, x2, x3, x4, x5)
 ◮ The result (value of f ) isrevealed but nothing else!
 Problem: Trusted Party single pointof failure!
 Trusted
 Party
 x1 x2 x3 x4 x5
 f(x1, x2, x3, x4, x5)
 ◮ Can we achieve that without the trusted party?
 ◮ Yes! ⇒ Secure multi-party computation!!
 ✞
 ✝
 ☎
 ✆Anything that can be done with trusted auth. can also be done without.
 October 31, 2017 9 / 39
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Introduction
 Why study cryptography? Cryptography is everywhere!
 ◮ SecureCommunication:HTTPS, wireless traffic802.11i WPA2 (wifi),GSM (cellphone),Bluetooth.
 ◮ Encrypting files ondisk: EFS, TrueCrypt
 ◮ Content protection(DVD, Blu-ray): CSS(Content ScramblingSystem), AACS
 October 31, 2017 10 / 39
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Introduction
 Other security courses at Chalmers and GU
 Informal Security SpecializationWe offer a package of four coursesin computer and network security,that complement each other:
 ◮ Cryptography (period 2)
 ◮ Computer security (period 3)
 ◮ Language-based security(period 4)
 ◮ Network security (period 4)
 More info athttp://www.cse.chalmers.se/edu/master/secspec .
 Cryptography
 LP2
 Computer Security LP3
 Language Security
 LP4
 Network Security
 LP4
 October 31, 2017 11 / 39
 http://www.cse.chalmers.se/edu/master/secspec
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Introduction
 Cryptographic goals
 Cryptographic Goals
 In spite of adversaries, we want to achieve (among other things)
 ◮ confidentiality (keeping secret data secret).
 ◮ integrity (preventing modification of data).
 ◮ authentication (preventing frauds).
 ◮ non-repudiation (preventing denials of messages sent).
 How?Cryptography provides basic building blocks for use in building secure systems.
 October 31, 2017 12 / 39
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Introduction
 Secret Key Cryptography: An intuition
 The same key is used to encrypt and to decrypt messages!
 Alice
 Bob
 See you today at
 5pm
 Plaintext
 Encryption
 Ciphertext
 Secret
 key Decryption
 Secret
 key
 Ciphertext
 See you today at
 5pm
 October 31, 2017 13 / 39
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Symmetric Crypto: History
 Historical development
 Ancient times ~1920
 1920-1960
 1960-2000
 2017
 Paper & pencil systemsSubstitution, transposition
 Vigènere, Vernam...
 Machine CiphersEnigma, Purple,
 Hagelin
 Computer-based systems
 AES, DES, RSA, ElGamal
 IBM has successfully built & tested its most powerful
 universal quantum computing processors
 Quantum Crypto is coming!
 October 31, 2017 14 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: Caesar’s cipher
 Encryption: Replace each letter in the plaintext by the letter 3 steps ahead.
 Decryption: Shift back each cipher letter 3 steps!
 The secret key is 3.SK=3
 plain alphabet a b c d e f g h i j k l m n o p q r s t u v w ...
 cipher alphabet D E F G H I J K L M N O P Q R S T U V W X Y Z ...
 M = one one two 7−→ C = RQH RQH WZR
 October 31, 2017 15 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: Caesar’s cipher
 Generalisation of Ceasar’s cipher: Shift Cipher
 Encryption: Replace each letter in the plaintext by the letter SK steps ahead.
 Decryption: Shift back each cipher letter SK steps!
 SK=13
 SK=19
 October 31, 2017 16 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: Caesar’s cipher
 Problem: Very easy to break!!Badly
 Broken!
 October 31, 2017 17 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: Caesar’s cipher
 How to break Ceasar’s cipher (Shift Chpher)?
 Shift the letters of the ciphertext until you get the plaintext! (Text that makes sense)
 An Example of Cryptanalysis
 TIPGK RERCP JZJZJ WLE
 UJQHL SFSDQ KAKAK XMF
 VKRIM TGTER LBLBL YNG
 WLSJN UHUFS MCMCM ZOH
 XDTKO VOVGT NDNDN API
 YNULP WKWHU OEOEO BQJ
 ZOVMQ XKXIV PFPFP CRK
 APWNR YLYJW QGQGQ DSL
 BQXOS ZMXKX RHRHR ETM
 CRYPT ANALY SISIS FUN
 DSZQU BOBMZ TJTJT GVO
 ETARV CPCNA UKUKU HWP
 FUBSW DQDOB VLVLV IXQ
 GVCTX EREPC WMWMW JYR
 HWDUY FSFQD XNXNX KZS
 IXEVZ GTGRE YOYOY LAT
 JYFWA HUHSF ZPZPZ MBU
 KZGXB IVITG AQAQA NCV
 LAHYC JWJUH BRBRB ODW
 MBIZD KXKVI CSCSC PEX
 NCJAE LYLWJ DTDTD QFY
 ODKBF MZMXK EUEUE RGZ
 PELCG NANYL FVFVF SHA
 QFMDH OBOZM GWGWG TIB
 RGNEI PCPAN HXHXH UJC
 SHOFJ QDQBO IYIYI VKD
 SK=17
 October 31, 2017 18 / 39
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Symmetric Crypto: History
 Examples of Historic Ciphers: Substitution Cipher
 Encryption: Substitute each letter in the plaintext with the corresponding letteraccording to the substitution SK.
 Decryption: Substitute each letter in the ciphertext with the corresponding to plaintextaccording to the SK.
 SK (secret key) a bijective (one-to-one function)
 Plaintext:
 Ciphertext:
 October 31, 2017 19 / 39
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Symmetric Crypto: History
 Quiz question!Go to: http://socrative.com/and use the code below or scan the QR code.Student LoginClassroom: CRYPTOCHALMERS
 Key space of substitution ciphers
 How many possible secret keys arethere in a Substitution Cipherassuming 26 letters?
 A 26
 B 26!
 C 226
 D 262
 ◮ The key is a permutation of the 26 letters.◮ 26! ≈ 288
 ◮ Attention: Large key space but terribly insecure via letter frequencies.October 31, 2017 20 / 39
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Symmetric Crypto: History
 Exhaustive Search Attack
 Exhaustive search
 ◮ Also known as brute force attack!
 ◮ Try every possible key!
 Sufficient key principle:
 Any secure encryption scheme must have a key space that is sufficiently large to make an
 exhaustive search attack infeasible!
 Infeasible means & 270
 Attention: The sufficient key space is a necessary condition for security but notsufficient!
 October 31, 2017 21 / 39
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Symmetric Crypto: History
 Quiz Question!Go to: http://www.socrative.com
 OR scan the QR code and use the code below:Student LoginClassroom: CRYPTOCHALMERS
 What is the most common letterin English text?
 A “X”
 B “L”
 C “E” ⇐
 D “H”
 October 31, 2017 22 / 39
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Symmetric Crypto: History
 How to break a substitution cipher?
 1. STEP 1: Find the most common letter used in language of the ciphertext (English)
 ( %)a ( 8.07)b ( 1.40)c ( 2.27)d ( 4.71)e (12.49)f ( 2.26)g ( 2.08)h ( 6.57)i ( 6.81)j ( 0.11)k ( 0.79)l ( 3.68)m ( 2.56)n ( 7.08)o ( 7.74)p ( 1.62)q ( 0.11)r ( 6.16)s ( 6.30)t ( 8.99)u ( 2.78)v ( 0.86)w ( 2.37)x ( 0.11)y ( 2.03)z ( 0.04)
 (sorted)
 etaonihsrdlumwcfgypbvkqxjz
 October 31, 2017 23 / 39
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Symmetric Crypto: History
 How to break a substitution cipher?
 1. STEP 1: Find the most common letter used in language of the ciphertext (English)
 2. STEP 2: Use frequency of pairs of letters (digrams)
 Ciphertext
 UKBYBIPOUZBCUFEEBORUKBYBHOBBRFESPVKBWFOFERVNBCVBZPRUBOFERVNBCVBPCYYFVUFOFEIKNWFRFIKJNUPWRFIPOUNVNIPUBRNCUKBEFWWFDNCHXCYBOHOPYXPUBNCUBOYNRVNIWNCPOJIOFHOPZRVFZIXUBORJRUBZRBCHNCBBONCHRJZSFWNVRJRUBZRPCYZPUKBZPUNVPWPCYVFZIXUPUNFCPWRVNBCVBRPYYNUNFCPWWJUKBYBIPOUZBCUIPOUNVNIPUBRNCHOPYXPUBNCUBOYNRVNIWNCPOJIOFHOPZRNCRVNBCUNENVVFZIXUNCHPCYVFZIXUPUNFCPWZPUKBZPUNVR
 !" #$"
 %" #&"
 '" ##"
 (" #)"
 *" )$"
 !!!"!
 !!!#!
 !!!$!
 %*" ++"
 ('" +,"
 '!" +,"
 '%" -"
 !!!%&!
 !!!$#!
 '.!" $"
 /0%" $"
 123" &"
 !!!#'"!
 456789:"
 ;756789:"
 October 31, 2017 24 / 39
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Symmetric Crypto: History
 How to break a substitution cipher?
 ◮ STEP 1: Find the most common letter used in language of the ciphertext (English)
 ◮ STEP 2: Use frequency of pairs of letters (digrams)
 Badly Broken!
 Why is it easy to break a substitution cipher?
 ◮ In substitution ciphers a letter (in theplaintext) is always substituted by the sameletter (in the ciphertext)!
 ◮ Although the number of possible keys (size ofkey space) is large, we can still easily breakthis cipher.
 ◮ Vulnerable to ciphertext only attacks!
 ◮ Just by looking the ciphertext the attacker isable to recover the plaintext!
 October 31, 2017 25 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: Vigenere Cipher
 ◮ Idea: Can we have a cipher where each letter is encrypted by a different letter eachtime? YES! Vigenere cipher
 ◮ The SK is a word! (e.g., SK=CRYPTO)
 Repeat the SK until the end of the plaintext.
 !""""#"""""C R Y P T O C R Y P T O
 """"$"""#"""""W H A T A N I C E D A Y T O D A Y
 C R Y P T %&"$'(")*+"
 """""","""#"""""Z Z Z J U C L U D T U N W G C Q S
 c©D. Boneh
 ◮ Encryption: add (modulus 26) each letter in the plaintext with the correspondingletter in k .
 ◮ Decryption: subtract (modulus 26) each letter in the ciphertext with thecorresponding letter in k .
 October 31, 2017 26 / 39
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Symmetric Crypto: History
 How to break the Vigenere Cipher?
 ◮ Step 1: Find the key length! (i.e., the length of SK)
 ◮ Two occurrences of thesame word in the plaintextwill get differentencryptions
 ◮. . . unless they occur inpositions that differ by amultiple of the length ofthe SK (Kasiski’sobservation).
 Example
 ASXER DCRWE GFROI RTYJH DEFES
 FFSTS DBEBD GNBLK FSERF DRDGN
 DHSDF BDHFG SDVKH JHKFV NJLDM
 HMHKO FHGLS DGAGF DSPIO BEBDG
 CDMBV OWESS EKKEW DLHMD FLEKG
 FDLKG ALQWE LERRK LSATR YLKRU
 DOSVW RCVMG OLFGL FLFRL SDEYN
 AKEWQ
 ◮ Step 2: Perform a frequency analysis of the ciphertext!
 Badly Broken!
 October 31, 2017 27 / 39
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Symmetric Crypto: History
 Transposition Cipher - Scytale
 Used in Ancient Greece by Spartans to communicate in times of war.
 ◮ Encryption: The sender uses a cylinder(called ‘Scytale’ in Greek) and a stripof paper wound around the cylinder. Amessage is written on the paper.
 ◮ Decryption: The recipient uses a stickof the same diameter on which thepaper is wrapped around to read themessage!
 Example
 I a m t ra p p e di n h e re H E L P
 Plaintext: I am trapped in here HELP
 Ciphertext: IaieapnHmphEteeLrdrP
 October 31, 2017 28 / 39
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Symmetric Crypto: History
 Transposition Ciphers
 ◮ Divide the plaintext into blocks of thesame size n (equal to the length ofSK).
 ◮ SK is a permutation of(0, 1, · · · , n − 1).
 ◮ Permutation? Rearranging/reorderingelements of a set.
 ◮ Encryption: apply the permutation SK to each block of n letters in the plaintext.
 ◮ Decryption: apply the inverse permutation SK to each block (n letters) in theciphertext.
 Example
 n = 10 and SK=(9, 3, 0, 5, 2, 7, 8, 1, 4, 6)01234 56789theor yofre
 7→ 93052 78146EOTYE FRHRO
 EOTYE FRHRO AILIT YCAVT RUNEE FOBSD YPCOY OGRTL
 October 31, 2017 29 / 39
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Symmetric Crypto: History
 Transposition cipher as circuit
 We can illustrate (and implement in hardware) the permutationSK=(9, 3, 0, 5, 2, 7, 8, 1, 4, 6) as follows:
 Transposition ciphers form part of many modern ciphers.
 October 31, 2017 30 / 39
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Symmetric Crypto: History
 Quiz question!Go to: https://www.socrative.com/OR scan the QR code and use the code below:Student loginClassroom: CRYPTOCHALMERS
 Key space of substitution ciphers
 How many possible secret keys are there in a transposition cipher with key-length n?
 A n
 B 2n
 C 2n
 D n!⇐
 October 31, 2017 31 / 39
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Symmetric Crypto: History
 How to break a Transposition Cipher?
 ◮ Brute force attacks (trying all possible SK) are infeasible!
 ◮ The number of permutations is n!, which grows very fast with n.Examples: 20! ≈ 2.4 · 1018, 100! ≈ 9.3 · 10157 .
 ◮ Usually, the size of the key space (number of possible SK) determines the security ofthe cipher!
 But ...Although the key space |SK | = n! can bevery large, transposition ciphers (withreasonable block sizes n) are easily brokenusing frequency analysis.
 Badly Broken!
 October 31, 2017 32 / 39
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Symmetric Crypto: History
 Reminder: Transposition vs. Substitution ciphers
 ◮ transposition ciphers rearrange the order of letters in plaintext.Example: transposition 7→ POISONISNTART
 ◮ substitution ciphers replace characters in plaintext by others.Example: substitution 7→ TVCTUJUVUJPO where a 7→ B, b 7→ C, c 7→ D, · · · .
 October 31, 2017 33 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: Rotor Machines
 [1870-1943] period of Rotor Machines
 !"
 #"
 $"
 %"
 %"
 &"
 '"
 ("
 )"
 *"
 +"
 %"
 %"
 ,"
 -"
 ."
 ."
 )"
 *"
 +"
 %"
 %"
 ,"
 -"
 -"
 ."
 )"
 *"
 +"
 %"
 %"
 ,"/01"
 The Hebern machine (single rotor)
 Shift down
 >>
 - Broken using letter, digram & trigram frequencies
 c©D. Boneh
 October 31, 2017 34 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: The Enigma Machine
 plug-board
 keyboard
 lampboard
 reflectorY
 N
 entry plate
 middle wheelslow wheel
 ring wheel corewheel-adjuster
 fast wheel
 G
 H
 F
 E
 D
 C
 B
 A
 Z
 Y
 E
 D
 C
 B
 A
 Z
 Y
 X
 V
 W
 E
 F
 D
 C
 B
 A
 Z
 Y
 X
 W
 Start HereQ W E R T Z U I O
 A S D F G H J K
 P Y X C V B N M L
 WQ RE ZT I OU
 A DS GF J KH
 P XY VC N M LB
 Q W E R T Z U I O
 A S D F G H J K
 Y X C V B N M LP
 The most famous Rotor Machine:
 ◮ ⇒The Enigma (with 3-5rotors) used in World War II tosend secret encoded messages!
 ◮ Trillions of settings: each onewould produce a different code.
 ◮ 218 possible secret keys!
 ◮ How do we encrypt with theEnigma machine?Check the video:https://goo.gl/araCqA
 October 31, 2017 35 / 39
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Symmetric Crypto: History
 Examples of Symmetric Ciphers: The Enigma MachineEnigma had one big fault: Eachletter would never be encrypted asitself!
 ◮ Alan Turing and GordonWelchman exploited this fault.
 ◮ They built the Bombe machineused to break the encryptedmessages with Enigma in lessthan 20 min!
 October 31, 2017 36 / 39
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Symmetric Crypto: History
 After the Enigma?
 Breaking Enigma put an end of mechanical (motor) ciphers....... and a new era started...
 People started using computers....
 ◮ 1974: DES (Data Encryption Standard) by IBM
 ◮ 2001: AES (Advanced Encryption Standard) ,
 ◮ 2008: Salsa ....
 ◮ 2012-2017: Authenticated Encryption (ongoing competition)https://competitions.cr.yp.to/caesar.html
 October 31, 2017 37 / 39

Page 38
                        

Things to remember
 Things to remember
 ◮ Cryptography is a fantastic tool !
 ◮ But not the solution to all security problems!!
 ◮ Security should not rely on the secrecy of an algorithm.
 Kerckhoffs’ principle:The cipher method must not be required to be secret and it must be able to fall into the
 hands of the enemy.
 Security only relies on the secrecy of the key,
 ◮ Historical ciphers ⇒ all badly broken!
 Questions
 ◮ How do we break a substitution cipher?
 ◮ What is the difference between a substitution and a transposition cipher?
 ◮ How can we break the Vigenere cipher?
 ◮ Next Lecture ⇒ One Time Pad & Semantic Security
 October 31, 2017 38 / 39
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Books:
 References:
 ◮ “Cryptography and Network Security: Principles and practice” (Chapters 1.1,2.1-2.4)
 ◮ “Introduction to Modern Cryptography”, Lindell and Katz (Chapter 1.1-1.3)
 Thank you for your attention!
 October 31, 2017 39 / 39
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