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 Applied Cryptography
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 .NET Overview
 • Created by Microsoft
 • Runtime environment called the Common Language Runtime (CLR)
 • Class library called the Framework Class Library (FCL)
 • Very similar to (and perhaps a little better than) Java
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 Common Language Runtime
 • Modern runtime environment (like JVM)• .NET compilers do not target a specific
 processor (like javac)• The CLR must be present on the target
 machine• Safely manages code execution• JIT compilation from MSIL to machine
 executable• Crypto API’s out of the box
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 C# Overview
 • C# is type safe (hard to access objects in inappropriate ways)
 • Automatic memory management
 • Exception handling
 • Array bounds checking
 • Support for checked arithmetic
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 Some .NET Examples
 Symmetric CryptographyAsymmetric Cryptography
 Digital SignaturesXML Digital Signatures
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 Symmetric Cryptography
 • A single key is used to encrypt and decrypt data.
 • To encrypt a message M with key k compute
 C = Ek(M)
 • To decrypt a message C compute
 M = Dk(C)
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 Symmetric Cryptography
 • A few important algorithms:
 DES (used in ATM machines) 56-bit key
 Triple DES (important in banking) uses
 DES three times with three keys
 Rijndal (AES) 128-, 192-, or 256-bit keys• In general, symmetric cryptography is fast and
 asymmetric cryptography is slow.• There is a key exchange problem
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 .NET Symmetric Cryptography
 • In 1996 Microsoft introduced the Win32 Crypto API for Windows NT
 • Written in old C
 • Not object oriented
 • Hard to use
 • .NET introduced an easy to use set of classes
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 .NET Symmetric Cryptography Example
 // Symmetric encryption example // adapted from ".NET Security and Cryptography"// Thorsteinson and Ganesh
 using System;using System.IO;using System.Security.Cryptography;using System.Security;using System.Text;
 class TestDESEncryption {
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 // display byte array in Hex
 public static void DisplayBytes(byte[] b) {
 StringBuilder sb = new StringBuilder(); for (int i=0; i<b.Length; i++) {
 sb.Append(String.Format("{0:X2} ", b[i])); } System.Console.WriteLine(sb.ToString());
 }
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 public static void Main(string[] args) {
 // four values to use for encryption and decryption byte[] key; byte[] iv; CipherMode mode; PaddingMode padding;
 // set the mode and padding mode = CipherMode.CBC; padding = PaddingMode.PKCS7;
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 // create the algorithm with a mode and padding SymmetricAlgorithm sa = DES.Create(); sa.Mode = mode; sa.Padding = padding;
 // ask the algorithm for an initialization vector and hold it sa.GenerateIV(); iv = sa.IV; // ask the algorithm for a random key and hold it sa.GenerateKey(); key = sa.Key;
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 // experiment byte[] plainbytes; byte[] cipherbytes;
 // set up to write to an encrypted stream in memory MemoryStream ms = new MemoryStream(); CryptoStream cs = new CryptoStream(ms, sa.CreateEncryptor(), CryptoStreamMode.Write); // get some bytes to write plainbytes = Encoding.UTF8.GetBytes("Hello Mike!"); DisplayBytes(plainbytes); // write the bytes to the stream cs.Write(plainbytes, 0, plainbytes.Length); cs.Close();
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 // get the encrypted bytes cipherbytes = ms.ToArray(); DisplayBytes(cipherbytes); ms.Close();
 // set up to read from and decrypt an encrypted stream in // memory MemoryStream cms = new MemoryStream(cipherbytes); CryptoStream ccs = new CryptoStream( cms, sa.CreateDecryptor(), CryptoStreamMode.Read);
 // make room for the resulting clear text byte[] resultingPlainBytes = new Byte[cipherbytes.Length];
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 // decryption ccs.Read(resultingPlainBytes,0,cipherbytes.Length); ccs.Close(); cms.Close();
 DisplayBytes(plainbytes);
 }}
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 D:46-690\examples\cryptography\symmetric>symmetric1
 48 65 6C 6C 6F 20 4D 69 6B 65 21B2 2E 2B 4C C9 AD 33 56 CC 5A 96 5C F4 AA 6F 5048 65 6C 6C 6F 20 4D 69 6B 65 21
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 Asymmetric Cryptography
 • Two keys rather than one• Public Key Cryptography was first introduced by Diffie and Hellman in 1976
 • To encrypt a message M with key PublicKey compute C = E(M,PublicKey)
 • To decrypt a message C compute M = D(C,PrivateKey)
 • There is a mathematical relationship between the PublicKey and the PrivateKey and they are produced as a pair. Presumably, it is hard to compute one from the other.
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 Asymmetric Cryptography
 • Important algorithms include:• RSA (Rivest, Shamir, and Aldeman)• DSA (Digital Signature Algorithm from
 NIST)• ElGamal (Taher ElGamel)• ECC (Elliptic Curve Cryptography
 independently from Koblitz and Miller)
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 .NET Asymmetric Cryptography
 • .NET supports RSA, DSA
 • .NET provides the capability to add ECC and ElGamal from third parties
 • Is very similar to Java’s Cryptography API
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 .NET Asymmetric Cryptography Example
 // RSA Asymmetric encryption example // adapted from ".NET Security and Cryptography"// Thorsteinson and Ganesh
 using System;using System.IO;using System.Security.Cryptography;using System.Security;using System.Text;
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 class TestRSAEncryption {
 // display byte array in Hex
 public static void DisplayBytes(byte[] b) {
 StringBuilder sb = new StringBuilder(); for (int i=0; i<b.Length; i++) {
 sb.Append(String.Format("{0:X2} ", b[i])); } System.Console.WriteLine(sb.ToString());
 }
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 public static void Main(string[] args) {
 //public modulus and exponent used in encryption RSAParameters rsaParamsExcludePrivate;
 //public and private RSA params use in decryption RSAParameters rsaParamsIncludePrivate;
 //establish RSA asymmetric algorithm RSACryptoServiceProvider rsa =
 new RSACryptoServiceProvider();
 //provide public and private RSA params rsaParamsIncludePrivate = rsa.ExportParameters(true);
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 //provide public only RSA paramsrsaParamsExcludePrivate = rsa.ExportParameters(false);
 //display RSA parameter details in hex formatStringBuilder sb;
 // display public esb = new StringBuilder();for (int i=0; i<rsaParamsIncludePrivate.Exponent.Length; i++){ sb.Append(String.Format("{0,2:X2} ", rsaParamsIncludePrivate.Exponent[i]));}Console.WriteLine("e = " + sb.ToString() + "\n\n");
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 // display public Modulus sb = new StringBuilder(); for (int i=0; i<rsaParamsIncludePrivate.Modulus.Length; i++) { sb.Append(String.Format("{0,2:X2} ", rsaParamsIncludePrivate.Modulus[i])); } Console.WriteLine("n = " + sb.ToString() + "\n\n");
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 // display private d sb = new StringBuilder(); for (int i=0; i<rsaParamsIncludePrivate.D.Length; i++) { sb.Append(String.Format("{0,2:X2} ", rsaParamsIncludePrivate.D[i])); }
 Console.WriteLine("d = " + sb.ToString() + "\n\n");
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 // encrypt some text RSACryptoServiceProvider newrsa =
 new RSACryptoServiceProvider();
 //import public only RSA parameters for encryptnewrsa.ImportParameters(rsaParamsExcludePrivate);
 //read plaintext, encrypt it to ciphertextbyte[] plainbytes = Encoding.UTF8.GetBytes("Buy IBM");byte[] cipherbytes = newrsa.Encrypt(plainbytes, false);
 //display ciphertext as text stringDisplayBytes(cipherbytes);
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 RSACryptoServiceProvider anotherrsa = new RSACryptoServiceProvider();
 //import RSA parameters for decrypt
 anotherrsa.ImportParameters(rsaParamsIncludePrivate);
 //read ciphertext, decrypt it to plaintextplainbytes = anotherrsa.Decrypt(cipherbytes, false);
 //display recovered plaintextstring recovered = Encoding.UTF8.GetString(plainbytes);
 Console.WriteLine(recovered); }}
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 D:\cryptography\RSAExample>RSAExample
 e = 01 00 01
 n = D4 C5 A7 94 D6 55 93 00 C5 47 2D 8D DA 78 BF 4F E9 42 BF 9B 47 21 93 69 4F C7 43 D1 37 B8 1E A8 B6 D5 69 D4 D1 C7 F5 B4 D7 13 02 EB 98 A6 1F 56 87 95 68 8A 12 A1 C0 14 33 01 9B 02 31 E5 89 39 DD A6 62 6C 07 38 BA 22 71 18 BD 87 6F 37F5 A4 6F F1 13 CE 1E BF D7 BC 8F 91 15 ED 52 22 01 63 09 C1 66 F6 5B 57 88 F6 AC 35 05 EA 3B 76 76 E8 FB 6C 97 52 0B F3 51 37 8C 88 6D 12 7F 91 7B 67
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 d = 88 57 3B 82 51 31 B6 A8 18 C1 FA 7B DA 91 E3 2D 86 B0 41 ED 73 50 1D 90 AF 11 65 F0 8B BE CC CE 99 91 F9 65 E9 23 33 DC 34 B1 36 FE D6 EB 24 4B A3 47 E7 1C 0A C2 61 3D D0 4D 68 11 A8 FD 87 C7 44 60 AB 2B 5B 5C B0 E0 D3 F0 A6 FB 8F 37 D8 D1 01 48 AA CD 81 6A 79 E2 F4 83 74 13 B3 46 DF 6B 56 4B CC 3C 94 D9 19 47 B4 02 63 AD C5 FB 20 31 04 6B BE 5C E8 15 2C DE C9 B7 9C 28 5D A0 5D A1
 Encrypted data (added to slide) 2D 2D E2 E7 F4 1D 93 1D 18 72 77 5B 31 73 43 6B 33 54 EB 5D BC C0 56 25 29 42 3F B9 A1 34 5E 20 FF 8E 6A 9D 06 36 01 42 91 32 D6 24 EE CC D6 C4 D5 2A 7B 7C 2D 18 99 BC 72 9F 55 B5 A8 BB A9 50 3D 11 61 3E 5F 78 32 38 F6 93 53 E6 FF 42 28 03 0D B7 AE 52 77 3F BC 48 97 21 5E 32 79 2A 6B 77 34 26 2F 30 2E 72 83 D6 57 F4 3F C6 30 12 28 68 62 0A 2F EF 04 16 94 81 CE 78 46 36 67 C7 93 DA
 Buy IBM
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 Digital Signatures
 • Suppose M is the message “Transfer $500.00 from my account to Joe’s account”
 • Anyone may compute a hash of M called h(M)
 • Sign by computing S = E(h(M),PrivateKey)
 • To verify a signature compute h’(M) h’(M) = D(S,PublicKey) and check if h(M) == h’(M)

Page 32
                        

Applied Cryptography Week 4 Cryptography and .NET
 32
 .NET Digital Signatures
 • The two most widely used hash algorithms are:
 • SHA-1 from NIST (mid 1990’s)• MD5 from Rivest (early 1990’s)• .NET supports these and others• Output is a small, fixed length series of
 bits that is hard to generate with any other message
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 .NET Digital Signature Example// Digital signature example // Code adapted from ".NET Security and Cryptography" // Thorsteinson and Ganesh
 using System;using System.IO;using System.Security.Cryptography;using System.Security;using System.Text;
 class TestRSADigitalSignature {
 // display byte array in Hex
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 public static void DisplayBytes(byte[] b) {
 StringBuilder sb = new StringBuilder(); for (int i=0; i<b.Length; i++) {
 sb.Append(String.Format("{0:X2} ", b[i])); } System.Console.WriteLine(sb.ToString());
 }
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 public static void Main(string[] args) {
 //get original message as byte array string msg = "Transfer $500.00 from my account to Joe's account";
 byte[] messagebytes = Encoding.UTF8.GetBytes(msg);
 Console.WriteLine("\n\nOriginal message");
 Console.WriteLine(msg + "\n");
 Console.WriteLine("Message bytes"); DisplayBytes(messagebytes);
 byte[] signaturebytes;
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 //create digest of original message using SHA1SHA1 sha1 = new SHA1CryptoServiceProvider();byte[] hashbytes = sha1.ComputeHash(messagebytes); Console.WriteLine("Hash of message"); DisplayBytes(hashbytes);
 //create RSA object using default keyRSACryptoServiceProvider rsa = new RSACryptoServiceProvider();
 //sign hash using OID (Object IDentifier) for SHA-1signaturebytes = rsa.SignHash(hashbytes, "1.3.14.3.2.26");
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 //provide RSA parameters to verificationRSAParameters rsaparams = rsa.ExportParameters(false);
 //display digital signature in hex formatConsole.WriteLine( "\nRSA Signature = (Hash of message)^d mod n \n");DisplayBytes(signaturebytes);
 //display modulusConsole.WriteLine("\n Public modulus needed for verification\n");DisplayBytes(rsaparams.Modulus);
 Console.WriteLine("\nPublic exponent (e) needed for verification\n");// display exponentDisplayBytes(rsaparams.Exponent);

Page 38
                        

Applied Cryptography Week 4 Cryptography and .NET
 38
 // verify signature
 //get possibly modified message as byte arraybyte[] newmessagebytes = Encoding.UTF8.GetBytes(msg);
 //create digest of original message using SHA1SHA1 newsha1 = new SHA1CryptoServiceProvider();byte[] newhashbytes = sha1.ComputeHash(newmessagebytes);
 //create RSA object using parameters from signingRSACryptoServiceProvider newrsa = new RSACryptoServiceProvider();newrsa.ImportParameters(rsaparams);
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 //do verification on hash using OID for SHA-1
 bool match = newrsa.VerifyHash(newhashbytes, "1.3.14.3.2.26", signaturebytes); if (match)
 Console.WriteLine("Signature verified"); else
 Console.WriteLine("Signature not verified"); }}
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 Original messageTransfer $500.00 from my account to Joe's account
 Message bytes54 72 61 6E 73 66 65 72 20 24 35 30 30 2E 30 30 20 66 72 6F 6D 20 6D 79 20 61 63 63 6F 75 6E 74 20 74 6F 20 4A 6F 65 27 73 20 61 63 63 6F 75 6E 74
 Hash of message79 0F 47 A5 00 6A 40 91 9F 65 93 A8 13 69 7F 17 23 0A 7A 81
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 RSA Signature = (Hash of message)^d mod n
 6A 4E 27 3D A6 76 C4 0F 38 1E 14 57 6E 45 83 7F 62 D3 85 20 4C 5C EA B2 98 10 CF AE 85 0C 8D 70 BA 73 FE 54 79 60 88 D7 2B 44 70 01 EE 70 0F D2 D7 A6 90 C1 B0 2A 17 97 E2 1A E5 5F EB F7 C5 83 F1 4F CD AD EB FD 40 E1 AF 9E F7 A9 1D 25 F3 46 4F 31 84 7C 8B 01 BB 72 80 63 25 04 D5 15 A9 71 CC F8 66 6E 5D F3 00 E8 68 D3 D6 7C CE 24 69 93 66 76 B5 88 A4 08 9C ED AE 98 CC 66 45 F6 F8 BC
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 Public modulus needed for verification
 9E 07 9B CB 54 3E EF 08 1B 87 2E 04 7E 66 D2 DC B4 95 90 CF D8 D9 BF D2 ED 50 1E09 FD 75 02 EA 07 4E 5E 98 62 DB C6 DD FC 52 CE 04 FC 51 FA 1F CF 65 31 D9 94 2C62 24 C7 C2 F1 6B BD 8A 34 03 42 F0 9C 4A ED D4 34 D2 4D A7 0B 93 68 AD 24 DB54 0C 9C 64 7D 1E 4E 48 2D F3 E9 BC 28 06 AB 3C 8D A6 C6 8C 74 72 C0 2C 3F EB 41D0 0B B5 BA E9 4F D3 6C D1 E0 B9 FF D8 D6 EE 41 2E B8 06 C0 21
 Public exponent (e) needed for verification01 00 01
 Signature verified
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 XML Digital Signatures
 • .NET supports XMLDSIG out of the box
 • XMLDSIG is a standard from the W3C
 • This example was taken from “.NET Security and Cryptography” by Thorsteinson and Ganesh
 • The following slides contain linebreaks
 so they can be read
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 Initial Document To Be Signed
 <invoice> <items> <item> <desc>Deluxe corncob pipe</desc> <unitprice>14.95</unitprice> <quantity>1</quantity> </item> </items>
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 <creditinfo> <cardnumber>0123456789</cardnumber> <expiration>01/06/2005</expiration> <lastname>Finn</lastname> <firstname>Huckleberry</firstname> </creditinfo></invoice>
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 After Signing
 <Signature xmlns="http://www.w3.org/2000/09/xmldsig#"> <SignedInfo> <CanonicalizationMethod
 Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />
 <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />
 <Reference URI="#MyDataObjectID"> <DigestMethod
 Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>
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 <DigestValue>fFyEpmWrhIwMjnrBZOOGmATvvG8=</DigestValue></Reference></SignedInfo>
 <SignatureValue>AnaeZYWrIJQlfFSDMAkhtBR+QZf7PZhqCwZ2mPklb5dQRlSOmsbvRZtfYEDJ3jS4PZgkymttluZIrDLI/yh/iQBlNw2clwiVl8IcKD0UJPudXbKCTrnaxRjceiZb8N6x5N5X4IpOOvajbYvUwkkrQT4PBjLwU2WhAYMlZNYt/d0=</SignatureValue>
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 <KeyInfo><KeyValue xmlns="http://www.w3.org/2000/09/xmldsig#"><RSAKeyValue> <Modulus>tbMdQctYLA4wOWX9lhWvCyUWX JWweIX0gr8uLGRavXFLUHp0Zg0sdkiT/APb3m f89cLT6eat488OrEePPiX+R9uh9+4unA5+zUNlviJH6 MvI/u4uj4Eh6TPi0LemWYF2hnZ2Cxm73RfDqJNBm ounAGA9dUwhGAkRoq/ZbIbHJzU= </Modulus> <Exponent>AQAB </Exponent></RSAKeyValue></KeyValue></KeyInfo>
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 <Object Id="MyDataObjectID"><invoice xmlns=""><items> <item> <desc>Deluxe corncob pipe</desc> <unitprice>14.95</unitprice> <quantity>1</quantity> </item> </items> <creditinfo> <cardnumber>0123456789</cardnumber> <expiration>01/06/2005</expiration> <lastname>Finn</lastname> <firstname>Huckleberry</firstname> </creditinfo></invoice></Object></Signature>
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 .NET XMLDSIG Example
 //EnvelopingXMLSignature.cs From .NET Security // and Cryptography// Thorsteinson and Ganesh
 //NOTE: must add a project reference to System.Security
 using System;using System.IO;using System.Xml;using System.Security.Cryptography;using System.Security.Cryptography.Xml;
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 class EnvelopingXMLSignature{
 static void Main(string[] args){ //create participants Sender sender = new Sender(); Receiver receiver = new Receiver(); Tamperer tamperer = new Tamperer();
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 //show the effects of signing and tamperingsender.CreateXmlDocument("OriginalInvoice.xml");
 sender.PerformXmlSignature("OriginalInvoice.xml", "SignedInvoice.xml");
 receiver.VerifyXmlSignature("SignedInvoice.xml");
 tamperer.TamperSignedXmlDocument("SignedInvoice.xml", "TamperedInvoice.xml");
 receiver.VerifyXmlSignature("TamperedInvoice.xml"); }}

Page 53
                        

Applied Cryptography Week 4 Cryptography and .NET
 53
 class Sender{
 public void CreateXmlDocument(String originalFilename){
 //establish the original XML documentXmlDocument xmlDoc = new XmlDocument();xmlDoc.PreserveWhitespace = true;
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 xmlDoc.LoadXml("<invoice>\n" +" <items>\n" +" <item>\n" +" <desc>Deluxe corncob pipe</desc>\n" +" <unitprice>14.95</unitprice>\n" +" <quantity>1</quantity>\n" +" </item>\n" +" </items>\n" +" <creditinfo>\n" +" <cardnumber>0123456789</cardnumber>\n" +" <expiration>01/06/2005</expiration>\n" +" <lastname>Finn</lastname>\n" +" <firstname>Huckleberry</firstname>\n" +" </creditinfo>\n" +"</invoice>\n");
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 //write original XML document to fileStreamWriter file =
 new StreamWriter(originalFilename);file.Write(xmlDoc.OuterXml);file.Close();
 //let the user know what happenedConsole.WriteLine(
 "Original XML document written to\n\t" + originalFilename);
 }
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 public void PerformXmlSignature(String originalFilename, String signedFilename)
 {//load the XML documentXmlDocument xmlDoc = new XmlDocument();xmlDoc.PreserveWhitespace = true;xmlDoc.Load(originalFilename);
 //create signature wrapper with default RSA keyRSA key = RSA.Create();SignedXml signedXml = new SignedXml();signedXml.SigningKey = key;
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 //create data object to hold the data to be signedDataObject dataObject = new DataObject();dataObject.Data = xmlDoc.ChildNodes;
 //set data object id for URI ref from elsewheredataObject.Id = "MyDataObjectID";
 //add data object to be signed to signature wrappersignedXml.AddObject(dataObject);
 //create reference object to ref data objectReference reference = new Reference();reference.Uri = "#MyDataObjectID";
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 //add reference object to signature wrappersignedXml.AddReference(reference);
 //add key information to signature wrapperKeyInfo keyInfo = new KeyInfo();keyInfo.AddClause(new RSAKeyValue(key));signedXml.KeyInfo = keyInfo;
 //generate the XML signaturesignedXml.ComputeSignature();
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 //apply XML signature to XML documentXmlElement xmlSignature = signedXml.GetXml();xmlDoc = new XmlDocument();xmlDoc.PreserveWhitespace = true;XmlNode xmlNode = xmlDoc.ImportNode
 (xmlSignature, true);xmlDoc.AppendChild(xmlNode);xmlDoc.Save(signedFilename);
 //let the user know what happenedConsole.WriteLine(
 "Signed XML document written to\n\t" + signedFilename);
 }}
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 class Receiver {
 public void VerifyXmlSignature(String signedFilename){
 //load signed XML documentXmlDocument xmlDoc = new XmlDocument();xmlDoc.PreserveWhitespace = true;xmlDoc.Load(signedFilename);
 //create signature wrapper from signed XML fileSignedXml signedXml = new SignedXml(xmlDoc);
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 //get <Signature> node (assume only one exists)XmlNodeList nodeList =
 xmlDoc.GetElementsByTagName("Signature","http://www.w3.org/2000/09/xmldsig#");
 signedXml.LoadXml((XmlElement)nodeList[0]);
 //let the user know what happenedif (signedXml.CheckSignature())
 Console.WriteLine(signedFilename + " signature is VALID");
 elseConsole.WriteLine(
 signedFilename + " signature is NOT VALID");}
 }
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 class Tamperer {
 public void TamperSignedXmlDocument(String signedFilename, String tamperedFilename)
 {//load signed XML documentXmlDocument xmlDoc = new XmlDocument();xmlDoc.PreserveWhitespace = true;xmlDoc.Load(signedFilename);
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 //tamper signed XML document and write to file XmlNodeList nodeList =
 xmlDoc.GetElementsByTagName("cardnumber"); XmlNode xmlOldNode = (XmlElement)nodeList[0]; XmlNode xmlNewNode = xmlOldNode.Clone(); xmlNewNode.InnerText = "9876543210"; xmlOldNode.ParentNode.ReplaceChild(xmlNewNode, xmlOldNode); xmlDoc.Save(tamperedFilename);
 //let the user know what happened Console.WriteLine(
 "Tampered signed XML document written to\n\t" + tamperedFilename);
 }}
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