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Network Security Highlights
 Nick Feamster
 Georgia Tech
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Highlights
 • Spam Filtering• High-Speed Traffic monitoring• Anti-Censorship• Provenance• “Outsourcing” Network Security

Page 3
                        

Spam• 75-90% of all email traffic
 – PDF Spam: ~11% and growing– Content filters cannot catch!
 • Late 2006: “there was a significant rise in spammers’ use of botnets, armies of PCs taken over by malware and turned into spam servers without their owners realizing it.”
 • August 2007: Botnet-based spam caused volumes to increase 53% from previous day
 Source: NetworkWorld, August 2007
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Complementary Approach: Network-Based Filtering
 • Filter email based on how it is sent, in addition to simply what is sent.
 • Network-level properties are more fixed– Hosting or upstream ISP (AS number)– Botnet membership– Location in the network– IP address block
 • Challenge: Which properties are most useful for distinguishing spam traffic from legitimate email?
 Very little (if anything) is known about these characteristics!
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5
 SpamTracker: Identify Invariant
 domain1.com domain2.com domain3.com
 spam spam spam
 IP Address: 76.17.114.xxxKnown Spammer
 DHCPReassignment
 Behavioral fingerprint
 domain1.com domain2.com domain3.com
 spam spam spam
 IP Address: 24.99.146.xxxUnknown sender
 Cluster on sending behavior
 Similar fingerprint!
 Cluster on sending behavior
 Infection
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Clustering: Output and Fingerprint
 • For each cluster, compute characteristic vector:
 • New IPs will be compared to this “fingerprint”
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High-Speed Traffic Monitoring
 • Traffic arrives at high rates– High volume– Some analysis scales with the size of the input
 • Possible approaches– Random packet sampling– Targeted packet sampling
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Approach
 • Idea: Bias sampling of traffic towards subpopulations based on conditions of traffic
 • Two modules– Counting: Count statistics of each traffic flow– Sampling: Sample packets based on (1) overall
 target sampling rate (2) input conditions
 CountingTraffic stream Sampling
 Input conditionsInstantaneous
 sampling probability
 Overall sampling rate
 Traffic subpopulations
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Challenges
 • How to specify subpopulations?– Solution: multi-dimensional array specification
 • How to maintain counts for each subpopulation?– Solution: rotating array of counting Bloom filters
 • How to derive instantaneous sampling probabilities from overall constraints?– Solution: multi-dimensional counter array, and scaling based on
 target rates
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Specifying Subpopulations
 • Idea: Use concatenation of header fields (“tupples”) as a “key” for a subpopulation– These keys specify a group of packets that will be
 counted together
 # base sampling ratesampling_rate = 0.01# number of tuplestuples = 2# number of conditionsconditions = 1# tuple definitionstuple_1 := srcip.dstiptuple_2 := srcip.srcport.dstport# condition : sampling budgettuple_1 in (30, 1] ANDtuple_2 in (0, 5]: 0.5
 Count groups of packets with the same source and destination IP address
 Count groups of packets with the same source IP, source port, and destination port
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# base sampling ratesampling_rate = 0.01# number of tuplestuples = 2# number of conditionsconditions = 1# tuple definitionstuple_1 := srcip.dstiptuple_2 := srcip.srcport.dstport# condition : sampling budgettuple_1 in (30, inf] ANDtuple_2 in (0, 5]: 0.5
 Sampling Rates for Subpopulations• Operator specifies
 – Overall sampling rate– Conditional rate within each class
 • Flexsample computes instantaneous sampling probabilities based on this
 Sample one in 100 packets on average
 Within the 1/100 “budget”, half of sampled packets should come from groups satisfying this condition
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Applications
 • Detecting portscans• Recovering unique “conversations” • Identifying DDoS Attacks• Identifying heavy hitters, high-degree nodes, etc.
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Provenance: Motivation
 • Traffic classification, access control, etc.• Today: Coarse and imprecise
 – IP addresses– Port numbers
 • Instead: Classify traffic based on– Where traffic is coming from– What inputs that traffic has taken
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Design
 • Trusted tagging component on host
 • Arbiter near network border
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Tags: Structure and Function
 • Local properties (container ID)• History of interactions (taint set)
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Concerns
 • Privacy concerns• Packet overhead• Overflow of taint set
 – Size of taint set could become quite large
 • Storage overhead• How to identify taints that reflect a certain class
 of traffic?
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Anti-Censorship
 • 59+ countries block access to content on the Internet– News, political information, etc.
 • Idea: Use the increasing amount of user-generated content on the Internet (e.g., photo-sharing sites) as the basis for covert channels
 • Some problems: – How do publishers and consumers agree on places to exchange
 content?– How to design for robustness against blocking?– How to provide deniability for users?– Incentives for participation– System design and implementation
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“Outsourcing” Network Security
 • Many security applications require distributed monitoring and inference
 • Combine distributed inference with control (via programmable switches)
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