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Accessibility and Trust
 Nick FeamsterGeorgia Tech

Page 2
                        

“The Internet interprets censorship as damage and routes around it.”
 -- John Gilmore
 Source: Open Net Initiative

Page 3
                        

Distinction: Deniability
 • It’s not just a matter of “routing around”
 • Users may need to conceal the fact that they are actually communicating at all
 • Unfortunately, most network-layer approaches make this activity apparent

Page 4
                        

“Routing around” need not occur at the network-layer
 • Cloak “forbidden” traffic in other traffic– Infranet: Hide HTTP traffic that might be
 blocked in other HTTP traffic
 • Problems– Proxy-based: Censor can discover and block– Performance: ~ 10x slowdown– Incentives for users to actually host a proxy

Page 5
                        

User-Generated Traffic as Cover
 • Photos– Billions of photos on Flickr, 88% growth in
 page views in the last year– Gallery sites host as many as 2 million images
 each
 • Video, blogs, etc.
 • Unless all of this traffic is also blocked, it could serve as a conduit itself

Page 6
                        

Peer-to-Peer as Conduit
 • Not every user needs to fetch the content from the source
 • Content can be replicated at various “drop sites”, or at peers themselves
 • Disperse actions much more difficult to monitor

Page 7
                        

Anti-Blocker
 • Rough approach– Divide content into bite-sized pieces– Hide pieces in user-generated content– Provide each user a different set of places to
 go look for content

Page 8
                        

Inverting Layers
 • Building communications channels using primitives from higher layers.– Infranet: HTTP in HTTP– Anti-Blocker: Any type of message in user-
 generated content
 • Can we build communications channels using constructs from other layers?– Concerns: Performance, deniability, …

Page 9
                        

Trust

Page 10
                        

Problem: Trusted Communication
 • Real world has natural mechanisms for expressing and understanding trust
 • Network currently has extremely poor proxies for codifying this trust– IP address-based access control– Passwords– Ssh keys– …

Page 11
                        

Social Networks to the Rescue?
 • Social networks codify some of these relationships in a machine-accessible form
 • Can we use the relationships in these systems to build authenticated communication channels?– “Only allow my friends to view these photos”– “Only allow my students to write to this wiki”

Page 12
                        

Authenticatr
 Trust in real life Trust on Facebook
 Alice's application
 Bob's Application
 Trust on the Internet
 Authenticatr

Page 13
                        

Thoughts
 • Can media at other layers may be able to help improve accessibility, robustness, etc. of communication?
 • Other examples?
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