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Enhancing Financial Management

Ethics, Accountability,and Internal Controls

Part I
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Course Contents Part I

What do ethics and accountability have to do withenhancing
financial management?

What is fiduciary responsibility?

Who has fiduciary responsibility?

Why is fiduciary responsibility important?

What are the universitys expectations?

To whom are fiduciaries accountable?
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Course Goals Part I

After this section, you will be able to:

Explain the connection between ethics, accountability

and enhancing financial managementExplain what fiduciary
responsibility means

Identify ways the fiduciary role applies to youreveryday work
activities

Know what resources are available to assist withyour fiduciary
responsibilities

Identify and distinguish between conflict of

commitment and conflict of interest
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Unit 1:Fiduciary Responsibility
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Question :

What is fiduciary responsibility?
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What is a Fiduciary?

A person to whom property or power is entrusted for the benefit
of another

One who is entrusted or responsible for something

A fiduciary is often referred to as a financial steward

One who provides careful and responsible management ofmoney or
other assets entrusted to one's care

One who ensures that University resources areappropriately used
and further the Universitys mission of

education and research
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What is Fiduciary Responsibility?

Being entrusted with something

Assets: tangible & intangible

Information: confidential & proprietary

Resources: human & financial

Being legally or ethically accountable for ouractions and
conduct
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Types of Accountability

For the discharge of ones specificresponsibilities

For the quality of ones total performance For meeting ones
commitments

For recognizing and responding tocircumstances that could result
in harm toHarvards staff, students, resources, orreputation
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Question

Who has fiduciary responsibilities?
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Who has Fiduciary Responsibilities?

All university employees Have a responsibility to act in the
best interest of

the university All university employees with financial
managementand/or transactional responsibilities

Have a responsibility to safeguard theuniversitys financial
assets, information andresources

Have a responsibility to serve as financialstewards
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Examples of Fiduciary Roles

Sponsored Programs Administrator

Department Administrator

Financial Analyst

Financial Aid and Admissions Officer

Librarian

Lab Administrator

Curator

Grants and ContractSpecialist

Staff Assistant

Business/Systems Analyst

Financial Assistant

Coach and Assistant CoachHR Administrator

Principal Investigator
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Unit 2:Importance of the Fiduciary Role
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Question

Why is fiduciary responsibility important?
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The Fiduciary Role is Important for

Minimizing Financial Losses and SignificantPenalties

Prevent loss through fraud or mismanagement ofUniversity
assets

Eliminate or reduce regulatory fines or penalties
fromviolations
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The Fiduciary Role is Important for

Preserving the Harvard Brand and itsReputation

Promote stakeholder/public trust and confidence

Recognize that negative publicity can Damage the credibility and
integrity of the University

Adversely impact the Universitys ability to attain
researchawards, donor support, and top faculty, staff, and
students
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The Fiduciary Role is Important for

Preventing and Detecting Violations

Ensure compliance with policies, procedures, lawsand
regulations

Be aware of your own actions as well as others

Perform tasks with diligence

Recognize and address internal control weaknesses
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Discussion

Case StudyPart 2
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Unit 3:Fiduciaries & University Values
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Ethics, Values, and Accountability :

Yours, mine and ours

Some of us make our contribution by engagingdirectly in
teaching, learning, and research,others of us, by supporting and
enabling thosecore activities in essential ways. Whatever our

individual roles, and wherever we work withinHarvard, we owe it
to one another to upholdcertain basic values of the community.

Harvard University Statement of Values August 2002
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University Statement of Values

We are all responsible for working within theframework of
Harvards values

Respect for the rights, differences, and dignity ofothers

Integrity and honesty in all dealingsExcellence in ones work
Accountability for actions and conduct in the workplace


	
8/13/2019 Ethics FY08

22/69

22

Question

To whom are fiduciaries accountable?
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To Whom are We Accountable?

Internal Stakeholders:

Individual Employee Department Faculty School Central
Administration Corporation Students & Parents

External Stakeholders:

Government Agencies Research Sponsors Alumni & Other Donors
Affiliate and Peer Institutions Community IRS Press Attorney
General

Fiduciaries are accountable to both internaland external
stakeholders
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Discussion

Case StudyPart 3
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Fiduciary Responsibility Summary

Comply with laws, regulations and Universitypolicies

Support the universitys mission and departmentalgoals

Adhere to professional standards and commit toexcellence. Set a
personal example

Promote a work environment consistent with theuniversitys values
and objectives

Model appropriate behavior

Recognize and apply internal controls
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A Culture of Ethics and Values

Do the right thing

Set a positive example

Recognize good performance

Understand how you fit into the big picture.

Help your staff understand their rolesRecognize risks and know
the facts
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Challenge Yourself

Ask yourself and encourage others to ask: Is the action
legal?

Does it meet university and professionalstandards? How would you
explain the action to an auditor? How would you like to be treated?
How would it look in the newspaper? Does it keep you up at
night?

Dont assume; ask questions; understandexpectations
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University Resources

Office: Phone:

University Compliance HELPLINE (877)
694-2ASKhttp://vpt-web.harvard.edu/rmas/5_compliance/helpline.html

University Ombuds Office (617)
495-7748http://harvie.harvard.edu/working/solvingworkplaceproblems/university-ombuds.shtml

Office of Human Resources (617)
496-2316http://atwork.harvard.edu/

Office of the General Counsel (617)
495-1280http://ogc.harvard.edu/

Risk Management & Audit Services (617)
495-3642http://vpf-web.harvard.edu/rmas/index.html

Office of the Controller (617)
495-2522http://vpf-web.harvard.edu/ofs/index.shtml

Office of Sponsored Programs (617)
495-5501http://vpf-web.harvard.edu/osr/index.shtml

http://vpt-web.harvard.edu/rmas/5_compliance/helpline.htmlhttp://vpt-web.harvard.edu/rmas/5_compliance/helpline.htmlhttp://vpt-web.harvard.edu/rmas/5_compliance/helpline.htmlhttp://vpt-web.harvard.edu/rmas/5_compliance/helpline.html
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Enhancing Financial Management

End of Part 1
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Fiduciary Responsibility Summary

Comply with laws, regulations and University policies

Support the universitys mission and departmental goals

Adhere to professional standards and commit to excellence.Set a
personal example

Promote a work environment consistent with the universitysvalues
and objectives

Model appropriate behavior

Recognize and apply internal controls
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Course Goals

After completing this course, you willunderstand:What internal
controls areWhy internal controls are importantHow internal
controls help us reach our

objectivesWhat your internal control responsibilitiesare
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Course Contents

Overview of Internal Controls

Components of Internal Controls

Limits of Internal Controls

Your role

Asking Tough Questions

Real Life Examples
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Concept of Controls (continued)

Procurement

P a y m e n t

R e c e i v i n g

O r d e r i n g

Purchase order createdby lab assistant Dept Administratorreviews
&

approves

Order placedwith vendor

Goodsreceived byreceiving

dept

Are goodssame asordered

Sign for goodsGoods sent

to lab

Receivingreport

provided todept admin.

yes

Receiveinvoice

Matchinvoice toP.O andreceiving

report

Doesinformation

match

Paymentinfromationentered intoOracle byprocessor

Supportingdocuments

given toapprover

Data entryaccurate?

Approval

RFPs , quotes, or

other costevaluation byprocurement
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Concept of Controls

Business Objective:

Obtain quality goods or services in support ofUniversity
business at the lowest price!
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Concept of Controls (continued)

Good controls can often prevent errors andfraud

Good controls can give reasonable

assurance business objectives will be met
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Missing Controls

Risks to Operational Objectives Poor decision making Loss or
theft of assets

Duplication of effortRisks to Financial Objectives Misleading
financial information False information being given to donors Poor
cost recovery

Risks to Compliance Objectives Large fines and penalties
Disallowance of expenses charged to an award Non-renewal of awards
Health and safety could be jeopardized
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Common Misconceptions

Lack of vendor/customer complaints is notan indicator that your
controls are good

Many controls does not mean good controls

There are false controls Trust

Luck its never happened here
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Your Obligations

People bring about internal control Internal control is not
merely policy manuals and forms, but

people functioning at every level to make it happen Policies
might specify who can authorize various types of

transactions, which is a control activity, but it is the
peoplewho actually approve and monitor the transactions thatexecute
the control

People outside a process can observe the results

Controls occur throughout the institution and shouldbe viewed
collectively

Your role is important to the control environment
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The Universitys Obligations

For people to feel empowered to enhancethe control environment,
the University isresponsible for: Setting standards Defining
expectations Training Stating valuesSupport the design of systems
to includebuilt-in detective and monitoring controls aswell as data
security controls
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Internal Controls

Unit 2:Components of Internal Controls
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Components of Internal Control

There are five interrelated components of internal control
derived from basicoperations and administrative processes. The
control environment is at the

bottom because it is the foundation for all the others.

Control Environment(Policies, Style, and Ethics)

Risk Assessment

Control Activities

Monitoring
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Creating a Control Environment

Tone at the top Management philosophy on ethics

Ethics and importance to do the right thing Well communicated
policies and procedures

The tone of management influences howaware people are about
internal controls

Statement of Values
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Control Environment Elements

Attention and direction provided bymanagement/Board of
DirectorsCompetence of peopleManagements operating style

Assignment of responsibility &authorityDevelopment of
peopleConsistent practice
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What is Risk?

Risk is anything that does not allow an organizationto achieve
its objectives

Risk is inherent in any business

External risks Economic changes Natural disasters New Federal
and State regulations

Internal risks New systems Untrained personnel Unexpected
turnover Fraud
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Risk Assessment & Controls

Risk assessment is the evaluation of risk This is a function of
everyone at the University,

not just RMAS (Risk Management and AuditServices)

Elements of risk evaluation Probability How likely is the risk
to occur? Impact How severe would the consequences

be if the risk occurred?
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Who Does Risk Assessments?

For activity objectives (e.g. procurement) All involved
employees e.g. Department

administrators, systems managers, centralpersonnel

For University objectives Department heads Senior Management
Risk Management Committee
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Summary

We are not in the business of avoiding risk!
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Control Activities

Control activities = Activities that manage risk!

Control activities are often defined in policiesand procedures
management directives tomanage risk
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Question

What can go wrong in your

department/function that impacts theobjectives?

What are some common control activities inyour
department/function?
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Common Control Activities I

Review of actual performance Versus budgets

Segregation of dutiesInformation processing Controls to
checkaccuracy, completeness, and authorizationof transactions
Information security Access restrictions

Approvals, verifications, and reconciliations
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Common Control Activities II

Physical controls Equipment, securities, cash, and periodic

inventory countsPerformance indicators Monitoring usage of
preferred vendors Turnaround time for travel vouchers Kick outs of
transactions with incorrect account

coding

Training
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COSO control framework

COSO

Control Environment(Policies, Style, and Ethics)

Risk Assessment

Control Activities

Monitoring
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Information & Communication

Processes and systems to provide timely andappropriate
information for people to carryout their responsibilitiesQuality
information is important

Content is appropriate Information is timely and current
Information is accurate Information is accessible Information is
communicated to all appropriate

parties
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Monitoring

Monitoring is continuous processes to determinethe quality of
the internal controls in place

Examples of monitoring tools: Internal auditsManagement
reviews

Peer reviewsSelf assessment reviews

Oversight committeereviews

MetricsManagement reports
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Internal Controls

Unit 3:Limits of Internal Controls
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Limits of Controls

Internal controls provide only reasonable assurance that
operational, financial,and compliance objectives were met.These
assurances are not absolute.
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Internal Controls

Unit 4:Your Role in Achieving Sound

Internal Controls
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Your Role

Set the right tone your behavior influences others

Be aware of your organizations objectives and risks

Adhere to policies and procedures you are part of aprocess

Understand your responsibility and how to carry it out

should you suspect violations Report violations

The university will not tolerate retaliation toward or
harassment of employees who reportactual or possible violations.
The identity of individuals providing information
concerningpossible violations, including fraud, will be protected
within legal limits. Individuals who

take retaliatory actions will be subject to discipline, up to
and including discharge.
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Asking Questions is Part of Your Role

Promote an environment in which it is OK toask questions

By asking tough questions, you provide avaluable service to
those you support byensuring that they are in compliance
withapplicable laws, policies and regulations

Tough questions will be in a hand out
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Case study

At 3:30 Rachel began reviewing the departments detail listings.
Rachelnoticed that over the last month the department had made two
$4,999.99payments to one vendor, Jordon Banks Consulting. Rachel
was not familiarwith the vendor and was surprised by the amount of
the payment. Racheldecided to review the departments detail
listings for the past four months.

Rachel found that over the last two months, there had been four
$4,999.99payments to Jordan Banks Consulting. Who was this vendor
and what goodor service did they provide? Two months ago Lana
Longhorn, Rachelspredecessor, left the department. Lana had been
the primary A/P Invoicetransmitter for the department. What Rachel
didnt know was that Lanashusband owned Jordan Banks Consulting.

What steps do you need to take?
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Essential Points

Everyone has a responsibility for internal controls and
ethicalbehavior.

Policies are important to the control environment;
yourresponsibility to carry out policy directives is essential

Compliance with policy supports compliance with regulations Be
aware of your environment the risks and controls The University has
training programs to help you learn and

understand policies. Ask questions to help maintain a control
environment. Having good internal controls will make your job
easier!
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Resources

Office: Phone: University Compliance HELPLINE
(1-877-694-2ASK)

University Ombuds Office (617-495-7748)

Office of Human Resources (617-496-2316)

Office of the General Counsel (617-495-1280)

Risk Management & Audit Services (617-495-3642)

Office of the Controller (617-495-2522)

Office of Sponsored Programs (617-495-0716)
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Enhancing Financial Management

Thanks forComing!
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