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            DTMF payment solution for call centres & call recording syntec.co.uk • Your agents will not be exposed to callers’ sensitive card numbers. • Card numbers will not be stored in your call recordings or captured in screen recordings. • As the sensitive card numbers do not enter your contact centre or network, this de-scopes this environment almost completely from PCI DSS regulations and audit requirements. • Your agents can talk to the caller throughout to control the call and transaction. • CardEasy offers a customer self-service Autopay option (IVR) for when no agent assistance is required, such as balances payable; utility bills; charity donations; and subscriptions. • CardEasy helps GDPR compliance by avoiding capture and storage of the card data. Note on 'Pause & Resume' ('Stop/Start') for call recording: whilst these may avoid recording the card numbers, your agents, network and screen recordings are exposed to them and therefore still in PCI DSS scope. • The CardEasy Speech Recognition option (ASR) mutes the customer's voice so agents and call recordings can't overhear whilst they speak out their numbers instead of using DTMF touchtone entry. The encrypted data is routed via the CardEasy service for authorisation, so your contact centre is still out of scope. Syntec's patented CardEasy system lets your customers enter their card numbers using the touchtone keypad (DTMF) of their own phone, Mid-call in conversation with the agent or using customer self-service Autopay (IVR). This de-scopes your call centre & call recordings from PCI DSS, reducing the risk and costs associated with managing card payments in your contact centre, whilst improving customer trust, call handling times and lost transaction rates. 9342 1765 8538 934 5683 9987 4322 CardEasy enables you to comply with PCI DSS & GDPR as follows: 
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DTMF payment solution for call centres & call recording
 syntec.co.uk
 • Your agents will not be exposed to callers’ sensitive
 card numbers.
 • Card numbers will not be stored in your call
 recordings or captured in screen recordings.
 • As the sensitive card numbers do not enter your
 contact centre or network, this de-scopes this
 environment almost completely from PCI
 DSS regulations and audit requirements.
 • Your agents can talk to the caller throughout to
 control the call and transaction.
 • CardEasy offers a customer self-service
 Autopay option (IVR) for when no agent assistance
 is required, such as balances payable; utility bills;
 charity donations; and subscriptions.
 • CardEasy helps GDPR compliance by avoiding
 capture and storage of the card data.
 Note on 'Pause & Resume' ('Stop/Start') for call recording: whilst these may avoid recording the card numbers, your agents, network and screen recordings are exposed to them and therefore still in PCI DSS scope.
 • The CardEasy Speech Recognition option (ASR) mutes the customer's voice so agents and call recordings
 can't overhear whilst they speak out their numbers instead of using DTMF touchtone entry. The encrypted
 data is routed via the CardEasy service for authorisation, so your contact centre is still out of scope.
 Syntec's patented CardEasy system lets your customers enter their card numbers using the
 touchtone keypad (DTMF) of their own phone, Mid-call in conversation with the agent or using
 customer self-service Autopay (IVR). This de-scopes your call centre & call recordings from
 PCI DSS, reducing the risk and costs associated with managing card payments in your contact
 centre, whilst improving customer trust, call handling times and lost transaction rates.
 9342 1765
 8538
 934
 5683 9987 4322
 CardEasy enables you to comply with PCI DSS & GDPR as follows:
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Cost-e�ective complianceUsing CardEasy saves you time and money by taking
 your call centre operations out of scope from PCI DSS
 controls, whilst removing the need for time
 consuming monitoring and PCI audits.
 Set up costs are low and ongoing managed service
 costs are ‘per agent’ or ‘per channel’ depending on
 your organisation’s requirements, so can be linked
 directly with your channel/agent utilisation.
 What is PCI DSS compliance?
 The aim of Payment Card Industry (PCI) Data Security
 Standards (DSS) in contact centres is to safeguard the
 security of customers’ phone-based card payments by
 ensuring that the sensitive card numbers are not
 stored, even in call recordings, and that staff access to
 the data is strictly controlled and monitored.
 The best way to achieve PCI DSS compliance is to
 stop the card numbers entering the contact centre at
 all, to de-scope both your contact centre and your
 call recordings from PCI DSS regulations. This means
 that the agent is no longer exposed to the sensitive
 card numbers during the process of taking payment,
 nor can these details be captured in call or screen
 recordings nor exposed in your network.
 5683 9987 4322
 1. A caller wishes to pay by card over the phone.
 2. The contact centre agent initiates a request for card
 authorisation in mid-conversation with the caller.
 3. The caller is prompted to enter their card numbers
 via their telephone keypad (DTMF/ Dual Tone
 Multi Frequency touchtones, which are masked).
 4. Audio from the agent to the caller remains
 open throughout.
 5. Audio from the caller to the agent is cut briefly
 while they enter the middle six digits of their long
 card number (PAN) and CV2 on their phone
 keypad, to ensure that the agent (and call
 recording) cannot be exposed to the card numbers
 even if the caller reads out the numbers whilst
 entering them.
 6. The complete call can be recorded as the
 sensitive DTMF tones are masked from the
 recording as well.
 7. The agent is alerted via their screen when payment
 has been authorised.
 8. Tokenisation, BIN look-up, recurring & multiple
 payments and multiple currencies are
 all supported.
 How does CardEasy work?
 Agent
 Card data from DTMF tones
 Authorisationresponse to agent
 Contact Centre
 PBX
 CardEasy Appliance
 24
 3
 7
 Caller1
 Transaction resultto back o�ce system
 Payment ServiceProvider
 6
 5
 CardEasy premise-based(Hosted & Cloud options also available)
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CardEasy offers you three deployment models:
 • Network hosted: Involves routing your call traffic
 via the Syntec voice network in order to access our
 CardEasy hosted environment (options include new
 numbers, number porting and call forwarding via
 ISDN or SIP).
 • On-premise for ISDN or SIP: Involves CardEasy
 hardware which is normally located within the
 merchant’s data centre. Supports ISDN and/or SIP
 from any provider globally.
 • Cloud: Prevents the need for call traffic to route via
 the Syntec voice network or any on-premise
 hardware. This deployment model is designed for
 enterprise-scale customers with large quantities of
 SIP channels, or a wholesale solution.
 All CardEasy deployment models use the CardEasy
 cloud for connections to the various payment services
 providers (PSPs). The on-premise model supports all
 ISDN and SIP providers globally. The cloud model will
 depend on the nature of your SIP environment.
 In the case of the on-premise deployment model,
 CardEasy hardware is located on the merchant's
 premises installed between the ISDN/SIP lines and the
 telephone system. All inbound and outbound calls are
 routed via the CardEasy hardware which acts as a
 DTMF capture device. Unlike other premise-based
 DTMF solutions, CardEasy has no requirement for
 hardware to be attached to agents’ phones or PCs.
 The CardEasy hardware captures the PAN and CV2
 entered by the customer using their telephone keypad,
 with the agent remaining in conversation with the
 customer throughout. This data is conveyed to the
 CardEasy cloud over a secure connection, where it is
 processed before forwarding to the PSP for
 authorisation, returning the result to the agent (and
 back office systems if required) in real-time.
 CardEasy is a fully managed service from Syntec,
 a PCI DSS Level 1 service provider, offering you
 complete PCI DSS de-scoping for your contact
 centre environment.
 Deployment and Integration - Hosted, on-premise or cloud-based
 CardEasy is already integrated with the leading
 payment services providers (PSPs) and tokenisers
 (TSPs) and can easily be integrated with others.
 CardEasy will work with any telephony system
 (on-premise or cloud-based) and Syntec is an Avaya
 DevConnect technology partner; a Cisco preferred
 solution partner; Mitel Solutions Alliance member and a
 Genesys Appfoundry partner.
 CardEasy is agnostic to phone system make and
 model. It will work with any ISDN or SIP provider
 globally and with any payment gateway and/or
 tokenisation service provider.
 Agent control integration options include a virtual
 terminal launched by your business system (e.g. CRM,
 reservation/booking/sales system); a SOAP API; an
 iframe embedded in your web application; hosted
 payment page integrations; and even a ‘light-touch’
 web sockets API option to avoid integration at all,
 used for instance with legacy green screens.
 Easy integration with PSPs, telephony & back o�ce systems
 What our partners say
 ''DTMF touchtone card payment in call centres is the new industry standard for PCI DSS-compliant MOTO payments by phone & call recording. Our integration and strategic partnership with Syntec's CardEasy system lets merchants satisfy all the key PCI controls in this environment with just one solution. It is also better trusted by customers than having to read their card numbers out, whilst also improving the customer/agent experience and reducing call handling times" Richard Simon,Commercial Director, First Data
 "Ingenico ePayments is integrated with Syntec's CardEasy 'keypad payment by phone' system to keep the card data out of the contact centre environment altogether, thus taking you out of scope of PCI DSS controls without compromising customer experience." Albert de Vlieger, Sr. Strategic Alliances Manager, Ingenico Group
 “Worldpay is a recognised leader in security and risk. Our joint proposition with Syntec o�ers a secure transaction service while removing the need for call centres to have onerous annual PCI audits.” Keith Dallas, Chief Product & Marketing Officer, Worldpay eCommerce
 “Realex is delighted to be partnering with Syntec’s CardEasy ‘keypad payment by phone’ technology, which is fully integrated with the Realex payment gateway. This enables our customers to de-scope call centres, outsourcers and home-workers from PCI-DSS regulations and audits, whilst providing seamless and secure MOTO transactions.”Head of Partnerships Realex Payments, Realex
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CardEasy is Syntec’s proprietary and patented system.
 Syntec was established in 1998 as an independent telco
 in the UK and now provides a wide range of integrated
 telecommunications and contact centre management
 services to organisations internationally.
 All our systems and services have been developed
 in-house by the same team of expert engineers and
 developers who deploy and maintain them and our
 customers can contact us for help and support 24
 hours a day, seven days a week.
 w syntec.co.uk t 020 7741 2000 e [email protected] @synteccontact
 We work closely with our clients to ensure that our
 products meet their needs. Because our products are
 all developed in-house we can develop new
 applications extremely quickly in response to our
 customers’ changing requirements. Syntec operates
 to 99.999% target up time and performance.
 Syntec is a PCI DSS level 1 service provider; a
 participating member organization of the global PCI
 Security Standards Council; a Visa Merchant Agent
 and Mastercard Service Provider.
 See video demo at www.cardeasy.com
 About Syntec - the service provider behind CardEasy
 What our customers say
 “We have been impressed by the flexibility,
 ease of integration and support of the
 CardEasy system, as well as its PCI DSS
 security to protect in-house operations and
 our outsourced service providers in the USA
 and EMEA.” Gary Lazarowics,Head of eCommerce &Sales Support, Micron
 “We chose Syntec because they had the
 solution that we needed to de-scope our live
 contact centre agent and IVR environment.
 Syntec was the only vendor that provided the
 flexibility to integrate with our home-grown
 systems because their system can be
 cloud-based, with no requirement to change
 any of our existing IT.” Carlos Moreno, Payment and FraudAnalyst, LocusTelecommunications
 “Miele selected Syntec’s pioneering, hosted CardEasy system to enrich customer service whilst de-scoping us from large sections of PCI DSS regulations, which otherwise require significant cost and e�ort to satisfy.”Paul Aram,IT Manager,Miele
 “The driver for CardEasy was that we wanted a solution that increased security whilst decreasing the compliance aspect for us. The platform is scalable and easy to use and this is a key driver in our decision to expand, along with the confidence we have in Syntec …who helped customise the solution as needed and provided excellent support in the launch.” Eoin Heneghan, Head of Collections, AIB
 “We wanted to further enhance data security in our call centre and decided to use Syntec’s secure phone keypad payment (DTMF), as it’s important to our customers that our payment solution is safe and easy to use. CardEasy works just as e�ectively for callers in the USA, Germany and Australia as in the UK.” Simon Kerry,
 Chief Information Officer,
 Charles Tyrwhitt
 “CardEasy ‘keypad payment by phone’ was the perfect fit to resolve PCI compliance and data security needs in Staples’ major call centres in Europe. This was because of its ease of use mid-call, the breadth of PCI DSS issues it resolves in one go, the flexibility of integration with all our di�ering systems and the ability for them to meet our tokenisation requirements”Jurgen van Roon,Senior Project Manager - Security, Staples
 5683 9987 4322
 Visa Merchant AgentMastercard Service Provider
 "CardEasy was able to integrate e�ectively with multiple vendors’ systems. We didn’t want to have to change our IVR system in order to get the benefits of DTMF masking. We also wanted to make sure that the experience of the caller would be consistent and not disjointed." Jason Earnshaw,SSC Technology andProjects Manager, Avon
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