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 和田一寿 CCIE#27778
 Partner Systems Engineer
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 Agenda
 Overall CCIE Program
 New CCIE R&Sv5 Curriculum
 New CCIE R&Sv5 Exam Format
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 Certification Process
 Written Exam Lab Exam CCIE
 pass pass
 • Pearson
 • 2 hours
 • Multiple choices
 • Flash items
 • No documentation
 • Immediately scored
 • Select Cisco locations
 • 8 hours
 • Configurations
 • Troubleshooting
 • Cisco documentation
 • Scored within 48h
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 Agenda
 Overall CCIE Program
 New CCIE R&Sv5 Curriculum
 New CCIE R&Sv5 Exam Format
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Curriculum Overview
 More emphasis on dual stack IPv4/IPv6 Layer 3 Technologies
 More emphasis on Troubleshooting methodologies
 New VPN Technologies domain
 Reduced emphasis on legacy technologies
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Curriculum Overview
 Assessment of platform-independent concepts
 Improved Certification’s validity, reliability, integrity and security
 Cisco IOS Software Release 15
 Equipment used in the exam are all virtual devices (routers and switches)
 Hardware equipment may be used to learn and practice
 Older equipment supports large portion of the new curriculum
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Curriculum Overview
 6 main domains in Written exam
 5 main domains in Lab exam, all common with the Written exam
 Two documents: Written exam Topics (blueprint) + Lab exam Topics
 – https://learningnetwork.cisco.com/docs/DOC-23107（日本語）
 – https://learningnetwork.cisco.com/community/certifications/ccie_routing_switching
 – https://learningnetwork.cisco.com/docs/DOC-22705
 – https://learningnetwork.cisco.com/docs/DOC-22706
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 https://learningnetwork.cisco.com/community/certifications/ccie_routing_switching
 https://learningnetwork.cisco.com/community/certifications/ccie_routing_switching
 https://learningnetwork.cisco.com/docs/DOC-22705
 https://learningnetwork.cisco.com/docs/DOC-22706
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE RSv4 CCIE RSv5 % WR % LAB
 1.00 Implement Layer 2 Technologies 1.0.0 Network Principles 10 0
 2.00 Implement IPv4 2.0.0 Layer 2 Technologies 15 20
 3.00 Implement IPv6 3.0.0 Layer 3 Technologies 40 40
 4.00 Implement MPLS Layer 3 VPNs 4.0.0 VPN Technologies 15 20
 5.00 Implement IP Multicast 5.0.0 Infrastructure Security 5 5
 6.00 Implement Network Security 6.0.0 Infrastructure Services 15 15
 7.00 Implement Network Services 6
 8.00 Implement Quality of Service 6
 9.00 Troubleshoot a Network 6
 10.00 Optimize the Network 611.00 Evaluate proposed changes to a Network (Written only)
 CCIE R&Sv5 Curriculum Overview
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Curriculum’s DetailsCCIE RSv5
 1.0.0 Network Principles (Written only)
 2.0.0 Layer 2 Technologies
 3.0.0 Layer 3 Technologies
 4.0.0 VPN Technologies
 5.0.0 Infrastructure Security
 6.0.0 Infrastructure Services
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Key Topic Changes
 New topics
 – Written: IOS-XE, VSS, ISIS, EIGRP OTP*, L2VPN, GETVPN
 – Written & Lab: Packet capture analysis, DMVPN, IPsec, IPv6 FHS
 Topics moved from v4 Lab to v5 Written
 – PfR, L2QoS, IPv6 Multicast, 802.1x
 Topics retired
 – Frame-Relay, FRTS, LFI, WRR/SRR, ZBF, IPS, RSVP, WCCP
 EIGRP OTP = Over The toP
 Check the official Topics on CLN
 https://learningnetwork.cisco.com/community/certifications/ccie_routing_switching
 https://learningnetwork.cisco.com/community/certifications/ccie_routing_switching
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Topics on Written exam
 Network Principles
 – Network Theory Describe basic software architecture differences between IOS and IOS XE
 Identify Cisco Express Forwarding concepts
 Explain general network challenges
 Explain IP, TCP, UDP operations
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Topics on Written exam
 Layer 2 Technologies
 – LAN Switching technologies Describe Chassis Virtualization and Aggregation Technologies
 – Layer 2 Multicast Explain PIM Snooping
 – Layer 2 WAN Circuit technologies Describe WAN rate-based ethernet circuits
 12
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Topics on Written exam
 Layer 3 Technologies
 – BGP Describe BGP fast convergence features
 – ISIS Describe basic ISIS network
 Describe neighbor relationship
 Describe network types, levels and router types
 Describe operations
 Describe optimization features
 13
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Topics on Written exam
 VPN Technologies
 – Tunneling Describe basic layer 2 VPN – wireline
 – L2TPv3, ATOM General principals
 Describe basic layer 2 VPN – LAN services– VPLS, OTV General principals
 – Encryption Describe GETVPN
 Infrastructure Services
 – Network Services Describe IPv6 Network Address Translation
 – NAT64, NPTv6
 14
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Topics on Written & Lab exams
 Applicable to all lab domains
 Network Troubleshooting
 – Use IOS troubleshooting tools
 – Apply troubleshooting methodologies
 – Interpret packet capture
 15
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Topics on Written & Lab exams
 Layer 3 Technologies
 – Fundamental routing concepts Implement and Troubleshoot Bidirectional Forwarding Detection
 – EIGRP Implement EIGRP (multi-address) Named Mode
 Implement, troubleshoot and optimize EIGRP convergence and scalability
 – OSPF Implement, troubleshoot and optimize EIGRP convergence and scalability
 16
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Topics on Written & Lab exams
 VPN Technologies
 – Tunneling Implement and Troubleshoot DMVPN (single hub)
 – Encryption Implement and Troubleshoot IPsec with pre-shared key
 17
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Topics moved from v4 Lab to v5 Written
 Describe IPv6 Multicast
 Describe RIPv6 (RIPng)
 Describe IPv6 Tunneling Techniques
 Describe Device Security using IOS AAA with TACACS+ and RADIUS
 Describe 802.1x
 Describe Layer 2 QoS
 Identify Performance Routing (PfR)
 18
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Topics removed from v4 Exams
 Flexlink, ISL, Layer 2 Protocol Tunneling
 Frame-Relay (LFI, FR Traffic Shaping)
 WCCP
 IOS Firewall and IPS
 RITE, RMON
 RGMP
 RSVP QoS, WRR/SRR
 19
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 Agenda
 Overall CCIE Program
 New CCIE R&Sv5 Curriculum
 New CCIE R&Sv5 Exam Format
 20
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Written exam
 New Number: 400-101
 120 minutes, 90 – 110 independent items
 English only
 Pearson VUE
 21
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Lab exam
 480 minutes, multiple exam modules
 – Configure, Troubleshoot scenarios to given specifications
 English only
 Cisco Lab locations
 Score available within 48h
 22
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Lab Exam Format
 100% virtual
 New DIAG module
 Flexible time in TS
 Overall cut-score AND per-module minimum score
 Troubleshooting(2h)
 Configuration(5h30)
 Virtual devices
 DIAG(30min)
 No Device Virtual devices
 Web-based delivery
 Optional
 + 30min
 Optional
 - 30min
 minScore minScoreminScore
 Cut Score
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Virtual Lab
 Configuration is now virtual, like Troubleshooting
 DIAG do not use any device
 24
 Troubleshooting(2h)
 Configuration(5h30)
 Virtual devices
 DIAG(30min)
 No Device Virtual devices
 Web-based delivery
 Optional
 + 30min
 Optional
 - 30min
 minScore minScoreminScore
 Cut Score
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Diagnostic module
 Assessing new skills
 – Analyzing, correlating and discerning multiple sources of documentation
 Support ticket scenario
 Fixed 30 minutes, 100% Web-based, no device needed
 Deterministic grading
 – Item format similar to multiple choices item
 25
 Troubleshooting(2h)
 Configuration(5h30)
 Virtual devices
 DIAG(30min)
 No Device Virtual devices
 Web-based delivery
 Optional
 + 30min
 Optional
 - 30min
 minScore minScoreminScore
 Cut Score
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Flexible TS time
 Optional time extension of 30 min in TS
 TS designed for 2h
 Any extra time used, up to 30 min is reduced from CFG time credit
 26
 Troubleshooting(2h)
 Configuration(5h30)
 Virtual devices
 DIAG(30min)
 No Device Virtual devices
 Web-based delivery
 Optional
 + 30min
 Optional
 - 30min
 minScore minScoreminScore
 Cut Score

Page 27
                        

© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting module’s Format
 Network topology of ~30 virtual routers and switches
 Scenario is fully preconfigured but contains faults
 2h30 maximum (visible countdown timer + 30 min warning after 2h)
 Content designed to be doable within 2h
 Incidents’ stem are “symptom-based”
 Verifications are “result-based” + constraints
 No partial scoring
 27
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting module’s Format
 Main IGP topology diagram (high res)
 – Two+ enterprises with remote sites
 – Three+ Service Providers
 – Host/Server simulated by IOS
 – Preconfigured scenario
 – Multiple faults injected
 Console access via
 – Main diagram
 – Device manager (menu)
 28
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting module’s Format
 Mostly independent incidents
 – Isolated in one domain/region of the topology
 – Most incidents do not depend on resolution of another one
 – Mini-diagrams help locate which domain(s) is impacted in each incident (low res)
 Incident#1 Incident#2
 29
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting Incident’s Format
 Incident#1
 Hosts that are connected to the interface E1/0 of R19 are not able to use Telnet to connect to the server R50, which is located in VLAN_100.
 Fix the problem so that the following Telnet session establishes:R19#telnet 200.100.200.200 /so e1/0
 Trying 200.100.200.200 ... Open
 User Access Verification
 Password:
 R50>
 While resolving this issue, you are not allowed to create any new interface.
 Refer to the Troubleshooting guidelines to determine if your solution is appropriate.
 Make sure that you disconnect the telnet session after verification.
 30
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting Incident’s Format
 Incident#1
 Hosts that are connected to the interface E1/0 of R19 are not able to use Telnet to connect to the server R50, which is located in VLAN_100.
 Fix the problem so that the following Telnet session establishes:R19#telnet 200.100.200.200 /so e1/0
 Trying 200.100.200.200 ... Open
 User Access Verification
 Password:
 R50>
 While resolving this issue, you are not allowed to create any new interface.
 Refer to the Troubleshooting guidelines to determine if your solution is appropriate.
 Make sure that you disconnect the telnet session after verification.
 31
 Mini Diagram
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting Incident’s Format
 Incident#1
 Hosts that are connected to the interface E1/0 of R19 are not able to use Telnet to connect to the server R50, which is located in VLAN_100.
 Fix the problem so that the following Telnet session establishes:R19#telnet 200.100.200.200 /so e1/0
 Trying 200.100.200.200 ... Open
 User Access Verification
 Password:
 R50>
 While resolving this issue, you are not allowed to create any new interface.
 Refer to the Troubleshooting guidelines to determine if your solution is appropriate.
 Make sure that you disconnect the telnet session after verification.
 32
 Symptoms
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting Incident’s Format
 Incident#1
 Hosts that are connected to the interface E1/0 of R19 are not able to use Telnet to connect to the server R50, which is located in VLAN_100.
 Fix the problem so that the following Telnet session establishes:R19#telnet 200.100.200.200 /so e1/0
 Trying 200.100.200.200 ... Open
 User Access Verification
 Password:
 R50>
 While resolving this issue, you are not allowed to create any new interface.
 Refer to the Troubleshooting guidelines to determine if your solution is appropriate.
 Make sure that you disconnect the telnet session after verification.
 33
 Validation test
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Troubleshooting Incident’s Format
 Incident#1
 Hosts that are connected to the interface E1/0 of R19 are not able to use Telnet to connect to the server R50, which is located in VLAN_100.
 Fix the problem so that the following Telnet session establishes:R19#telnet 200.100.200.200 /so e1/0
 Trying 200.100.200.200 ... Open
 User Access Verification
 Password:
 R50>
 While resolving this issue, you are not allowed to create any new interface.
 Refer to the Troubleshooting guidelines to determine if your solution is appropriate.
 Make sure that you disconnect the telnet session after verification.
 34
 Additional guidelines and constraints
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 New Diagnostic module
 Format similar to written exam items with huge exhibits
 – Deterministic grading
 – No living devices
 – MC-SA (Radio buttons) and MC-MA (Checkboxes)
 – Drop-down(s)
 – Drag and Drop
 – Point and Click / Hotspot
 Designed to be doable within 30 minutes
 Tickets stem are very generic
 Scenarios provided by additional documentation
 Verifications are “deterministic”
 Partial scoring possible per ticket
 35
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Format of New Diagnostic moduleMultiple Choice – Single Answer
 36
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Format of New Diagnostic moduleMultiple Choice – Multiple Answers
 37
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Format of New Diagnostic moduleDropdown(s)
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Format of New Diagnostic moduleDrag and Drop
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Configuration module’s Format
 Network topology with virtual routers and switches
 Scenario is partly preconfigured and items are inter-dependent!
 – Item#10 may require Item#1 to be completed! And Vice versa!!
 – Sequence of items is not aligned to the implementation sequence!!
 – May include implicit troubleshooting
 5h30 maximum (no visible countdown timer, refer to proctor’s clock)
 Items’ stem are based on requirements and constraints
 Verification rules check for functionalities, not specific configurations
 – Validate alternate solution configurations
 No partial scoring
 40
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Configuration module’s Format
 Main IGP topology diagram
 – One enterprise/corporation
 – Multiple remote sites
 – Multiple Service Providers
 – Host/Server simulated by IOS
 Console access via
 – Main diagram
 – Device manager (menu)
 41
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Configuration module’s Format
 Layer 2 diagram
 – Any region/AS with switches
 – Mixing L2 and L3 links
 42
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Configuration module’s Format
 BGP diagram
 – Any region/AS with switches
 – Mixing L2 and L3 links
 43
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© 2014 Cisco and/or its affiliates. All rights reserved. Cisco Public
 CCIE R&Sv5 Configuration module’s Format
 VPN diagram
 – Any region/AS with switches
 – Mixing L2 and L3 links
 44
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