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CCIE R&S v5 Topology Diagrams & Initial
Configurations

Click the Resources button on the right to download the initial
configurations and PDF diagrams for the Advanced Technology Labs.
PDF diagrams are optimized for Legal print size (8.5in x 14in /
215.9mm × 355.6mm). Diagrams below are optimized for full-screen
viewing at 1920 x 1080 (1080p).

Topology Wiring: Virtual Routers & Physical Switches
Diagram

Advanced Technology Labs With Addressing Diagram


http://labs.ine.com/uploads/workbooks/images/originals/NG4mDSTeGWs3vP8qh8UU.png


	
Advanced Technology Labs Without Addressing Diagram

Advanced Technology Labs BGP Diagram


http://labs.ine.com/uploads/workbooks/images/originals/6ZZMmcUZmA4wfAxd0dW7.pnghttp://labs.ine.com/uploads/workbooks/images/originals/EWDJQwy9bicz7OGRRPtT.png


	
Advanced Technology Labs OSPF Diagram

Advanced Technology Labs Multicast Diagram


http://labs.ine.com/uploads/workbooks/images/originals/6cVwCZj8asBUd58dCteR.pnghttp://labs.ine.com/uploads/workbooks/images/originals/c69dc50175af5f518c9ac6b3a00a683a7d9ef3f4.png


	
Advanced Technology Labs Multicast MSDP Diagram
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CCIE R&S v4 Topology Diagrams & Initial
Configurations

Use these diagrams and initial configurations for tasks that are
listed as (pending update) in the table of contents.

There are three main diagrams supplied with this workbook: two
physical cabling diagrams and the Logical Layer 3 addressing
diagram. These should be used together to give you a complete
understanding of the network topology. In general, there are no
separate diagrams per section. For sections that have specific
pre-configurations, such as parts of BGP and Multicast, additional
diagrams are provided.

Assume that these three main diagrams are the foundation for
every section in this workbook. We highly recommend that you
re-draw the Logical Layer 3 diagram and extend it as appropriate
for every section—for example, adding routing protocol domains and
additional addressing if used. Remember that some sections, such as
those centered around Layer 2 technologies, may not make use of the
Layer 3 diagram at all, because they concentrate mainly on bridging
and switching topics.

Click the Resources button on the right to download the initial
configurations and diagrams for these labs.
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README: CCIE R&S v5 Topology Changes

Rack rentals for the v5 topology will be available in beta
starting the first week of May. A discussion thread about the CCIE
RSv5 Equipment Build can be found here.

Currently the CCIE R&S v5 Workbook is in a state of change
between our CCIE R&S v4 Topology and CCIE R&S v5 Topology.
Tasks that are still formatted for the v4 topology are listed as
(pending update) in the table of contents. When working on these
tasks please reference the CCIE R&S v4 Topology Diagrams and
Initial Configurations. If you are renting rack time from INE to
configure these tasks you should use the following scheduler on the
Rack Rentals Dashboard:

For all other tasks, please reference the CCIE R&S v5
Topology Diagrams and Initial Configurations.


http://ieoc.com/forums/t/29291.aspxhttp://ieoc.com/forums/t/29291.aspxhttp://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v4-topology-diagrams-initial-configurations-MjUzNg==http://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v4-topology-diagrams-initial-configurations-MjUzNg==http://members.ine.com/dash/rentalhttp://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v5-topology-diagrams-initial-configurations-MTk3Ng==http://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v5-topology-diagrams-initial-configurations-MTk3Ng==
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CCIE R&S v5 Workbook Release Notes

Please check back here periodically for release notes on
workbook updates.

Changes by Date

Oct 4, 2014

Added Troubleshooting Lab 1Added Full-Scale Lab 1

Jul 7, 2014

Changes to Initial Configs, for Multicast and IPv6
tasks.Multicast and IPv6 tasks have been finished.

Jun 5, 2014

Changes to Initial Configs, mainly for the LAN Switching
Tasks.

May 16, 2014

Minor change to Initial Configs .zip file to fix directory
naming structure.

May 15, 2014

Updated Initial Configs .zip file

May 13, 2014

Added INE's CCIE R&S v5 Hardware Topology document


	
May 8, 2014

Added DMVPN Initial ConfigurationsAdded the following new
sections

DMVPN without IPsecDMVPN with IPsecDMVPN Phase 1 with EIGRPDMVPN
Phase 1 with OSPF

Added Advanced Technology Labs BGP Diagram

May 2, 2014

Initial workbook release.
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CCIE R&S v5 Workbook Overview

INE's CCIE R&S v5 Workbook is currently in intial beta
release and will be continually updated in the coming days and
weeks. Be sure to track the CCIE R&S v5 Workbook Release Notes,
where workbook additions and changes will be listed. Also be sure
read about the CCIE R&S v5 Workbook Topology Changes. Finally,
join us on this IEOC discussion thread about the CCIE RSv5
Equipment Build.

About INE’s CCIE Routing & Switching v5 WorkbookINE’s CCIE
Routing & Switching v5 Workbook is the definitive resource to
master the technologies covered on the CCIE lab exam. The workbook
follows a structured design that covers not only the necessary
topic domains, but also lab strategy and other key test-taking
skills. The workbook is broken into four main sections, as
described below.

View the IEOC discussion boards for this workbook here.

Advanced Technology Labs

The Advanced Technology Labs are one of the first steps toward
CCIE lab preparation. This section consists of nearly 500 hands-on
labs that walk you through each and every technology, and provide
in-depth explanations of how their configurations work. Topics are
presented in an easy-to-follow, goal-oriented, step-by-step
approach. These scenarios feature detailed breakdowns and thorough
verifications to help you completely understand each technology at
an expert level.

Join the IEOC discussion for this section here.


http://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v5-workbook-release-notes-MjUzOQ==http://labs.ine.com/workbook/view/rs-v5-workbook/task/readme-ccie-r-s-v5-topology-changes-MjUzNw==http://ieoc.com/forums/t/29291.aspxhttp://ieoc.com/forums/421.aspxhttp://ieoc.com/forums/422.aspx


	
Advanced Foundation Labs

The Advanced Foundation Labs are where the overall pieces of the
puzzle start to fit together. These labs are designed to refine
your configuration skills on the core technologies used in the CCIE
lab exam. Each lab guides you through the critical steps necessary
for building and verifying a working networking topology. The labs
are designed to increase your speed and refine your task-management
skills, capacities that are crucial when working in a timed
full-scale lab environment.

Join the IEOC discussion for this section here.

Advanced Troubleshooting Labs

The Advanced Troubleshooting Labs present you with pre-built
network topologies, in which you are tasked with resolving various
problems that have been introduced. This section will help you
develop a structured troubleshooting approach and improve your
time-management skills, with a final result of troubleshooting
becoming second nature. Improving your troubleshooting skills will
not only help you pass the CCIE lab exam, but also help you with
real-world job scenarios, which often require timely and accurate
troubleshooting.

Join the IEOC discussion for this section here.

Full-Scale Practice Labs

The Full-Scale Practice Labs are the culmination of all your
preparation, as you ready yourself for the actual CCIE lab exam.
The full-scale labs are designed to simulate the CCIE Routing &
Switching Lab Exam, while still illustrating the principles behind
the technologies. Building upon your expert level understanding of
the fundamentals, this section teaches you to be able to predict
advanced and sometimes subtle interactions that occur when multiple
technologies are combined together. When you have fully mastered
the full-scale labs, you’ll be ready to take and pass the CCIE lab
exam!

Join the IEOC discussion for this section here.


http://ieoc.com/forums/423.aspxhttp://ieoc.com/forums/424.aspxhttp://ieoc.com/forums/425.aspx
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INE's CCIE R&S v5 Hardware Topology

How To Build a CCIE Rack for CCIE R&S v5This document
details INE’s reference topology used in our CCIE Routing &
Switching v5 products, such as our CCIE Routing & Switching v5
Workbook and CCIE Routing & Switching v5 Advanced Technologies
Class. Specifically this document outlines what you would need in
order to build the topology on your own.

Topology OverviewThe topology can be built in a completely
physical manner, a completely virtual manner, and a combination of
both. Which option you choose depends on a number of factors, such
as your budget, and space, power, & cooling limitations.

A full build of this topology consists of the following:

QTY 20 IOS Routers running version 15.4S or 15.3T (virtual or
physical)QTY 4 Catalyst IOS Switches running version 15.0SE
(virtual or physical)Terminal Server / Access Server
(optional)Remote Power Controllers (optional)

Physical & Virtual WiringExample topology wiring can be seen
below when using a combination of virtual routers and physical
switches, and when using a fully physical topology. For a fully
physical topology a breakout switch is only required if you do not
want to have to modify the initial configurations of SW1 in the INE
workbook lab material.

Topology Example: Virtual Routers & Physical Switches


	
Topology Example: Physical Routers & Physical Switches


http://labs.ine.com/uploads/workbooks/images/originals/NG4mDSTeGWs3vP8qh8UU.png


	
Physical Router PlatformsBelow are some examples of potential
platforms that can be used when building the topology with physical
routers. Note that the IOS version and feature set is more
important than the actual platform itself, and that either newer or
older platforms could also be used.

Ideal platform - ISR G2 (1900/2900/3900)


http://labs.ine.com/uploads/workbooks/images/originals/RM04UJobpqg8yLtvRfgo.png


	
The advantage of using ISR G2s is that 100% of all needed IOS
features are supported when running IOS 15.3T Universal with
feature sets IP Base, Data, & Security enabled. The
disadvantage of this platform is generally the cost of the physical
box plus full licensing is high, in addition to space, power, and
cooling requirements.

Alternate platform - ISR G1 (1800/2800/3800)

The advantage of using ISR G1s is that the cost is generally
lower than ISR G2. The disadvantage is that ISR G1 only officially
supports up to IOS 15.1T with feature set Advanced Enterprise
Services. Not all features tested on in CCIE RSv5 will be
supported, but the vast majority will be. Space, power, and cooling
requirements are still a large consideration with ISR G1, just as
ISR G2.

Virtual Router PlatformsBelow are some examples of potential
platforms that can be used when building the topology with virtual
routers.

Ideal platform – Cloud Services Router (CSR) 1000v

The advantage of using the CSR1000v is that 99% of all needed
IOS features are supported when running IOS XE 3.11S (15.4S) with
premium feature set. The disadvantage is that CSR1000v has large
CPU & RAM requirements, and that Serial links are not
supported. If using CSR1000v it is highly recommended to run it on
a dedicated baremetal Hypervisor (i.e. a native install of ESXi,
KVM, or XenServer) as opposed to inside desktop virtualization
software (e.g. VirtualBox or VMWare Workstation).

Alternate platform - GNS3 with 7200 series routers

The advantage of using GNS3 is that the CPU & RAM
requirements are lower than CSR1000v, and that most features are
supported when emulating 7200 series routers running IOS 15.2S with
feature set Advanced Enterprise Services. The disadvantage is that
GNS3 is not as stable as CSR1000v or physical platforms, and some
features may be unsupported or have unpredictable results. IOU or
IOL could also be used, but are outside the scope of this
document.


	
Physical Switch PlatformsBelow are some examples of physical
switches that could be used to build the topology. Again note that
the IOS version and feature set is more important than the actual
platform itself, and that either newer or older platforms could
also be used.

Ideal platform - Catalyst E or X (3560E/3560X/3750E/3750X)

The advantage of using Catalyst E or X is that 100% of all
needed features are supported when running Catalyst IOS 15.0SE
Universal with feature set IP Services. The disadvantage is
generally the cost of the physical box plus full licensing is
high.

Alternate platform - Non E/X Catalyst
(3560/3560G/3750/3750G)

The advantage of using regular Catalyst switches is that their
cost is generally much lower than E or X equivalents, while still
supporting the vast majority of features needed. The disadvantage
is that only platforms with 32MB Flash can run 15.0SE, and that
platforms with 16MB Flash support only up to 12.2SE.

Virtual Switch Platforms – GNS3 with L2IOUSwitches can be
emulated using L2IOU and GNS3, which is outside the scope of this
document.

Terminal Server PlatformsA Terminal Server, sometimes called an
Access Server or Console Server, can be used as a central point of
management for the console sessions to any of the physical routers
and switches in your lab build. A number of platforms could be used
for this, such as:

NM-16A or NM-32A modules in any modular router
(2600/2800/3600/3800, etc.) with CAB-OCTAL-ASYNC cables.HWIC-16A or
SM-32A in ISR G1 or ISR G2 with CAB-HD8-ASYNC cables.Non-Cisco
solutions such as Opengear or Digi


http://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/5466-comm-server.htmlhttp://www.cisco.com/c/en/us/support/docs/routers/3600-series-multiservice-platforms/7258-hw-async.htmlhttp://www.cisco.com/c/en/us/products/collateral/interfaces-modules/1800-2800-3800-series-16-port-async-high-speed-wan-interface-card/product_data_sheet0900aecd80274416.htmlhttp://opengear.com/http://www.digi.com/


	
Remote Power ControllersA Remote Power Controller (RPC) can be
used to remotely power-on, power-off, or reboot your equipment.
These can be especially useful not only to save energy, but allow
you to do remote password recovery if you get locked out of any of
your devices. Make sure that the device matches your power
specifications and your outlet types, as lots of variations exist.
A number of vendors make RPC devices, such as:

APCSynaccessBayTech


http://www.apc.com/products/family/?id=70http://www.synaccess-net.com/http://www.baytech.net/
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CCIE Routing & Switching v5 Rack Rental Guide

Click here for the CCIE Routing & Switching v5 Rack Rental
Guide.


http://labs.ine.com/workbook/view/rs-rack-rental-v5/http://labs.ine.com/workbook/view/rs-rack-rental-v5/
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Layer 2 Access Switchports

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure SW1's port FastEthernet0/19 as a Layer 3 interface
with the IP address 169.254.1.1/24.Configure SW2's port
FastEthernet0/19 as a Layer 3 interface with the IP address
169.254.1.2/24.Configure ports FastEthernet0/19 on SW3 and SW4 to
be access ports in VLAN 169.Configure FastEthernet0/23 and
FastEthernet0/24 between SW3 and SW4 as dot1q trunk ports.For
verification, test that SW1 and SW2 have IPv4 reachability to each
other over VLAN 169.

Configuration

SW1:

interface FastEthernet0/19

no switchport

ip address 169.254.1.1 255.255.255.0

SW2:

interface FastEthernet0/19

no switchport

ip address 169.254.1.2 255.255.255.0

SW3:


http://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v5-topology-diagrams-initial-configurations-MTk3Ng==http://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v5-topology-diagrams-initial-configurations-MTk3Ng==


	
vlan 169

!

interface FastEthernet0/19

switchport mode access

switchport access vlan 169

!

interface range FastEthernet0/23 - 24

switchport trunk encapsulation dot1q

switchport mode trunk

SW4:

vlan 169

!

interface FastEthernet0/19

switchport mode access

switchport access vlan 169

!

interface range FastEthernet0/23 - 24

switchport trunk encapsulation dot1q

switchport mode trunk

Verification

SW1 and SW2 in this example are acting as end hosts. When end
hosts are connected to different physical switches but are in the
same VLAN, IP connectivity will be obtained only when Spanning-Tree
Protocol is forwarding the VLAN end to end between switches
connecting to the hosts. On the Catalyst platforms, an STP instance
is automatically created for a VLAN when the VLAN is created. This
implies that the first step in getting connectivity between the
hosts is to create the VLAN.

Although the VLAN could also be learned through VTP, in this
design the VLAN is simply manually defined on both switches,
removing the need for VTP to be configured. Additionally, trunking
must be configured on transit switches, SW3 and SW4, so that VLAN
tagged frames can be sent over the links between them; optionally,
as in this case we have a single VLAN required to be carried
between SW3 and SW4, the links can be configured as access in VLAN
169.

Final verification in this example would be to ensure that the
VLANs are assigned correctly according to the show interface status
or show vlan output, and that end-to-end connectivity exists:

SW1#ping 169.254.1.2

Type escape sequence to abort.


	
Sending 5, 100-byte ICMP Echos to 169.254.1.2, timeout is 2
seconds: !!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/4/9 ms

!

!SW2#ping 169.254.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 169.254.1.1, timeout is 2
seconds: !!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/4/9 ms

!

!SW3#show interface status

Port Name Status Vlan Duplex Speed Type

Fa0/1 notconnect 1 auto auto 10/100BaseTX

Fa0/2 notconnect 1 auto auto 10/100BaseTX

Fa0/3 notconnect 1 auto auto 10/100BaseTX

Fa0/4 notconnect 1 auto auto 10/100BaseTX

Fa0/5 notconnect 1 auto auto 10/100BaseTX

Fa0/6 notconnect 1 auto auto 10/100BaseTX

Fa0/7 notconnect 1 auto auto 10/100BaseTX

Fa0/8 notconnect 1 auto auto 10/100BaseTX

Fa0/9 notconnect 1 auto auto 10/100BaseTX

Fa0/10 notconnect 1 auto auto 10/100BaseTX

Fa0/11 no
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Layer 2 Dynamic Switchports

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure all inter-switch links on SW2, SW3, and SW4 to be in
dynamic auto state.Configure all inter-switch links on SW1 to be in
dynamic desirable state.For verification, ensure that:

SW1 Ethernet links to SW2, SW3, and SW4 are negotiated as
trunks.Ethernet links between SW2, SW3, and SW4 do not negotiate
trunking and fallback to access mode.

Configuration


http://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v5-topology-diagrams-initial-configurations-MTk3Ng==http://labs.ine.com/workbook/view/rs-v5-workbook/task/ccie-r-s-v5-topology-diagrams-initial-configurations-MTk3Ng==


	
SW1:

interface range FastEthernet0/19 - 24

switchport mode dynamic desirable

SW2:

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

SW3:

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

SW4:

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

Verification

With SW1’s inter-switch links configured in dynamic desirable
state, and all other inter-switch links configured in dynamic auto
state, trunks will only be negotiated between SW1 to SW2, SW1 to
SW3, and SW1 to SW4. This is because SW1 initiates trunking
negotiation through DTP (desirable), and SW2, SW3, and SW4 only
respond to DTP negotiation requests (auto). This can be verified as
shown below, note that the output may differ for the "Vlans in
spanning tree forwarding state and not pruned" based on which of
the switches is the STP root bridge for VLAN 1.

SW1#show interface trunk

Port Mode Encapsulation Status Native vlan Fa0/19 desirable
n-isl trunking

1 Fa0/20 desirable n-isl trunking

1 Fa0/21 desirable n-isl trunking

1 Fa0/22 desirable n-isl trunking

1 Fa0/23 desirable n-isl trunking

1 Fa0/24 desirable n-isl trunking

1

Port Vlans allowed on trunk

Fa0/19 1-4094

Fa0/20 1-4094

Fa0/21 1-4094


	
Fa0/22 1-4094

Fa0/23 1-4094

Fa0/24 1-4094

Port Vlans allowed and active in management domain

Fa0/19 1

Fa0/20 1

Fa0/21 1

Fa0/22 1

Fa0/23 1

Fa0/24 1

Port Vlans in spanning tree forwarding state and not pruned

Fa0/19 1

Fa0/20 1

Fa0/21 1

Fa0/22 1

Fa0/23 1

Fa0/24 1

The output on SW3 is the same as on SW2 and SW4. None of these
switches are trunking directly with each other, only with SW1.

SW3#show interfaces trunk

Port Mode Encapsulation Status Native vlan Fa0/19 auto n-isl
trunking

1 Fa0/20 auto n-isl trunking

1

Port Vlans allowed on trunk

Fa0/19 1-4094

Fa0/20 1-4094

Port Vlans allowed and active in management domain

Fa0/19 1

Fa0/20 1

Port Vlans in spanning tree forwarding state and not pruned

Fa0/19 1

Fa0/20 none

As seen from above outputs, by default switches will also
negotiate ISL instead of 802.1q as the trunking protocol. Verify
the DTP port state of "dynamic desirable"


	
and "dynamic auto"; also note the difference between
"Administrative Mode," which defines how the port was configured to
operate, and "Operational Mode," which defines how the port
actually operates after DTP negotiation.

SW3#show interfaces fastEthernet0/19 switchport

Name: Fa0/19

Switchport: Enabled Administrative Mode: dynamic auto

Operational Mode: trunk

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: isl Negotiation of Trunking:
On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk Native VLAN tagging:
enabled

Administrative private-vlan trunk encapsulation: dot1q

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk associations: none

Administrative private-vlan trunk mappings: none

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

!

!SW3#show interfaces fastEthernet0/21 switchport

Name: Fa0/21

Switchport: Enabled Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native Negotiation of
Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none


	
Administrative private-vlan trunk Native VLAN tagging:
enabled

Administrative private-vlan trunk encapsulation: dot1q

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk associations: none

Administrative private-vlan trunk mappings: none

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

!

!SW1#show interfaces fastEthernet0/19 switchport

Name: Fa0/19

Switchport: Enabled Administrative Mode: dynamic desirable

Operational Mode: trunk

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: isl Negotiation of Trunking:
On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk Native VLAN tagging:
enabled

Administrative private-vlan trunk encapsulation: dot1q

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk associations: none

Administrative private-vlan trunk mappings: none

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled


	
Appliance trust: none
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802.1q Dynamic Trunking

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure all inter-switch links on SW2, SW3, and SW4 to be in
dynamic auto state.

Configure all inter-switch links on SW1 to be in dynamic
desirable state.

Configure the trunking encapsulation on SW1’s inter-switch links
as static 802.1q.

For verification, ensure that: SW2, SW3, and SW4 are negotiating
802.1q as the trunking encapsulation to SW1.SW1 is not negotiating
802.1q as the trunking encapsulation to SW2, SW3, and SW4.

Configuration

SW1:

interface range FastEthernet0/19 - 24

switchport mode dynamic desirable

switchport trunk encapsulation dot1q

SW2:

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

SW3:

interface range FastEthernet0/19 - 24

switchport mode dynamic auto
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SW4:

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

Verification

Similar to the previous case, SW1 is running in DTP desirable
mode, so it is negotiating trunking but now has its trunking
encapsulation statically set to 802.1q.

SW1#show interface trunk

Port Mode Encapsulation Status Native vlan

Fa0/19 desirable 802.1q

trunking 1 Fa0/20 desirable 802.1q

trunking 1 Fa0/21 desirable 802.1q

trunking 1 Fa0/22 desirable 802.1q

trunking 1 Fa0/23 desirable 802.1q

trunking 1 Fa0/24 desirable 802.1q

trunking 1

SW2, SW3, and SW4 must now agree to use dot1q trunking through
DTP negotiation, as seen in the n-802.1q output, which stands for
negotiated-802.1q.

SW2#show interface trunk

Port Mode Encapsulation Status Native vlan Fa0/23 auto
n-802.1q

trunking 1 Fa0/24 auto n-802.1q

trunking 1

!

!SW3#show interface trunk

Port Mode Encapsulation Status Native vlan Fa0/19 auto
n-802.1q

trunking 1 Fa0/20 auto n-802.1q

trunking 1

!

!SW4#show interface trunk

Port Mode Encapsulation Status Native vlan Fa0/21 auto
n-802.1q

trunking 1 Fa0/22 auto n-802.1q

trunking 1


	
The fact that SW1 has its trunking protocol manually configured
while all other switches negotiate it can be seen in following
output.

SW1#show interfaces fastEthernet0/19 switchport

Name: Fa0/19

Switchport: Enabled

Administrative Mode: dynamic desirable

Operational Mode: trunk Administrative Trunking Encapsulation:
dot1q

Operational Trunking Encapsulation: dot1q

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

!

!SW2#show interfaces fastEthernet0/19 switchport

Name: Fa0/19

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access Administrative Trunking
Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled
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802.1q Native VLAN

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure all inter-switch links on SW1 to be in dynamic
desirable state.Configure all inter-switch links of SW2, SW3, and
SW4 toward SW1 to be in dynamic auto state.Configure the trunking
encapsulation on SW1’s inter-switch links as static
802.1q.Configure the switches so that traffic between devices in
VLAN 146 is not tagged when sent over the trunk links.

Configuration

SW1:

vlan 146

!

interface range FastEthernet0/19 - 24

switchport mode dynamic desirable

switchport trunk encapsulation dot1q

switchport trunk native vlan 146

SW2:

vlan 146

!

interface range FastEthernet0/23 - 24

switchport mode dynamic auto

switchport trunk native vlan 146

SW3:
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vlan 146

!

interface range FastEthernet0/19 - 20

switchport mode dynamic auto

switchport trunk native vlan 146

SW4:

vlan 146

!

interface range FastEthernet0/21 - 22

switchport mode dynamic auto

switchport trunk native vlan 146

Verification

The IEEE 802.1q trunking encapsulation standard uses the term
native VLAN to describe traffic sent and received on an interface
running 802.1q encapsulation that does not have an 802.1q tag
actually inserted. Native VLAN was preserved for backward
compatibility so that frames can still transit switches not yet
capable for 802.1q.

When a switch needs to forward a frame outbound on a trunk link
and the frame was received from a VLAN that is the same as the
native VLAN of the trunk link, the frame is sent untagged as if
802.1q were not configured. When the switch receives a untagged
frame on an interface running 802.1q, it associates the frame with
the native VLAN of its trunk port on which the frame was received.
The native VLAN is not configured switch-wide, it is port specific.
For example, a switch may be configured to have VLAN 20 as native
VLAN on its FastEthernet0/19 port and VLAN 40 as native VLAN on its
FastEthernet0/20 port. The switches on both ends of an 802.1q trunk
link must agree on what the native VLAN is; otherwise, traffic can
unexpectedly leak between broadcast domain boundaries. The native
VLAN is not negotiated between switches; it is your responsibility
to configure it the same on both ends of the trunk link.

If, however, you've configured a different native VLAN on the
two ends of a trunk link, this will be detected through CDP which
will log a warning messages, and STP which will logically disable
the port to avoid forwarding loops. The native VLAN defaults to 1
on all links unless modified. In this case, the native VLAN is
modified to 146 on both ends of the link.

SW1#show interface trunk

Port Mode Encapsulation Status Native vlan

Fa0/19 desirable 802.1q trunking 146


	
Fa0/20 desirable 802.1q trunking 146

Fa0/21 desirable 802.1q trunking 146

Fa0/22 desirable 802.1q trunking 146

Fa0/23 desirable 802.1q trunking 146

Fa0/24 desirable 802.1q trunking 146

!

!SW2#show interface trunk

Port Mode Encapsulation Status Native vlan

Fa0/23 auto n-802.1q trunking 146

Fa0/24 auto n-802.1q trunking 146

!

!SW3#show interface trunk

Port Mode Encapsulation Status Native vlan

Fa0/19 auto n-802.1q trunking 146

Fa0/20 auto n-802.1q trunking 146

!

!SW4#show interface trunk

Port Mode Encapsulation Status Native vlan

Fa0/21 auto n-802.1q trunking 146

Fa0/22 auto n-802.1q trunking 146

Verify that the default native VLAN of 1 has been changed to
VLAN 146.

SW1#show interfaces fastEthernet0/23 switchport

Name: Fa0/23

Switchport: Enabled

Administrative Mode: dynamic desirable

Operational Mode: trunk

Administrative Trunking Encapsulation: dot1q

Operational Trunking Encapsulation: dot1q

Negotiation of Trunking: On Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 146 (VLAN0146)

Administrative Native VLAN tagging: enabled

!

!SW2#show interfaces fastEthernet0/23 switchport

Name: Fa0/23

Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: trunk

Administrative Trunking Encapsulation: negotiate


	
Operational Trunking Encapsulation: dot1q

Negotiation of Trunking: On Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 146 (VLAN0146)

Administrative Native VLAN tagging: enabled

Let's break the configuration by using a different native VLAN
on the ends of the trunk link.

SW1#configure terminal

SW1(config)#interface range fastEthernet0/23 - 24

SW1(config-if-range)#shutdown

SW1(config-if-range)#switchport trunk native vlan 1

SW1(config-if-range)#no shutdown

The following log messages will be triggered by CDP, as the
native VLAN value is sent through CDP advertisements.

%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch

discovered on FastEthernet0/23 (1), with SW2 FastEthernet0/23
(146). %CDP-4-NATIVE_VLAN_MISMATCH:

Native VLAN mismatch

discovered on FastEthernet0/24 (1), with SW2 FastEthernet0/24
(146).

The following log messages will be triggered by STP, logically
blocking the port.

%SPANTREE-2-RECV_PVID_ERR: Received BPDU with inconsistent peer
vlan id 146 on FastEthernet0/24 VLAN1.

%SPANTREE-2-BLOCK_PVID_PEER: Blocking FastEthernet0/24 on
VLAN0146. Inconsistent peer vlan.

%SPANTREE-2-BLOCK_PVID_LOCAL: Blocking FastEthernet0/24 on
VLAN0001. Inconsistent local vlan.

%SPANTREE-2-RECV_PVID_ERR: Received BPDU with inconsistent peer
vlan id 146 on FastEthernet0/23 VLAN1.

%SPANTREE-2-BLOCK_PVID_PEER: Blocking FastEthernet0/23 on
VLAN0146. Inconsistent peer vlan.

%SPANTREE-2-BLOCK_PVID_LOCAL: Blocking FastEthernet0/23 on
VLAN0001. Inconsistent local vlan.

Verify that from STP perspective, ports are blocked, which means
no data-plane traffic can be forwarded out on the trunks and all
inbound data-plane frames are dropped; however, ports are in the UP
state.

SW1#show ip interface brief | i 0/23|0/24

FastEthernet0/23 unassigned YES unset up up

FastEthernet0/24 unassigned YES unset up up

!

!SW1#show spanning-tree vlan 1 interface fastEthernet0/23


	
Vlan Role Sts Cost Prio.Nbr Type

------------------- ---- --- --------- --------
--------------------------------

VLAN0001 Desg BKN*19 128.25 P2p *PVID_Inc

!

!SW1#show spanning-tree inconsistentports

Name Interface Inconsistency

-------------------- ------------------------ ------------------
VLAN0001

FastEthernet0/23 Port VLAN ID Mismatch

VLAN0001 FastEthernet0/24 Port VLAN ID Mismatch VLAN0146

FastEthernet0/23 Port VLAN ID Mismatch

VLAN0146 FastEthernet0/24 Port VLAN ID Mismatch

Number of inconsistent ports (segments) in the system : 4
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DTP Negotiation

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure static 802.1q trunk links between SW1 and all other
switches. Disable Dynamic Trunking Protocol on all of these
ports.

Configure all other inter-switch links between SW2, SW3, and SW4
to be in dynamic auto state.For verification, ensure that trunk
links between SW1 and all other switches do not use DTP.

Configuration

SW1:

interface range FastEthernet0/19 - 24

switchport trunk encapsulation dot1q

switchport mode trunk

switchport nonegotiate

SW2:

interface range FastEthernet0/19 - 22

switchport mode dynamic auto

!

interface range FastEthernet0/23 - 24

switchport trunk encapsulation dot1q

switchport mode trunk

switchport nonegotiate

SW3:
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interface range FastEthernet0/19 - 20

switchport trunk encapsulation dot1q

switchport mode trunk

switchport nonegotiate

!

interface range FastEthernet0/21 - 24

switchport mode dynamic auto

SW4:

interface range FastEthernet0/19 - 20

switchport mode dynamic auto

!

interface range FastEthernet0/21 - 22

switchport trunk encapsulation dot1q

switchport mode trunk

switchport nonegotiate

!

interface range FastEthernet0/23 - 24

switchport mode dynamic auto

Verification

DTP negotiation can be disabled with either the switchport mode
access command or the switchport nonegotiate command. If trunking
is needed but DTP is disabled, the port must be statically
configured with the switchport mode trunk command. This design is
most commonly used when a switch is trunking to a device that does
not support DTP, such as an IOS router’s routed Ethernet interface
(not an EtherSwitch interface) or a server’s NIC card.

SW1#show interface fastethernet0/19 switchport | include
Negotiation

Negotiation of Trunking: Off

!

!SW1#show interface trunk

Port Mode

Encapsulation Status Native vlan Fa0/19 on

802.1q trunking 1 Fa0/20 on

802.1q trunking 1 Fa0/21 on

802.1q trunking 1 Fa0/22 on

802.1q trunking 1 Fa0/23 on

802.1q trunking 1 Fa0/24 on

802.1q trunking 1

!


	
!SW2#show interface trunk

Port Mode

Encapsulation Status Native vlan Fa0/23 on

802.1q trunking 1 Fa0/24 on

802.1q trunking 1

!

!SW3#show interface trunk

Port Mode

Encapsulation Status Native vlan Fa0/19 on

802.1q trunking 1 Fa0/20 on

802.1q trunking 1

!

!SW4#show interface trunk

Port Mode

Encapsulation Status Native vlan Fa0/21 on

802.1q trunking 1 Fa0/22 on

802.1q trunking 1

Verify DTP statistics on both DTP-enabled and DTP-disabled
interfaces, and note that interface access/trunk state is
displayed.

SW2#show dtp interface fastEthernet0/19

DTP information for FastEthernet0/19:

TOS/TAS/TNS: ACCESS/AUTO/ACCESS

TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE

Neighbor address 1: 001AA1742515

Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 15/RUNNING

Access timer expiration (sec/state): never/STOPPED

Negotiation timer expiration (sec/state): never/STOPPED

Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS

# times multi & trunk 0

Enabled: yes

In STP: no

Statistics

----------

372 packets received (372 good)

0 packets dropped

0 nonegotiate, 0 bad version, 0 domain mismatches,


	
0 bad TLVs, 0 bad TAS, 0 bad TAT, 0 bad TOT, 0 other

748 packets output (748 good)

374 native, 374 software encap isl, 0 isl hardware native

0 output errors

0 trunk timeouts

1 link ups, last link up on Wed Mar 24 1993, 12:07:57

0 link downs

!

!

SW2#show dtp interface fastEthernet0/23

DTP information for FastEthernet0/23:

TOS/TAS/TNS: TRUNK/NONEGOTIATE/TRUNK

TOT/TAT/TNT: 802.1Q/802.1Q/802.1Q

Neighbor address 1: 0013605FF019

Neighbor address 2: 000000000000

Hello timer expiration (sec/state): never/STOPPED

Access timer expiration (sec/state): never/STOPPED

Negotiation timer expiration (sec/state): never/STOPPED

Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S6:TRUNK

# times multi & trunk 0

Enabled: yes

In STP: no

Statistics

----------

243 packets received (243 good)

0 packets dropped

0 nonegotiate, 0 bad version, 0 domain mismatches,

0 bad TLVs, 0 bad TAS, 0 bad TAT, 0 bad TOT, 0 other

247 packets output (247 good)

244 native, 3 software encap isl, 0 isl hardware native

0 output errors

0 trunk timeouts

3 link ups, last link up on Wed Mar 24 1993, 13:06:13

2 link downs, last link down on Wed Mar 24 1993, 13:05:34
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VTP Domain

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure all inter-switch links on SW2, SW3, and SW4 to be in
dynamic auto state.Configure all inter-switch links on SW1 to be in
dynamic desirable state.Configure SW2 as a VTP server in the domain
named CCIE.

Configure SW1, SW3, and SW4 as VTP clients in the domain
CCIE.Authenticate VTP messages using the string of VTPPASS.

Configure VLANs 5, 7, 8, 9, 10, 22, 43, 58, 67, 79, and 146 on
SW2.For verification, ensure that SW1, SW3, and SW4 learn about
these new VLANs through VTP.

Configuration

SW1:

vtp domain CCIE

vtp mode client

vtp password VTPPASS

!

interface range FastEthernet0/19 - 24

switchport mode dynamic desirable

SW2:

vtp domain CCIE

vtp password VTPPASS

vlan 5,7,8,9,10,22,43,58,67,79,146
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!

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

SW3:

vtp domain CCIE

vtp mode client

vtp password VTPPASS

!

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

SW4:

vtp domain CCIE

vtp mode client

vtp password VTPPASS

!

interface range FastEthernet0/19 - 24

switchport mode dynamic auto

Verification

VLAN Trunking Protocol (VTP) can be used in the Ethernet domain
to simplify the creation and management of VLANs, but it does not
dictate the traffic flow of VLANs or the actual port assignments to
VLANs. The first step in running VTP is to ensure that the switches
are trunking with each other (it can be ISL or 802.1q; VTP runs
over both). Next, the VTP domain name is configured, and all other
switches without domain names configured will dynamically learn the
domain name. VTP password is optional but it cannot be learned
through VTP because it is not sent in VTP messages; an MD5 hash is
sent instead, so it must be manually configured on all devices.
Finally, the VLAN definitions are created on the VTP server.

To verify this configuration, compare the output of the show vtp
status command on all devices in the domain. If the domain name,
the number of existing VLANs, and the Configuration Revision Number
match, the domain is converged. If authentication is configured,
the MD5 digest field should be compared as well.

SW1#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1 VTP Domain Name : CCIE

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 000a.b832.3580

Configuration last modified by 0.0.0.0 at 3-1-93 02:36:18


	
Feature VLAN:

-------------- VTP Operating Mode : Client

Maximum VLANs supported locally : 1005 Number of existing VLANs
: 16

Configuration Revision : 1

MD5 digest : 0xD2 0x47 0xDC 0xAD 0x66 0xEE 0x31 0x42

0xEF 0x6E 0x13 0x4B 0xD4 0x1C 0x37 0x65

!

!SW2#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1 VTP Domain Name : CCIE

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 001c.576d.4a00

Configuration last modified by 0.0.0.0 at 3-1-93 02:36:18

Local updater ID is 0.0.0.0 (no valid interface found)

Feature VLAN:

-------------- VTP Operating Mode : Server

Maximum VLANs supported locally : 1005 Number of existing VLANs
: 16

Configuration Revision : 1

MD5 digest : 0xD2 0x47 0xDC 0xAD 0x66 0xEE 0x31 0x42

0xEF 0x6E 0x13 0x4B 0xD4 0x1C 0x37 0x65

!

!SW3#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1 VTP Domain Name : CCIE

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 001d.45cc.0580

Configuration last modified by 0.0.0.0 at 3-1-93 02:36:18

Feature VLAN:

-------------- VTP Operating Mode : Client

Maximum VLANs supported locally : 1005 Number of existing VLANs
: 16

Configuration Revision : 1

MD5 digest : 0xD2 0x47 0xDC 0xAD 0x66 0xEE 0x31 0x42

0xEF 0x6E 0x13 0x4B 0xD4 0x1C 0x37 0x65

!

!SW4#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1 VTP Domain Name : CCIE

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 001c.576d.3d00

Configuration last modified by 0.0.0.0 at 3-1-93 02:36:18


	
Feature VLAN:

-------------- VTP Operating Mode : Client

Maximum VLANs supported locally : 1005 Number of existing VLANs
: 16

Configuration Revision : 1

MD5 digest : 0xD2 0x47 0xDC 0xAD 0x66 0xEE 0x31 0x42

0xEF 0x6E 0x13 0x4B 0xD4 0x1C 0x37 0x65

The output of show vtp status confirms that the VTP password has
been correctly configured on all switches, because the same MD5
digest has been computed on all devices, but the password can be
verified separately.

SW1#show vtp password

VTP Password: VTPPASS

!

!SW2#show vtp password

VTP Password: VTPPASS

!

!SW3#show vtp password

VTP Password: VTPPASS

!

!SW4#show vtp password

VTP Password: VTPPASS

The commands show vlan and show vlan brief can also be compared
to ensure that the VLAN numbers and names properly propagated
throughout the VTP domain.

SW1#show vlan brief

VLAN Name Status Ports

---- -------------------------------- ---------
-------------------------------

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Gi0/1, Gi0/2 5 VLAN0005

active 7 VLAN0007

active 8 VLAN0008

active 9 VLAN0009

active 10 VLAN0010

active 22 VLAN0022

active 43 VLAN0043

active 58 VLAN0058

active 67 VLAN0067

active 79 VLAN0079


	
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

!

!SW2#show vlan brief

VLAN Name Status Ports

---- -------------------------------- ---------
-------------------------------

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Fa0/19, Fa0/20

Fa0/21, Fa0/22, Gi0/1, Gi0/2 5 VLAN0005

active 7 VLAN0007

active 8 VLAN0008

active 9 VLAN0009

active 10 VLAN0010

active 22 VLAN0022

active 43 VLAN0043

active 58 VLAN0058

active 67 VLAN0067

active 79 VLAN0079

active

146 VLAN0146 active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

!

!SW3#show vlan brief

VLAN Name Status Ports

---- -------------------------------- ---------
-------------------------------

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Fa0/21, Fa0/22

Fa0/23, Fa0/24, Gi0/1, Gi0/2 5 VLAN0005

active 7 VLAN0007

active 8 VLAN0008

active 9 VLAN0009

active 10 VLAN0010

active 22 VLAN0022

active 43 VLAN0043

active 58 VLAN0058


	
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

!

!SW4#show vlan brief

VLAN Name Status Ports

---- -------------------------------- ---------
-------------------------------

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Fa0/19, Fa0/20

Fa0/23, Fa0/24, Gi0/1, Gi0/2 5 VLAN0005

active 7 VLAN0007

active 8 VLAN0008

active 9 VLAN0009

active 10 VLAN0010

active 22 VLAN0022

active 43 VLAN0043

active 58 VLAN0058

active 67 VLAN0067

active 79 VLAN0079

active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup
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VTP Transparent

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure Ethernet links between SW1 and all other switches as
static 802.1q trunks.Configure VTP version 2 in domain CCIE as
follows:

SW1 in transparent modeSW2 in server modeSW3 and SW4 in client
mode

Configure VLANs 5, 7, 8, 9, and 10 on VTP server.Ensure that
traffic between hosts within same VLAN is functional regardless of
the switch being connected to.

Configuration

SW1:

vtp domain CCIE

vtp version 2

vtp mode transparent

vlan 5,7,8,9,10

!

interface range FastEthernet0/19 - 24

switchport trunk encapsulation dot1q

switchport mode trunk

SW2:
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vtp domain CCIE

vtp version 2

vlan 5,7,8,9,10

!

interface range FastEthernet0/23 - 24

switchport trunk encapsulation dot1q

switchport mode trunk

SW3:

vtp domain CCIE

vtp version 2

vtp mode client

!

interface range FastEthernet0/19 - 20

switchport trunk encapsulation dot1q

switchport mode trunk

SW4:

vtp domain CCIE

vtp version 2

vtp mode client

!

interface range FastEthernet0/21 - 22

switchport trunk encapsulation dot1q

switchport mode trunk

Verification

VTP version, just like VTP domain name, can be dynamically
learned from VTP advertisements (if the VTP mode is client or
server), but it is configured on all switches for consistency; VTP
version cannot be changed on devices running in client mode. VTP
devices running in transparent mode do not install VTP updates
received, but will continue to forward them unmodified if the
domain name of received VTP advertisements matches its locally
configured domain. The configuration revision number of zero
confirms that received VTP updates do not affect the local VLAN
database.

SW1#show vtp status

VTP Version capable : 1 to 3 VTP version running : 2

VTP Domain Name : CCIE

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled

Device ID : 0013.605f.f000

Configuration last modified by 0.0.0.0 at 3-24-93 21:11:43


	
Feature VLAN:

-------------- VTP Operating Mode : Transparent

Maximum VLANs supported locally : 1005

Number of existing VLANs : 10 Configuration Revision : 0

MD5 digest : 0x6B 0x36 0x65 0xF9 0xD9 0x10 0x51 0xED

0xA8 0x25 0xC5 0x35 0xC9 0x38 0x9F 0x0F

Because VTP is control-plane only and does not directly relate
to STP forwarding, VTP traffic from the server/client or from an
entirely different VTP domain can be in the same broadcast domain
as VTP transparent switches. In this particular case, SW1 must be
locally configured with all VLANs from the VTP domain, because it
is in the physical Layer 2 transit path for data-plane traffic
within those VLANs. If a switch receives tagged frames for which
the VLAN does not exist in the database, frames are silently
dropped; this can be seen from the fact that the switch does not
have any of its ports in STP forwarding state for non-existing
VLANs. Before VLANs are manually configured on SW1:

SW2#show spanning-tree interface fastEthernet0/23

Vlan Role Sts Cost Prio.Nbr Type

------------------- ---- --- --------- --------
--------------------------------

VLAN0001 Desg FWD 19 128.25 P2p

VLAN0005 Desg FWD 19 128.25 P2p

VLAN0007 Desg FWD 19 128.25 P2p

VLAN0008 Desg FWD 19 128.25 P2p

VLAN0009 Desg FWD 19 128.25 P2p

VLAN0010 Desg FWD 19 128.25 P2p

!SW1#show spanning-tree interface fastEthernet0/23

Vlan Role Sts Cost Prio.Nbr Type

------------------- ---- --- --------- --------
--------------------------------

VLAN0001 Root FWD 19 128.25 P2p

Verify that the VLAN database has been learned by VTP clients,
so the VTP device in transparent mode, SW1, has relayed the VTP
messages between its trunk ports (from VTP server to VTP
clients).

SW2#show vlan brief

VLAN Name Status Ports

---- -------------------------------- ---------
-------------------------------

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4


	
Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Fa0/19, Fa0/20

Fa0/21, Fa0/22, Gi0/1, Gi0/2 5 VLAN0005

active 7 VLAN0007

active 8 VLAN0008

active 9 VLAN0009

active 10 VLAN0010

active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

!

!SW3#show vlan brief

VLAN Name Status Ports

---- -------------------------------- ---------
-------------------------------

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4

Fa0/5, Fa0/6, Fa0/7, Fa0/8

Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

Fa0/17, Fa0/18, Fa0/21, Fa0/22

Fa0/23, Fa0/24, Gi0/1, Gi0/2 5 VLAN0005

active 7 VLAN0007

active 8 VLAN0008

active 9 VLAN0009

active 10 VLAN0010

active

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

Changes in the rest of the VTP domain, such as VLAN adds or
removes, does not affect the transparent switches, which just relay
VTP messages.

SW1#debug sw-vlan vtp events

vtp events debugging is on

!

!SW2#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.SW2(config)#vlan 123

!

!SW3#show vlan | include ^123

123 VLAN0123 active


	
123 enet 100123 1500 - - - - - 0 0

!

!SW4#show vlan | include ^123

123 VLAN0123 active

123 enet 100123 1500 - - - - - 0 0

!

!SW1#show vlan | include ^123

SW1#

The following log messages will appear on the SW1 console,
confirming that VTP messages are received from the VTP server and
relayed on all other switches.

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/23 - in
TRANSPARENT MODE

(nc = false)

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/23 - in
TRANSPARENT MODE (nc = false)

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/19 - in
TRANSPARENT MODE

(nc = false) VTP LOG RUNTIME: Relaying packet received on trunk
Fa0/21 - in TRANSPARENT MODE

(nc = false)

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/19 - in
TRANSPARENT MODE (nc = false)

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/21 - in
TRANSPARENT MODE (nc = false)

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/20 - in
TRANSPARENT MODE

(nc = false) VTP LOG RUNTIME: Relaying packet received on trunk
Fa0/22 - in TRANSPARENT MODE

(nc = false)

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/20 - in
TRANSPARENT MODE (nc = false)

VTP LOG RUNTIME: Relaying packet received on trunk Fa0/22 - in
TRANSPARENT MODE (nc = false)

Note that when a switch is in VTP transparent mode, the VLAN
configuration statements appear in the running-configuration. If
the switch is in VTP client/server mode, the configured VLANs do
not appear in the running-configuration; these are kept in the VLAN
database file.

SW1# show running-config | i vlan

vlan internal allocation policy ascending vlan 5,7-10

!

!SW2#show running-config | i vlan

vlan internal allocation policy ascending
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VTP Pruning

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named LAN Switching
Initial VTP, which can be found in CCIE R&S v5 Topology
Diagrams & Initial Configurations. Reference the Virtual
Routers & Physical Switches Diagram to complete this task.

Task

All switches are pre-configure in VTP domain CCIE. Ensure that
SW1 is in VTP client mode.

Enable VTP pruning in the Layer 2 network so that inter-switch
broadcast replication is minimized.Verify that this configuration
is functional through the show interface trunk output.

Configuration

SW1:

vtp mode client

SW2:

vtp pruning

Verification

VTP pruning eliminates the need to statically remove VLANs from
the allowed trunking list of a port by having the switches
automatically communicate to each other which VLANs they have
locally assigned or are in the transit path for.

The show interface pruning command indicates what traffic the
local switch told its
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neighbor that it needs, via the VLAN traffic requested of
neighbor field. These VLANs are either locally assigned to certain
ports, or those for which the local switch is in the Layer 2
transit path and traffic was requested by neighbor switches. The
Vlans pruned for lack of request by neighbor field indicates the
VLANs that the upstream neighbor did not request. VTP pruning can
be enabled only on the device running in server mode, and the
settings will be inherited by all devices in the same VTP
domain.

In the below output, this means that SW1 is not forwarding VLAN
7 to SW3, because SW3 did not request it. This output can be
confusing because what SW1 sees as pruned for lack of request is
the opposite of what SW3 sees as requested.

SW1#show interface fastethernet0/19 pruning

Port Vlans pruned for lack of request by neighbor Fa0/19
5,7-10,22,43,58,67,79,123,146

Port Vlan traffic requested of neighbor Fa0/19
1,5,7-10,22,43,58,67,79,123,146

!

!SW3#show interface fastethernet0/19 pruning

Port Vlans pruned for lack of request by neighbor Fa0/19
none

Port Vlan traffic requested of neighbor Fa0/19 none

If the network is converged, all devices in the VTP domain
should agree that pruning is enabled, as shown in the below show
vtp status output. Note that transparent switches cannot
participate in pruning because they do not read the payload of the
VTP updates they are receiving from their adjacent neighbors, they
just relay it.

SW1#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1

VTP Domain Name : CCIE VTP Pruning Mode : Enabled

VTP Traps Generation : Disabled

Device ID : 000a.b832.3580

Configuration last modified by 0.0.0.0 at 3-1-93 05:42:56

Feature VLAN:

--------------

VTP Operating Mode : Client

Maximum VLANs supported locally : 1005

Number of existing VLANs : 17

Configuration Revision : 3

MD5 digest : 0xC0 0x28 0xD7 0xD0 0x3D 0xA3 0x1D 0xB7


	
0x13 0xC9 0xD1 0xE6 0x57 0xD0 0x09 0x58

!

!SW2#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1

VTP Domain Name : CCIE VTP Pruning Mode : Enabled

VTP Traps Generation : Disabled

Device ID : 001c.576d.4a00

Configuration last modified by 0.0.0.0 at 3-1-93 05:42:56

Local updater ID is 0.0.0.0 (no valid interface found)

Feature VLAN:

--------------

VTP Operating Mode : Server

Maximum VLANs supported locally : 1005

Number of existing VLANs : 17

Configuration Revision : 3

MD5 digest : 0xC0 0x28 0xD7 0xD0 0x3D 0xA3 0x1D 0xB7

0x13 0xC9 0xD1 0xE6 0x57 0xD0 0x09 0x58

!

!SW3#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1

VTP Domain Name : CCIE VTP Pruning Mode : Enabled

VTP Traps Generation : Disabled

Device ID : 001d.45cc.0580

Configuration last modified by 0.0.0.0 at 3-1-93 05:42:56

Feature VLAN:

--------------

VTP Operating Mode : Client

Maximum VLANs supported locally : 1005

Number of existing VLANs : 17

Configuration Revision : 3

MD5 digest : 0xC0 0x28 0xD7 0xD0 0x3D 0xA3 0x1D 0xB7

0x13 0xC9 0xD1 0xE6 0x57 0xD0 0x09 0x58

!

!SW4#show vtp status

VTP Version capable : 1 to 3

VTP version running : 1

VTP Domain Name : CCIE VTP Pruning Mode : Enabled

VTP Traps Generation : Disabled

Device ID : 001c.576d.3d00

Configuration last modified by 0.0.0.0 at 3-1-93 05:42:56


	
Feature VLAN:

--------------

VTP Operating Mode : Client

Maximum VLANs supported locally : 1005

Number of existing VLANs : 17

Configuration Revision : 3

MD5 digest : 0xC0 0x28 0xD7 0xD0 0x3D 0xA3 0x1D 0xB7

0x13 0xC9 0xD1 0xE6 0x57 0xD0 0x09 0x58

To quickly view the traffic that is not being pruned, and
therefore actually forwarded, issue the show interface trunk
command. The final field of Vlans in spanning tree forwarding state
and not pruned means that the VLAN is created, is allowed on the
link, is running STP, and is not pruned.

SW1#show interface trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned

Fa0/19 1

Fa0/20 1

Fa0/21 1

Fa0/22 1 Fa0/23 1,5,7-10,22,43,58,67,79,123,146

Fa0/24 1,5,7-10,22,43,58,67,79,123,146

!

!SW2#show interface trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned

Fa0/23 1,5,7-10,22,43,58,67,79,123,146

Fa0/24 none

!

!SW3#show interface trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned

Fa0/19 1,5,7-10,22,43,58,67,79,123,146

Fa0/20 none

!

!SW4#show interface trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned

Fa0/21 1,5,7-10,22,43,58,67,79,123,146

Fa0/22 none
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VTP Prune-Eligible List

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named LAN Switching
Initial VTP, which can be found in CCIE R&S v5 Topology
Diagrams & Initial Configurations. Reference the Virtual
Routers & Physical Switches Diagram to complete this task.

Task

All switches are pre-configure in VTP domain CCIE.Enable VTP
Pruning in the VTP domain.Edit the prune-eligible list to ensure
that traffic for VLAN 7 is carried on all active trunk links in the
Layer 2 network.Verify that this configuration is functional
through the show interface trunk output.

Configuration
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SW1:

interface range FastEthernet0/19 - 24

switchport trunk pruning vlan 2-6,8-1001

SW2:

vtp pruning

!

interface range FastEthernet0/23 - 24

switchport trunk pruning vlan 2-6,8-1001

SW3:

interface range FastEthernet0/19 - 20

switchport trunk pruning vlan 2-6,8-1001

SW4:

interface range FastEthernet0/21 - 22

switchport trunk pruning vlan 2-6,8-1001

Verification

The implementation of the prune eligible list, which is
controlled by the switchport trunk pruning vlan command, is
commonly confusing because it is essentially the opposite of
editing the allowed list of the trunk. By default, all VLANs 2–1001
(not the default or extended VLANs) can be pruned off on a trunk
link.

This means that if the switch does not have VLAN 7 assigned to
any ports and is not in the STP transit path for VLAN 7, it can
tell its adjacent switches not to send VLAN 7 traffic. However, if
VLAN 7 is removed from the prune eligible list, the switch must
report that it does need VLAN 7, and the traffic cannot be
pruned.

This can be seen in the change of the output below, where SW1
sends VLAN 7 traffic over all links that are forwarding for STP,
even though the devices on the other end of the link do not
actually need VLAN 7. Note that output may differ based on the STP
root bridge, and therefore which ports are in STP FW state and
which are blocking.

SW1#show interfaces trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 1, 7

Fa0/20 1, 7

Fa0/21 1, 7

Fa0/22 1, 7


	
Fa0/23 1,5, 7

-10,22,43,58,67,79,146 Fa0/24 none

!

!SW2#show interface trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned
Fa0/23 1,5, 7

-10,22,43,58,67,79,146 Fa0/24 1,5, 7

-10,22,43,58,67,79,146

!

!SW3#show interface trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned
Fa0/19 5, 7

-10,22,43,58,67,79,146 Fa0/20 none

!

!SW4#show interface trunk | begin pruned

Port Vlans in spanning tree forwarding state and not pruned
Fa0/21 5, 7

-10,22,43,58,67,79,146 Fa0/22 none

SW1's FastEtherhet0/24 displays "none", as SW3's
FastEthernet0/20 and SW4's FastEthernet0/22, because it is in the
blocking state for all VLANs.

SW1#show spanning-tree interface fastEthernet0/24

Vlan Role Sts Cost Prio.Nbr Type

------------------- ---- --- --------- --------
--------------------------------

VLAN0001 Altn BLK

19 128.26 P2p VLAN0005 Altn BLK

19 128.26 P2p VLAN0007 Altn BLK

19 128.26 P2p VLAN0008 Altn BLK

19 128.26 P2p VLAN0009 Altn BLK

19 128.26 P2p VLAN0010 Altn BLK

19 128.26 P2p VLAN0022 Altn BLK

19 128.26 P2p VLAN0043 Altn BLK

19 128.26 P2p VLAN0058 Altn BLK

19 128.26 P2p VLAN0067 Altn BLK

19 128.26 P2p VLAN0079 Altn BLK

19 128.26 P2p VLAN0146 Altn BLK

19 128.26 P2p
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Layer 2 EtherChannel

A Note On Section Initial Configuration Files: You must load the
initial configuration files for the section, named Basic Layer2
Switching, which can be found in CCIE R&S v5 Topology Diagrams
& Initial Configurations. Reference the Virtual Routers &
Physical Switches Diagram to complete this task.

Task

Configure Layer 2 EtherChannels between SW1 and all other
switches as follows: Do not use any negotiation protocols.SW1
should initiate 802.1q trunking negotiation.Use port-channel
numbers in the format of 1Y, where Y is the switch number for SW2,
SW3, and SW4.

Configuration

SW1:

interface range FastEthernet0/19 - 20

channel-group 13 mode on

!

interface range FastEthernet0/21 - 22

channel-group 14 mode on

!

interface range FastEthernet0/23 - 24

channel-group 12 mode on

!

interface Port-channel12

switchport trunk encapsulation dot1q

switchport mode dynamic desirable

!

interface Port-channel13
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switchport trunk encapsulation dot1q

switchport mode dynamic desirable

!

interface Port-channel14

switchport trunk encapsulation dot1q

switchport mode dynamic desirable

SW2:

interface range FastEthernet0/23 - 24

channel-group 12 mode on

SW3:

interface range FastEthernet0/19 - 20

channel-group 13 mode on

SW4:

interface range FastEthernet0/21 - 22

channel-group 14 mode on

Verification

For an EtherChannel to form, all member interfaces must have the
same configuration, and both ends of the channel must agree on the
same negotiation protocol; in this case there is no negotiation
used between the switches forming the EtherChannel. In the below
show etherchannel summary output, the Protocol field is null, which
means that no negotiation was used. This comes from the on mode of
the channel-group command. This output also shows that the
port-channel is in the SU state, which means that it is Layer 2 and
up; member ports are in the P state, which means that interfaces
have successfully joined the EtherChannel.

SW1#show etherchannel summary

Flags: D - down P - bundled in port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

R - Layer3 S - Layer2

U - in use f - failed to allocate aggregator

M - not in use, minimum links not met

u - unsuitable for bundling

w - waiting to be aggregated

d - default port

Number of channel-groups in use: 3

Number of aggregators: 3


	
Group Port-channel Protocol Ports


------+-------------+-----------+-----------------------------------------------

12 Po12(SU) - Fa0/23(P) Fa0/24(P)

13 Po13(SU) - Fa0/19(P) Fa0/20(P)

14 Po14(SU) - Fa0/21(P) Fa0/22(P)

!

!SW1#show etherchannel protocol

Channel-group listing:

----------------------

Group: 12

---------- Protocol: - (Mode ON)

Group: 13

---------- Protocol: - (Mode ON)

Group: 14

---------- Protocol: - (Mode ON)

As interfaces have been bundled into EtherChannels, the switch
will show the logical interface as being trunk, not the physical
interface; also, from STP perspective, STP will run over the
logical interface as well.

SW1#show interfaces trunk

Port Mode Encapsulation Status Native vlan

Po12 desirable 802.1q trunking 1

Po13 desirable 802.1q trunking 1

Po14 desirable 802.1q trunking 1

Port Vlans allowed on trunk

Po12 1-4094

Po13 1-4094

Po14 1-4094

!

!SW1#show spanning-tree vlan 1

VLAN0001

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 0013.605f.f000

This bridge is the root


	
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address 0013.605f.f000

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

------------------- ---- --- --------- --------
--------------------------------

Fa0/1 Desg FWD 19 128.3 P2p Po12

Desg FWD 12 128.152 P2p Po13

Desg FWD 12 128.160 P2p Po14

Desg FWD 12 128.168 P2p

Verify that physical interfaces have inherited the configuration
from the logical interface, which is the port-channel.

SW1#show interfaces fastEthernet0/19 switchport

Name: Fa0/19

Switchport: Enabled Administrative Mode: dynamic desirable

Operational Mode: trunk (member of bundle Po13)

Administrative Trunking Encapsulation: dot1q

Operational Trunking Encapsulation: dot1q

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none

Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none

Administrative private-vlan trunk Native VLAN tagging:
enabled

Administrative private-vlan trunk encapsulation: dot1q

Administrative private-vlan trunk normal VLANs: none

Administrative private-vlan trunk associations: none

Administrative private-vlan trunk mappings: none

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled


	
Unknown multicast blocked: disabled

Appliance trust: none

Another way to verify that a Layer 2 channel is working
correctly is to view the spanning-tree topology. If STP runs over
the logical port-channel interface instead of the physical
interfaces, channeling has occurred properly. This is because
without channeling, some member interfaces would be in the STP
forwarding state and some blocking, but with channeling all
interfaces have the same STP state and role as displayed by the
logical port-channel interface. Note that STP port states and roles
may differ from the output below based on which switch is the STP
root bridge.

SW2#show spanning-tree vlan 1

VLAN0001

Spanning tree enabled protocol ieee

Root ID Priority 32769

Address 000a.b832.3a80

This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)

Address 000a.b832.3a80

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type

------------------- ---- --- --------- --------
--------------------------------

Fa0/19 Desg FWD 19 128.21 P2p

Fa0/20 Desg FWD
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