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Page 3
                        

© 2000-2014 Ward Solutions, Ltd. All rights reserved. Confidential and Proprietary.© 2000-2014 Ward Solutions, Ltd. All rights reserved. Confidential and Proprietary.
 What do mean by Managed Security Services
 "the remote monitoring or management of IT security
 functions delivered via shared services from remote
 security operations centres (SOCs), not through
 personnel on-site."
 Gartner 2014
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 MSSP Market Segmentation - Services
 Security Monitoring and Management
 • Log management.
 • Security Incident and Event Management
 (SIEM)
 • Security Asset Management
 Security Solution Management
 • Managed Firewall
 • Managed IDS/IPS
 • Managed IAM
 • Managed Endpoint / DLP
 • Managed Mobility
 Risk and Compliance Management
 • Vulnerability Scanning
 • Compliance auditing (PCI/DSS, ISO 27001)
 Threat Research, Intelligence, Detection and
 Remediation
 • Intelligence via investigation of incidents,
 malware, exploits, vulnerabilities
 • Event Correlation and threat intelligence
 • Managed APT

Page 5
                        

© 2000-2014 Ward Solutions, Ltd. All rights reserved. Confidential and Proprietary.© 2000-2014 Ward Solutions, Ltd. All rights reserved. Confidential and Proprietary.
 Roadmap and Direction
 Increased
 importance of
 SIEM
 Greater Adoption
 of Advanced
 Threat
 Further
 Compliance
 Drivers
 Cloud Delivery
 Increase in
 mobile Security
 Offering
 Advanced
 Analytics
 McAfee
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 Global Providers
 No Single Dominant leader
 In 2013 < 40% of market
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 Drivers
 Access to in-house highly skilled security professionals
 Evolving Compliance and Regulatory Drivers
 Increased Sophistication of attacks
 Increased fear – Data Breaches
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 The ‘promise’ an MSSP
 • Increase Security
 • Lower Costs
 • Reduce Risk
 • Expert Skills
 • Experience – tools /processes
 • Broad capability
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 What may inhibit MSSP adoption
 • Can you show ROI
 • Control over data
 • Outsource security
 • Underestimating the risks
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 You take the blue pill, the story ends.
 You wake up in your bed and believe
 whatever you want to believe. You take
 the red pill, you stay in wonderland,
 and I show you how deep the rabbit
 hole goes."
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 What to look for when Selecting an MSSP
 1. Range of services and capability
 2. Multivendor Support
 3. People with Expertise
 4. Reputation / Experience
 5. Local Support
 6. Customer Portal - Single Pane of Glass Management
 7. Standards and Certifications
 8. Contracts / Commercial
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 Ward Solutions
 Ward Solutions are an independent information security
 consultancy and system integration company. We help
 organisations protect their brand, people, assets,
 intellectual property and profits by identifying the
 threats, and minimising the risks that organisations face.
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