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IMAGE BASED SYMMETRIC KEY STEGANOGRAPHY
 Prepared by:
 Debajyoti ChatterjeeSantanu MondalShekhar SarkarSamik BanerjeeBeas Bhattacharya
 Mentored By:
 Mr. Jyoti Sekhar Banerjee
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What is Steganography?Greek Words: STEGANOS – “Covered”GRAPHIE – “Writing”
 •Steganography is the art and science of writing hidden messages in such a way that no one apart from the intended recipient knows of the existence of the message.
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Steganography vs. CryptographySTEGANOGRAPHY
 Hides a message within another message & looks like a normal graphic, video or sound file (.mp3)
 CRYPTOGRAPHY
 Scrambles the data to prevent an eavesdropper to understand the message contents
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A collection of graphic images, video files, or sound files on a disk may not look suspicious.
 A collection of random characters on a disk may look suspicious.
 Requires caution when reusing pictures or sound files.
 Requires caution when reusing keys.
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Aim of our ProjectOur work is a successful attempt of encoding information in the form of text to pictorial form and the pictorial file type used for
 this purpose is B.M.P (24 bit bitmap image).
 We also show how an image can be metamorphosed into another one, with few changes in the bit pattern.
 We have made use of the fact that a BMP image file comprises of “54 BYTE HEADER” information
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ENCRYPTIONThe password entered by the user is converted
 into its equivalent ASCII and embedded directly in the LSB positions of BMP image file.
 The textual information to be transmitted is also converted into equivalent ASCII and embedded in the LSB positions of the BMP image file.
 The 54-byte header of the BMP has got two empty fields in it: resv1(2bytes) and resv2(2 bytes)
 Length of the password and the length of the textual information is written into the resv1 and resv2 positions of the BMP image file header.
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DECRYPTION
 If the password entered by the receiver matches completely with the password entered for encryption, then correct decryption takes place.
 Entering of a wrong password results in the program getting terminated and no decryption taking place.
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According to the decryption algorithm, if a wrong or partially correct password is entered, then no decryption occurs and the program terminates.
 This will result in the attacker to firmly believe that there is a secret message present in the BMP image file. As a result, the basic purpose of Steganography will get defeated.
 DRAWBACKS OF THE ENCRYPTION & DECRYPTION METHOD
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SOLUTION Implementation of the password based
 encryption algorithm is a solution to this problem.
 To fulfill our target, we have developed our software through three stages.
 The third stage is secure to a certain extent even against the “brute force” or “exhaustive key search” attacks.
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STAGE–1 IMPROVEMENTIn this method, the password is not directly
 embedded into the BMP image file during the encryption process.
 Instead, the bits of the password are XORed with the bits of the textual information according to their positions.
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EXAMPLELet us consider that – a) Information in the text file : ‘Debajyoti’ b) Password used for Encryption : ‘Bit’
 ENCRYPTION
 Text file character
 Password character
 Byte to be embedded
 D(0100 0100)
 B(0100 0010)
 D+B(0000 0110)
 e i e+ib t b+t
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Text file character
 Password character
 Byte to be embedded
 a B(password repeats)
 a+B
 j i j+i
 y t y+t
 o B(password
 repeats again)
 o+B
 t i t+i
 i t i+t•The resultant bits of the bitwise XOR operation are then embedded in the LSB positions of the BMP image file.
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DECRYPTIONIt is based on the basic property of a XOR gate. XORing of equal bits(i.e 1+1 or 0+0) always results in a zero at the output.
 Let us assume that the eavesdropper has guessed two characters of the password correctly.
 Password entered by eavesdropper: ‘Bat’
 DECRYPTION TABLE Embedded bytes from BMP file
 Password character
 Byte obtained after
 decryptionD+B B (correct
 guess)D
 e+i(0000 1100)
 a(0110 0001)
 m(0110 1101)
 b+t t (correct guess)
 b
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Embedded bytes from BMP file
 Password character
 Byte obtained after decryption
 a+B B( correct password character)
 a
 j+i(0000 0011)
 a(0110 0001)
 b(0110 0010)
 y+t t(correct guess)
 y
 o+B B(correct guess)
 o
 t+i(0001 1101)
 a(0110 0001)
 }(0111 1101)
 i+t t(correct guess)
 i
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• If the eavesdropper enters a wrong password, abrupt termination of the program does not take place in Stage-1. Rather, the BMP image file is decrypted according to the password entered by the attacker/eavesdropper.
 • Only partial decryption of the encrypted textual information takes place due to a partially correct password entered by the user.
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STAGE 1 DRAWBACKS
 Gets exposed when the attacker/hacker enters a PARTIALLY CORRECT PASSWORD
 Sl No. XOR operations during Decryption
 Original text extracted from BMP image file
 01. A+D+D A02. B+e+e B03. C+b+a @(instead of C)04. D+a+a D
 Message = ABCD,Password = Deba,Partially correct password = Deaa .
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Stage 2 ImprovementA signature of the password is created by XORing all the characters of the password
 This is stored in a temporary variable “TEMP” and used for encryption.
 BYTE EMBEDDED
 PASSWORD CHARACTE
 R
 TEXT CHARACTE
 R“TEMP”
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ENCRYPTION AND DECRYPTIONTEXT FILE CHARACTER PASSWORD CHARACTER BYTE TO BE EMBEDDED
 (TEMP=D+e+b+a)
 A D A+D +TEMP
 B e B+e +TEMP
 C b C+b+TEMP
 D a D+a+TEMP
 Sl No. XOR operations during Decryption
 Original text extracted from BMP image file
 01. (A+D+TEMP)+D+TEMP
 Obtained from Encrypted byte in BMP
 A
 02. (B+e+TEMP)+e+TEMP B
 03. (C+b+TEMP)+b+TEMP C
 04. (D+a+TEMP)+a+TEMP D
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MERITS AND DEMERITS OF STAGE 2The biggest ADVANTAGE is that the attacker can’t detect the presence of hidden text inside the BMP image file until and unless the entire password
 is correct.
 If an attacker is able to determine all the character of the password,the attacker will be able to detect the presence of a message in medium.
 Vulnerable to Brute Force Attack
 The message can be encrypted even it is smaller in size than the Password
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“Brute Force Attack” ScenarioDue to XOR operation’s “Associative” & “Commutative” property if intruder given password contains all the characters from the original password but
 not in the same order as in the original password then stage-2 development fails to identify it as Incorrect password & results in partial
 correct deciphering of the encrypted text which is not coveted.
 Example :Correct Password - BITECE2011User Given Password - BITEEC2101
 So for the positions , written in bold of the intruder given password ,correct text will be deciphered because each of these positions have the same character as in the original
 one. that means 6 out of every 10 characters in the deciphered text is correct .
 In stage-3 we concentrated on removing this serious drawback of stage - 2
 Result of the XOR operation performed on both of the above sequences will generate the same result as XOR supports associative & commutative property.
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Lets Identify types of swapping that could take place among the characters of the password
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Swapping between odd & even position characters
 Original Password : B I T E C E 2 0 1 11 2 3 4 5 6 7 8 9 10
 Intruder Password : B I T E E C 2 1 0 1 1 2 3 4 6 5 7 9 8 10
 The remedy to identify such incorrect passwords is to take out either the odd series or the even series of the password & compare
 it with the odd series or the even series of the original password respectively .
 Odd Sequence : B T C 2 1
 Even Sequence : B T E 2 0
 In Stage – 3 we have capitalized on this odd series property by XORing the odd sequence of the password with the character of the text file &
 perform a separate embedding
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New Embedding Format T E X T B I T E C E 2 0 1 1
 X O RX1
 T E X T B I T E C E 2 0 1 1
 X O R
 X2
 Now for every character in text file ( suppose T ) two unsigned characters X1 & X2 will be successively embedded in BMP image file
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Decryption Technique
 IF GIVEN PASSWORD AT THE TIME OF DECRYPTION IS CORRECT , THEN
 X1 result of XOR operation of all the characters of intruder given password Password’s first letter
 = X2 result of XOR operation of the odd sequence of
 the password =
 Correct character deciphered
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Swapping among the characters at the odd positions
 Original Password : B I T E C E 2 0 1 11 2 3 4 5 6 7 8 9 10
 Intruder Password : T I B E C E 2 0 1 1 3 2 1 4 5 6 7 8 9 10
 Odd sequence : B T C 2 1 Odd sequence : T B C 2 1
 If we look closely it is nothing but the swapping between odd & even position characters ( between 1st & 2nd position here ) of the odd series.
 So, if we perform a XOR operation both at the time of encryption & decryption on the odd sequence of the actual odd series of the password it would generate different result which upon XORing can’t cancel each other out & further resist
 the deciphering of correct characteri.e. B C 1 T C 1
 1 2 3 4 5 2 1 3 4 5
 Odd series of the Odd sequence :B C 1
 Odd series of the Odd sequence :T C 1
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New Embedding & Decryption Format
 T E X T B I T E C E 2 0 1 1
 X O RX3
 Now for every character in text file ( suppose T ) three unsigned characters X1, X2 & X3 will be successively embedded in BMP image file
 IF GIVEN PASSWORD AT THE TIME OF DECRYPTION IS CORRECT , THEN
 X1 result of XOR operation of all the characters of intruder given password Password’s first letter
 = X2 result of XOR operation of the odd sequence of the password
 = X3 result of XOR operation performed on Odd sequence of actual Odd series of
 the Password = Correct character deciphered
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Swapping among the characters at the even positions
 Original Password : B I T E C E 2 0 1 11 2 3 4 5 6 7 8 9 10
 Intruder Password : B E T I C E 2 0 1 1 3 2 1 4 5 6 7 8 9 10
 Even sequence : I E E 0 1 1 2 3 4 5
 Even sequence : E I E 0 1 2 1 3 4 5
 Odd series of the Even sequence :I E 1
 Odd series of the Even sequence :E E 1
 If we look closely it is nothing but the swapping between odd & even position characters ( between 1st & 2nd position here ) of the even series.
 So, if we perform a XOR operation both at the time of encryption & decryption on the odd sequence of the actual even series of the password it would generate
 different result which upon XORing can’t cancel each other out & further resist the deciphering of correct characteri.e. I E 1 E E 1
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New Embedding FormatT E X T B I T E C E 2 0 1 1
 X O R
 X4
 Now for every character in text file ( suppose T ) four unsigned characters X1, X2 , X3 & X4 will be
 successively embedded in BMP image file
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Final Decryption MethodIF GIVEN PASSWORD AT THE TIME OF DECRYPTION IS CORRECT , THEN
 X1 result of XOR operation of all the characters of intruder given password
 Password’s first letter =
 X2 result of XOR operation of the odd sequence of the password =
 X3 result of XOR operation performed on Odd sequence of actual Odd series of the Password
 = X3 result of XOR operation performed on Odd sequence of actual Even series of
 the Password =
 Correct character deciphered
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An Overall View of 3rd stage
 For the Password : BITECE2011
 Odd series of the Odd sequence :B C 1
 Odd series of the Even sequence :I E 1
 So if a swapping between B C 1 or I E 1 or T 2 or E 0 occurs … total3x3x2x2 = 36 cases stage -3 is Vulnerable to partial correct decryption.
 But for rest of the( 10 ! / 4 ) - 1 - 36 = 907163 cases out of ( 10 ! / 4 ) - 1 = 907199 cases
 any change in order would produce wrong deciphering of the whole text
 so , the efficiency = 907163 / 907199 = 99.99%
 Even series of the Odd sequence :T 2
 Even series of the Even sequence :E 0
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Future SCOPE FOR IMPROVEMENT
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Use of APIUse of several functions viz. ‘next’, ‘cancel’, ‘browse’ can lead to an effective design.
 API or application programming interface can be efficiently used in the process of designing of the buttons assigned with the above mentioned functions.
 During the encoding process, a progress bar shows the current status of the ongoing process. Here also graphics can be used effectively to design the progress bar.
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Use OF Diffie Hellman Algorithm
 The basic flaw of the encryption & decryption process arises due to the use of the Symmetric key Cryptography. This is because of the fact that symmetric key cryptographic algorithms requires the initial exchange of a “shared secret key” that is to be used for encryption and decryption.
 Since the keys are subject to potential discovery by a cryptanalyst during initial exchange, therefore they are required to be changed frequently and kept secure during exchange.
 This problem can be avoided by the use of ‘Diffie‐Hellman’ algorithm for the key-exchange. Diffie‐Hellman method allows two remotely placed persons to share the secret key without transmitting the actual key through the medium.
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USE OF THE RSA algorithmUse of the RSA Algorithm is another solution to the problem. It is an asymmetric key cryptographic algorithm that uses the recipient’s public key for encryption and the recipient’s private key for decryption.
 It is based on the principle that although it is easy to find to very large prime numbers and their product, it is very difficult to factor the product into the two large prime numbers.
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Use of the MD5 AlgorithmA cryptographic hash function is a deterministic procedure that takes an arbitrary block of data and returns a fixed-size bit string known as the (cryptographic) Hash Value.
 An accidental or intentional change of the data will change the hash value. The data to be encoded is often called the "message," and the hash value is called the “message digest” or simply digest.
 In our Project we may use the MD5 Algorithm for the purpose of verifying the integrity of the decrypted message from the BMP Image file.
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Thank you all for
 giving us a patient hearing
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