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Major Security Services
 Present in any web applicationCryptography, or cryptosystem
 User’s authentication
 Access control
 Audit trail creating
 Error handling
 Data input/output validation
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Major Security Services (cont)Security services assume some functionality, visible or not visible to a user
 That is different from secure coding which is a quality characteristic of a source code
 The security services and secure coding compose a secure software
 Security services must be developed as an application components
 We start with cryptography as an ultimate protection mechanism
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Encryption - Basic terms
 Encryption – the process of converting an original message into a form that cannot be understood by unauthorized individualEncryption algorithm – what is used to define how the encryption will be appliedCipher – the transformation of an unencrypted message into its encrypted equivalent Plain text – text before encryption Ciphertext, or cryptogram – encrypted messageDecipher – converting encrypted message into plain text
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Basic Terms continuing
 Key – the information used in conjunction with the algorithm to create a ciphertextKeyspace – the entire range of values that can possibly be used to construct an individual keyCryptanalysis – the process of deciphering the original message from its encrypted form without knowing encryption algorithmWork factor – the amount of efforts required to perform cryptanalysis on an encoded messageThe amount of efforts may change with more power processors produced. That’s why algorithms are getting obsolete along the time
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CryptosystemsCipher algorithm – mathematical operation to convert plaintext to ciphertextKey – a number, or group of numbers, that can modify the behavior of an encryption algorithm Processes and services used to cipher, transport and decipher messages There are 2 categories of cryptography:
 Symmetric – use the same key in both operations cipher or decipher Asymmetric – use 2 different keys, one to encrypt, another to decrypt
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Symmetric Encryption
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Symmetric Encryption Algorithms
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DES and Triple-DESData Encryption Standard (DES) is the most widely used encryption scheme
 uses 64 bit plaintext block and 56 bit key to produce a 64 bit ciphertext block
 concerns about algorithm & use of 56-bit key
 DES (Data Encryption Standard) algorithm was considered strong until it was broken in 1998 within 56 hours
 Triple-DES
 repeats basic DES algorithm three times
 using either two or three unique keys
 much more secure but also much slower
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Advanced Encryption Standard (AES)
 needed a better replacement for DES
 NIST (National Institute of Standard and Technology) called for proposals in 1997
 selected Rijndael in Nov 2001
 published as FIPS (Federal Information Processing Standards)
 symmetric block cipher
 uses 128 bit data & 128/192/256 bit keys
 now widely available commercially
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Symmetric cipher – substitution Substitute one value with another oneKey is needed to determine how it is done exactlyKey can apply potentially to whatever information item is, bit or characterKnown variations:
 Monoalphabetic substitutionPolyalphabetic substitutionUsing a few keys in some sequence
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Symmetric cipher – transposition Rearrange the values within a block to create the ciphertext
 This can be done at the bit level or at a byte level
 It can be combined with substitution to make decipher more difficult
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Symmetric cipher - XORThe bit stream is subjected to a Boolean XOR function that works as follows
 0 XOR 0 = 0
 0 XOR 1 = 1
 1 XOR 0 = 1
 1 XOR 1 = 0
 Core mathematical operation in cryptography, often combined with substitution and transposition
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Secret keyKey supplies random factor to encryption algorithm. Algorithm without key is predictable and therefore is not secureKey must be separated from algorithmIt must be difficult to discover. Respective amount of work efforts is the criteria of encryption strength Random keys are created by random generator (PSNG)In commercial systems random keys are generated by the software and therefore are not really random
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Secret key continuingStatistically these pseudo-random keys are good enough to be used in practice
 Key must be long enough to prevent exhaustive search (trying all possible keys, one by one)
 Key size is measured in bits
 Popular encryption algorithm DES used the key of 56 bits. It was broken in 1998
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AlgorithmMust preserve key randomness
 Except hashing, must be reversible
 Algorithm is not a secret. Normal practice is to publish algorithm for the professional review and discussion
 Key is the secret
 Do not use unpublished algorithm, they might be not reliable
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Unbreakable symmetric algorithm – One Time Pad
 The only unbreakable stream cipherAlgorithm – shiftX, where X is key Key for each character is a random number from 1 to 26Key length is the length of the messageKey never can been reused Operation in use can vary, for example it can be addition by modulor 26, or XOR, or otherDrawback – practically impossible to transfer key to a receiving partyIs not used commercially
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Symmetric encryption algorithm categories
 Block cipher – apply the algorithm to a block of bits, considering them as a single unitStream cipher – encrypt every single bit Both can use keys of fixed or variable sizeCipher with variable key size has advantages over one with fixed key size in the amount of work efforts needed to decipherStream and block ciphers are used to implement symmetric encryption, where the same key is used to cipher plaintext and decipher it from cryptogramKey size is the number of bits in the key
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Stream ciphers
 Stream ciphers are easier to implement. They are faster than block ciphers
 Major challenge: Stream cipher keys must not be reused, therefore there is a big chunk of work to generate the keys
 Stream cipher key is generated as keystream, it does not produce any repeating values in ciphertext, even for the same values in plaintext
 Keystream generator is needed
 Example of stream cipher – RC4, used in SSL. It uses variable key size, is fast and for a long time was considered secure with 40-bit keys. In 2000 it was broken and now it is drifting to 128-bit key size
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Keystream generatorKeystream – the key produced by key generator program from small initial random keyKeystream is of the length of messageKeystream statistically has been considered secureUsed in commercial cryptosystemsPseudo-Random Number Generator (PRNG)
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Stream ciphers RC4
 Used in SSL to secure Internet applications
 Generate keystream
 Encrypt plaintext by XORing it with a byte of keystream
 Keep the keystream constantly changing
 Keys are random and not reused
 Is fast enough for web browsers
 Uses key of variable size
 Old version with 40bit key is not longer secure
 Current move to 128-bit
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Block ciphers
 Encrypts blocks of plain text into blocks of ciphertext. Mostly blocks are of 8-byte or 16-byte The block size is mathematically related to key size, e.g. 8-byte block of plaintext is encrypted with 64-bit key to produce 8-byte ciphertextThe last block generally would need pad to have its size equal to all others Block cipher has a fixed key, which is used to encrypt every block. Blocks of identical plaintext will be encrypted into identical ciphertext – this is a weakness
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Block ciphers continuingExample of block cipher – DES that uses 64-bit block size and 56-bit keyBlock ciphers also can be designed to use keys of variable sizeTo compare to stream ciphers they are slow, but are less demanding to frequent key generating
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Cryptographic modes - ECB
 Electronic Code Book (ECB)
 Each block of plaintext is independently encrypted by the key
 The same plaintext block produce the same ciphertext block - weakness
 Is faster than the other modes
 Does not require any additional random data
 Weakness noted makes ECB a generally poor choice
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Cryptographic modes - CBC
 Cipher Block ChainingRandomize each block of plaintext before encrypting by XORing with the previous ciphertext block
 The first plaintext block is XORed with Initialization Vector (IV) which is random
 Separate IV is used for every message, produced by PRNG
 CBC is considered secure enough
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Symmetric encryption problemsKey must be transferred from a sender to a receiver, it requires prior arrangement and destroys security In each communication different key is needed. If a person A must communicate to 100 people, he/she should operate with 100 keys In mutual communication number of keys grows exponentially and becomes unmanageable It ensures most effectively confidentiality, but much less authentication and integrity. It does not ensure non-repudiation
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Exercise
 http://www.di-mgt.com.au/cryptopad.html
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SEC835
 Cryptography Basic
 (cont)
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Asymmetric encryption – Public Key
 Uses a pair of keys – public and private
 A sender and a receiver possesses their own pair of keys
 Private key is known to its owner only, public key is not a secret
 One key from a pair is used by a sender to encrypt a message
 Another key from the same pair is used by a receiver to decrypt
 Encrypting algorithm is a one way function of public key, it cannot be easy undo
 The secret method of undo needed, that is trapdoor function
 Thus asymmetric encryption needs 1way function with trapdoor
 Example – the message is treated as one enormous number that is to be undergone to exponential and modular math
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Secure message format
 It occurs whenSender encrypt the message with the receiver’s public key
 Only the receiver can decrypt the message with its private key
 Weakness – a sender is not authenticated
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Open message format
 It occurs whenSender encrypt the message with the sender’s private key
 Receiver decrypts the message with the sender’s public key
 If a success, the sender has been authenticated
 Weakness – encrypted message is not secure enough

Page 32
                        

Both secure and signed with asymmetric cryptography
 Sender encrypt the message with the sender’s private key (to authenticate)
 Sender encrypt the message with the receiver’s public key (to secure)
 Receiver decrypt the message with the receiver’s private key (see plain text)
 Receiver decrypt the message with the sender’s public key ( to authenticate)
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Public Key AlgorithmsRSA (Rivest, Shamir, Adleman)
 developed in 1977only widely accepted public-key encryption alggiven tech advances need 1024+ bit keys
 Diffie-Hellman key exchange algorithmonly allows exchange of a secret key
 Digital Signature Standard (DSS)provides only a digital signature function with SHA-1
 Elliptic curve cryptography (ECC)new, security like RSA, but with much smaller keys
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Symmetric vs. asymmetric
 Symmetric Advantage - is faster, less resource consuming
 Disadvantage – secret key sharing scheme and key management
 AsymmetricAdvantage – key sharing and management infrastructure
 Disadvantage – longer key is needed to ensure the same level of strength, e.g.
 64-bit symmetric key strength equals 512-bit asymmetric key strength
 112-bit symmetric key strength equals 1792-bit asymmetric key strength
 128-bit symmetric key strength equals 2304-bit asymmetric key strength

Page 35
                        

Hybrid cryptographic systems
 Created to incorporate advantages of both symmetric and asymmetric cryptosystems
 Symmetric cryptography is used to encrypt message with secret key
 Asymmetric encryption is used to send secret key to private key owner
 Example of Hybrid System – Pretty Good Privacy (PGP), RSA, Diffie-Hellman
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PGP
 IDEA symmetric encryption to encrypt message
 RSA is used to encrypt secret key
 Often used to secure email
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Secret Key exchangeRSA
 A: creates a secret key, encrypts it with B’s public key and sends
 B: decrypts the message using his private key

Page 38
                        

Research projectGo to the cve.mitre web sitehttp://www.cve.mitre.org/cgi-bin/cvekey.cgi?keyword=cryptographyStudy the description of the crypto-related vulnerabilities dated of 2009 and 2008Read the descriptionSummarize the crypto weaknesses which are indicated by the authors and present it in a table of the following structureCVE id/crypto weakness suggested/
 http://www.cve.mitre.org/cgi-bin/cvekey.cgi?keyword=cryptography
 http://www.cve.mitre.org/cgi-bin/cvekey.cgi?keyword=cryptography
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Hash functionsA hash is a generated summary from a mathematical rule or algorithm
 It is used to verify the integrity of files
 It is not reversible
 A one-way hash is a mathematical function that transforms the message into a hash value, or message digest
 Digest is sent to a receiver, who performs the same hash operation. If the message digests are equal it means the message was not tampered
 Main weakness – collision, when 2 different messages produce the same digests
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Hashing algorithmsMessage Digest 2 (MD2)
 One-way hashing, produce 128-bit hashMessage is padded so its length is divisible by 16
 MD4Also produce 128-bit hashIs much faster than MD2 and is optimized for 32-bit machinesThe message is padded so its length in bits plus 448 is divisible by 512Over time it has been shown to be easily broken
 MD5Is slower but more complex version of MD4Much harder to crack
 Secure Hash Algorithm (SHA, SHA1)Produces a 160-bit hash valueIs used with Digital Signature Algorithm (DSA)
 HAVALModification of MD5One-way function with a variable length, not broken so far
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Digital Signature
 Message digest hashing algorithms are used for digital signatureIt appears when the digest is encrypted using a sender’s private keyIt is sent to a receiver who decrypts it using public key to verify the sender identity
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Message Digest Issue
 Hash value appeared as the result of hash algorithm implemented in a message is known as Message Digest
 Weak point – it can be replicated by anyone who has the access to hash function and data
 MAC is used to combat this weakness
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Message Authentication Code (MAC)MAC is a tag that is produced by hashing algorithm with a keyMAC is capable to ensure both data integrity and the sender’s authenticity MAC is attached to the message to authenticate a senderPopular methods to generate MAC
 DES in the cipher block chaining mode. The last ciphertext is used as MACHash based MAC, with SHA or MD5 hash function
 Secret key is needed to implement MAC
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Crypto lab
 Go to the link
 http://capec.mitre.org/data/graphs/1000.html#DefinitionUnder the title CAPEC-223 read the articles 39, 112, 155
 For each case, determine the relevancy to encryption mechanisms in use
 Write an essay for each case focused on encryptionCRC – cyclic redundancy check (a type of hash function used to produce a checksum in order to detect errors in data storage or transmission checksum)
 Submit by email by the end of Thursday June 3
 http://capec.mitre.org/data/graphs/1000.html#Definition
 http://capec.mitre.org/data/graphs/1000.html#Definition
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Tasks of cryptographyTo provide information security features
 Confidentiality – to prevent messages being read by unauthorized person
 Integrity – to determine changes if they happened
 Authentication – to identify a sender or a receiver identity
 Non-repudiation – to have the proof of operating with the message
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Cryptography tools
 Symmetric encryption
 Asymmetric encryption
 Message Digest
 Digital signature
 Message Authentication Code (MAC)
 Public Key Infrastructure
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Confidentiality
 Symmetric encryption algorithms can bring success if you manage to organize secure key sharing
 Use hybrid encryption to resolve key distribution problem, like it is done in SSL or PGP
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Symmetric encryption and other security tasks
 If the secret key is unique for each communication pair, symmetric cryptography provides the following
 Confidentiality
 Integrity
 Authentication
 It does not provide non-repudiation
 You may consider symmetric encryption as a part of access control technology as it can be used to encrypt users password in cases when encrypted passwords must be reversible (not often happens)

Page 49
                        

Integrity
 Good way to verify data integrity is hashing
 Receiver and sender must use the same hashing algorithm
 Can be used together with encryption to ensure both confidentiality and integrity
 Because hash algorithm makes the base of digital signature we can say that digital signature provides integrity
 Hash is used to encrypt passwords in store if there is no need to restore passwords
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Authentication
 Cryptography based proof of identityEncrypted digital signatureEncrypted digital certificate Challenge-response authentication protocol (CHAP), in which the prover (one who seeks the proof) and verifier (one who is to accept or reject the proof) exchange messages and the verifier should accept or reject at the end of the protocol. There are 2 versions of CHAP - interactive proof and zero-knowledge proof
 Example – simple form such as ID/psw or digital signature
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Challenge-response authentication protocol
 This is three way processA verifier requests CHAP value from a proverA prover creates a hashed value with the use of a hash function and sends it to a verifier A verifier calculates expected value itself and does compare these two valuesIf they match, the transmission continuesIn the real life environment verification process can be completed more than one time during the transmission to prevent replay attack
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Zero-knowledge authentication
 Classical interactive proof assumes a prover’s identity is being sent to a verifier. Going across the network, identity remains susceptible to the attacks.Zero-knowledge authentication means that actually identities are not being sent to a verifier, however through an algorithm and scenario a verifier can determine identity of a prover Typical round in a zero-knowledge proof consists of
 Commitment message from a proverFollowed by a challenge from a verifierResponse to the challenge from a proverRounds can be repeated as many time as the verifier wants
 The verifier does not know secret items, he obtains only true or false. That’s why for example authentication with secret words stored in the database is interactive proof protocol but it is not zero-knowledgeDigital signature encrypted by private key and distributed using a public key is the example of zero-knowledge because the verifier does not know private key
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Non-repudiation
 The term used to describe inability of a person to deny or repudiate the origin of a signature or document, or the receipt of a message or document. Key elements:
 Proof of origin – the host gets proof that the client is the originator of particular data or an authentication request from a particular time and locationProof of submission – the client gets proof that the data (or authentication) has been sentProof of delivery – the client gets proof that the data (or authentication) has been receivedProof of receipt - the client gets proof that the data (or authentication) has been received correctly
 Digital signature with asymmetric encryption provides proof of origin
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Asymmetric Cryptography Security functions
 Provides all 4 security requirementsConfidentiality through encryption with public keyIntegrity and identity of a sender through digital signature added and encrypted with private keyNon-repudiation of a sender because private key is not known to anyone elseOther non-repudiation features CHAP, or cryptography-based digital signature, or combining
 However there is a weak point in a possibility to intercept and manipulate with public keyTo resolve this issue specialized systems exist – Public Key Infrastructure (PKI)
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Selecting cryptomechanism
 Factors to consider• Performance – cryptography operations affect the performance of the network,
 as well as servers and workstations• End users side – introducing encryption on your side, you also impose the
 requirements to users of your system. Do they need special organizational, technological or financial arrangement
 • Cost of encryption solution for your organization, including servers, tools, third party service, training
 • What are real tangible benefits the encryption brings to your organization. Is it cost effective
 • Your business partners also may have encryption solution. Will you be capable to integrate your solution with their one to communicate smoothly
 • Planning development and progress in technology infrastructure for your company. Today’s solution should be in the line with tomorrow’s progress
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