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 ISP France – project starts from R&D tests
 • Product used for testing : FG 3240C
 • SEs and Support teams helped the customer tune the config
 • Tests results were very positive:
 » SIP ALG worked as expected
 » Firewall Logging is relevant
 » Customer had to modify his testing tool in order to fully test the Firewall’s performances
 » Firewall managed to process 6000 SIP requests per second without being to stressed
 ISP R&D SIP test results
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 FortiOS VoIP Protection Features
 • Stateful SIP tracking• The SIP SFW tracks the SIP session over it‘s lifespan. A SIP-Session (or SIP dialog) normally is established after the SIP
 INVITE procedure. The SIP SFW then tracks this call as a „SIP session“. A Session can for instance end by regular BYE
 procedure (users hang-off the phone) or by another unexpected Signaling or Transport event.
 • SIP per request method message rate limitation• Configurable threshold for SIP message rates per request method. Protects SIP servers from SIP overload and DoS
 attacks.
 • SIP High Availability (HA)• Allows to configure HA configuration (active-standby) for SIP. Supports failover of SIP sessions in case of an active firewall
 instance fails.
 • RTP Pinholing• The SIP SFW opens the respective RTP Ports as long as the SIP session is alive and conforming with the operator security
 policies.
 • RTP Bypass• Supports configurations with and without RTP pin-holing. May inspect and protect SIP signaling only.
 • SIP NAT with IP address conservation• Performs SIP and RTP aware IP Network Address translation. Preserves the lost IP address information in the SIP/SDP
 info header for later processing/debugging in the SIP server.
 • Various NAT policies can be defined for SIP signal sessions and RTP sessions that are negotiated through the SIP signal
 session.
 • SIP Transparent or NAT mode• The SFW supports a transparent mode, where SIP messages are inspected but not modified. Just in case of an attack or
 overload the SFW becomes visible. The other mode is SIP NAT. In this mode, the SIP header is modified with regard to
 translation of IP addresses.
 • Support for Geographical Redundancy• Maintains a active-standby SIP server configuration, which even supports geographical distribution. If the active SIP server
 fails (missing SIP heartbeat messages or SIP traffic) FortiOS will redirect the SIP traffic to a secondary SIP server.
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 FortiOS VoIP Protection Features
 • SIP command control• The SIP SFW can block SIP methods. SIP methods that can be blocked are: ack, bye, cancel, info, invite, notify, options,
 publish, refer, register, subscribe, update and „unknown commands“.
 • SIP fuzzing• Protection from malicious SIP messages
 • SIP communication logging• The SIP SFW supports logging to a FortiAnalyzer. The Logfiles will show up in the „Content Archive“ section under the VoIP
 Tab.
 • Hardware accelerated RTP processing• In cases where RTP is pin-holed by a FortiOS Carrier™ device, it needs to be understood that RTP packets can be very small
 (around 100bytes or less), sensitive to processing latency, packet loss or jitter (packet delay variation). FortiGate devices can
 offload RTP packet processing to HW assistance (FortiASIC). This will greatly enhance the overall throughput and will give the
 firewall device a multiple GE wirespeed (1 Gbps) VoIP security solution.
 • Media Inactivity• In some case SIP signaling is established, but the voice bearer (RTP) is broken. The SIP SFW supports optionally the
 detection of Media Inactivity that cleans the SIP call context in the SFW once there‘s no RTP anymore for a specific time.
 • SIP over IPv6• Supports Signaling Firewall for SIP messages using IPv6 transport. Limited to SIP over IPv6 in SIP transparent mode (no
 SIP/RTP NAT of IPv6 to IPv4)
 • IP Topology Hiding• IP topology of a network can be hidden through NAT and NAPT manipulation of IP and SIP level addressing.
 • Deep SIP header inspection• Deep SIP header syntax inspection. Prevents from many SIP Fuzzing attacks with malformed SIP message headers. User
 configurable bypass and response message options. SIP conformance violations can be logged with the FortiAnalyzer.
 • Hosted NAT traversal• Resolves IP address issue in SIP-SDP header due to NAT-PT in far end firewall. Important feature for VoIP access networks.
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 ISP Germany - GTP solution
 ISP was using Other Vendor GX Firewall as GTP roaming solution for
 the last 8 years
 During that time ISP faced major performance issues
 Other Vendor GX Release 4 was able to handle only 120MB of traffic per Core, but
 only one single Core was supported
 Other Vendor tried several years to provide a solution with no success
 Finally ISP decided to look for an alternative
 FTNT was able to show 11GB of GTP traffic passing a single cluster of
 FGT-3950 with XH0
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 GTP filter IMSI filter example - IMSI filter
 TP mode : IMSI filter test: block
 Vlan452
 Vlan452
 T_SGSN4 T_GGSN1
 123.30.194.1123.30.194.4
 port5 port6
 Authorized IMSI= 452021xxxxxxxxxedit "Gn_imsi_SN4_GN1"
 set authorized-ggsns "vinaph_GGSN_1"set authorized-sgsns "vinaph_SGSN_4"set default-imsi-action denyset handover-group "all"
 config imsiedit 1
 set mcc-mnc "0452021"next
 endset imsi-filter enable
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 GTP security gateway XH0 offloaded GTP-U /IPSEC
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 SeGW in ISP France
 • Secures protocols within LTE networks
 • Various GTP Versions
 • SCTP
 • Provides very powerful in depth GTP inspection
 and analysis at high speed (with XH0)
 • Rate limiting of GTP-U, GTP-C inspection (XH0)
 • High new tunnel per second rate (regional
 backups)
 • High IPSEC throughput and low latency
 • VDOM is used to policy route some traffic for radio
 optimization purpose (X2 traffic)
 • 3GPP Certificate enrollment
 Key Features
 - IOT (interoperability test) : Top telco infrastructure providers
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 FortiGate LTE Security Gateway (SeGW)
 Secure
 Gateway
 (SeGW)
 MME
 SG
 W
 Core
 Network
 Backhaul Network
 S1 Traffic (Control Plane + User Plane)
 X2 Traffic
 Management
 GTP-U tunnel
 eNode B
 eNode B
 eNode B
 SCTPFirewalling and
 Rate Limiting
 GTP-UInspection and
 rate limiting
 IPSECTermination and
 re-routing
 GTP-CInspection and
 control
 Untrusted Trusted
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 FortiGate Gi Firewall (GiFW)
 • As a GiFW, the FortiGate can provide full
 FortiOS functionality in protecting UE’s and
 the EPC from connected PDNs
 • FG’s VDOM capability provides full
 functional segregation per PDN, while HW-
 accelerated inter-VDOM links offer stateful
 connectivity to the P-GWs in the EPC
 • FortiCarrier OS offers additional MMS
 scanning support
 • By using dynamic contexts, the FortiGate
 can provide user specific protection profiles,
 based on accounting messages from the
 MME/HSS
 » Provides support for value-added security options
 for users
 (Inter-VDOM Links)
 VDOM
 APN.MMS
 VDOM
 APN.MPLS.X
 VDOM
 APN.Internet
 VDOM
 P-GW
 P-GW
 S-GWEPC
 SGi
 SGiSGiSGi
 S5
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 MMS Content Scanning (GiFW)
 FortiCarrier MMS scanable interface
 • Multimedia Messinging Service (MMS)
 allows for transfer of file/stream based
 media beyond texting (SMS – Simple
 Messaging Service)
 • Can scan MMS traffic directly from users
 (MM1), to/from email and VAS (Value
 Added Service) servers (MM3/MM7), or
 between carriers (MM4)
 • MMS scanning provides carriers a
 means of protecting their infrastructures
 against MMS-based DoS attacks, as
 well as to filter MMS content
 • MMS scanning also extends ForitOS
 Data Leakage Protection (DLP)
 capabilities by scanning MMS file
 transfers for DLP signatures
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 NAT64 – CLAT + PLAT
 Source: https://sites.google.com/site/tmoipv6/464xlat
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 LAB Topology – CLAT + NAT64
 192.168.3.0/24
 2a00:e18:8001:6cd::c1a6/32
 FG310B
 .100.52 .52
 P9P10
 .119
 ubu64eth0
 172.16.132.0/24
 2a00:e18:8000:6cd::c1a1/32
 CLAT address 192.0.0.9
 2a00:e18:8000:6cd::c1a9
 .81
 .20 FTP, RTSP
 192.168.5.99/24
 VPN:
 IPSec
 PPTP
 tayga.conf
 tun-device nat64
 ipv4-addr 192.168.255.8
 prefix 2001:db8:1:ffff::/96
 dynamic-pool 192.168.255.0/24
 map 192.0.0.9 2a00:e18:8000:6cd::c1a9
 config firewall ippool
 edit "nat64"
 set startip 192.168.3.201
 set endip 192.168.3.210
 next
 edit "nat44"
 set startip 192.168.3.211
 set endip 192.168.3.220
 next
 end
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 NAT64 tests
 Translation
 FG15 (NAT64) # get system session list | grep 192.168.3.20:
 icmp 59 (2a00:e18:8000:6cd::c1a9:129)192.168.3.204:3210 - (2001:db8:1:ffff::c0a8:314:3210)192.168.3.20:8 -
 icmp 59 (2a00:e18:8000:6cd::c1a7:129)192.168.3.202:3941 - (2001:db8:1:ffff::c0a8:314:3941)192.168.3.20:8 -
 icmp 59 (2a00:e18:8001:6cd::c1a6:129)192.168.3.205:3141 - (2001:db8:1:ffff::c0a8:314:3141)192.168.3.20:8 -
 icmp 59 (2a00:e18:8000:6cd::c1a6:129)192.168.3.201:3864 - (2001:db8:1:ffff::c0a8:314:3864)192.168.3.20:8 –
 IPv6 FTP active
 FG15 (NAT64) # get system session list | grep 192.168.3.20:
 tcp 3599 (2a00:e18:8001:6cd::c1a6:39104)192.168.3.205:34896 - (2001:db8:1:ffff::c0a8:314:21)192.168.3.20:21 -
 tcp 0 (2a00:e18:8001:6cd::c1a6:42747)192.168.3.20:20 - (2001:db8:1:ffff::c0a8:314:20)192.168.3.205:42747 -
 IPv6 FTP passive
 FG15 (NAT64) # get system session list | grep 192.168.3.20:
 tcp 3599 (2a00:e18:8001:6cd::c1a6:39108)192.168.3.205:12372 - (2001:db8:1:ffff::c0a8:314:21)192.168.3.20:21 -
 tcp 0 (2a00:e18:8001:6cd::c1a6:55545)192.168.3.205:55545 - (2001:db8:1:ffff::c0a8:314:46219)192.168.3.20:46219 -
 CLAT FTP active
 FG15 (NAT64) # get system session list | grep 192.168.3.20:
 tcp 0 (2a00:e18:8000:6cd::c1a9:52775)192.168.3.20:20 - (2001:db8:1:ffff::c0a8:314:20)192.168.3.204:52775 -
 tcp 3599 (2a00:e18:8000:6cd::c1a9:39035)192.168.3.204:14571 - (2001:db8:1:ffff::c0a8:314:21)192.168.3.20:21 -
 CLAT FTP passive
 FG15 (NAT64) # get system session list | grep 192.168.3.20:
 tcp 0 (2a00:e18:8000:6cd::c1a9:54727)192.168.3.204:54727 - (2001:db8:1:ffff::c0a8:314:46326)192.168.3.20:46326 -
 tcp 3599 (2a00:e18:8000:6cd::c1a9:39036)192.168.3.204:24812 - (2001:db8:1:ffff::c0a8:314:21)192.168.3.20:21 -
 CLAT IPSec
 FG15 (NAT64) # get system session list | grep 192.168.3.81:
 udp 95 (2a00:e18:8000:6cd::c1a9:4500)192.168.3.204:41220 - (2001:db8:1:ffff::c0a8:351:4500)192.168.3.81:4500 -
 udp 95 (2a00:e18:8000:6cd::c1a9:500)192.168.3.204:47460 - (2001:db8:1:ffff::c0a8:351:500)192.168.3.81:500 -
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 FortiGate 3700D
 • 2 x GE RJ45 Management Ports
 • 4 x 40GE QSFP Slots
 • 20 x 10GE SFP+/GE SFP Slots
 • 8 ultra-low latency 10GE SFP+ Slots
 Hardware Performance
 Firewall Throughput (1518/512/64) 160/160/110 Gbps IPS Throughput 23 Gbps
 Firewall Latency 2 μs Antivirus Throughput (Proxy Based / Flow
 Based) 7.5/18 Gbps
 Concurrent Sessions 44 Mil Virtual Domains (Default / Max) 10/500
 New Sessions/Sec 300,000 Max Number of FortiAPs (Total/Tunnel) 4096 / 1024
 Firewall Policies 100,000 Max Number of FortiTokens 5,000
 IPSec VPN Throughput 100 Gbps Client-to-Gateway IPSec VPN Tunnels 64,000
 SSL-VPN Throughput 6 GbpsConcurrent SSL-VPN Users (Recommended
 Max) 30,000
 1
 2
 3
 1 2 3
 4
 4
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 What s new in NP6
 • More accelerated features
 » IPv4
 » IPv6
 » Multicast
 » SCTP
 » Capwap data (not dtls)
 » QOS support with traffic prioritization
 » IPSEC sha2-256 and 512
 » Syn proxy , host and server protection via
 traffic shaping
 » tunneling: V4 -> v6, v6 -> v4, v4 -> v4 and
 v6 to v6
 » Translation (tcp/udp): V4 -> v6, v6 -> v4, v4
 -> v4 and v6 to v6
 • More bandwidth
 » 40G per NP6 in place of 20G for
 the np4
 • Less jitter and latency
 » we are now at about 3.5 micro sec
 of latency in place of 5 on standard
 ports
 » 1.6 with the low latency port (last 8
 ports)
 • More accelerated sessions
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 Managed Security Services
 Multiple customers on shared
 infrastructure with dedicated
 services
 Key Features:• Virtual Domain per customer
 • Firewall, IPSec
 IPS, Antivirus, Web Filtering, Application Control
 • End Customer Portal
 • Dynamic Profiles (RADIUS Single Sign on)
 • Allows for per user services
 • MSISDN, APN Aware
 • Cookie Based Web Filtering
 (multi-user, behind NAT boundary)
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 A typical MSSP offer includes
 » Perimeter Protection, including managed
 services for Firewalls, Intrusion Detection
 and Prevention Systems (IDPSs), and Virtual
 Private Networks (VPNs), such as IPSec and
 SSL
 » Monitoring the Security Service
 » Incident Management, with emergency
 response and forensic analysis
 » Upfront and partly permanent Vulnerability
 Assessment and Penetration Testing
 » Anti-Spam, Anti-Virus and Content Filtering
 services
 » Traffic Shaping
 » Application Control, to differentiate what is
 really running on port 80
 » Web Filtering, not allowing all sites to be
 visited
 » Data Leakage Prevention, stopping sensitive
 data at the internal border
 » Risk Assessments of the Information Security
 » WAN Optimization and Web Caching
 » VoIP Security
 » Data Archiving and Restoration
 » On-Site Consulting
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 MSSP LAB network
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 FortiGate HA – vistrual clusters
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 FortiManager – admin profiles
 Administrator PKI adom1Can connect only from customer’s network
 Must posses specific certificate
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 „admin” – main administrator sets global policiese.g. to management network, so that local ADOM administrator can’t remove access to Fortimanagera
 Admin „adom1” can’t change global policy, just his adom specific policies.
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 Managing and Reporting
 FortiManager can be used to configure, alter settings and change configuration through its interface towards
 • internal provisioning systems (industrialized provisioning)
 • external users (standard portal interface)
 • external users via Web Server backend (SDK)
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 JSON API : Anatomy of a JSON API Request
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 JSON API : Methods
 method use
 get retrieve a current list or status of an object
 add create an object; it won’t overwrite existing objects
 update modify existing objects; it won’t create them for you
 setcreate or overwrite an existing objectit will forcefully create or overwrite anything you tell it to (use with caution)
 delete remove objects; for most objects this can be done via the name on the URL
 move move policies around within a package
 clone clone a policy or object
 exec log in, log out, copy and install policy packages, etc.
 The JSON API supports the methods below:
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 FortiGuard Minute
 Per Minute Updates Per Week
 72,000Spam emails intercepted
 210,000Network Intrusion Attempts resisted
 68,000Malware programs neutralized
 310,000Malicious Website accesses blocked
 67,000Botnet C&C attempts thwarted
 34 MillionWebsite categorization requests
 53 MillionNew & updated spam rules
 100Intrusion prevention rules
 920,000New & updated AV definitions
 1 MillionNew URL ratings
 8,000Hours of threat research globally
 FortiGuard Database
 150Terabytes of threat samples
 17,000Intrusion Prevention rules
 5,800Application Control rules
 250 MillionRated websites in 78 categories
 151Zero-day threats discovered
 Based on Q4 2014 data
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 Fortinet Support Centers
 Vancouver, Canada
 Sophia Antipolis, FrancePrague, Czech Republic
 Bangalore, India
 Beijing, China
 Tokyo, Japan
 Kuala Lumpur, Malaysia
 Global Support
 24/7
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34 Fortinet Confidential
 THANK YOU !!!
 Konkurs !!!
 Pytanie: Podaj wybrane dwie funkcjonalności FortiAsicNP6, które wyróżniają go w porównaniu ze starszą generacją NP4.
 Odpowiedzi można wpisywać na odwrocie wizytówki i zostawić ją na stoisku Fortinet. Wśród osób, które dostarczą prawidłowe odpowiedzi, rozlosowane zostaną 3 nagrody.
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