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Overview of CryptographyWhat is Cryptography?
 Cryptography is a collection of mathematical techniques for protecting information.
 Cryptography is an often misunderstood and misused security tool. Today more than ever, privacy is a necessary part of business communications. The following is an overview of public key cryptography and its widely-used implementations.
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Overview of Cryptography Terminology
 Cryptographic/Cipher System - A method of disguising a message so only authorized users may read it.
 Cryptology - The study of cryptography. Encryption - The process of converting plaintext into
 ciphertext. Decryption - The process of converting ciphertext
 back to its original plaintext. Cryptographic Algorithm - The computational
 procedure used to encrypt and decrypt messages. Cryptanalysis - The process of finding a weakness in,
 or actual breaking of, a cryptographic system.
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Overview of CryptographyWhat’s the point?
 Privacy - Would you be willing to send all of your correspondence through the U.S. Mail on the back of a postcard for all to read?
 Data Integrity - Provides assurance that a message or file has not been altered
 Source Authentication - Provides a method to identify the originator of a message or file
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Basic Problem
 ?---------------
 Given: both parties already know the same secret
 How is this achieved in practice?
 Goal: send a message confidentially
 Any communication system that aims to guaranteeconfidentiality must solve this problem
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Types of Cryptographic Systems
 Secret Codes The simplest and oldest way to send a secret message to
 someone. The code must be known to the sender or recipient.
 Code Phrase True Meaning
 My coffee is cold
 Pass the cream
 Launch the missiles
 Don’t launch the missiles
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Types of Cryptographic Systems
 Ciphers Substitution ciphers are the simplest type of cipher
 system. Each letter of the alphabet is assigned to a number or
 different letter. ROT13 is a commonly used cipher.
 A B C D E F G H I J K L M
 1 2 3 4 5 6 7 8 9 A B C . . .
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Block Ciphers Operates on a single chunk (“block”) of plaintext
 For example, 64 bits for DES, 128 bits for AES Same key is reused for each block (can use short
 keys) Result should look like a random permutation
 “As if” plaintext bits were randomly shuffled Only computational guarantee of secrecy
 Not impossible to break, just very expensive If there is no efficient algorithm (unproven
 assumption!), then can only break by brute-force, try-every-possible-key search
 Time and cost of breaking the cipher exceed the value and/or useful lifetime of protected information
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Block Cipher Operation (Simplified)
 Block of plaintext
 S S S S
 S S S S
 S S S S
 Key
 Add some secret key bitsto provide confusion
 Each S-box transforms its input bits in a “random-looking” way to provide diffusion (spread plaintext bits throughout ciphertext)
 repeat for several rounds
 Block of ciphertextProcedure must be reversible
 (for decryption)
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Advanced Encryption Standard (AES)
 New federal standard as of 2001 128-bit blocks, keys can be 128, 192 or 256
 bits Unlike DES, does not use Feistel structure
 The entire block is processed during each round
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Types of Cryptographic SystemsOne-Time Pads
 One-Time Pads uses a different key for a specific time period.
 Truly secure, no patterns evolve. Most vulnerabilities due to human carelessness.
 14 07 09 06 10 02 25 13 17 08 15One-Time Pad - Shift each encrypted letter x places to the right
 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
 fazmyqbgnke
 Encrypted Message
 This is a test
 Decrypted Text
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Advantages of One-Time Pad Easy to compute
 Encryption and decryption are the same operation
 As secure as theoretically possible Given a ciphertext, all plaintexts are equally
 likely, regardless of attacker’s computational resources
 …as long as the key sequence is truly random True randomness is expensive to obtain in large quantities
 …as long as each key is same length as plaintext But how does the sender communicate the key to receiver?
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Problems with One-Time Pad Key must be as long as plaintext
 Impractical in most realistic scenarios Still used for diplomatic and intelligence
 traffic Does not guarantee integrity
 One-time pad only guarantees confidentiality
 Attacker cannot recover plaintext, but can easily change it to something else
 Insecure if keys are reused Attacker can obtain XOR of plaintexts
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Crypto Keys & AlgorithmsGeneral Concepts and Definitions
 As a password is used to access a computer system, a cryptographic key is a password or passphrase that is used to unlock an encrypted message.
 Different encryption systems offer different key lengths - Just as a longer password provides more security (WindowsNT excluded) the longer and more complex the key is, the more security an encryption system provides.
 A cryptographic algorithm is a mathematical function used for encryption and decryption. Most algorithms contain a certain number of “rounds.” This determines how many times the text will be run through the algorithm

Page 15
                        

Cryptographic MethodsSecret Key (symmetric) Cryptography
 A single key is used to both encrypt and decrypt a message. A secure channel must be in place for users to exchange this common key.
 Plaintext Message
 Secret Key
 Encrypted Message
 Secret Key
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Cryptographic MethodsPublic Key (asymmetric) Cryptography
 Two keys are used for this method, the public key is used to encrypt. The private key is used to decrypt. This is used when it isn’t feasible to securely exchange keys.
 Jay’s Public Key
 Jay’s Private Key
 Frank Encrypted
 Message
 Clear Text
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Pretty Good Privacy (PGP)PGP Public Key Certificates
 PGP stores each public key in a key certificate which contains: The public key itself. The ID of the key’s creator (usually name
 & email address). The date the key was created & expiration
 date. A list of digital signatures provided by
 people who attest to the key’s authenticity.
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Pretty Good Privacy (PGP) Encrypting & Decrypting Files
 To encrypt a file with a recipient’s public key: pgp -e <filename> <user ID> This will produce the file filename.pgp Only the recipient
 can decrypt the file using their private key.
 The recipient can decrypt the file with:pgp filename.pgp
 They will then be prompted to enter their private key pass phrase.
 Note: Whenever encrypting text files to send via the Internet also use the ‘a’ option for ASCII output
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Pretty Good Privacy (PGP) Digital Signatures
 To add a digital signature to a file:pgp -sta filename
 The user will be prompted to enter their pass phrase. The file <filename.asc> will be created which contains
 the digital signature of the sender. The recipient can verify the digital signature to ensure
 the files contents have not changed: pgp filename.asc
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Pretty Good Privacy (PGP) Digital Signatures
 The recipient will be notified if the file has a good signature:
 Good signature from user "Joe Public<[email protected]>".Signature made 1998/07/27 04:29 GMT
 If the file had been modified even by one byte the recipient would be advised that the signature was not valid:
 Bad signature from user "Joe Public <[email protected]>".Signature made 1998/07/27 04:29 GMT
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Public Key Algorithms:Basic Problem
 ?
 Given: Everybody knows Bob’s public key- How is this achieved in practice?
 Only Bob knows the corresponding private key
 private key
 Goals: 1. Alice wants to send a secret message to Bob 2. Bob wants to authenticate himself
 public key
 public key
 Alice Bob
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Applications of Public-Key Crypto Encryption for confidentiality
 Anyone can encrypt a message With symmetric crypto, must know secret key to
 encrypt Only someone who knows private key can decrypt Key management is simpler (maybe)
 Secret is stored only at one site: good for open environments
 Digital signatures for authentication Can “sign” a message with your private key
 Session key establishment Exchange messages to create a secret session key Then switch to symmetric cryptography (why?)
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Public-Key Encryption: Basic Idea
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Diffie-Hellman Protocol (1976)
 Alice and Bob never met and share no secrets Public info: p and g
 p is a large prime number, g is a generator of Zp* Zp*={1, 2 … p-1}; aZp* i such that a=gi mod p
 Alice Bob
 Pick secret, random X
 Pick secret, random Y
 gy mod p
 gx mod p
 Compute k=(gy)x=gxy mod p Compute k=(gx)y=gxy mod p
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Requirements for Public-Key Crypto
 Key generation: computationally easy to generate a pair (public key PK, private key SK) Computationally infeasible to determine
 private key PK given only public key PK Encryption: given plaintext M and public key
 PK, easy to compute ciphertext C=EPK(M)
 Decryption: given ciphertext C=EPK(M) and private key SK, easy to compute plaintext M Infeasible to compute M from C without SK
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Digital Signatures: Basic Idea
 ?
 Given: Everybody knows Bob’s public key Only Bob knows the corresponding private key
 private key
 Goal: Bob sends a “digitally signed” message1. To compute a signature, must know the private key2. To verify a signature, enough to know the public key
 public key
 public key
 Alice Bob
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RSA Signatures Public key is (n,e), private key is d To sign message m: s = md mod n
 Signing and decryption are the same operation in RSA
 It’s infeasible to compute s on m if you don’t know d
 To verify signature s on message m: se mod n = (md)e mod n = m
 Just like encryption Anyone who knows n and e (public key) can
 verify signatures produced with d (private key)
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Security of DSS Can’t create a valid signature without private key Given a signature, hard to recover private key Can’t change or tamper with signed message If the same message is signed twice, signatures
 are different Each signature is based in part on random
 secret k Secret k must be different for each signature!
 If k is leaked or if two messages re-use the same k, attacker can recover secret key x and forge any signature from then on
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Advantages of Public-Key Crypto
 Confidentiality without shared secrets Very useful in open environments No “chicken-and-egg” key establishment problem
 With symmetric crypto, two parties must share a secret before they can exchange secret messages
 Authentication without shared secrets Use digital signatures to prove the origin of messages
 Reduce protection of information to protection of authenticity of public keys No need to keep public keys secret, but must be sure
 that Alice’s public key is really her true public key
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Disadvantages of Public-Key Crypto
 Calculations are 2-3 orders of magnitude slower Modular exponentiation is an expensive
 computation Typical usage: use public-key cryptography
 to establish a shared secret, then switch to symmetric crypto
 Keys are longer 1024 bits (RSA) rather than 128 bits (AES)
 Relies on unproven number-theoretic assumptions
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Hashes, Message Digests “A condensed representation of a message.” Encrypting whole message is very expensive. A signed message digest (or hash) of the
 message is much more efficient.<> Usually much shorter than the message.<> Much faster to encrypt and decrypt.<> Acts as a proxy for a lengthy message.<> Make public-key cryptography more popular.<> Like digital fingerprint or checksum of
 message.
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How it works: A makes a message digest from the
 plaintext message. A signs the message digest and sends
 it with the message to B. B independently recreates the message
 digest from the received plaintext message.
 B decrypts the message digest received with the message from A.
 A checks if the message digest in the recd. message is identical to the one he created.
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Security Properties and Assurances:
 Message integrity: if the message is changed, its message digest will not match.
 Authentication: the message digest is signed with the private key of the sender (A).
 Non-Repudiation: the message digest is signed with the private key of the sender.
 //The message can be encrypted for secrecy.//
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Hash Properties: One-way: It is extremely difficult to
 invert the hash function or message digest.
 //insures original message not recoverable.//
 Collision Freeness: “A collision occurs when two or more
 distinct messages hash to the same value.”
 <> Collisions are inevitable.<> But bad hash functions can produce lot
 more collisions. Collisions should be avoided. Why?
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Motivation: Integrity
 goodFile
 Software manufacturer wants to ensure that the executable file is received by users without modification.It sends out the file to users and publishes its hash in NY Times. The goal is integrity, not secrecy
 Idea: given goodFile and hash(goodFile), very hard to find badFile such that hash(goodFile)=hash(badFile)
 BigFirm™ User
 VIRUS
 badFile
 The Times
 hash(goodFil
 e)
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Motivation: Authentication
 msg, hash(KEY,msg)
 Alice wants to make sure that nobody modifies message in transitEnsures both integrity and authentication (why?)
 Idea: given msg, very hard to compute hash(KEY,msg) without KEY; very easy with KEY
 Alice Bob
 KEYKEY
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Which Property Do We Need? UNIX passwords stored as hash(password)
 One-wayness: hard to recover password Integrity of software distribution
 Weak collision resistance But software images are not really random…
 maybe need full collision resistance Auction bidding
 Alice wants to bid B, sends H(B), later reveals B One-wayness: rival bidders should not recover B Collision resistance: Alice should not be able to
 change her mind to bid B’ such that H(B)=H(B’)
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Common Hash Functions MD5
 128-bit output Designed by Ron Rivest, used very widely Collision-resistance broken (summer of 2004)
 RIPEMD-160 160-bit variant of MD-5
 SHA-1 (Secure Hash Algorithm) 160-bit output US government (NIST) standard as of 1993-95
 Also the hash algorithm for Digital Signature Standard (DSS)
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