

    

        


        
        
                        
                
            
                    


        
            	
                    Udhay Prakash
                
	
                    
                        Home
                    
                
	
                    
                        Comments
                    
                


        


        
    
    

    
        
            
                
                    
                                                    
    
        

        


        
            Network Security and Cryptography Lecture 5 & 6 Uday Prakash Pethakamsetty [email protected] 1/8/2013 NS&C Dept. of ECE JNTUHCEH 1 
        

    





                                            

                

            

        


        
            
                
                
                
            

            
                

                

                
                    
                     Match case
                     Limit results 1 per page
                    

                    
                    

                

            

        
    


    
        
                            
                    


        

            
                
                    

                    
                    
                

                
                    
                    1

66
                    
                

                
                    
                    100%
Actual Size
Fit Width
Fit Height
Fit Page
Automatic


                    
                


                
                
                    
                    Embed
                
                
            


        

        

    




        

            

        
            
                
                    
                        
                            Home
                        

                        
                                            


                    
                        Network Security & Cryptography lecture 5 & 6

                        Apr 16, 2015

                        
                                                                                        Download
                                                        Report
                        


                        
                            Category:
                            
                                Documents
                            

                        


                                                    
                                Author:
                                Udhay Prakash
                            

                        

                                                    
                                Description:
                            

                            
                                Cryptanalysis, Substitution and Transposition Cipher
                            

                        

                        
                    



                    

                                    

            




            
                
                    
                                                    Welcome
                        
                                                    
                                Comments
                            
                        
                                            




                                            
                            Welcome message from author

                            This document is posted to help you gain knowledge. Please leave a comment to let me know what you think about it! Share it to your friends and learn new things together.
                        

                    

                                            
                                                            
                            
                            

                        

                    

                                    

            

        


                    
                
                    
                        Transcript

                        
                            Page 1
                        

Network Security
 and
 Cryptography
 Lecture 5 & 6
 Uday Prakash Pethakamsetty
 [email protected]
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• Weakness:
 Must agree the key before head.
 Securely pass the key to the other party.
 • Strength:
 Simple and really very fast (order of 1000 to 10,000 times
 faster than asymmetric mechanisms)
 Super-fast if done in hardware.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 2
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Cryptanalysis
 Kerchoff’s Principle- assuming that the Encryption/decryption algorithm isknown to cryptanalyst. Resistance offered to attack depends mainly on the Key. So,key must be secured and key domain must be as large as possible.
 1) Cipher text-only attacki. Brute Force attack- tries all possible keys, at least half of the key, on an
 average.
 ii. Statistical attack- based on inherent characteristics of the plaintext language.
 iii. Pattern attack- some ciphers may hide the characteristics of the language,but may create some patterns in the Ciphertext, so, Ciphertext must berandomized.
 2) Known Plaintext attack
 3) Chosen Plaintext attack
 4) Chosen Cipher text attack
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 3
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Type of Attack Known to Cryptanalyst
 Ciphertext Only Encryption algorithm
 Ciphertext
 Known Plaintext Encryption algorithm
 Ciphertext
 One or more plaintext-cipher text pairs formed with the secret
 key
 Chosen Plaintext Encryption algorithm
 Cipher text
 Plaintext message chosen by cryptanalyst, together with its
 corresponding cipher text generated with the secret key
 Chosen cipher
 text
 Encryption algorithm
 Cipher text
 Purported Ciphertext chosen by cryptanalyst, together with its
 corresponding decrypted plaintext generated with the secret key
 Chosen textEncryption algorithm
 Ciphertext
 Plaintext message chosen by cryptanalyst, together with its
 corresponding Ciphertext generated with the secret key
 Purported Ciphertext chosen by cryptanalyst, together with its
 corresponding decrypted plaintext generated with the secret key
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 4
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Cryptanalysis
 • Ciphertext-only attack is the easiest to defend against
 because the opponent has the least amount of information to
 work with.
 • But, in many cases, the analyst has more information .
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 5
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Classical Encryption Techniques
 1. Substitution techniques- replacing each
 letter or group of letters with another letter or group
 of letters in the plaintext.
 2. Transposition Techniques- rearranging the
 order of appearance of the elements of the plaintext.
 It is also referred to as permutation.
 1/8/2013 6NS&C Dept. of ECE JNTUHCEH
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Substitution Ciphers
 1. Monoalphabetic Ciphers- one to one correspondence exists betweenletters in plaintext and those of cipher text.
 i. Additive Cipher
 ii. Multiplicative Cipher
 iii. Affine Cipher
 iv. Monoalphabetic Substitution Cipher
 2. Polyalphabetic Ciphers- one to many correspondence exists betweenletters in plaintext and those of cipher text.
 i. Autokey Cipher
 ii. Playfair Cipher (two letter substitution)
 iii. Vigenere Cipher
 iv. Hill Cipher (multiple letter substitution)
 v. One-time Pad
 vi. Rotor Cipher
 vii. Enigma Machine
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 7
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Additive Cipher
 • Also called Caesar or Shift Cipher.• Alphabets are assumed to be wrapped around, with mod26 i.e., A
 comes after ZEncryption Algorithm:c=E(k,p)=(p+k)mod26
 Decryption Algorithmp=D(k,c)=(c-k)mod26
 example:Plain text: meet me after the toga partyCipher text: PHHW PH DIWHU WKH WRJD SDUWB
 • Spaces are discarded when encrypting. During encryption, the words were separated with the help of dictionary.
 • Mathematically give a number to each alphabet as below:
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 8
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9
 Additive Cipher-Cryptanalysis
 • only have 26 possible ciphers
 – A maps to A,B,..Z
 • could simply try each in turn
 • a brute force search
 • given cipher text, just try all shifts of letters
 • eg. break cipher text "GCUA VQ DTGCM―
 NOTE: Generally, the plaintext is written in lower case letters; whereas ciphertext is written in uppercase letter. But it is not mandatory.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH
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10
 Additive Cipher
 Cryptanalysis:
 • If the language of the plaintext is unknown, then plaintextoutput cant be recognizable.
 • If the plaintext is compressed using some algorithm(ZIP,WinRAR..), then the plaintext output cant berecognizable. Below figure shows one such output.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH
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Multiplicative Cipher
 • Instead of adding a key number to the equivalents of
 the plain text letters, we shall multiply by the key
 number [ Abraham Sinkov, Elementary Cryptanalysis].
 • Encryption Algorithm: c=E(k,p)=(p*k)mod26
 • Decryption Algorithm: p=D(k,c)=(c*k-1)mod26
 example:Plain text: meet me after the toga party
 Cipher text:
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 11
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Affine Cipher
 • A combination of both additive cipher and multiplicative cipher.
 • Uses two keys, one for addition and the other for multiplication.
 • Either addition or multiplication may take place first for encryption, but the
 corresponding reverse operation must be done for decryption.
 • Encryption Algorithm: c=E(k1,k2,p)=((p*k1)+k2)mod26
 • Decryption Algorithm: p=D(k2,k1,c)=((c-k2)*k-1)mod26
 • K1-1 is multiplicative inverse of k1.
 • –k2 is additive inverse of k2, K2 is any number in the mod 26
 example:Plain text: meet me after the toga party
 Key: k1=2, k2=4, multiplication followed by addition
 Cipher text: cmmq cm eoqmm qsm qgqe iemqa
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 12
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At-bash cipher
 • Ancient Hebrew Cryptography
 • It was for the Hebrew alphabet, but modified here to work with the English
 alphabet.
 • Basically, when encoded, an "A" becomes a "Z", "B" turns into "Y", etc.
 • Atbash cipher can be implemented as an Affine cipher by setting both ―k1" and
 ―k2" to 25.
 example:Plain text: meet me after the toga party
 Cipher text: nvvg nv zugvi gsv gltz kzigb
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 13
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Base64 encoding
 Plain test is considered to be a binary stream of data, instead of characters.
 translates binary into safe text.
 The 64 characters are 10 digits, 26 lowercase characters, 26 uppercase characters as
 well as '+' and '/'.
 This substitution cipher replaces every consecutive 6 bits with one of 64 possible
 cipher characters.----Base64 encoding
 Also known as MIME (Multi-Purpose Internet Mail Extensions ) encoding
 To ensure the encoded data can be properly printed and does not exceed any mail
 server's line length limit, newline characters are inserted to keep line lengths below
 76 characters.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 14

Page 15
                        

Base64 encoding
 • Plaintext: meet me after the toga party
 • Ciphertext: bWVldCBtZSBhZnRlciB0aGUgdG9nYSBwYXJ0eQ==
 • If you did not know anything about the underlying plaintext and it was
 encrypted by a Base64 sort of an algorithm, it might not be as trivial a
 cryptographic system as it might seem.
 • used to send attachments in email and to change small bits of unsafe high-
 character data into stuff that is a lot nicer for text-based system.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 15
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Mono-alphabetic Cipher
 • Unordered or arbitrary( not random) substitution.
 • There exists 26! Keys
 • Ex: one of the key may be
 r m e I j k g h n u x zyafbcopqsvwtdl for alphabets
 a b c d e f g h I j k lmnopqrstuvwxyz respectively.
 example:Plain text: meet me after the toga party
 Cipher text:
 1/8/2013 16NS&C Dept. of ECE JNTUHCEH
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CRYPTANALYSIS
 • Guesses about the key can be made based on observing the relative frequency of
 letters, digrams and trigrams in the text.
 • Easy to break using BRUTE FORCE method, but deserves the help of a computer.
 • Exploiting the characters of the language can yield to statistical or pattern attack.
 • human languages are redundant ; letters are not equally commonly used
 • in English e is by far the most common letter
 • then T,R,N,I,O,A,S
 • other letters are fairly rare
 • Eg: Z,J,K,Q,X
 • Histograms and tables of single, double & triple letter frequencies are used for
 cryptanalysis.
 1/8/2013 17NS&C Dept. of ECE JNTUHCEH
 Mono-alphabetic Cipher
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English Language characters
 • Order and frequency of single letters:
 • Order and frequency of double letters (DIGRAMS):
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 18
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English Language characters• Order and frequency of three
 letters (TRIGRAMS):• Order and frequency of most
 commonly used words:
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 19
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English Language characters
 • Order of initial letters:
 T A O S H I W C B P F D M R . . . . .
 • Order of final letters:
 E S T D N R O Y . . . .
 • Common reversals, in order:
 E R R E E S S E A N N A T I I T O N N O E N N E AT TA T E E T O R R O T O O T A R R A S T T S I S S I E D D E O F F O
 • Group percentages:
 A E I O U 3 9 %
 L N R S T 3 3 %
 J K Q X Z 1 %
 E T A O N 4 5 %
 E T A O N I S R H 7 0 %
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 20
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NS&C Dept. of ECE JNTUHCEH 21
 Poly-alphabetic Ciphers
 • Each plain text character has one to many correspondencewith cipher text characters.
 • Example: the same plaintext letter f may have correspondingcipher text letter G for one time, J for the next time,….
 • makes cryptanalysis harder with more alphabets to guess andflatter frequency distribution.
 • Hides the letter frequency of underlying plaintext language.• This makes statistical attacks difficult.• A cipher text mapping depends on the both the corresponding
 plaintext character and the position of the plaintext character inthe message.
 • Each key is a stream of sub-keys.• K=[k1 k2 k3…………….ki………………….kn]• Ki is used to encrypt the ith character in plaintext to create the
 ith character in the cipher text.
 1/8/2013
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Auto-key Cipher
 • The key is a stream of sub-keys, in which each sub-key is used to encrypt
 the corresponding character in the plaintext.
 • First sub-key is a predetermined value secretly agreed upon by Alice and
 Bob.
 • Second sub-key is the value of the first plaintext character (between 0 and 25).
 • Third sub-key is the value of the second plaintext character (between 0 and
 25)….so on
 • P=P1 P2 P3……. C=C1 C2 C3……… K=(K1 P1 P2……….)
 • Encryption: Ci=(Pi+ki)mod 26 Decryption: Pi=(Ci-ki)mod 26
 • As sub-keys are automatically created from plaintext cipher characters
 during the encryption process, it got the as Auto-key Cipher.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 22
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example:Plain text: meet me after the toga partyKey: 10Cipher text: WQI
 Cryptanalysis:• Autokey cipher hides single letter frequency statistics of the plaintext.
 • Digrams and trigrams are still retained.
 • But, vulnerable to brute-force attack as it is an additive cipher.
 • The first sub-key can be only one of the 25 values
 • Conclusion: so, a polyalphabetic cipher that not only hides letterfrequency, but also having larger key domain, is needed.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 23
 Auto-key Cipher
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Playfair Cipher
 • Used by British army during world war I.
 • Manual symmetric encryption technique and wasthe first digraph substitution cipher.
 • Uses a 5 by 5 table containing each letter in theEnglish alphabet exactly once (except 'q' which ismissing).
 • Some one may take I and J in the same box,retaining Q.
 • The table constitutes the encryption key, and isgenerated from a key phrase.
 • Key phrase is written in the top rows of the table,from left to right.
 • Different arrangements (pattern) of the letters in
 the matrix can create many different secret keys.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 24
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NS&C Dept. of ECE JNTUHCEH 25
 • Figure in the left shows a typical example for keyphrase simple.
 • plaintext encrypted two letters at a time
 • Use filler letters to separate repeated letters.
 • Encrypt two letters together
 – Same row -followed letters
 • ac—bd
 – Same column -letters under
 • qw—wi
 – Otherwise---square’s corner at same row
 • ar—bq
 • ifapairisarepeatedletter, insertafillerlike 'X',
 eg."balloon"encryptsas"balxloon"
 1/8/2013
 Playfair Cipher
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Cryptanalysis:
 • Size of diagrams: 25!
 – But, the actual different diagrams are not 25!
 – Two diagrams are the same if they derive the same encryption and decryption
 method
 – Then, what is the number of difference diagrams in playfair cipher?
 • 25!/(5!*5)
 • Difficult using frequency analysis
 – Frequency analysis can still be undertaken, but on the 600 possible diagraphs
 rather than the 26 possible monographs.
 – But it still reveals the frequency information
 • Frequency of 2-grams (bi-gram, two-letter)
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 26
 Playfair Cipher
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Cryptanalysis:
 • Like most pre-modern era ciphers, the Playfair cipher can be
 easily cracked if there is enough text.
 – Obtaining the key is relatively straightforward if both plaintext and ciphertext
 are known.
 – When only the ciphertext is known, brute force attacks involves searching
 through the key space for matches between the frequency of occurrence of
 diagrams (pairs of letters) and the known frequency of occurrence of diagrams
 in the assumed language of the original message.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 27
 Playfair Cipher
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• Most notably, a Playfair diagraph and its reverse (eg: AB and
 BA) will decrypt to the same letter pattern in the plaintext (eg:
 RE and ER).
 – In English, there are many words which contain these reversed
 diagraphs such as ReceivER, DEpartED,…
 – Identifying nearby reversed diagraphs in the ciphertext and matching
 the pattern to a list of known plaintext words containing the pattern is
 an easy way to generate possible plaintext strings with which to begin
 constructing the key.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 28
 Playfair Cipher
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Vigenère Cipher
 • Blaise de Vigenère invented this
 polyalphabetic substitution cipher based on
 this Vigenere table.
 • Basically multiple Caesar ciphers
 • Key stream is a repetition of an initial secret
 key stream of length d, where 1≤d ≤ 26.
 • key is multiple letters long
 – K = k1 k2 ... kd
 – ith letter specifies ith alphabet to use.
 – use each alphabet in turn, repeating from
 start after d letters in message.
 • Each row of the table corresponds to a Caesar
 Cipher.
 • The first row is a shift of 0, the second row is
 a shift of 1 and the last row is a shift of 26.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 29
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g
 • For encryption, select a keyword with
 an arbitrary length (greater than 0
 though) and repeat it, so that the length
 of the message and the concatenated
 keyword match.
 • For every joint index in the message
 and the concatenated keyword, there is
 a corresponding cipher character in
 Vigenère Tableau.
 Plaintext: thisprocesscanalsobeexpressed
 Keyword :
 CIPHERCIPHERCIPHERCIPHERCIPHE
 Ciphertext:
 VPXZTIQKTZWTCVPSWFDMTETIGAHLH
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 30
 Vigenère Cipher
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Hill Cipher
 • Hill cipher is a polygraphic substitution cipher based on linear algebra.
 – Invented by Lester S. Hill in 1929, it was the first polygraphic cipher in which
 it was practical (though barely) to operate on more than three symbols at once.
 – Each letter is treated as a digit in base 26: A = 0, B =1, and so on. A block of n
 letters is then considered as a vector of n dimensions, and multiplied by a n n
 matrix, modulo 26. The components of the matrix are the key, and should be
 random provided that the matrix is invertible in (to ensure decryption is
 possible).
 – The Hill cipher has achieved Shannon's diffusion, and an n-dimensional Hill
 cipher can diffuse fully across n symbols at once.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 31
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Hill Cipher machine
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 32
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Hill Cipher
 • With fixed key and patented
 • Triple encryption was recommended for security:
 – a secret nonlinear step, followed by the wide diffusive step from the machine,
 followed by a third secret nonlinear step.
 – Such a combination was actually very powerful for 1929, and indicates that
 Hill apparently understood the concepts of a meet-in-the-middle attack as
 well as confusion and diffusion.
 – Unfortunately, his machine did not sell.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 33
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Hill Cipher
 • Encryption:
 – Assign each letter an index
 – C=KPmod26
 – Matrix K is the key
 • Decryption:
 – P=K-1 C mod 26
 – Thus, it can be decrypted iff gcd(det(K),26)=1.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 34
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Hill cipher
 How to Decrypt?
 • Compute K-1
 – Compute det(K)
 – Check if gcd(det(K), 26) =1
 – If not, then K-1 do not exist
 – Else K-1 is
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 35
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Hill cipher
 • Difficult to use frequency analysis
 • But, vulnerable to known-plaintext attack.
 – Give simple method to attack hill cipher under the known-plaintext
 assumption?
 – How to attack under the chosen plaintext assumption?
 – The security could be greatly enhanced by combining with some non-linear
 step to defeat this attack.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 36
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Morse Code
 • Morse Code was created by Samuel Morse
 • It was designed to transmit letters across telegrams.
 • Frequently used letters are assigned short codes and less
 frequently used letters are assigned with longer codes.
 • When encrypting, only letters and numbers will be encoded
 and the rest will be treated like spaces.
 • When decrypting, only periods and hyphens will be decoded
 and the rest will be treated like spaces.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 37
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Morse CodeNormal• Plain text : meet me after the toga party• Cipher text: -- . . - / -- . / .- ..-. - . .-. / - .... . / - --- --. .- / .--. .- .-. - -.—
 Reverse plaintext• Plain text : ytrap agot eht retfa em teem• Cipher text: -.-- - .-. .- .--. / .- --. --- - / . .... - / .-. . - ..-. .- / . -- / - . . –
 Figure here shows the Morse Code Table
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 38
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NS&C Dept. of ECE JNTUHCEH 39
 One-Time Pad
 • If a truly random key as long as the message is used, the cipher will be secure.
 • Is unbreakable since cipher text bears no statistical relationship to the plaintext.
 • Since for any plaintext & any cipher text there exists a key mapping one to other.
 • Can only use the key once though.
 • Have problem of safe distribution of key.
 • Theoretically unbreakable (claude shannon)
 – The plaintext is combined with a random "pad" the same length as the
 plaintext.
 • Patent by gilbert vernam (AT&T) and joseph mauborgne
 • Claude shannon's work can be interpreted as
 – That any information-theoretically secure cipher will be effectively equivalent
 to the one-time pad algorithm. Hence one-time pads offer the best possible
 mathematical security of any encryption scheme, anywhere and anytime.
 1/8/2013
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• Encryption: C=p k
 • Decryption: P=c k
 • Drawbacks
 – it requires secure exchange of the one-time pad material, which
 – must be as long as the message
 – pad disposed of correctly and never reused
 • In practice
 – Generate a large number of random bits,
 – Exchange the key material securely between the users before sending an one-time
 enciphered message,
 – Keep both copies of the key material for each message securely until they are used, and
 – Securely dispose of the key material after use, thereby ensuring the key material is never
 reused.
 • It requires a perfect random numbers as key
 – We will learn how to generate pseudo-random numbers
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 40
 One-Time Pad
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Need for Random numbers ?
 If the key material is generated by a deterministic program then it is not actually
 random
 – should never be used in an one-time pad cipher.
 – If so used, the method becomes a stream cipher; these usually employ a short
 key that is used to generate a long pseudorandom stream, which is then
 combined with the message using some such mechanism as those used in one-
 time pads. Stream ciphers can be secure in practice, but they cannot be
 absolutely secure in the same provable sense as the one-time pad.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 41
 One-Time Pad
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Machine Ciphers
 Jefferson Cylinder, developed in 1790s, comprised 36 disks, each with a random alphabet,
 order of disks was key, message was set, then another row became cipher.
 It is a cylinder of wood, about 15cm long and 4cm across, bore out the centre to allow a
 spindle to be inserted. Then slice the cylinder into slices about 5mm across.
 The surface of each slice is divided into 26 sections, and one letter is assigned randomly to
 each section.
 The person receiving the message must have a similar cylinder whose wheels are arranged in
 exactly the same way.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 42
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Machine Ciphers
 • Wheatstone disc, originally invented by Wadsworth in 1817, but
 developed by Wheatstone in 1860's, comprised two concentric
 wheels used to generate a Polyalphabetic cipher.
 • It is one of the clock cryptographic technique.
 • The rings are turned until the black panel on the inner ring is
 exactly within the black metal frame. The brake (the small button
 on the side) is then pressed, stopping the inner ring. The outer ring
 is then turned until a message indicator letter appears in the black
 metal frame. This is the start position. A new message indicator
 letter is selected by the operator for each message and later placed
 in a prearranged position somewhere in the enciphered message.
 • The black panel indicates new word and Q indicates shift to figures
 and symbols and back again to letters. X replaces every second
 letter (or figure) in double-letter (or double-figure) combinations.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 43
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Rotor Cipher
 • Before modern ciphers, rotor machines were most common complex
 ciphers in use.
 • Uses a series of cylinders, each giving one substitution, which rotated and
 changed after each letter was encrypted.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 44
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Enigma Machine
 • Enigma was a portable cipher machine used to encrypt and decrypt secret
 messages.
 • There are a family of related electro-mechanical rotor machines.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 45
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Enigma Machine
 • Figure 1 (a, b, c)shows the inner
 mechanism for one rotor.
 • Figure 2 (below) illustrates the
 complete resulting process.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 46
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Enigma Machine
 • Enigma encryption for two consecutive letters —
 – current is passed into set of rotors, around the reflector, and back out through the rotors
 again.
 – Letter A encrypts differently with consecutive key presses, first to G, and then to C. This
 is because the right hand rotor has stepped, sending the signal on a completely different
 route.
 • the actual encipherment of a letter is performed electrically.
 – When a key is pressed, the circuit is completed; current flows through the various
 components and ultimately lights one of many lamps, indicating the output letter.
 – Current flows from a battery through the switch controlled by the depressed key into a
 fixed entry wheel. This leads into the rotor assembly (or scrambler), where the complex
 internal wiring of each rotor results in the current passing from one rotor to the next
 along a convoluted path. After passing through all the rotors, current enters the reflector,
 which relays the signal back out again through the rotors and the entry wheel — this time
 via a different path — and, finally, to one of the lamps (the earliest Enigma models do
 not have the reflector). ed, sending the signal on a completely different route.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 47

Page 48
                        

World War II Era Encryption Devices
 • Sigaba( United States)
 • Typex (Britain)
 • Lorenz cipher (Germany)
 • Geheimferenschreiber (Germany)
 • For more, visit– http://w1to.com/enigma/
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 48
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NS&C Dept. of ECE JNTUHCEH 49
 Transposition Ciphers
 Also called classical transposition or permutation ciphers
 These hide the message by rearranging the letter order
 Without altering the actual letters used
 Can recognise these since have the same frequency distribution as the original text.
 Changes location, reorders or transposes the characters.
 1/8/2013
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Transposition cipher
 1. Keyless Transposition CipherThere are two methods of permutation of characters.
 Method 1: text is written into a table column by column and then transmitted row by row.
 Method 2: text is written into a table row by row and then transmitted column by column.
 Ex: Railfence cipher, Row Transposition Cipher,…..
 2. Keyed Transposition CipherPlaintext is divided into groups of predetermined size called blocks and then use a key to
 permute the characters in each block separately
 The key used for encryption and decryption is a permutation key, which shows how the characters are permuted.
 3. Hybrid approachBoth the above can be combined for better scrambling.
 Encryption/Decryption can be done in three steps:
 I. Text is written into a table row by row.
 II. Permutation is done by reordering the columns.
 III. The new table is read column by column.

Page 51
                        

Transposition Cipher
 Examples of Transposition Ciphers
 1. Scytale Cipher
 2. Reverse cipher
 3. Rail Fence Cipher
 4. Geometric Figure
 5. Row Transposition Cipher
 6. Block (Columnar) Transposition Cipher
 7. Nihilist Ciphers
 8. Product ciphers
 9. ADFGVX Product Cipher

Page 52
                        

Scytale Cipher
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 52
 Around 400 B.C. they invented a unique type of cryptography.
 It involved a sheet of papyrus (type of paper) and wooden rod or stick.
 an early Greek transposition cipher
 a strip of paper was wound round a staff
 message written along staff in rows, then paper removed
 leaving a strip of seemingly random letters
 not very secure as key was width of paper & staff Works by spacing adjacent letters of
 the message at intervals down the strip of paper.

Page 53
                        

Reverse (Mirror) cipher
 • write the message backwards
 Plaintext: meet me after the toga party
 Ciphertext: YTR APAG OTEH TRET FAE MT EEM
 • Intentionally spaces are created to confuse the
 analysts.
 1/8/2013 NS&C Dept. of ECE JNTUHCEH 53
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Rail fence (Zig Zag) cipher
 • These range from the relatively simple rail fence and split rail ciphers to the much
 more complex ADFGVX cipher—the seemingly unbreakable code used by the German
 military during World War I.
 • Plaintext is written downwards and diagonally on ―rails‖ of a three-level imaginary
 fence. So the words ―rail fence‖ would look like this:
 • Write the plaintext in a zig-zag pattern in two rows and form the ciphertext by reading
 off the letters from the first row followed by the second.
 • To decipher a rail fence cipher, we divide the ciphertext in half and reverse the order
 of the steps of encipherment, that is, write the ciphertext in two rows and read off the
 plaintext in a zig-zag fashion.
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Geometric Figure
 • write message following one pattern and read out
 with another.
 • The pattern used must be known to the receiver.
 • Various geometric pattern results in various ciphers.
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 Row Transposition Ciphers
 • a more complex scheme• write letters of message out in rows over a specified number of
 columns• then reorder the columns according to some key before reading
 off the rows
 Key: 3 4 2 1 5 6 7Plaintext: a t t a c k p
 o s t p o n ed u n t i l tw o a m x y z
 Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ
 1/8/2013
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Block (Columnar) Transposition ciphers
 • The message is written in rows, but read off by columns in
 order given by key.
 • For ease of recovery may insist matrix is filled.
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Nihilist Cipher
 • Dates back to late 19th century, early
 21st .
 • Used by nihilists in Russia against
 czarist regime.
 • Implementation:
 6x6 Square
 • Follows keyword format
 • Requires two keywords
 1 2 3 4 5
 1 A W E S O
 2 M B C D F
 3 G H I K L
 4 N P Q R T
 5 U V X Y Z
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Nihilist Cipher-Implementation
 F A I L
 25 11 33 35
 H E A D A C H E
 32 13 11 24 11 23 32 13
 25 11 33 35 25 11 33 35
 32 13 11 24 11 23 32 13
 57 24 44 59 36 34 65 48

Page 60
                        

Nihilist Cipher-Cryptanalysis
 • Can be attacked similarly to the Vigenere
 cipher
 • Uses normal addition
 • Keyword analyzation
 – Same keyword is used for encryption & decryption
 • Distribution relevant to vowels
 • Diagram/Trigram frequency analysis
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ADFGVX Product Cipher
 • Used by German army during world war I.
 • Extension to ADFGX, invented by colonel fritz Nobel.
 • The cipher was a fractionating transposition cipherwhich combined a modified polybius square with asingle columnar transposition.
 • The cipher is named after the six possible letters used inthe ciphertext: A, D, F, G, V and X.
 • These letters were chosen deliberately because theysound very different from each other when transmittedvia Morse code.
 • The intention was to reduce the possibility of operatorerror.
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ADFGVX Product Cipher
 Key for this cipher is a key square and a keyword.
 Key square is a 6 6 square containing all the letters and the numbers 0 - 9.
 key word is any word e.g. GERMAN.
 Algorithm:
 1) Build a table like the following with the key square. This is known as aPolybius square.
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ADFGVX Product Cipher
 2) Encode the plaintext using this matrix, to encode the letter 'a', locate it in the matrix and
 read off the letter on the far left side on the same row, followed by the letter at the top in the
 same column. In this way each plaintext letter is replaced by two cipher text letters. E.g.
 'attack' -> 'DG XG XG DG GV GD'. The ciphertext is now twice as long as the original
 plaintext. Note that so far, it is just a simple substitution cipher, and trivial to break.
 3) Write the code word with the enciphered plaintext underneath e.g.
 G E R M A N
 D G X G X G
 DGGVGD
 4) Perform a columnar transposition. Sort the code word alphabetically, moving the columns
 as you go. Note that the letter pairs that make up each letter get split apart during this step,
 this is called fractionating.
 A E G M N R
 X G D G G X
 G G D V D G
 5) Read the final ciphertext off in columns.
 XG GG DD GV GD XG
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ADFGVX Product Cipher
 • Plaintext: meet me after the toga party
 • KeySquare: pqnr5cf7tig0b9avkj1l8zo64uey3hdmxs2w (read left to right, top to
 bottom in to a table)
 • Keyword: jntuhceh
 • Ciphertext:FFGFAGDDDGFVFADAVFAFVFXXDVDADDFXVGVVVVFDFFFFFF
 Cryptanalysis:Ordinarily when breaking columnar transposition ciphers,
 anagramming is used to determine the key.
 Once the substitution step is introduced, however, this approachbecomes impossible.
 The letter frequencies are also modified due to the fractionating natureof the cipher, which adds further difficulties
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Manipulators
 Apart from using any of the encryption techniques, additional
 manipulators can also be done on the cipher text to confuse the
 cryptanalyst.
 Manipulators:
 – Convert uppercase to lowercase, and vice versa.
 – Removing or placing spaces, tabs and newlines.
 – Grouping a predefined number of characters.
 – Reversing the words or group of characters or lines.
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