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Multimedie- och kommunikationssystem
 Föreläsning 10
 Kapitel 9: Nätverkslagret. IP. Routing. Multicasting. Differentierad QoS.
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Figure 9.2 IP adjunct protocols.
 AP = application protocol/processIP = Internet protocolARP = address resolution protocolRARP = reverse ARPICMP = Internet control message protocolIGMP = Internet group message protocolOSPF = open shortest path first
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Network layer duties
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Figure 9.3 IP datagram/packet format and header fields.
 IHL = intermediate header lengthD = don’t fragmentM = more fragments
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Figure 9.4 Fragmentation and reassembly example: (a) Internet schematic;
 IHL = intermediate header lengthD = don’t fragmentM = more fragments
 MTU = Maximum Transmission Unit (in Bytes)
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Figure 9.4 Fragmentation and reassembly example: Packet header fields for (b) token ring LAN; (c) Ethernet LAN.
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Internet Control Message Protocol (ICMP)
 ICMP is IP helper protocol Serves for error reports and for testing purposes
 ICMP messages are encapsulated in IP packets. ICMP provides a means for transferring control
 messages from routers and other hosts to a host. ICMP provides feedback about problems such as:
 an unreachable destination buffer overflow time-to-live expires
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Figure 9.27 ICMP message format and transmission
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Useful Programs
 These programs use ICMP to probe the Internet ping
 • Sends packets that is echoed by remote computer
 • Remote computer replies with echo packet
 • Local computer reports receipt of reply traceroute
 • Reports path to remote computer
 • Sends packets to the destination starting with TTL=1
 • Each successive packet identifies next router along path
 • Reports list of packets ipconfig – shows network configuration info
 • Displays all configuration information
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Ping - Example
 Four packets are sent. Each has different round-trip time (RTT). Minimum, Maximum and average are also given.
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Round-trip Time (RTT)
 Time for the packet to be sent and acknowledgement to come back to the sender
 Why the packets have different RTT? They might travel different paths The load in some of the routers might be high.
 Therefore packet’s waiting time at the routers can be different.
 Ping also shows the percentage of lost packets.
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Traceroute - Example
 The source is sending three packets with TTL=1, then another three with TTL=2 and so on until TTL is by one bigger then the number of hops. A response is thus obtained from each hop where the packets are dropped. RTT for each packet is presented.
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VisualRoute
 A program that displays visually (on a map) traceroute
 Trial version can be obtained free fromwww.visualroute.com
 http://www.visualroute.com/
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Hosts and Routers
 The computers in Internet terminology are called hosts. They usually have one NIC (network interface card = network adapter = nätverkskort)
 Routers are special purpose computers and they have more than one NIC An old name for routers is gateways Forward packets between networks (route and switch) Transform packets as necessary to meet standards for each
 network A Windows PC can act as a router if it has more than one NIC, and
 IP forwarding is enabled in the networking settings.
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Forwarding (Routing) Table
 The forwarding table consists of two columns: “Destination network” and “Next hop”.
 Destination network is some network address and the next hop is the address of the next router.
 When the router is connected directly to a network, the “Next hop” is labeled as “Direct” meaning “Directly connected”
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Example:
 D
 C
 A
 E
 F
 B
 G
 H
 R1
 R2
 R3
 R4
 Dest. Next hop
 A R1
 B R3
 C R1
 D R1
 E Direct
 F Direct
 G R4
 H R3
 R2 routing table
 Dest. Next hop
 C Direct
 A Direct
 D Direct
 Else R2
 R1 routing table
 Dest. Next hop
 G Direct
 Else R2
 R4 routing table
 Dest. Next hop
 B Direct
 H Direct
 Else R2
 R3 routing table
 Assume A sends packet to G
 Since G is found under “Else”, R1 sends it to R2
 R2 sends it to R4, since this is the next hop corresponding to G
 R4 knows that G is directly connected
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Figure 19.29 Network-specific routing
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Figure 19.31 Default routing
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Default Route
 In order to make the forwarding table shorter (smaller number of rows) the default route is introduced
 “Default” or “Else” is a row that points to some “Next hop” and is used whenever a destination is not found in the forwarding table.
 Hosts send all packets out of their network to the default router (or gateway)
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Figure 19.32 Example: Subnet mask based routing table
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Example 11Example 11
 Using the table in Figure 19.32, the router receives a packet for destination 193.14.5.22. For each row, the mask is applied to the destination address until a match with the next-hop address is found. In this example, the router sends the packet through interface m2 (network specific).
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Example 12Example 12
 Using the table in Figure 19.32, the router receives a packet for destination 200.34.12.34. For each row, the mask is applied to the destination address, but no match is found. In this example, the router sends the packet through the default interface m0.
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The Forwarding Table
 Necessary in every host and the router On Windows OS it can be seen using the command
 netstat –rn at the command prompt Entries in the destination column are networks, not
 hosts Once the interface on the router through which the
 packet is to be delivered is known, the physical address is used for delivery
 Contains the columns: Destination (Network destination), Mask (Netmask), Next hop (Gateway), Interface and Metric
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Example
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Figure 9.11 Static routing: (a) internet topology; (b) routing table entries.
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Example: Unicast Routing
 netid port128.47.92 /24 1128.47.23 /24 2128.47.36 /24 3
 13
 2
 netid port128.47.92 /24 2128.47.23 /24 1128.47.36 /24 2
 1
 2
 Host with IP address 128.47.92.67 sends a packet to host 128.47.23.10
 Router R1 checks its table and sends it to R2 through its interface 2.
 Router R2 checks its table and sends it to its interface 1
 128.47.23.10
 128.47.23.00 /24
 128.47.36.00 /24
 128.47.36.97
 128.47.92.67
 R2
 R1
 R3
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How Routers Build the Routing Tables
 Preprogrammed or Static Routes The table is manually configured by a human The routes cannot be dynamically changed if
 something fails
 Dynamically calculated routes Calculated by the software built in the routers that
 provide communication among routers Algorithms that calculate shortest path are used Complexity is increased, but the routes change
 automatically if some part of the network fails
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Metric
 A metric is a cost assigned for passing through a network
 The total cost of the path is the sum of the metrics for the networks that are on the path
 Metrics are assigned in such a way that the “best path” is the path with the minimum total cost
 Example: Number of hops.
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The “Best Path”
 Factors determining the best path Hop-count Bandwidth Delay Load Money Reliability
 The cost or the metric can involve a single or several of these factors
 S D4
 2 1
 A B
 C
 The “best path” from S to D is
 A C B
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Figure 21.2 Popular routing protocols
 RIP = Routing Information ProtocolOSPF = Open Shortest Path FirstBGP = Border Gateway Protocol
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Figure 21.3 Autonomous systems
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Structuring a Routed Network
 Routing protocols and their usage have a lot to do with network scaling (network size) because the size of the forwarding tables can grow very large Small networks don’t require much complexity Medium networks require more complex routing
 functions to determine and evaluate routes Large networks need to be segmented to isolate
 routing islands
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Interior vs. Exterior Protocols
 The worldwide Internet is a very large network It needs to be segmented in areas based upon the entity
 that administrates the networks and routers in the area Autonomous System (AS) is a collection of networks and
 routers under single administration authority Interior protocols or IGP (Interior Gateway Protocols)
 Used for routing inside AS Exterior protocols or EGP (Exterior Gateway Protocols)
 Used for routing between ASs
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Interior Routing Protocols
 The goal: To choose the best path, among a set of alternatives based on some or a combination of criteria (e. g. minimum delay, maximum throughput etc.)
 The objectives are to use the network resources (bandwidth and the router’s buffers and processing power) in the best way
 Two groups of interior protocols Distance Vector protocols Link State protocols
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Table 21.1 Table 21.1 A distance vector routing tableA distance vector routing table
 DestinationHop
 CountNext
 RouterOther information
 163.5.0.0 7 172.6.23.4
 197.5.13.0 5 176.3.6.17
 189.45.0.0 4 200.5.1.6
 115.0.0.0 6 131.4.7.19
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Figure 21.5 Initial routing tables in a small autonomous system
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Figure 21.6 Final routing tables for Figure 21.5
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Figure 21.23 Multicasting
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IGMP = Internet group management protocol. It helps a multicast router
 create and update a list of loyal members related to each router
 interface.
 NoteNote::
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Unicast vs. Multicast
 Unicast: One source to one destination
 Multicast: One source to many destinations Many sources to many destinations Many sources to one destination
 Motivation for multicast routing Growing demand (vide/audio conferences, vide
 streaming etc) Bandwidth need to be saved
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Example
 If unicast routing is used, the links between the sender and the Router 1 will be overloaded (bandwidth required will depend on the number of receivers)
 Sender
 Router 2
 Receiver 1
 Receiver 2
 Receiver 3
 Router 1
 Router 3
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Group Membership vs. Multicast Routing
 IGMP (Internet Group Management Protocol) Keeps router up-to-date with group membership of
 entire LAN A device can join or leave a group at any moment
 Multicast Routing Protocols MBone – A set of routers on the Internet that are
 running multicast routing protocols Tunneling (encapsulation of multicast packets into
 unicast packets) is used in the rest of the network
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Figure 21.32 MBONE
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Figure 9.28 QoS support mechanisms: (a) RSVP principles;
 RSVP = Resource Reservation Protocol.Reserves resources in each router, for unicasting and multicasting traffic flows with guaranteed QoS.
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DiffServ architecture.
 DiffServ = Differentiated servicesFlows are aggregated into service classes.The IP header Type-of-service fieldis replaced by a DiffServ field.
 CR = core routerI/ER = ingress/egress routerMF = multifieldBA = behavior aggregatePHB = per-hop behavior
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