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 Dr. Supakorn [email protected]
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ITEC4621 Network Security 2
 Limitations of Symmetric Cryptosystems Public-key Cryptography RSA Digital Signature Key Management Diffie-Hellman Key Exchange
 Outline

Page 3
                        

ITEC4621 Network Security 3
 In order for Alice & Bob to be able to communicate securely using a symmetric-key cryptosystem, they must have a shared key in the first place. What if they have never met before ?
 Alice needs to keep 100 different keys if she wishes to communicate with 100 different people.
 The capability to replace paper documents with electronic documents “Digital Signature”
 Symmetric-key cryptosystems lack of providing necessary security services non-repudiation
 Limitations of Symmetric-key Cryptography
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ITEC4621 Network Security 4
 Limitations of Symmetric Cryptosystems Public-key Cryptography RSA Digital Signature Key Management Diffie-Hellman Key Exchange
 Outline
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ITEC4621 Network Security 5
 Public-Key Cryptography
 probably most significant advance in the 3000 year history of cryptography
 uses two keys – a public & a private key asymmetric since parties are not equal uses clever application of number theoretic concepts to function complements rather than replaces private key crypto
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ITEC4621 Network Security 6
 Why Public-Key Cryptography?
 developed to address two key issues: key distribution – how to have secure communications in
 general without having to trust a KDC with your key digital signatures – how to verify a message comes intact
 from the claimed sender
 public invention due to Whitfield Diffie & Martin Hellman at Stanford University in 1976 known earlier in classified community
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ITEC4621 Network Security 7
 Public-Key Cryptography
 public-key/two-key/asymmetric cryptography involves the use of two keys: a public-key, which may be known by anybody, and can be
 used to encrypt messages, and verify signatures a private-key, known only to the recipient, used to decrypt
 messages, and sign (create) signatures is asymmetric because
 those who encrypt messages or verify signatures cannot decrypt messages or create signatures
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ITEC4621 Network Security 8
 Public-key Encryption
 Bob Alice

Page 9
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 Public-key Authentication
 Alice Bob
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 Secrecy
 KpubB
 KpriB
 K’priB
 X’
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ITEC4621 Network Security 11
 Authentication
 KpubA
 KpriA
 K’priA
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ITEC4621 Network Security 12
 Secrecy and Authentication
 Sign then encrypt
 Z = EKpubB[EKpriA(X)]
 X = DKpubA[DKpriB(Z)]
 Encrypt then sign
 Z = EKpriA[EKpubB(X)]
 X = DKpriB[DKpubA(Z)]
 What’s the difference between these methods?
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ITEC4621 Network Security 13
 Secrecy and Authentication
 KpriA
 KpubA
 KpriBKpubB
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1. Encryption/Decryption2. Digital Signature3. Key Exchange -> Public-key cryptosystem can be used to
 exchange session keys or even long-term keys (will discuss later)
 ITEC4621 Network Security 14
 Applications of Public-key Cryptosystems
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ITEC4621 Network Security 15
 Requirements for Public-key Cryptosystems
 Easy for each party to generate a pair of public/private key Easy for a party A to calculate C if knowing public key KpubB
 and message M.C = EKpubB(M)
 Easy for a party B to recover M from C using KpriB
 M = DKpriB(C) Computationally infeasible to calculate KpriB from knowing
 KpubB. Computationally infeasible to calculate M from knowing
 KpubB and C
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ITEC4621 Network Security 16
 Limitations of Symmetric Cryptosystems Public-key Cryptography RSA Digital Signature Key Management Diffie-Hellman Key Exchange
 Outline
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ITEC4621 Network Security 17
 Assume that we are working with non-negative integers:
 Prime and composite numbers A prime number is an integer that can be divided only by 1 and
 itself E.g. 2, 3, 5, 7, 11, 13, 101, …
 All other integers are composite E.g. 4, 6, 8, 9, 10, 12, 52374876432, 80386535, …
 Mathematical Background
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ITEC4621 Network Security 18
 Modular operations “Remainder”
 13 mod 5 = 3, 1 mod 7 = 1 20 mod 5 = 0, 32 mod 7 = 4
 Modular exponentiation 22 mod 3 = 1, 32 mod 3 = 0 22 mod 5 = 2, 102 mod 92 = 8 46 mod 10 = 6, 311 mod 10 = 7
 Mathematical Background (cont.)
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ITEC4621 Network Security 19
 a is “relative prime” to b if the largest integer that divides both a & b is 1 Any m (m ≠ 0) is relatively prime to a prime number Is 9 relatively prime to 10? Is 1 relative prime to 3? Is 1 relative prime to 10?
 Mathematical Background (cont.)
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ITEC4621 Network Security 20
 Mathematical background (cont.)
 gcd (Greatest Common Divisor) -> the positive integer c is said to be the gcd of a and b if: c is a divisor of a and of b; Any divisor of a and b is a divisor of c.
 gcd(a, b) = max[k, such that k|a and k|b]
 Example gcd(10, 20) = 10 gcd(28, 35) = 7 gcd(9, 36) = ? gcd(3, 31) = ?
 a and b are relatively prime if gcd(a, b) = 1
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ITEC4621 Network Security 21
 Euler’s Totient Function (n)
 (n) is the number of positive integer less than n and relatively prime to n. (p) = p-1 if p is prime If n = pq, then
 (n) = (pq) = (p) x (q) =(p-1) x (q-1)
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ITEC4621 Network Security 22
 c=me mod n
 Network
 Plain Text Cipher Text
 c
 Cipher Text Plain Text
 c
 AliceBob
 Bob: (e, n)Public Key Directory (Yellow/White Pages)
 Public key:(e, n)
 Private key: (d, n)
 m=cd mod n
 RSA
 RSA security is based on the strength of Discrete Logarithm problem
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ITEC4621 Network Security 23
 RSA Algorithm
 1. Select p, q, where p and q are large prime numbers2. Calculate n = p x q3. Calculate (n) = (p-1)(q-1)4. Select integer e, gcd((n), e) = 1, where 1 < e < (n)5. Compute d, where (e x d) mod (n) =16. Public key -> (e, n) publicly known7. Private key -> (d, n) kept secret
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ITEC4621 Network Security 24
 Encryption and Decryption
 Plaintext M, where M < n C = ciphertext Encryption
 C = Me mod n Decryption
 M = Cd mod n
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ITEC4621 Network Security 25
 Requirements for RSA
 Possible to find e, d, n such that Med = M mod n, for all M < n.
 Easy to compute Me and Cd for all values of M < n. Infeasible to compute d given e and n.
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 Bob: Chooses 2 primes: p=5, q=11
 multiplies p and q: n = pq = 55calculate (n) = (p-1)(q-1) = 40
 Finds two numbers e=3 & d=27 which satisfy(3 x 27) mod 40 = 1
 Bob’s public key is (3, 55) Bob’s private key is (27,55)
 RSA Example
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ITEC4621 Network Security 27
 Alice has a message M=13 to be sent to Bob: Find out Bob’s public key (3, 55) from Certificate Authority
 (discussed later), newspaper, Bob’s webpage, etc. Calculate C:
 C = Me (mod n) = 133 (mod 55) = 2197 (mod 55) = 52
 Send the ciphertext C = 52 to Bob
 RSA Example (cont.)
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ITEC4621 Network Security 28
 Bob: Receive C = 52 from Alice Use his matching private key d = 27 to calculate M:
 M = 5227 (mod 55) = 13 (Alice’s message)
 RSA Example (cont.)
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ITEC4621 Network Security 29
 p and q must be large primes The message M has to be an integer between the range
 [1, n). To encrypt long messages we can use modes of operation
 as for block private key ciphers.
 Remarks on RSA
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 Limitations of Symmetric Cryptosystems Public-key Cryptography RSA Digital Signature Key Management Diffie-Hellman Key Exchange
 Outline
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ITEC4621 Network Security 31
 Social & business activities and their associated documents are becoming digital digital conferences digital contract signing digital cash payments, ......
 Hand-written signatures are not applicable to digital data
 The Need of Digital Signature
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 Public Key Directory (Yellow/White Pages)
 Bob:
 E
 Network
 Plain Text
 Plain Text
 Alice
 Private Key
 +
 Bob
 Signature
 Accept if equal
 D
 Signature
 ?
 Public Key
 Digital Signature
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ITEC4621 Network Security 33
 Public Key Directory (Yellow/White Pages)
 Bob: (e, n)
 Network
 Plain Text
 Plain Text
 Alice
 Private key (d, n)
 +
 Bob
 Signature
 Accept if equal
 Signature
 ?
 Public Key (e, n)
 s =md mod n
 t =se mod n
 RSA-based Digital Signature
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 Alice: Choose 2 primes:p = 5, q = 11
 multiplies p and q: n = p x q = 55 Finds two numbers e = 3 & d = 27 which satisfy
 (3 x 27) mod 40 = 1 Alice’s public key : (3, 55) Alice’s secret key: (27,55)
 RSA Signature Example
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ITEC4621 Network Security 35
 Alice has a document m = 19 to sign: Uses her private key d = 27 to calculate the digital
 signature of m = 19:s = md (mod n) = 1927 (mod 55) = 24
 Appends 24 to 19. Now (m, s) = (19, 24) indicates that the doc is 19, and Alice’s signature on the doc is 24.
 RSA Signature Example (cont.)
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ITEC4621 Network Security 36
 Bob, a verifier: Receive a pair (m,s)=(19, 24) Look up the phone book and finds Alice’s public key (e,
 n) = (3, 55) Calculate t = se (mod n)
 = 243 (mod 55) = 19
 Check if t = m Confirm that (19, 24) is a genuinely signed document of
 Alice if t = m.
 RSA Signature Example (cont’d)
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 In the previous example, a document has to be an integer in [0,...,n)
 To sign a very long document, we need a so called “one-way hash algorithm”
 Instead of signing directly on a doc, we hash the doc first, and sign the hashed data which is normally short (hundreds of bits long).
 How about Long Documents ?
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ITEC4621 Network Security 38
 A one-way hash algorithm hashes an input document into a condensed short output (say of 1xx bits) Denoting a one-way hash algorithm (or function) by h(.), we have:
 Input: m - a binary string of any length Output: h(m) - a binary string of L bits, called the “hash of m under H”. The output length parameter L is fixed for a given one-way hash function
 H, Examples
 MD5 algorithm has L = 128 bits SHA-1 algorithm has L = 160 bits
 One-Way Hash Algorithm
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ITEC4621 Network Security 39
 Properties of Hash Function
 H produces a fixed-length output h(x) from arbitrary length of input x. Easy (and fast) to compute h(x) from given x Computationally infeasible to compute x from given h(x) -> “one-way
 property” For any given x, it is computationally infeasible to find y, y ≠ x, that
 h(y) = h(x) -> “weak collision resistance” Computationally infeasible to find a pair of (x, y) such that h(x) = h(y)
 -> “strong collision resistance”.
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 Public Key Directory (Yellow/White Pages)
 Bob:
 Network
 Plain Text
 Plain Text
 H
 100 bits
 Alice
 Private Key
 +
 H 100 bits
 Bob
 Signature
 Accept if equal1-way hash
 100 bits
 Signature
 ?
 Public Key
 Digital Signature
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ITEC4621 Network Security 41
 Unforgeable takes 1 billion years to forge !
 Un-deniable by the signatory Universally verifiable Differs from doc to doc Easily implementable by
 software or hardware or software + hardware
 Why Digital Signature ?
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ITEC4621 Network Security 42
 Limitations of Symmetric Cryptosystems Public-key Cryptography RSA Digital Signature Key Management Diffie-Hellman Key Exchange
 Outline
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ITEC4621 Network Security 43
 Why Key Management?
 Distribution of public keys The use of public-key encryption to distribute
 secret keys
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ITEC4621 Network Security 44
 Distribution of Public Keys
 4 general schemes of distributing public keys:
 Public Announcement Publicly Available Directory Public-key Authority Public-key Certificates
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ITEC4621 Network Security 45
 Public Announcement
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ITEC4621 Network Security 46
 Public Announcement (cont.)
 users distribute public keys to recipients or broadcast to community at large eg. append PGP keys to email messages or post to news
 groups or email list Broadcast the key to community -> discussion board or
 newsgroup major weakness is forgery
 anyone can create a key claiming to be someone else and broadcast it
 until forgery is discovered can masquerade as claimed user
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ITEC4621 Network Security 47
 Publicly Available Directory
 can obtain greater security by registering keys with a public directory
 directory must be trusted with properties: contains {name, public-key} entries participants register securely with directory participants can replace key at any time directory is periodically published directory can be accessed electronically
 still vulnerable to tampering or forgery Central point for attacks to the private key of the third
 party.
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ITEC4621 Network Security 48
 Publicly Available Directory (cont.)

Page 49
                        

ITEC4621 Network Security 49
 Public-key Authority
 improve security by tightening control over distribution of keys from directory
 has properties of directory and requires users to know public key for the directory then users interact with directory to obtain any desired
 public key securely does require real-time access to directory when keys are
 needed
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ITEC4621 Network Security 50
 Public-key Authority (cont.)
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ITEC4621 Network Security 51
 Public-key Certificates
 Used to identify parties without contacting a public-key authority
 Requirements Anyone can read a certificate to determine the name and
 public key of the certificate’s owner. Anyone can verify the certificate. Only the certificate authority (CA) can create and update
 certificates
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ITEC4621 Network Security 52
 Public-key Certificates (cont.)
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ITEC4621 Network Security 53
 X.509 Authentication Service
 X.509 is a framework for provision of authentication services by X.500 directory to its users.
 X.500 is directory service a server or a set of servers that maintains database of information about users.
 X.509 defines certificate format for a variety of applications e.g. S/MIME (email security), IP Security, SSL/TLS and SET (transport-layer security)
 X.509 is based on public-key cryptography
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ITEC4621 Network Security 54
 Digital (or Public-key) Certificates User certificates are created by some trusted certification authority
 (CA) and placed in CA’s directory. Defining a certificate:
 CA<<A>> = CA{V, SN, AI, CA, TA, A, Ap}
 WhereY<<X>> = the certificate of user X issued by YY{I} = the signing of I by Y. It consists of I with an encrypted hashed of I
 appended
 version
 Serial no.
 Sig algo Identifier
 CA’s name
 Validity period
 Cert holder’s name
 Algo & parameters
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ITEC4621 Network Security 55
 X.509 Certificate Formats
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X.509 Certificate Formats (cont.)
 ITEC4621 Network Security 56
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ITEC4621 Network Security 57
 Obtaining a User’s Certificate
 Certificates have the following characteristics: Any user who has CA’s public key can recover a user’s certified
 public key No party other than CA can modify certificates without being
 detected Basically, user can transmit his/her certificate directly to
 others or place the certificate in a public directory
 In a large community, users may use different CAs. User A (not trust CA named X) can obtain B’s certificate
 (issued by X) but cannot verify it. X needs to convince A about B’s certificate.

Page 58
                        

ITEC4621 Network Security 58
 Obtaining User’s Public Key from Different CA
 Users A and B obtains certificates certA and certB from CA X1 and CA X2, respectively.
 X1 and X2 securely exchange their public keys
 1. A obtains certX2 signed by X1. So A can verify X2’s public key from X1’s signature.
 2. A then obtains certB signed by X2. A then can verify certB by using X2’s public key.
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ITEC4621 Network Security 59
 Digital Certificates
 certB and certA are written as follows:
 X1<<X2>> X2<<B>>
 X2<<X1>> X1<<A>> In general, a chain of certs can be represented as follows:
 X1<<X2>> X2<<X3>> … XN<<B>> X.509 suggests that CAs should be arranged in a hierarchy
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ITEC4621 Network Security 60
 X.509 Hierarchy
 Forward certs
 Reverse certs
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ITEC4621 Network Security 61
 X.509 Hierarchy (cont.)
 Each CA (E.g. X) includes two types of certificates: Forward certificates: X’s certificate issued by other CAs Reverse certificates: other (CAs or users) certificates issued by X
 A acquires certB in the following format:X<<W>> W<<V>> V<<Y>> Y<<Z>> Z<<B>>
 B acquires certA as follows:Z<<Y>> Y<<V>> V<<W>> W<<X>> X<<A>>

Page 62
                        

ITEC4621 Network Security 62
 Certificate Revocation
 A new certificate will be issued from the following reasons: Before expiry date User’s private key is compromised User is no longer certified by this CA CA’s certificate is compromised
 Each CA maintain a list of revoked certs, but not expired called certificate revocation list (CRL) and post the CRL on the directory.
 CRL is signed by the issuer (CA) When a user receives a cert, he/she must check with CRL.
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ITEC4621 Network Security
 Certificate Revocation List
 63
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ITEC4621 Network Security 64
 Simple Secret Key Distribution proposed by Merkle in 1979
 A generates a new temporary public key pair A sends B the public key and their identity B generates a session key K sends it to A encrypted using the
 supplied public key A decrypts the session key and both use
 problem is that an opponent can intercept and impersonate both halves of protocol
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ITEC4621 Network Security 65
 Man-in-the-middle Attack
 A -> C(B) : PubA, IDA
 C(A) -> B: PubC, IDA
 B -> C(A): PubB, IDB
 C(B) -> A: PubC, IDB
 A -> C(B): {M1}PubC(B)
 Carol decrypts M1 and sends Bob
 C -> B: {M1}PubB
 B -> C(A): {M2}PubC(A)
 Carol decrypts M2 and sends Bob
 C(B) -> A: {M2}PubA
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ITEC4621 Network Security 66
 Simple Secret Key Distribution Using Public Keys
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ITEC4621 Network Security 67
 Key Distribution with Confidentiality and Authentication
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 Limitations of Symmetric Cryptosystems Public-key Cryptography RSA Digital Signature Key Management Diffie-Hellman Key Exchange
 Outline
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 Diffie-Hellman Key Exchange Alice and Bob agree on a LARGE prime q, and , where is a
 primitive root of q Primitive Root:
 If is a primitive root of q, then mod q, 2 mod q,…, n-1 mod qare distinct and consist of the integers from 1 through q-1 in some permutation
 For any integer b and a primitive root of prime number q, one can find a unique exponent i such that:
 b = i mod q , where 0 ≤ i ≤ (q-1) and q do not have to be secrets and q can be common among a group of users
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ITEC4621 Network Security 70
 Diffie-Hellman (cont.)
 1. Alice choose a random large integer Xa (private key), Xa < q, and sends Bob her public key Ya, q
 Ya = Xa mod q2. Bob chooses a random large integer Xb (private key), Xb < q, and
 sends Alice his public key Yb, qYb = Xb mod q
 3. Alice computes k = YbXa mod q4. Bob computes k’ = YaXb mod q
 k = k’ No one listening on the channel can compute that value -> only
 know q, , Ya, and Yb.
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ITEC4621 Network Security 71
 Proof
 K = YbXa mod q= (Xb mod q)Xa mod q= (Xb)Xa mod q= (Xa)Xb mod q= (Xa mod q)Xb mod q= YaXb mod q
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ITEC4621 Network Security 72
 Example
 Ex: q = 97, =5, Xa =36, Xb=58Compute public keys:
 Ya = 536 mod 97 = 50Yb = 558 mod 97 = 44
 After exchanging public keys, compute secret key K:K = (Yb)Xa mod 97 = 4436 mod 97 = 75K = (Ya)Xb mod 97 = 5058 mod 97 = 75
 Attacker cannot compute 75 from knowing {50, 44}
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 Remarks on Diffie-Hellman
 The choice of q and impacts the security of the system. The number (q-1)/2 should also be prime.
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ITEC4621 Network Security 74
 Station-to-station Protocol
 1. Alice generates a random YA and sends it to Bob2. Bob generates a random YB, computes k (using DH) based
 on YA and YB. Bob signs YA and YB and encrypts the signature using k (Alice and Bob has private/public keys). Then send the message along with YB to Alice
 YB, {{YA, YB}PriB}k
 3. Alice computes k and decrypt {YA, YB}PriB. Then Alice verifies Bob’s signature using Bob’s public key.
 4. Alice and Bob can use k as an encrypting key for communications
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Station-to-station Protocol
 Alice Bob
 Gen XA, YA -----------YA------------------->
 Gen XB, YB, compute k
 <---- YB, {{YA, YB}PriB}k -----Compute k
 ITEC4621 Network Security 75
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Questions?
 Next weekMessage Authentication
 and Hash Functions

Page 77
                        

Quiz#1
 1. Show that Diffie-Hellman Key Exchange is vulnerable to Main-in-the-middle attack
 2. Symmetric cryptography provides lower security than public-key cryptography. Should it be replaced by the public-key crypto? Explain
 ITEC4621 Network Security 77
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