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Key Management
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 CS 6262Spring 2009
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Key Management
 • public-key encryption helps address key distribution problems
 • have two aspects of this:– distribution of public keys– use of public-key encryption to distribute secret keys
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Distribution of Public Keys
 • can be considered as using one of:– public announcement– publicly available directory– public-key authority– public-key certificates
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Public Announcement
 • Users distribute public keys to recipients or broadcast to community at large– eg. append PGP keys to email messages or post to
 news groups or email list
 • Major weakness is forgery– anyone can create a key claiming to be someone else
 and broadcast it– until forgery is discovered can masquerade as
 claimed user
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Publicly Available Directory
 • Can obtain greater security by registering keys with a public directory
 • Directory must be trusted with properties:– contains {name,public-key} entries– participants register securely with directory– participants can replace key at any time– directory is periodically published– directory can be accessed electronically
 • Still vulnerable to tampering or forgery
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Public-Key Authority
 • Improve security by tightening control over distribution of keys from directory– has properties of directory– requires users to know public key for the directory
 • Users interact with directory to obtain any desired public key securely– does require real-time access to directory when keys
 are needed
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Public-Key Authority
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Public-Key Certificates
 • Certificates allow key exchange without real-time access to public-key authority
 • A certificate binds identity to public key – usually with other info such as period of validity, rights
 of use etc– with all contents signed by a trusted Public-Key or
 Certificate Authority (CA)– can be verified by anyone who knows the public-key
 authorities public-key
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Public-Key Certificates
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Public-Key Distribution of Secret Keys
 • Use previous methods to obtain public-key– can use for secrecy or authentication– but public-key algorithms are slow
 • Want to use private-key encryption to protect message contents– hence need a session key– have several alternatives for negotiating a suitable
 session
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Simple Secret Key Distribution
 • Proposed by Merkle in 1979– A generates a new temporary public key pair– A sends B the public key and their identity– B generates a session key K sends it to A encrypted
 using the supplied public key– A decrypts the session key and both use
 • Problem: an opponent can intercept and impersonate both halves of protocol
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Public-Key Distribution of Secret Keys
 • if have securely exchanged public-keys:
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Hybrid Key Distribution
 • Retain use of private-key KDC– shares secret master key with each user– distributes session key using master key
 • Public-key used to distribute master keys– especially useful with widely distributed users
 • Rationale– performance– backward compatibility

Page 14
                        

Elliptic Curve Cryptography
 • majority of public-key crypto (RSA, D-H) use either integer or polynomial arithmetic with very large numbers/polynomials
 • imposes a significant load in storing and processing keys and messages
 • an alternative is to use elliptic curves• offers same security with smaller bit sizes• newer, but not as well analysed
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Real Elliptic Curves
 • an elliptic curve is defined by an equation in two variables x & y, with coefficients
 • consider a cubic elliptic curve of form– y2 = x3 + ax + b– where x,y,a,b are all real numbers– also define zero point O
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Real Elliptic Curve Example
 have addition operation for elliptic curvegeometrically sum of Q+R is reflection of intersection R
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Finite Elliptic Curves
 • Elliptic curve cryptography uses curves whose variables & coefficients are finite
 • Have two families commonly used– prime curves Ep(a,b) defined over Zp
 • use integers modulo a prime• best in software
 – binary curves E2m(a,b) defined over GF(2n)
 • use polynomials with binary coefficients• best in hardware
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Elliptic Curve Cryptography
 • ECC addition is analog of modulo multiply• ECC repeated addition is analog of modulo
 exponentiation• need “hard” problem equiv to discrete log
 – Q=kP, where Q,P belong to a prime curve– is “easy” to compute Q given k,P– but “hard” to find k given Q,P– known as the elliptic curve logarithm problem
 • Certicom example: E23(9,17)
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ECC Diffie-Hellman
 • can do key exchange analogous to D-H• users select a suitable curve Ep(a,b) • select base point G=(x1,y1)
 – with large order n s.t. nG=O
 • A & B select private keys nA<n, nB<n• compute public keys: PA=nAG, PB=nBG• compute shared key: K=nAPB, K=nBPA
 – same since K=nAnBG
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ECC Security
 • relies on elliptic curve logarithm problem• fastest method is “Pollard rho method”• compared to factoring, can use much smaller
 key sizes than with RSA etc• for equivalent key lengths computations are
 roughly equivalent• hence for similar security ECC offers significant
 computational advantages
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Comparable Key Sizes for Equivalent Security
 Symmetric scheme
 (key size in bits)
 ECC-based scheme
 (size of n in bits)
 RSA/DSA
 (modulus size in bits)
 56 112 512
 80 160 1024
 112 224 2048
 128 256 3072
 192 384 7680
 256 512 15360
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Summary
 • have considered:– distribution of public keys– public-key distribution of secret keys– Elliptic Curve cryptography
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SFS
 • Self-certifying File System (SFS)• Secure, non-centralized, simple access• Portable across administration realms• Independent of key management• Use encryption over wire• Replace system-specific identifiers with secure
 tokens (SPR, file handles)• Implemented on NFS
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Internet-scale File Distribution
 • Access files from any client
 • Consistent file names across all clients
 • Simplify access to file stores
 • Localize administration
 • Simplify authentication across realms
 • Trust servers and clients
 • Assume hostile network in between
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How It Works
 sfscd – client daemon
 server mappings
 nfsmountRRW
 sfssd – server daemon
 NFS
 CLIENT
 FILE SERVER
 nfsmountRRW
 sfsclient – client terminals
 sfsagents – file protocols
 Modular set of client/server tools to access files in NFS using SUN RPC
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Self-Certifying Pathnames
 • Public certificate key • Location of server (DNS/IP)• Root directory is always /sfs• Use symbolic links to chain file servers
 /sfs/LOCATION:HOSTID/
 LOCATION IP address or DNS of file server
 HOSTID SHA-1(“HostInfo”, Location, PublicKey)
 e.g.,
 /sfs/sfs.mit.edu:bzcc5hder7cuc86kf6qswyx6yuemnw69
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Authentication PKI
 sfscd – client daemon
 server mappings
 sfsagent
 authserv – authenticate
 Local Database
 CLIENT
 FILE SERVER
 sfsagent
 sfsclient – client terminals
 Remote Database PUBLIC CERTS
 Private certificate is stored in memory in sfsagent
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Authentication SPR
 sfscd – client daemon
 server mappings
 sfsagent
 authserv – authenticate
 Local Database
 CLIENT
 FILE SERVER
 sfsagent
 sfsclient – client terminals
 OWNER SERVER
 sfskey
 sfsagent
 authserv – authenticate
 Owner Database
 Generate certificate-based authentication from weak passwords using SPR
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Conclusions
 • Global key management is infeasible• If you use certificates, then you can't avoid key
 management• Cryptography gives good end-point security
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