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I N D E X
 443
 Note: Letters following numbers: t = table; f = figure
 � AACLs (Access Control Lists)
 .NET security, 208
 .NET security model, 195Active Directory, security configuration,
 196AddAssembly method, Evidence class,
 261AddHost method, Evidence class, 260,
 261AddObject method, SignedXML class,
 183AddReference method, SignedXML
 class, 183Adleman, Len, RSA asymmetric algo-
 rithm origin, 53, 108AES (Advanced Encryption Standard),
 cryptographic standards, 26, 50AgreementMethod element, 158Al.exe (Assembly Linker utility),
 263–264Algorithms. See also Cryptographic algo-
 rithmsbreaks, 24secret keys versus secret algorithms,
 25–26<allow> element, <authorization> sec-
 tion, configuration file, 337tallowOverride attribute, 305Anonymity, important security concept,
 63ANSI X9.32 standard. See DES ( (Data
 Encryption Standard))ANSI X9.52 standard. See Triple DES
 (Data Encryption Standard)AppendChild method
 XmlDocument class, 163XmlElement class, 164
 Application-level Web services security, 342
 Arithmeticarbitrary precision, 47cryptographic mathematics books,
 408–409discrete logarithm problems, 144–146GnuMP math library, 47group theory, 142–143modular arithmetic, 387–388multiprecision, lack of support, 47
 .asmx and .asmx.cs file extensions, 420ASP.NET, and IIS, 301ASP.NET authentication
 definition, 302Forms authentication, 303, 309,
 312–322<mode> attribute of the <authenti-
 cation> element, 303None authentication setting, 303–304Passport authentication, 303–304, 309,
 325–333Windows authentication, 303–304,
 309, 333–336ASP.NET authorization
 FileAuthorizationModule, 336–337FileAuthorizationModule, defini-
 tion, 302UrlAuthorizationModule, 337–339
 ASP.NET configurationbasics, 305–306benefits, 305–306.config file extension, 304file locations, 306thierarchy, 306–312locking settings, 304Machine.config file, 304–309, 307fWeb.config file, 304, 305, 306–309
 ASP.NET impersonationbasics, 339definition, 303
 ASP.NET Web services, 417
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444 I n d e x
 Assembliesconstructing in Web services, 435signing, 263–264trustworthiness, 233–234
 Assembly Linker utility (Al.exe), 263–264
 Assert method, classesCodeAccessPermission, 273PInvoke, 235PrincipalPermission, 203
 Asymmetric cryptographyadvantages, 106–107background, 102basics, 51–54, 102–103, 103fCAs (certificate authorities), 102,
 124–125classes, 54combination lock analogy, 104combining with symmetric algorithms,
 107–108digital certificates, 124–125digital signatures, process, 135–137,
 135fdigital signatures, verification, 136fDSA algorithm, 108DSA algorithm, digital signatures, 141ECC algorithm, 108ElGamal algorithm, 108RSA algorithm, 58–59, 108RSA algorithm, digital signatures,
 137–141RSA algorithm, example, 111–113RSA algorithm, provability issues,
 113–114RSA algorithm, underpinnings,
 109–111trapdoor one-way functions, 105–106
 Asymmetric cryptography, .NET pro-gramming
 DSAAlgorithm example, 148–152DSACryptoServiceProvider class,
 115HashAlgorithm class, abstract
 classes, 129–134HashAlgorithm class, basics,
 131–132
 HashAlgorithm class, hierarchy, 130fOIDs (Object Identifiers), 134–135,
 134tPublicPrivateKey.xml and Public-
 OnlyKey.xml files, 121RSAAlgorithm class, 114–115RSAAlgorithm class, hierarchy, 115fRSAAlgorithm example, 115–120RSACryptoServiceProvider class,
 115SavedKeysAsXml example, 120–123,
 124fAsymmetric keys, XML encryption,
 166–167AsymmetricAlgorithm class, 80
 hierarchy, 147–148, 147fAttackerInsertedCode function,
 381–385, 384fAttacks/Attackers, 24f, 60–61
 Babbage’s attacks on Vegenère cipher, 39–40
 birthday attacks, 133brute-force attack work factors, 45–47brute-force searches, 0brute-force searches on Caesar
 ciphers, 29–32CAS, reasons needed, 229–233definition, 23–24frequency-analysis attacks on simple
 substitution ciphers, 35luring attacks, 234, 238–239
 AttemptCodeAsUser method, Gener-icPrincipal class, 215–216
 AttributeUsage attribute, UrlIdentity-PermissionAttribute class, 285
 Authenticate method, FormsAuthen-tication class, 323
 Authenticateclient.aspx file, 352, 353, 354f
 Authenticationcredentials, 226–227definition, 18encrypted hash algorithms, 93–96important security concept, 6, 63user-based security, 194–195Web services security, 342t
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I n d e x 445
 Authentication, ASP.NETdefinition, 302Forms authentication, 303, 309,
 312–322<mode> attribute of the <authenti-
 cation> element, 303None authentication setting, 303–304Passport authentication, 303–304, 309,
 325–333Windows authentication, 303–304,
 309, 333–336Authentication, Web services
 HTTP Basic, 347–348HTTP client certificates, 348, 350HTTP Digest, 348HTTP Integrated Windows, 348proxy creation with VS.NET, 352, 353fSOAP message architecture, 350–352,
 350f<authentication> section, Web.config
 file, 313–314AuthenticationType property
 FormsIdentity class, 325IIdentity interface, 208WindowsIdentity class, 211–212
 Authorization<authorization> section,
 Web.config file, 313–314definition, 18important security concept, 63user-based security, 194–195Web services security, 342t
 Authorization, ASP.NETFileAuthorizationModule, 336–337FileAuthorizationModule, defini-
 tion, 302UrlAuthorizationModule, 337–339
 � BBabbage, Charles
 Babbage’s attack on Vegenère cipher, 39–40
 biographical information, 37Begin asynchronous method, 437–440Bellare, Mihir, OAEP origin, 115
 BigIntegerFun (C# code example), 47BigRSA example, 109, 388–391Birthday attacks, 133Block symmetric algorithms
 definition, 66DES, 68–69
 BlockSize property, SymmetricAlgo-rithm class, 82
 Breaks in algorithm, 24Brute-force attacks, 61
 work factor, 45–47Brute-force searches
 birthday attacks, 133Caesar ciphers, 29–32
 BufferResponse property, WebMethodAttribute class, 429, 430
 � CCacheDuration property, WebMethod-
 Attribute class, 429, 432Caesar cipher, 26–29, 27f
 brute-force searches, 29–32CaesarCipher code example, 28–29CaesarCipherBruteForceAttack code
 example, 29–32CanonicalizationMethod element, 180CAs (certificate authorities), 102,
 124–125CAS (Code Access Security)
 assemblies, trustworthiness, 233–234basics, 237–238Caspol.exe command-line utility,
 240, 256–257configuring, 14cryptographic protocols, 60declarative, DeclarativeCAS exam-
 ple, 287declarative, SecurityAction class,
 286declarative, UrlIdentityPermission-
 Attribute class, 285–286declarative CAS, square bracket syntax
 use, 284–285flexible security, 238
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446 I n d e x
 imperative CAS, Evidence class, 258–263
 imperative CAS, ImperativeCAS example, 268–271
 imperative CAS, versus declarative CAS, 257
 imperative CAS, WalkingThruEvi-dence example, 263–266
 imperative CAS, WalkingThruEvi-dence example, via IIS, 266–268
 luring attacks, 238–239managed code, denying and demand-
 ing permissions, 237managed code, type-safe, 236–237managed code, type-safe, and CLR,
 235Microsoft Intermediate Language, 236.NET Framework Configuration tool,
 240–245.NET programming, 19permissions, CodeAccessPermis-
 sion class, 273–276permissions, CodeAccessPermission-
 derived classes (list), 272–273permissions, FileIOPermission
 example, 281–283permissions, new permissions set,
 253–256permissions, requests, 287–289permissions, sets, 289–295, 291fpermissions, sets, in configuration
 files, 296–300permissions, UrlIdentityPermis-
 sion class, 276–281PInvoke example, 245–252reasons needed, 229–230risks, range of risks, 231–233risks, unmanaged code, 234–235risks, versus costs, 230–231security policy management, 239–240stack walking, 238–239
 Caspol.exe command-line utility, 240, 256
 command-line options, 257tCBC (Cipher Block Chaining) DES oper-
 ation mode, 69–70, 72–74, 73f
 Certificate authorities (CAs), 102, 124–125
 Certificates, X.509 standard, 50Certification, important security concept,
 63CFB (Cipher Feedback) DES operation
 mode, 69–70, 74–76, 75fCipher Block Chaining (CBC) DES oper-
 ation mode, 69–70, 72–74, 73fCipher Text Stealing (CTS) DES opera-
 tion mode, 69–70<CipherData> element, 158, 359CipherMode class, System.Secu-
 rity.Cryptography namespace, 69–71
 CipherReference element, 158Ciphers. See also Classical ciphers
 definition, 22modern ciphers, 49Navajo code talkers, 31
 Ciphertext, 24fattacks, chosen ciphertext, 60attacks, ciphertext-only, 60definition, 22, 24
 CipherValue element, 158Classes (.NET)
 cryptography and security capabilities, 8
 cryptography programming, 17–18Classical ciphers. See also Ciphers
 Caesar cipher, 26–29, 27fOTP (One-Time Pad) cipher, 40–45Shift cipher, 28simple substitution ciphers, 27f,
 32–35, 36fVegenère cipher, 35–40, 38f
 Clear method, SymmetricAlgorithm class, 83
 CLR (Common Language Runtime)managed code, 235and .NET Framework, 14–17
 Code access security. See CAS (Code Access Security)
 Code Access Security (CAS)assemblies, trustworthiness, 233–234basics, 237–238
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I n d e x 447
 Caspol.exe command-line utility, 240, 256–257
 configuring, 14cryptographic protocols, 60declarative, DeclarativeCAS exam-
 ple, 287declarative, SecurityAction class, 286declarative, UrlIdentityPermission-
 Attribute class, 285–286declarative CAS, square bracket syntax
 use, 284–285flexible security, 238imperative CAS, Evidence class,
 258–263imperative CAS, ImperativeCAS
 example, 268–271imperative CAS, versus declarative
 CAS, 257imperative CAS, WalkingThruEvi-
 dence example, 263–266imperative CAS, WalkingThruEvi-
 dence example, via IIS, 266–268luring attacks, 238–239managed code, denying and demand-
 ing permissions, 237managed code, type-safe, 236–237managed code, type-safe, and CLR, 235Microsoft Intermediate Language, 236.NET Framework Configuration tool,
 240–245.NET programming, 19permissions, CodeAccessPermis-
 sion class, 273–276permissions, CodeAccessPermis-
 sion-derived classes (list), 272–273
 permissions, FileIOPermission example, 281–283
 permissions, new permissions set, 253–256
 permissions, requests, 287–289permissions, sets, 289–295, 291fpermissions, sets, in configuration
 files, 296–300permissions, UrlIdentityPermis-
 sion class, 276–281
 PInvoke example, 245–252reasons needed, 229–230risks, range of risks, 231–233risks, unmanaged code, 234–235risks, versus costs, 230–231security policy management, 239–240stack walking, 238–239
 Code Groups subnode, under Runtime Security Policy subnodes, 240–245, 243–244f, 245t, 246f, 248f–252f
 Code Red II Worm, 231CodeAccessPermission class, 273–276CodeAccessPermission-derived
 classes, 195, 272–273permissions, 202
 Common Language Runtime (CLR)managed code, 235and .NET Framework, 14–17
 Common Type System (CTS), data types and managed code, 16–17
 ComputeHash method, SHA1 class, 134
 ComputeSignature method, SignedXML class, 184
 Concatenate.asmx and Concate-nate.asmx.cs Web services, 420–423, 421f–422f
 testing, 423–425, 424f–4252fWSDL service descriptions, 425–426,
 425f–426fConfidentiality
 asymmetric cryptography, 104important security concept, 62
 .config file extension, 304<configuration> and </configura-
 tion> root tags, ASP.NET, 303ConfiguredFileIOPermission exam-
 ple, 296–300Convert class, 165Convert.exe utility, 198–199CookiePath property, FormsAuthenti-
 cationTicket class, 324Copy method
 CodeAccessPermission class, 273, 275
 IPermission interface, 203, 204, 207
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 CopyTo method, Evidence class, 259, 261
 Count property, Evidence class, 259–260
 CrackRSAWorkFactorDemo example, 391–394, 392f
 Create method, classesRNGCryptoServiceProvider, 56–57SymmetricAlgorithm, 83
 Create New Code Group wizard, 248, 250, 256
 Create Permission Set wizard, 253CreateAttribute method, XmlDocu-
 ment class, 163CreateDecrypt method, SymmetricAl-
 gorithm class, 83CreateEncrypt method, SymmetricAl-
 gorithm class, 83CreateSignature method, DSACryp-
 toServiceProvider class, 148CredentialCache class, 227Credentials, 226–227
 storing in databases, ASP.NET, 319–322
 storing in Web.config file, ASP.NET, 313–316
 storing in XML file, ASP.NET, 317–319<credentials> element, attributes, 311,
 311tCryptanalysis, 24
 birth of digital computers, 50Cryptographers, definition, 24Cryptographic algorithms
 hash algorithms, 57–58overview, 54PRNGs, 55–56PRNGs, and .NET Framework, 56–57
 Cryptographic attacks. See Attacks/attackers
 Cryptographic protocols, 58–60Cryptographic terminology, 22–25CryptographicException class, 80,
 90–91Cryptography
 capabilities, 8classes, 17–18definition, 2, 24
 human interaction and trust issues, 61–62
 .NET Framework, 49–50reasons for importance, 6–7resources, books, 407–410resources, news groups, 410–411resources, Web sites, 411–412risks, and benefits, 62secret algorithms versus secret keys,
 25–26shortcomings, 9–12standards, 26, 50
 CryptoStream class, 80, 88–90CspParameters class, 80, 167CTS (Cipher Text Stealing) DES opera-
 tion mode, 69–70CTS (Common Type System), data types
 and managed code, 16–17CurrentPrincipal property, Thread
 class, 213CustomLogon method, GenericPrin-
 cipal class, 214Cygwin (Red Hat)
 installing, 395–401, 396f–401ftesting installation, 401–403
 � DData Encryption Standard (DES), 52f,
 58–59, 69fbackground, 50–51basics, 67–68cryptographic standards, 26, 50operation modes, basics, 67–71operation modes, CBC, 72–74, 73foperation modes, CFB, 74–76, 75foperation modes, ECB, 71–72, 72foperation modes, OFB, 74–76, 77f, 90f
 Data property, DataObject class, 183Data protection and privacy, Web ser-
 vices security, 342t, 358Data types, safety of managed code,
 16–17Databases, storing credentials, 319–322DataObject class
 methods, 183–184properties, 183
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I n d e x 449
 <DataReference> element, 370DBDataPermission class, 272
 IPermission inheritance hierarchy, 205f
 Declarative approach, user-based secu-rity, 224–226
 DeclarativeCAS example, 287DeclarativeUserBasedSecurity exam-
 ple, 224–226Decrypt method, 116–120
 FormsAuthentication class, 323RSACryptoServiceProvider class,
 164–165DecryptedCreditInfo.xml file, 178Decryption, definition, 23–24default.aspx file, ASP.NET, 313,
 315–316, 316fDefinition, 19Demand method
 CodeAccessPermission class, 273–274, 278
 IPermission interface, 203, 204, 207, 237
 <deny> element, <authorization> sec-tion, configuration file, 337t
 Deny methodCodeAccessPermission class, 274PInvoke class, 235, 237PrincipalPermission class, 203
 3DES. See Triple DES (Data Encryption Standard)
 DES class, System.Security.Cryptog-raphy namespace, 51, 81
 weak keys, 90–91DES (Data Encryption Standard), 52f,
 58–59, 69fbackground, 50–51basics, 67–68cryptographic standards, 26, 50operation modes, basics, 67–71operation modes, CBC, 72–74, 73foperation modes, CFB, 74–76, 75foperation modes, ECB, 71–72, 72foperation modes, OFB, 74–76, 77f, 90f
 Description propertyWebMethodAttribute class, 429, 430WebServiceAttribute class, 428t
 DESCryptoServiceProvider class, 84Detached XML Signatures, 356Differential cryptanalysis attacks, 61Diffie, Whitfield, origin of asymmetric
 cryptography, 52, 102Diffie-Hellman key agreement protocol,
 60Digital certificates, 124–125Digital Signature Algorithm (DSA), 108.
 See also Digital signaturescombining asymmetric and symmetric
 algorithms, 107cryptographic standards, 26, 50digital certificates, 141discrete logarithm problems, 144–146process, 146–147
 Digital Signature Standard (DSS), 137, 141
 Digital signatures. See also DSA (Digital Signature Algorithm); RSA (Rivest, Shamir, and Adleman) asymmetric algorithm
 discrete logarithm problems, 144–146DSS (Digital Signature Standard), 137mathematical theory, group theory,
 142–143process, 135–137, 135fsigning assemblies, 263–264verification, 136fXML data, 50
 Discrete logarithm problems, DSA and RSA, 144–146
 DnsPermission class, 272DoFileIO method, FileIOPermission
 class, 281DoNotFileIO method, FileIOPermis-
 sion class, 281DSA class, System.Security.Crypto-
 graphy namespace, 54, 147fDSA (Digital Signature Algorithm), 108.
 See also Digital signaturescombining asymmetric and symmetric
 algorithms, 107cryptographic standards, 26, 50digital certificates, 141discrete logarithm problems, 144–146process, 146–147
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450 I n d e x
 DSAAlgorithm example, 148–152DSACryptoServiceProvider class, 115,
 147, 147fproperties and methods, 148
 Ds:KeyInfo element, 157Ds:KeyName element, 158Ds:RetrievalMethod element, 158DSS (Digital Signature Standard), 137,
 141
 � EEavesdroppers. See Attacks/AttackersECB (Electronic Codebook) DES opera-
 tion mode, 69–70, 71–72, 72fECC (Elliptic Curve Cryptography), 108
 asymmetric encryption algorithms, 53EFS (Encrypting File System), ciphertext,
 22Electronic Codebook (ECB) DES opera-
 tion mode, 69–70, 71–72ElGamal, Taher, ElGamal asymmetric
 encryption algorithms, 53, 108ElGamal asymmetric algorithms, 53, 108Elliptic Curve Cryptography (ECC), 108
 asymmetric encryption algorithms, 53EnableSession property, WebMethod-
 Attribute class, 429, 433Encrypt method, 115–120
 FormsAuthentication class, 323RSACryptoServiceProvider class,
 164–165EncryptDecrypt method, 43<EncryptedData> element, 157,
 358–359, 370<EncryptedData> element, super
 encryption, 360EncryptedHash example, 95–96EncryptedInvoice.xml file, 178<EncryptedKey> element, 157–158,
 358, 370super encryption, 360
 EncryptedMethod element, 157Encrypted File System (EFS), ciphertext,
 22
 Encrypted File System (EPS), security configuration, 197
 Encryption. See Asymmetric cryptogra-phy; Symmetric cryptography
 EncryptionProperties element, 158End asynchronous method, 437–441Enterprise subnode, Runtime Security
 Policy node, 240, 242tEnveloped AND enveloping XML Signa-
 tures, 356Enveloping XML Signatures, 356EnvelopingXmlSignature example,
 184–190EnvironmentPermission class, 272EPS (Encrypting File System), security
 configuration, 197Equals method, SymmetricAlgorithm
 class, 83Error property, PassportIdentity class,
 332Evidence-based security
 assembly evidence, 259definition, 19, 258Evidence class, 258–263host evidence, 259ImperativeCAS example, 268–271WalkingThruEvidence example,
 263–266WalkingThruEvidence example,
 accessing through ISS, 266–268Evidence class, 194
 basics, 258–259constructors, 259methods, 261properties, 259–260
 EvilClient programDeclarativeCAS example, 287ImperativeCAS example, 268–271UrlIdentityPermission example,
 278–281Expiration property, FormsAuthenti-
 cationTicket class, 324Expired property, FormsAuthentica-
 tionTicket class, 324ExportParameters class, 120–121
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 ExportParameters methodDSACryptoServiceProvider class, 148RSA and DSA classes, 166–167
 Extensible Markup Language. See XML (Extensible Markup Language)
 � FFeedbackSize property, SymmetricAl-
 gorithm class, 82Feistel, Horst, origin of DES, 50–51, 67FileDialogPermission class, 272FileIOPermission class, 204, 272
 IPermission inheritance hierarchy, 205f
 FileIOPermission example, 281–283Finger prints. See Hash algorithmsFirewalls, Web services security, 343–344Forms authentication, ASP.NET, 303, 309
 attributes, 309–311, 310tbasics, 312–313SQL injection, 321–322storing credentials in databases,
 319–322storing credentials in Web.config file,
 313–316storing credentials in XML file,
 316–319<forms> element, Web.config file,
 314FormsAuthentication classes, 322t
 methods, 315–316, 323t–324tproperties, 323t
 FormsAuthenticationEventArgs class, 322
 FormsAuthenticationModule class, 322
 FormsAuthenticationTicket class, 322properties, 324t
 FormsCookieName property, Forms-Authentication class, 323
 FormsCookiePath property, Forms-Authentication class, 323
 FormsIdentity class, 209, 322properties, 325t
 Frequency-analysis attacks, 35FromBase64String method, Convert
 class, 165FromBase64Transform class, 80FromXml method
 CodeAccessPermission class, 274PrincipalPermission class, 207
 FromXmlString methodDSACryptoServiceProvider class,
 148RSACryptoServiceProvider class,
 164–166
 � GGarbage collection, definition, 17GenerateIV method, SymmetricAlgo-
 rithm class, 83GenerateKey method, SymmetricAl-
 gorithm class, 83, 91GenericIdentity class, 209–210GenericPrincipal class, 214–216GetAnonymous method, Windows-
 Identity class, 212, 334GetAssemblyEnumerator method,
 Evidence class, 261GetAuthCookie method, FormsAu-
 thentication class, 323GetBytes method, RNGCryptoService-
 Provider class, 56–57GetComputerName Win32 API, 245GetCredential method, ICredentials
 interface, 227GetCurrent method, Windows-
 Identity class, 212, 334GetEnumerator method, Evidence
 class, 261GetFromNetworkServer property,
 PassportIdentity class, 332GetHashCode method
 Object class, 128SymmetricAlgorithm class, 83
 GetHostEnumerator method, Evi-dence class, 261
 GetLastError Win32 API, 245
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 GetNonZeroBytes method, RNGCryp-toServiceProvider class, 56–57
 GetRedirectUrl method, FormsAu-thentication class, 323
 Gets function, 235GetType method, SymmetricAlgo-
 rithm class, 83Global XML Web Services Architecture
 (GXA), 363fbasics, 361–362evolving specifications, 364fspecifications/definitions, 362–363
 GMP libraryCygwin, installing, 395–401, 396f–401fCygwin, testing installation, 401–403installing, 403–406, 403funinstalling, 406
 GnuMP math library, 47GXA (Global XML Web Services Archi-
 tecture), 363fbasics, 361–362evolving specifications, 364fspecifications/definitions, 362–363
 � HHash algorithms, 57–58, 127
 characteristics, 128–129message integrity, 93–96.NET programming, HashAlgorithm
 class, 129–131, 130fOIDs (Object Identifiers), 134–135, 134t
 Hash class, 263HashAlgorithm class, 80, 93–96
 abstract classes, 129–135basics, 131–132hierarchy, 130f
 HashPasswordForStoringInConfig-File method, FormsAuthentica-tion class, 316, 317, 322
 HasSavedPassword property, Pass-portIdentity class, 333
 HasTicket property, PassportIdentity class, 333
 Helllman, Martin E., origin of asymmetric cryptography, 52, 102
 HexPUID property, PassportIdentity class, 331
 HMACSHA1 class, 58, 95, 96–97, 130f, 131, 134
 HMACSHA1Example example, 97HTTP (Hypertext Transfer Protocol)
 combining asymmetric and symmetric algorithms, 108
 HTTP GET and HTTP Post protocol, 433
 Web services standard, 371tHTTPS
 secure connections, Web services security, 344–345
 Web services standard, 371t
 � IICollection interface, 258ICredentials interface, 227ICryptoTransform object, 89–91ID property, DataObject class, 183Identity class, 194Identity objects, 18Identity property
 IPrincipal interface, 213–214WindowsPrincipal class, 216–217
 IEnumeration interface, 258IETF (Internet Engineering Task Force),
 solving Web services shortcomings, 377
 IIdentity interfaceFormsIdentity class, 209GenericIdentity class, 209–210PassportIdentity class, 209properties, 208WindowsIdentity class, 209, 210–212
 IIS (Internet Information Services)and ASP.NET, 301and .NET security model, 195WalkingThruEvidence example,
 266–268Imperative approach, user-based secu-
 rity, 218–222, 223fPrincipalPermission class example,
 222–224
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 Imperative CASversus declarative CAS, 257Evidence class, 258–263ImperativeCAS example, 268–271WalkingThruEvidence example,
 263–266WalkingThruEvidence example, via
 IIS, 266–268ImperativeCAS example, 268–271ImperativeUserBasedSecurity exam-
 ple, 218–222, 223fImpersonate method, Windows-
 Identity class, 212, 334Impersonation. See ASP.NET imperson-
 ationImportParameters method, DSACryp-
 toServiceProvider class, 148ImportParameters method, RSA and
 DSA classes, 166–167Initialize method, FormsAuthentica-
 tion class, 324InnerText property, XmlElement
 class, 164Integrity
 asymmetric cryptography, 104encrypted hash algorithms, 93–97security, important concept, 62security, main aspect of, 6security, Web services, 343t, 354–356
 Interlopers. See AttackersInternet Engineering Task Force (IETF),
 solving Web services shortcomings, 377
 Internet Information Services (IIS)and ASP.NET, 301and .NET security model, 195WalkingThruEvidence example,
 266–268Internet Services Manager, 348, 349fIntersect method
 CodeAccessPermission class, 274IPermission interface, 203, 204
 IP Security Protocol (IPSec), combining asymmetric and symmetric algo-rithms, 107–108
 IPasswordProvider interface, 375–376
 IPermission interface, 194–195, 203–207
 inheritance hierarchy, 205fmethods, 203–204PrincipalPermission class, 202,
 205f, 206–207IPrincipal interface
 GenericPrincipal class, 214–216methods, 213–214properties, 213–214WindowsPrincipal class, 216–218
 IPSec (IP Security Protocol), combining asymmetric and symmetric algo-rithms, 107–108
 IsAnonymous property, Windows-Identity class, 211–212, 334
 IsAuthenticated method, Passport-Identity class, 331
 IsAuthenticated propertyFormsIdentity class, 325IIdentity interface, 208PassportIdentity class, 333WindowsIdentity class, 211–212, 334
 IsGuest property, WindowsIdentity class, 211–212, 334
 IsInRole methodIPrincipal interface, 213–214WindowsPrincipal class, 216–218
 IsolatedStoragePermission class, 272IsPersistent property, FormsAuthenti-
 cationTicket class, 324IsReadOnly property, Evidence class,
 259–260IsSubsetOf method
 CodeAccessPermission class, 274, 275
 IPermission interface, 203, 204IssueDate property, FormsAuthenti-
 cationTicket class, 324IsSynchronized property, Evidence
 class, 259–260IsSystem property, WindowsIdentity
 class, 211–212, 334IsUnrestricted method, Principal-
 Permission class, 207IsWeakKey method, 90–91
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 Item property, PassportIdentity class, 333
 IV property, SymmetricAlgorithm class, 82
 � JJava Cryptography Extension (JCE), rela-
 tion to .NET security, 15–16JCE (Java Cryptography Extension), rela-
 tion to .NET security, 15–16JIT (just-in-time) compilation, 16
 � KKerberos
 cryptographic protocols, 60etymology, 21Web services security standard, 379t
 Kerckhoff’s principle, 22Key exchange issues, 92–93, 92f
 asymmetric cryptography, 104Key property, SymmetricAlgorithm
 class, 82Key spaces, definition, 22KeyedHashAlgorithm class, 58, 95,
 96–97, 129, 130fbasics, 133–134
 KeyExchangeAlgorithm property, DSACryptoServiceProvider class, 148
 KeyInfo element, 181KeyInfo method, SignedXML class, 184Keys
 definition, 22KeySize property, DSACryptoService-
 Provider class, 148Koblitz, Neal, ECC (Elliptic Curve Cryp-
 tography), 53, 108
 � LLegalBlockSizes property, Symmetri-
 cAlgorithm class, 82LegalKeySizes property
 DSACryptoServiceProvider class, 148SymmetricAlgorithm class, 82
 Load method, XmlDocument class, 162
 LoadXml method, XmlDocument class, 162
 LocalIntranet_Zone code group, 245, 246f
 <location> tag, 305Locked property, Evidence class,
 259–260Logic bombs, definition, 233login.aspx file, ASP.NET, 314–315, 315f,
 318–319LogoTag2 method, PassportIdentity
 class, 328–329LUCIFER, 67Luring attacks, 234, 238–239
 � MMachine subnode, Runtime Security Pol-
 icy node, 240, 242t, 243fMachine.config file, ASP.NET, 304–305MACTripleDES class, 58, 95, 96–97,
 130f, 131, 134Man-in-the-middle attacks, 7Managed code
 and CLR, 235data type safety, 16–17denying and demanding permissions,
 237risks of unmanaged code, 234type-safe, 236–237
 MD5 class, 58, 95, 129, 130fbasics, 132–133
 MD5 (message digest) cipher, 57–58combining asymmetric and symmetric
 algorithms, 107cryptography standards, 50
 MD5CryptoServiceProvider class, 95MemoryStream class, 89Merge method, Evidence class, 260,
 261Merkle, Ralph, origin of asymmetric
 cryptography, 52, 102Message digests. See Hash algorithmsMessage-level Web services security,
 342
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I n d e x 455
 MessageName property, WebMethod-Attribute class, 429, 430–431
 MessageQueuePermission class, 272
 Microsoft Intermediate Language (MSIL), 236
 compilation of .NET application code, 15–16
 Microsoft Management Console (MMC) snap-ins, .NET security model, 195
 Microsoft .NET Passporthome page, 326fSign In, 327fSign In, modules, 330fSign In, security-level options, 330fSign In/Sign Out buttons, 328f
 Miller, Victor, ECC (Elliptic Curve Cryp-tography), 53, 108
 MMC (Microsoft Management Console) snap-ins, .NET security model, 195
 <mode> attribute of the <authentica-tion> element, ASP.NET, 303
 Mode property, SymmetricAlgorithm class, 82
 Modular arithmetic, 387–388Mono (Open Source) project, 276Monoalphabetic ciphers
 Caesar cipher, 27simple substitution ciphers, 32–35
 Mscorcfg.msc (.NET Framework Con-figuration tool), 240–245, 241f, 242t, 243–244f, 245t
 new permission sets, 253–256, 254f–256f
 PInvoke example, 245–252MSIL (Microsoft Intermediate Language),
 236compilation of .NET application code,
 15–16Multiprecision arithmetic, lack of sup-
 port, 47My_Computer_Zone code group, 245,
 246fMyKeyPair.snk file, 263–264My_Own_Zone code group, 248f–252fMyPubllicKey.snk file, 263–264
 � NName property
 FormsAuthenticationTicket class, 324
 FormsIdentity class, 325IIdentity interface, 208PassportIdentity class, 331, 333WebServiceAttribute class, 428tWindowsIdentity class, 211–212,
 334Namespace property, WebServiceAt-
 tribute class, 428tNativeKeyExchange example, 93Navajo code talkers, 31.NET Admin Tool, 201–202f.NET cryptography. See also Cryptography
 basics, 5–6overview, 1–2reasons for importance, 6–7
 .NET Framework. See also ASP.NETCAS (Code Access Security), 19and Common Language Runtime,
 14–17and cryptography, 49–50cryptography classes, 17–18lack of support for multiprecision
 arithmetic, 47and reliability, 15–16reliance on Java and JCE (Java Cryp-
 tography Extension), 15–16role-based security, 18Rotor Base Class Library Documenta-
 tion, 275, 276Ximian, Mono (Open Source) project,
 276.NET Framework Configuration node,
 201.NET Framework Configuration tool
 (mscorcfg.msc), 240–245, 241f, 242t, 243–244f, 245t
 new permission sets, 253–256, 254f–256f
 PInvoke example, 245–252.NET security. See also Security
 basics, 5–6overview, 2–3reasons for importance, 6–7
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 .NET security model, 195–196fNetworkCredential class, 227New Technology File System (NTFS)
 security configuration, 196–197security configuration, permissions,
 198–201, 200f, 201fNimda worm, 4, 233None authentication setting, ASP.NET,
 303–304, 309Nonrepudiation
 asymmetric cryptography, 101important security concept, 63main aspect of security, 6Web services security, 343t, 355–356
 NTFS (New Technology File System)security configuration, 196–197security configuration, permissions,
 198–201, 200f, 201f
 � OOAEP (Optimal Asymmetric Encryption
 Padding), asymmetric cryptogra-phy, 115
 OASIS (Organization for the Advance-ment of Structured Information Standards)
 SAML standard, 361solving Web services shortcomings,
 377Web Services Security Technical Com-
 mittee, 378XACML, 379t
 Object class, methods, 56Object element, 181Object Identifiers (OIDs), 134–135,
 134tOFB (Output Feedback) DES operation
 mode, 69–70, 74–76, 77f, 90fOIDs (Object Identifiers), 134–135,
 134tOne-Time Pad (OTP) cipher, 40–45,
 42fOptimal Asymmetric Encryption Padding
 (OAEP), asymmetric cryptography, 115
 Organization for the Advancement of Structured Information Standards (OASIS)
 SAML standard, 361solving Web services shortcomings,
 377Web Services Security Technical Com-
 mittee, 378XACML, 379t
 OriginalInvoice.xml file, 176, 178, 188OTP (One-Time Pad) cipher, 40–45, 42fOTP_XOR code example, 43Output Feedback (OFB) DES operation
 mode, 69–70, 74–76, 77f, 90fOwnership, important security concept,
 63
 � PPadding property, SymmetricAlgo-
 rithm class, 82Passport authentication, ASP.NET,
 303–304, 309basics, 325–333Microsoft .NET Passport home page,
 326fMicrosoft .NET Passport Sign In, 327fMicrosoft .NET Passport Sign In, mod-
 ules, 330fMicrosoft .NET Passport Sign In, secu-
 rity-level options, 330fMicrosoft .NET Passport Sign In/Sign
 Out buttons, 328fPassportAuthenticationModule class,
 326PassportIdentity class, 209, 326–331
 properties, 332f–333fPermission Sets subnode, under Runtime
 Security Policy subnodes, 240–245PermissionRequest example, 288–289Permissions
 CodeAccessPermission class, 273–276
 CodeAccessPermission-derived classes, 205, 205f, 272–273
 DBDataPermission class, 272
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I n d e x 457
 DnsPermission class, 272EnvironmentPermission class, 272FileDialogPermission class, 272FileIOPermission class, 272FileIOPermission class, example,
 281–283IsolatedStoragePermission class,
 272MessageQueuePermission class,
 272permission requests, 287–289permission sets, 289–295permissions sets, in configuration
 files, 296–300PrintingPermission class, 272ReflectionPermission class, 272RegistryPermission class, 272ResourcePermissionBase class, 272SecurityPermission class, 272SiteIdentityPermission class, 272SocketPermission class, 272StrongNameIdentityPermission
 class, 272UIIdentityPermission class, 272UrlIdentityPermission class, 272,
 276–277UrlIdentityPermission class, exam-
 ple, 278–281UrlIdentityPermissionAttribute
 class, 285–286WebPermission class, 272ZoneIdentityPermission class, 272
 PermissionSet class, 203, 289–290PermissionSet example, 290–295, 291fPermissionSetAttribute attribute, 237PermitOnly method
 CodeAccessPermission class, 274PrincipalPermission class, 203
 PersistKeyInCsp property, DSACryp-toServiceProvider class, 148
 PEVerify.exe utility, 237PGP software, 107PInvoke class, methods, 235PInvoke example, 245–252PKI (Public Key Infrastructure), XKMS
 interface to PKI, 361
 Plaintext, 24fattacks, adaptive chosen plaintext, 60attacks, chosen plaintext, 60attacks, known plaintext, 60definition, 23–24
 Policies. See Security policiesPolicy Assemblies subnode, under Runt-
 ime Security Policy subnodes, 240–245
 Polyalphabetic ciphers, Vegenére cipher, 37, 39
 Principal class, 194Principal objects, 18Principal of least privilege, 228PrincipalPermission class, 194–195
 basics, 202–203constructors, 206–207imperative approach, user-based
 security example, 222–224, 226fIPermission inheritance hierarchy,
 205fmethods, 206–207
 PrintingPermission class, 272IPermission inheritance hierarchy,
 205fPRNGs (Pseudorandom Number Gener-
 ators), 55–56cryptography standards, 50and .NET Framework, 56–57
 Proxies, accessing Web services, 434–435
 Public key algorithms. See Asymmetric cryptography
 Public Key Infrastructure (PKI), XKMS interface to PKI, 361
 PublicOnlyKey.xml file, 121PublicPrivateKey.xml file, 121
 � Rrand function, 56Random class, 56
 warning, 18RandomNumberGenerator class, 56,
 80RC2 class, 51, 81
 Thorsteinson.book Page 457 Tuesday, July 29, 2003 2:01 PM

Page 16
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 RC2 (Ronald Rivest cipher), 50basics, 79combining asymmetric and symmetric
 algorithms, 107RC2CryptoServiceProvider class, 85RedirectFromLoginPage method,
 FormsAuthentication class, 324<ReferenceList> element, 370ReflectionPermission class, 272RegistryPermission class, 204, 272ResourcePermissionBase class, 272RevertAll method, CodeAccessPer-
 mission class, 274RevertAssert method, CodeAccessPer-
 mission class, 273, 274RevertDeny method, CodeAccessPer-
 mission class, 274RevertPermitOnly method, CodeAc-
 cessPermission class, 274basics, 78–79Rijndael, 91f
 Rijndael class, 51, 81RijndaelManaged class, 85Risks
 attackers, definition, 3basics, 3costs versus risks, 230–231false sense of security, 4–5range of risks, 231–233remedies, 3–4unmanaged code, 234–235
 Rivest, RonMD5 algorithm origin, 58RSA asymmetric algorithm origin, 53,
 108Rivest-Shamir-Adleman (RSA) asymmet-
 ric algorithm, 58–59. See also Digital signatures
 basics, 53–54BigRSA example, 109, 388–391combining asymmetric and symmetric
 algorithms, 107CrackRSAWorkFactorDemo exam-
 ple, 391–394, 392fcryptographic standards, 26, 50digital certificates, 124–125digital signatures, 137–138
 discrete logarithm problems, 144–146
 example, 111–113provability issues, 113–114RSASignature example, 138–141underpinnings, 109–111
 RNGCryptoServiceProvider class, 56–57
 Rogaway, Phil, OAEP origin, 115Role-based security. See User-based
 securityRotor Base Class Library Documentation,
 275, 276RSA class, 54, 147fRSA Data Security, Incorporated, RC2
 registered trademark, 79RSA (Rivest-Shamir-Adleman) asymmet-
 ric algorithm, 58–59. See also Digital signatures
 basics, 53–54BigRSA example, 109, 388–391combining asymmetric and symmetric
 algorithms, 107CrackRSAWorkFactorDemo exam-
 ple, 391–394, 392fcryptographic standards, 26, 50digital certificates, 124–125digital signatures, 137–138discrete logarithm problems,
 144–146example, 111–113provability issues, 113–114RSASignature example, 138–141underpinnings, 109–111
 RSAAlgorithm class, 114–115hierarchy, 115f
 RSAAlgorithm example, 115–120RSACryptoServiceProvider class, 115,
 147–148, 147f, 164–165RsaExcludePrivateParams.xml file,
 176–177RsaIncludePrivateParams.xml file,
 177Runas utility, 228Runtime Security Policy node, 201, 240,
 241f
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 � SSA (Security Attribute), and .NET secu-
 rity, 208SAML (Security Assertion Markup Lan-
 guage), 354, 361Security Services Technical Commit-
 tee, 378Web services standard, 371t, 379t
 Save method, XmlDocument class, 163SavedKeysAsXml example, 120–123,
 124fSchneier, Bruce, 231Secrecy
 main aspect of security, 6secret algorithms versus secret keys,
 25–26Secure connections, Web services secu-
 rity, 342t, 345ffirewalls, 343–344need for end-to-end security, 345–346,
 346fSSL and HTTPS, 344–345SSL configuration in Windows 2000,
 346–347VPNs, 347
 Secure Sockets Layer (SSL)ciphertext, 22combining asymmetric and symmetric
 algorithms, 108configuration in Windows 2000,
 346–347cryptographic protocols, 60secure connections, Web services
 security, 344–345Web services security standard, 379tversus XML encryption, 154–155
 Securityattackers, 3capabilities, 8categories of issues, 7false sense of, 4–5human interaction and trust issues,
 61–62reasons for importance, 6–7resources, books, 407–410resources, Web sites, 411–412
 risks, and benefits, 62risks, basics, 3risks, remedies, 3–4shortcomings, 9–12Windows, background, 12–14Windows, Win32 Security API, 15
 Security Adjustment wizard, 266, 267fSecurity Assertion Markup Language
 (SAML), 354, 361Security Services Technical Commit-
 tee, 378Web services standard, 371t, 379t
 Security Attribute (SA), and .NET secu-rity, 208
 Security policiesdefinition, 258establishing early, 228
 Security policy management with code groups
 basics, 239–240Caspol.exe, 256, 257t.NET Framework Configuration tool
 (mscorcfg.msc), 240–245new permission sets, 253–256PInvoke example, 245–252
 <Security> SOAP header, 367–368, 370SecurityActioin class, values, 286SecurityElement class, 207SecurityPermission class, 272<SecurityTokenReference> element,
 369SelectSingleNode method, XmlDocu-
 ment class, 163Senders/receivers, definition, 23, 24SessionKeyExchange.xml file, 177SetAuthCookie method, Forms-
 Authentication class, 324Setup.exe file (Cygwin installation),
 395–401, 396f–401fSHA-1 (Secure Hash Algorithm), 57–59
 combining asymmetric and symmetric algorithms, 107
 SHA-1 (Secure Hash Algorithm), crypto-graphic standards, 26, 50
 SHA-256 (Secure Hash Algorithm), 57–58
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460 I n d e x
 SHA-384 (Secure Hash Algorithm), 57–58
 SHA-512 (Secure Hash Algorithm), 57–58
 SHA1 class, 58, 95, 129, 130fbasics, 132–133
 SHA256 class, 58, 95, 129, 130fbasics, 132–133
 SHA384 class, 58, 95, 129, 130fbasics, 132–133
 SHA512 class, 58, 95, 129, 130fbasics, 132–133
 Shamir, Adi, RSA asymmetric algorithm origin, 53, 108
 Shannon, Claude E, and OTP (One-Time Pad) cipher, 40
 Shift cipher, 28SIDs (Security Identifers), and .NET
 security, 208<Signature> element, 180, 369SignatureAlgorithm property,
 DSACryptoServiceProvider class, 148
 SignatureMethod element, 180–181Signatures. See Digital signaturesSignatureValue element, 181SignData method, DSACryptoService-
 Provider class, 148SignedInfo element, 180SignedXML class, properties, 183SignHash method
 DSACryptoServiceProvider class, 148
 RSACryptoServiceProvider class, 134–135
 SigningKey property, SignedXML class, 183
 SignOut method, FormsAuthentica-tion class, 324
 Simple Object Access Protocol (SOAP), 363f
 definition, 415message format, WS-Security, 367fmessage transmission by WSE,
 372–373messages signed using Username-
 Token, 373–376
 Web services architecture, 417, 418f–419f
 Web services protocols, 433Simple substitution ciphers, 27f, 32–35
 frequency-analysis attacks, 35, 36fSimpleSubCipher code example, 34SimpleSubCipherFrequencyAttack
 code example, 35Site class, 263SiteIdentityPermission class, 272SOAP (Simple Object Access Protocol),
 363fdefinition, 415message format, WS-Security, 367fmessage transmission by WSE,
 372–373messages signed using Username-
 Token, 373–376Web services architecture, 417,
 418f–419fWeb services protocols, 433
 SoapHeader base class, authentication, Web services, 351–352
 SocketPermission class, 272sprintf function, 235SQL injection, ASP.NET, 321–322SQL Server, and .NET security model,
 195srand function, 56SSL (Secure Sockets Layer)
 ciphertext, 22combining asymmetric and symmetric
 algorithms, 108configuration in Windows 2000,
 346–347cryptographic protocols, 60secure connections, Web services
 security, 344–345Web services security standard, 379tversus XML encryption, 154–155
 Stack walking, 238–239Steganography, 47–49, 48fSteganography code example, 48strcat function, 235strcpy function, 235Stream symmetric algorithms, definition,
 66
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I n d e x 461
 StrongName class, 263StrongNameIdentityPermission
 class, 272Super-encryption, 360Symmetric ciphers
 basics, 65–67DES, 67–68, 69fDES, operation modes, basics, 67–71DES, operation modes, CBC, 72–74,
 73fDES, operation modes, CFB, 74–76,
 75fDES, operation modes, ECB, 71–72,
 72fDES, operation modes, OFB, 74–76,
 77f, 90fRC2, 79Rijndael, 78–79, 91fTriple Des, 76–78
 Symmetric cryptography, 23f, 66fbasics, 50–51classes, 51combination lock analogy, 104combining with asymmetric algo-
 rithms, 107–108definition, 22–24DES algorithm, 58–59plaintext to ciphertext, 23
 Symmetric cryptography, .NET program-ming
 authentication, 93–96basics, 79–80CryptoStream class, 88–90HashAlgorithm class, 93–96integrity, 93–97, 96–97IsWeakKey method, 90–91key exchange issues, 92–93, 92f, 100KeyedHashAlgorithm class, 96–97MemoryStream class, 89problems, 99–101SymmetricAlgorithm class, 80–81SymmetricAlgorithm class, abstract
 classes, 81, 84fSymmetricAlgorithm class, concrete
 classes, 84–85, 84fSymmetricAlgorithm class, hier-
 achy, 84f
 SymmetricAlgorithm class, meth-ods, 83t
 SymmetricAlgorithm class, proper-ties, 82t
 SymmetricAlgorithm example, 85–88
 SymmetricAlgorithm class, 80–81, 84fabstract classes, 81, 84fconcrete classes, 84–85, 84fmethods, 83tproperties, 82t
 SymmetricAlgorithm example, 85–88, 85f
 SyncRoot property, Evidence class, 259–260
 System namespace, random class, warning, 18
 System.Data.Common namespace, DBDataPermission class, 272
 System.Drawing.Printing namespace, PrintingPermission class, 272
 System.Messaging namespace, Mes-sageQueuePermission class, 272
 System.Net namespace, classesDnsPermission, 272SocketPermission, 272WebPermission, 272
 System.Net namespace, ICredentials interface, 227
 System.Security.Cryptography namespace, classes, 49, 51, 54, 58, 130f
 AsymmetricAlgorithm, 80CryptographicException, 80, 90–91CryptoStream, 80CspParameters, 80FromBase64Transform, 80HashAlgorithm, 80HMACSHA1, 58, 95, 96–97, 130f, 131,
 134KeyedHashAlgorithm, 58MACTripleDES, 58, 95, 96–97, 130f,
 131, 134MD5, 58, 95, 129, 130fMD5CryptoServiceProvider, 95RandomNumberGenerator, 56RC2CryptoServiceProvider, 85
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462 I n d e x
 System.Security.Cryptography, continued
 Rijndael, 51, 81RijndaelManaged, 85RSA, 54RSACryptoServiceProvider,
 147–148, 147f, 164–165SHA1, 58, 95, 129, 130fSHA256, 58, 95, 129, 130fSHA384, 58, 95, 129, 130fSHA512, 58, 95, 129, 130fToBase64Transform, 80TripleDES, 51, 81TripleDESCryptoServiceProvider,
 84System.Security.Cryptogra-
 phy.X509Certificates namespace, 50
 System.Security.Cryptography.XML namespace, classes, 49
 DataObject, 183SignedXML, 183–184
 System.Security.Permissions namespace, classes (list), 272–273
 SystemSecurity.Policy namespace, classes
 Evidence, 258Hash, 263Site, 263StrongName, 263Url, 263Zone, 263
 SystemSecurity.Principal namespace, IPrincipal interface, 213
 System.Web.Security namespace, Forms Authentication class, 322
 System.Web.Services namespace, classes
 WebMethodAttribute, 427tWebService, 427tWebServiceAttribute, 427t
 System.Xml namespace, classesXmlAttribute, 164XmlDocument, 162–163
 � TTamperedInvoice.xml file, 184,
 188–190TCP hijacking, 7TDES. See Triple DES (Data Encryption
 Standard)Thread class, current principal object, 213Ticket property, FormsIdentity class, 325TicketAge property, PassportIdentity
 class, 333TimeSinceSignIn property, Passport-
 Identity class, 333TinyRSA example, 11–113, 109TLS (Transport Layer Security), 344, 345f
 Web services security standard, 379tversus XML encryption, 154–155
 ToBase64String method, Convert class, 165
 ToBase64Transform class, 80Token property, WindowsIdentity
 class, 211–212, 334ToString method, SymmetricAlgo-
 rithm class, 83ToXml method
 CodeAccessPermission class, 274PrincipalPermission class, 207
 ToXmlString methodDSACryptoServiceProvider class, 148RSACryptoServiceProvider class,
 164–166TransactionOption property, Web-
 MethodAttribute class, 429, 432–433
 enumeration members, 432tTransport Layer Security (TLS), 344, 345f
 Web services security standard, 379tversus XML encryption, 154–155
 Transport-level Web services security, 342
 Trapdoor one-way functions, asymmet-ric cryptography, 105–106, 113
 Triple DES (Data Encryption Standard)basics, 76–78combining asymmetric and symmetric
 algorithms, 107cryptographic standards, 26, 50
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I n d e x 463
 TripleDES class, 51, 81weak keys, 90–91
 TripleDESCryptoServiceProvider class, 84
 Trojans, definition, 233Trust issues, symmetric cryptography,
 61–62, 100–101TrustedClient program
 DeclarativeCAS example, 287ImperativeCAS example, 268–271UrlIdentityPermission example,
 278–281TryWindowAccess method, Permis-
 sionRequest example, 288Tuples, definition, 27Type-safe managed code, 234, 236–237
 and CLR, 235Types. See Data types
 � UUDDI (Universal Description, Discovery
 and Integration), 363fdefinition, 416Web services architecture, 417,
 418f–419fUIIdentityPermission class, 272Unicity distance of ciphers, 31Union method
 CodeAccessPermission class, 274IPermission interface, 203, 204
 Unsafe keyword, 17Unsafe keyword, 236Url class, 263Url property
 UrlIdentityPermission class, 277UrlIdentityPermissionAttribute
 class, 286UrlIdentityPermission class, 272,
 276–277IPermission inheritance hierarchy,
 205fUrlIdentityPermission example,
 278–281UrlIdentityPermissionAttribute class,
 285–286
 Usenet, ROT13 cipher, 29User-based security
 approaches, declarative, 224–226approaches, imperative, 218–224authentication, 194–195authorization, 194–195configuring, 14credentials, 226–227ICredentials interface, 227IIdentity interface, 208–213IPermission interface, 203–207IPrincipal interface, 213–218.NET security administration, 201–202f.NET security model, 195–196fpermissions, 202–203principal of least privilege, 228runas utility, 228security policies, establishing early,
 228Windows security administration,
 196–198, 199fWindows security administration,
 NTFS, 198–201, 200f, 201fUser subnode, Runtime Security Policy
 node, 240, 242tUserData property, FormsAuthentica-
 tionTicket class, 324<UsernameToken> element
 processing signed SOAP messages, 373–376
 singing SOAP messages with <User-nameToken>, 376–377
 WS-Security, 366Users and roles, Windows security admin-
 istration, defining, 197, 198f, 199Users.xml file, ASP.NET, 317
 � VValidation, important security concept, 63ValidKeySize method, Symmetric-
 Algorithm class, 83Value property, XmlAttribute class, 164Vegenére cipher, 35–39, 38f
 Babbage’s attack, 39–40VegenereCipher code example, 35–39
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464 I n d e x
 VerifyHash methodDSACryptoServiceProvider class,
 134, 148RSACryptoServiceProvider class, 134
 VerifySignature method, DSACryp-toServiceProvider class, 148
 Version property, FormsAuthentica-tionTicket class, 324
 Villains. See Attacks/AttackersVirtual private networks (VPNs), secure
 connections, Web services security, 347
 Viruses, definition, 233Viruses and bugs, Nimda worm, 4VPNs (virtual private networks), secure
 connections, Web services security, 347
 VulnerableFunction function, 383–385, 385f
 � WWalking the stack, 238–239WalkingThruEvidence example,
 263–266accessing through ISS, 266–268
 W3C (Worldwide Web Consortium), solving Web services shortcomings, 377
 Web servicesaccessng services, proxies, 434–435architecture, 417–420, 418f–419f.asmx and .asmx.cs file extensions,
 420ASP.NET Web services, 417ASP.NET Web services, Calculator Web
 Service, 438–441, 440f, 441fasynchronous programming, basics, 437asynchronous programming, meth-
 ods, 437–438basics, 416–417benefits, 417code model, 420Concatenate.asmx and Concate-
 nate.asmx.cs Web services, 420–423, 421f–422f
 Concatenate.asmx and Concate-nate.asmx.cs Web services, test-ing, 423–425, 424f–4252f
 Concatenate.asmx and Concate-nate.asmx.cs Web services, WSDL service descriptions, 425–426, 425f–426f
 constructing assemblies, 435definitions, 415drawbacks in current programming
 models, 414Form client, creating, 435–436,
 435f–436foutlook for future, 442standard specifications, 415–416System.Web.Services namespace
 classes, 427tWeb references, creating, 436–437WebService directives, 426WebService directives, attributes, 427
 Web Services Description Language (WSDL), 363f
 definition, 416service descriptions, 425–426,
 425f–426fWeb services architecture, 417,
 418f–419fWeb services security
 application-level, 342authentication, 342tauthorization, 342tdata protection and privacy, 342t,
 358integrity, 343tmessage-level, 342nonrepudiation, 343tsecure connections, 342–347, 342t,
 345fsolving Web services shortcomings,
 377standards, 371t, 378t–379ttransport-level, 342WSE 1.0 (Web Services Enhance-
 ments) for Microsoft .NET, 371–373
 XML technologies, 354
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I n d e x 465
 Web.config file, ASP.NET, 304, 305<credentials> element, attributes,
 311, 311tstoring credentials, 313–316
 WebMethodAttribute class, 427tproperties, 429t
 WebPermission class, 272WebService class, 427t, 429
 properties, 429tWebService directives, 426
 attributes, 427WebServiceAttribute class, 427t
 properties, 428tWin32 Cryptography API, 79Win32 Security APIs, 15, 79
 and .NET security, 208Windows authentication, ASP.NET,
 303–304, 309, 333–336, 335f, 336fWindows security administration
 basics, 196–197defining shared folder permissions,
 197–201, 200fdefining users and roles, 197, 198f, 199
 WindowsIdentity class, 209basics, 210constructors, 210–211methods, 212, 334tproperties, 211–212, 334t
 WindowsPrincipal classconstructors, 216methods, 216–218methods, overloadings, 217–218properties, 216–217
 Win32ProjectBufferOverflow exam-ple, 232, 381–385
 Witnessing, security concept, 63Work factor, brute-force attacks, 45–47Worldwide Web Consortium (W3C),
 solving Web services shortcomings, 377
 WormsCode Red II, 231definition, 232Nimda, 233
 WS-Addressing, 363, 363fWS-Attachment, 363, 363f
 WS-Authorization, 364f, 366WS-Coordination, 362, 363fWS-Federation, 364f, 365WS-I (Web Services Interoperability
 Organization)solving Web services shortcomings,
 377mission statements, 378WS-Inspection, 362, 363fWS-Policy, 364f, 365WS-Privacy, 364f, 365WS-Referral, 362, 363fWS-ReliableMessaging, 363, 363fWS-Routing, 362, 363fWS-Secure Conversation, 364f, 365WS-Security, 362, 363–364, 363f
 evolving specifications, 364fexample, 368–369message confidentiality, 366, 370–371message integrity, 366, 369–370namespaces, 368tprocesses, 366security token propagation, 366, 367SOAP message format, 367fWeb services standard, 371t
 WS-Transaction, 363, 363fWS-Trust, 364f, 365WSDL (Web Services Description
 Language), 363fdefinition, 416service descriptions, 425–426,
 425f–426fWeb services architecture, 417,
 418f–419f
 � XX-KISS (XML Key Information Service
 Specification), 361X-KRSS (XML Key Registration Service
 Specification), 361X.509 public certificates standard, 50Ximian, Mono (Open Source) project,
 276XKMS (XML Key Management Specifica-
 tion), 354, 361Web services standard, 371t, 378t
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466 I n d e x
 XML Encryption, 354, 358–360super encryption, 360Web services standard, 371t, 378tXML Encryption Working Group, 378
 XML encryptionasymmetric keys, 166–167basics, 154classes, basics, 161–162combining with XML signatures,
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