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Overview• Basic Cryptography: Classical Cryptosystems,
 cryptanalysis• Symmetric key cryptosystems- AES, DES• Asymmetric (Public key) Cryptography, & RSA• Cryptographic checksum,• Key Management: Key exchange, Key generation,
 Cryptographic key infrastructure, Storing and revoking keys, Hash algorithm, Digital signature,
 • Cipher Techniques: Problems, Stream and block ciphers.
 04/19/23 Madhumita Chatterjee 2
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Goal of Computer Security
 04/19/23 Madhumita Chatterjee 3
 Confidentiality
 Integrity Availability
 Secure
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Brief Overview Of Cryptography• The word cryptography comes from
 the Latin root crypt meaning secret, and graphia, meaning writing. So cryptography is literally the study of how to send secret messages.
 • The science of code-breaking - CRYPTANALYSIS
 04/19/23 Madhumita Chatterjee 4
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History
 • 1st Era – Roman era, simple pen and paper code, no mathematics or statistics
 • 2nd Era – “mechanical era“ little more difficult ot break. Machine “Enigma” by Germans was most well known
 • 3rd - Modern cryptography is distinguished by its reliance on mathematics and electronic computers.
 • Some codes virtually impossible to break.
 04/19/23 Madhumita Chatterjee 5
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A Few Historical Examples 1
 In 405 BC the Greek general LYSANDER OF SPARTA was sent a coded message
 written on the inside of a servant's belt
 04/19/23 Madhumita Chatterjee 6
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A Few Historical Examples 2The Greeks also invented acode which changed lettersinto numbers. A is writtenas 11, B is 12, and so on. A form of this code wasstill being used 2000years later during the FirstWorld War.
 04/19/23 Madhumita Chatterjee 7
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A Few Historical Examples 2
 • The Roman Emperor JULIUS CAESAR invented his own simple code.
 • He moved each letter of the alphabet along three places, so that A became D, B became E and so on.
 • His famous phrase VENI, VIDI, VICI ("I came, I saw, I conquered") would have read YHQL YLGL YLFL.
 04/19/23 Madhumita Chatterjee 8

Page 9
                        

Cryptanalysis: Example
 In Elizabethan England MARY QUEEN
 OF SCOTSsent coded messages to her supporters who were plotting to murder Queen Elizabeth I.
 • The messages wereintercepted by thehead of Elizabeth'ssecret service. • He deciphered themand discovered theplot. • Mary wasExecuted in 1587.
 04/19/23 Madhumita Chatterjee 9
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Era 2 Machine Ciphers• Before war broke out in
 1939 the Germans had planned a special way of keeping their communications secret.
 • The army, navy and air force were told to encode their messages using cipher machines called ENIGMA.
 • Enigma could put a message into code in over 150 MILLION MILLION MILLION different ways.
 • The Germans believed that no one could crack the Enigma code.
 • But the Allies knew that if they could, they would be able to find out their enemy's military secrets.
 04/19/23 Madhumita Chatterjee 10
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The Enigma machine
 • The Enigma machine looked like a typewriter in a wooden box.
 • An electric current went from the keyboard through a set of rotors and a plug board to light up the 'code' alphabet.
 • At least once a day the Germans changed the order of the rotors, their starting positions and the plug board connections.
 • To decipher a message sent using Enigma, you had to work out exactly how all of these had been set.
 04/19/23 Madhumita Chatterjee 11
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Cryptanalysis
 • In the 1930's Polish cipher experts secretly began to try to crack the code.
 • Just before war broke out they managed to pass models and drawings of Enigma to British and French codebreakers.
 • Later Enigma was broken.
 04/19/23 Madhumita Chatterjee 12
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Japanese Purple machine• Electromechanical stepping switch machine
 modeled after Enigma• Used telephone stepping switches instead
 of rotors• Purple was broken with the help of MAGIC.• Pearl Harbor attack preparations encoded
 in Purple, decoded hours before attack.
 04/19/23 Madhumita Chatterjee 13
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Cryptography Objectives• Privacy or confidentiality- keeping information secret
 from all but those who are authorized to see it.• data integrity ensuring information has not been altered
 by unauthorized or unknown means.• entity authentication or identification corroboration of
 the identity of an entity (e.g., a person, a computer terminal, a credit card, etc.).
 • Message authentication corroborating the source of information; also known as data origin authentication.
 • signature a means to bind information to an entity.• authorization conveyance, to another entity, of official
 sanction to do or be something.• validation a means to provide timeliness of authorization
 to use or manipulate information or resources.
 04/19/23 Madhumita Chatterjee 14
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Cryptography Objectives• certification endorsement of information by a trusted
 entity. verifying the creation or existence of information by an entity
 • timestamping recording the time of creation or existence of information.
 • receipt acknowledgement that information has been received.
 • confirmation acknowledgement that services have been provided.
 • anonymity concealing the identity of an entity involved in some process.
 • non-repudiation preventing the denial of previous commitments or actions.
 • revocation retraction of certification or authorization.
 04/19/23 Madhumita Chatterjee 15
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Cryptography: an Improvement not a Solution
 • Minimizes problem• Doesn’t solve them
 • Adds an envelope to the postcard
 04/19/23 Madhumita Chatterjee 16
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Cryptography - Goals• The most basic problem in cryptography is one
 of ensuring the security of communications across an insecure medium. (can be used for storage also)
 • The two main members of the cast of characters in cryptography are Alice and Bob who wish to communicate securely as though they were in the same room or were provided with a dedicated, untappable line.
 • In actual fact they have available a telephone line or an internet connection which can be tapped by an eavesdropping adversary, Eve.
 04/19/23 Madhumita Chatterjee 17
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Cryptography - Goals
 • The goal is to design a scheme for scrambling the messages between Alice and Bob in such a way that Eve has no clue about the content of their exchange.
 • We wish to simulate the ideal communication channel with the available insecure channel.
 04/19/23 Madhumita Chatterjee 18

Page 19
                        

Background
 04/19/23 Madhumita Chatterjee 19
 Sender
 s
 Receiver
 R
 Channel Unsecure
 T
 Outsider
 (adversary)
 o
 Interceptor
 Intruder
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Vulnerabilitties and Attacks
 • Block• Intercept• Modify• Fabricate• Cryptography can address all these
 problems
 04/19/23 Madhumita Chatterjee 20
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Terminology• plaintext, cleartext: an “unhidden message”• encrypt: (encode encipher) transform a message
 to hide its meaning• ciphertext: encrypted message• cipher: cryptographic algorithm• decrypt: (decode, decipher) recover meaning
 from encrypted message• cryptography: art/science of keeping message
 secure• cryptanalysis: art/science of breaking ciphertext• cryptology: study of both cryptography and
 cryptoanalysis
 04/19/23 Madhumita Chatterjee 21
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Claude Shannon• The founder of Information Theory• 1949 paper: Comm. Thy. of Secrecy Systems• Fundamental concepts– Confusion obscure relationship between plaintext and
 ciphertext– Diffusion spread plaintext statistics through the
 ciphertext
 • Proved one-time pad is secure• One-time pad is confusion-only, while double
 transposition is diffusion-only
 04/19/23 Madhumita Chatterjee 22
 http://www.cs.ucla.edu/~jkong/research/security/shannon1949.pdf
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Encryption and Decryption
 04/19/23 Madhumita Chatterjee 23
 Decryption Method
 plaintext, cleartext ciphertext
 Encryption Method
 ciphertext plaintext, cleartext
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Cryptosystem• Quintuple (E, D, M, K, C)– M also P set of plaintexts (P1, P2…Pn)– K set of keys– C set of cipher texts– E set of encryption functions e: M(P) K C– D set of decryption functions d: C K M
 • We can write – C = E(P) P = D(C)– C = E(K,P) P=D(K,C)
 • We need P=D(E(P))04/19/23 Madhumita Chatterjee 24
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Common Mathematical Symbols• P plaintext (here, binary)• C ciphertext (also binary)• E encryption function• D decryption function
 • E(P) = C encrypting plaintext yields ciphertext
 • D(C) = P decrypting ciphertext yields plaintext
 • D(E(P)) = P decrypting encrypted plaintext yields plaintext
 04/19/23 Madhumita Chatterjee 25Source: D. Frincke, U. of Idaho
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 Types of Cryptosystems Classical (-symmetric)
 Encipher and decipher using the same key Or one key is easily derived from other
 Public key (-asymmetric) Encipher and decipher using different keys Computationally infeasible to derive one
 from other
 Cryptographic checksums provide integrity check
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Key-Based Algorithms
 • The security of key-based algorithms is based on the secrecy of the algorithm, the key(s), or both
 • But by using keys, we can create different cipher texts with same encryption algorithm just by changing the key
 • Many cases encryption algorithm is known, but the code cannot be broken because the key is not available
 • Keyless ciphers have no key
 04/19/23 Madhumita Chatterjee 28
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Cryptanalysis
 • Cryptanalyst (role of adversary) tries to break the encryption.
 • May try to – Break single message– Recognize patterns, so as to get a decryption algo.
 to break subsequent messages– Infer meaning without breaking– Deduce the key– Find weakness in the encryption
 04/19/23 Madhumita Chatterjee 29
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 Possible Crypto-Attacks Adversary goal to break cryptosystem Assume adversary knows algorithm, but not key
 3 types of attacks:– ciphertext only: adversary has ciphertext;
 goal to find plaintext, possibly key– known plaintext: (full or partial)adversary
 has ciphertext, corresponding plaintext; goal to find key
 – chosen plaintext: adversary has plaintext and obtains corresponding ciphertext; goal to find key

Page 31
                        

04/19/23 Madhumita Chatterjee 31
 Basis for Attacks Mathematical attacks
 – Based on analysis of underlying mathematics
 Statistical attacks Make assumptions about letter distribution,
 language characteristics can be used to speed up the process of decryption digrams: pairs of letters trigrams: triplets of letters, etc. (language models).
 Examine ciphertextCorrelate properties with assumptions
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Language Redundancy
 • human languages are redundant • letters are not equally commonly used • in English e is by far the most common letter • then T,R,N,I,O,A,S • other letters are fairly rare • cf. Z,J,K,Q,X • have tables of single, double & triple letter
 frequencies
 04/19/23 Madhumita Chatterjee 32
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English Letter Frequencies
 04/19/23 Madhumita Chatterjee 33
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Simple Key-Based Algorithm
 Encryption algorithmMultiply the plaintext by 2 and add key
 Decryption algorithmSubtract the key and divide the ciphertext by 2
 plaintext = SECRET = 19 5 3 18 5 20Key = 3
 Ciphertext = 41 13 9 39 13 43
 04/19/23 Madhumita Chatterjee 34
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Single Key Notation
 • P plaintext (here, binary)• C ciphertext (also binary)• Ek encryption function• Dk decryption function
 • Ek(P) = C encrypting plaintext yields ciphertext
 • Dk(C) = P decrypting ciphertext yields plaintext • Dk(Ek(P)) = P decrypting encrypted plaintext yields plaintext
 04/19/23 Madhumita Chatterjee 35
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Symmetric Key Algorithms
 • Decryption key = encryption key• Key agreed in advance between parties• Key kept secret• Like a locked room
 • Need the key to lock up document• Need the key to unlock room and get document
 04/19/23 Madhumita Chatterjee 36
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Exchanging Messages with Symmetric Cryptography
 04/19/23 Madhumita Chatterjee 37
 Bob
 key
 plaintext
 Alice
 plaintext
 key
 CS CS
 Agree on cryptosystem
 Agree on key
 cipher text
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Classical Cryptography
 • Sender, receiver share common key– Keys may be the same, or trivial to derive from
 one another– Sometimes called symmetric cryptography
 • Two basic types– Transposition ciphers– Substitution ciphers– Combinations are called product ciphers
 04/19/23 Madhumita Chatterjee 38
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 Substitution Ciphers Change characters in plaintext to produce
 ciphertext
 Example: Cæsar cipher– Plaintext is HELLO WORLD
 – Change each letter to the third letter following it (X goes to A, Y to B, Z to C)
 • Key is 3, usually written as letter ‘D’
 – Ciphertext is KHOOR ZRUOG

Page 40
                        

04/19/23 Madhumita Chatterjee 40
 Attacking the Substitution Cipher
 Exhaustive search– If the key space is small enough, try all possible
 keys until you find the right one– Cæsar cipher has 26 possible keys
 Statistical analysis– Compare to 1-gram model of English

Page 41
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 Statistical Attack – Step 1 Compute frequency of each letter in
 ciphertext:G 0.1 H 0.1 K 0.1 O 0.3
 R 0.2 U 0.1 Z 0.1
 Apply 1-gram model of English– Frequency of characters in English is on next
 slide (i.e., 1-grams)
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 Character Frequencies (1-grams)
 – Step 1a
 a 0.080 h 0.060 n 0.070 t 0.090
 b 0.015 i 0.065 o 0.080 u 0.030
 c 0.030 j 0.005 p 0.020 v 0.010
 d 0.040 k 0.005 q 0.002 w 0.015
 e 0.130 l 0.035 r 0.065 x 0.005
 f 0.020 m 0.030 s 0.060 y 0.020
 g 0.015 z 0.002
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 Statistical Analysis – Step 2 f(c) frequency of character c in ciphertext
 (i) correlation of frequency of letters in ciphertext with corresponding letters in English,
 assuming key is i (i) = 0 ≤ c ≤ 25 f(c)p(c – i) so here,
 (i) = 0.1p(6 – i) + 0.1p(7 – i) + 0.1p(10 – i) + 0.3p(14 – i) + 0.2p(17 – i) + 0.1p(20 – i) + 0.1p(25 – i)
 • p(x) is frequency of character x in English

Page 44
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 Correlation: (i) for 0 ≤ i ≤ 25 – Step 2a
 i (i) i (i) i (i) i (i)
 0 0.0482 7 0.0442 13 0.0520 19 0.0315
 1 0.0364 8 0.0202 14 0.0535 20 0.0302
 2 0.0410 9 0.0267 15 0.0226 21 0.0517
 3 0.0575 10 0.0635 16 0.0322 22 0.0380
 4 0.0252 11 0.0262 17 0.0392 23 0.0370
 5 0.0190 12 0.0325 18 0.0299 24 0.0316
 6 0.0660 25 0.0430
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 The Result – Step 3 Most probable keys, based on :
 – i = 6, (i) = 0.0660• plaintext EBIIL TLOLA
 – i = 10, (i) = 0.0635• plaintext AXEEH PHKEW
 – i = 3, (i) = 0.0575• plaintext HELLO WORLD
 – i = 14, (i) = 0.0535• plaintext WTAAD LDGAS
 Only English phrase is for i = 3– That’s the key (3 or ‘D’)
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Cryptanalysis of Caesar Cipher
 • only have 26 possible ciphers – A maps to A,B,..Z
 • could simply try each in turn • a brute force search • given ciphertext, just try all shifts of letters• do need to recognize when have plaintext• eg. break ciphertext "GCUA VQ DTGCM"
 04/19/23 Madhumita Chatterjee 46
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 Cæsar’s Problem
 Conclusion: Key is too short– Can be found by exhaustive search– Statistical frequencies not concealed well
 • They look too much like regular English letters
 Solution: Make it longer– Multiple letters in key
 – Smoothes statistical frequencies– Makes cryptanalysis harder

Page 48
                        

Summary
 • We need to try 26 keys to break the Caesar’s cipher by brute force approach.
 • The intended receiver needs to do 1/26th work since he/she knows which key to use.
 • Attacks?– Definitely not secure against known-plaintext attack– Also not secure against ciphertext-only attack (frequency
 analysis, digrams, trial and error)– Having a large key space is necessary, but not sufficient, to
 guarantee security…
 04/19/23 Madhumita Chatterjee 48
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Monoalphabetic Cipher• Replace each letter by a separate letter • each plaintext letter maps to a different random
 ciphertext letter • hence key is 26 letters long – Plain: abcdefghijklmnopqrstuvwxyz – Cipher: DKVQFIBJWPESCXHTMYAUOLRGZN– Plaintext: ifwewishtoreplaceletters– Ciphertext: WIRFRWAJUHYFTSDVFSFUUFYA
 04/19/23 Madhumita Chatterjee 49
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Monoalphabetic Cipher Security
 • Now there are a total of 26!=4 x 1026 keys • Decryption without a key would need to try all
 the 26! Possibilities.• With so many keys, might think is secure• The problem is that– language characteristics can be used to speed up
 the process of decryption
 04/19/23 Madhumita Chatterjee 50
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Use in Cryptanalysis• key concept - monoalphabetic substitution
 ciphers do not change relative letter frequencies • discovered by Arabian scientists in 9th century• calculate letter frequencies for ciphertext• compare counts/plots against known values • if Caesar cipher look for common peaks/troughs
 – peaks at: A-E-I triple, NO pair, RST triple– troughs at: JK, X-Z
 • for monoalphabetic must identify each letter– tables of common double/triple letters help
 04/19/23 Madhumita Chatterjee 51
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Example Cryptanalysis• given ciphertext:
 UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZVUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZHSXEPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ
 • count relative letter frequencies• guess P & Z are e and t• guess ZW is th and hence ZWP is the• proceeding with trial and error fially get:
 it was disclosed yesterday that several informal butdirect contacts have been made with politicalrepresentatives of the viet cong in moscow
 04/19/23 Madhumita Chatterjee 52
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Playfair Cipher
 • not even the large number of keys in a monoalphabetic cipher provides security
 • one approach to improving security was to encrypt multiple letters
 • the Playfair Cipher is an example • invented by Charles Wheatstone in 1854, but
 named after his friend Baron Playfair
 04/19/23 Madhumita Chatterjee 53
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Playfair Key Matrix
 • a 5X5 matrix of letters based on a keyword • fill in letters of keyword (sans duplicates) • fill rest of matrix with other letters• eg. using the keyword MONARCHY
 MONAR
 CHYBD
 EFGIK
 LPQST
 UVWXZ
 04/19/23 Madhumita Chatterjee 54
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Encrypting and Decryptingplaintext encrypted two letters at a time:
 1. if a pair is a repeated letter, insert a filler like 'X', eg. "balloon" encrypts as "ba lx lo on"
 2. if both letters fall in the same row, replace each with letter to right (wrapping back to start from end), eg. “ar" encrypts as "RM"
 3. if both letters fall in the same column, replace each with the letter below it (again wrapping to top from bottom), eg. “mu" encrypts to "CM"
 4. otherwise each letter is replaced by the one in its row in the column of the other letter of the pair, eg. “hs" encrypts to "BP", and “ea" to "IM" or "JM" (as desired)
 04/19/23 Madhumita Chatterjee 55
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Security of the Playfair Cipher
 • security much improved over monoalphabetic• since have 26 x 26 = 676 digrams • would need a 676 entry frequency table to analyse
 (verses 26 for a monoalphabetic) • and correspondingly more ciphertext • was widely used for many years (eg. US & British
 military in WW1) • it can be broken, given a few hundred letters • since still has much of plaintext structure
 04/19/23 Madhumita Chatterjee 56
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Polyalphabetic Ciphers
 • another approach to improving security is to use multiple cipher alphabets
 • called polyalphabetic substitution ciphers • makes cryptanalysis harder with more alphabets to
 guess and flatter frequency distribution • use a key to select which alphabet is used for each
 letter of the message • use each alphabet in turn • repeat from start after end of key is reached
 04/19/23 Madhumita Chatterjee 57
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Autokey Cipher• ideally want a key as long as the message• Vigenère proposed the autokey cipher • with keyword is prefixed to message as key• knowing keyword can recover the first few
 letters • use these in turn on the rest of the message• but still have frequency characteristics to
 attack • eg. given key deceptive
 key: deceptivewearediscoveredsavplaintext: wearediscoveredsaveyourselfciphertext:ZICVTWQNGKZEIIGASXSTSLVVWLA
 04/19/23 Madhumita Chatterjee 58
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a b c d e f g h I0 1 2 3 4 5 6 7 8j k l m n o p q r9 10 11 12 13 14 15 16 17s t u v w x y z18 19 20 21 22 23 24 25
 Therefore, D+W=3+22=25=Z, that gives the first letter in ciphertext and the rest are similarly
 obtained (don’t forget mod 26)key : deceptivewearediscoveredsavplaintext: wearediscoveredsaveyourselfciphertext: ZICVTWQNGKZEIIGASXSTSLVVWLA
 04/19/23 Madhumita Chatterjee 59
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One-Time Pad
 • It is unbreakable since ciphertext bears no statistical relationship to the plaintext– Since for any plaintext & any ciphertext there exists
 a key mapping one to other• One-time pad can only use the key once– How can you break it if it is used twice?
 • used as a component in many security protocols.• The main difficulty is the safe distribution of keys
 04/19/23 Madhumita Chatterjee 60
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Vigenère Cipher
 • simplest polyalphabetic substitution cipher is the Vigenère Cipher
 • effectively multiple caesar ciphers • key is multiple letters long K = k1 k2 ... kd • ith letter specifies ith alphabet to use • use each alphabet in turn • repeat from start after d letters in message• decryption simply works in reverse
 04/19/23 Madhumita Chatterjee 61
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Example• write the plaintext out • write the keyword repeated above it• use each key letter as a caesar cipher key • encrypt the corresponding plaintext letter• eg using keyword deceptive
 key: deceptivedeceptivedeceptive
 plaintext: wearediscoveredsaveyourself
 ciphertext:ZICVTWQNGRZGVTWAVZHCQYGLMGJ
 04/19/23 Madhumita Chatterjee 62
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 A B C D E F G H I J K L M N O P Q R S T U V W X Y Z B C D E F G H I J K L M N O P Q R S T U V W X Y Z A C D E F G H I J K L M N O P Q R S T U V W X Y Z A B D E F G H I J K L M N O P Q R S T U V W X Y Z A B C E F G H I J K L M N O P Q R S T U V W X Y Z A B C D F G H I J K L M N O P Q R S T U V W X Y Z A B C D E G H I J K L M N O P Q R S T U V W X Y Z A B C D E F H I J K L M N O P Q R S T U V W X Y Z A B C D E F G I J K L M N O P Q R S T U V W X Y Z A B C D E F G H J K L M N O P Q R S T U V W X Y Z A B C D E F G H I
 KEY = LURID
 LURI DL URIDLURI DL URI DLU RID LURI MEET AT MIDNIGHT BY THE OLD OAK TREE

Page 64
                        

Security of Vigenère Ciphers
 • have multiple ciphertext letters for each plaintext letter
 • hence letter frequencies are obscured• but not totally lost• start with letter frequencies– see if look monoalphabetic or not
 • if not, then need to determine number of alphabets, since then can attach each
 04/19/23 Madhumita Chatterjee 64
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Other Substitution Ciphers
 • Vernam Cipher• Book Cipher• Poem Ciphers
 04/19/23 Madhumita Chatterjee 65
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 Transposition Cipher
 Rearrange letters in plaintext to produce ciphertext (also called permutation)
 Example (Rail-Fence Cipher)– Plaintext is HELLO WORLD– Rearrange as
 HLOOL
 ELWRD– Ciphertext is HLOOL ELWRD
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Transposition Technique
 • Rail fence• Example-
 • Come home tomorrow– C m h m t m r o– o e o e o o r w
 • Cmhmtmrooeoeoorw
 04/19/23 Madhumita Chatterjee 67
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 Figure:   Columnar Transposition.
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Columnar Transposition• Eg- come home
 tomorrow
 C O M E H O
 M E T O M O
 R R O w - -
 1 2 3 4 5 6
 04/19/23 Madhumita Chatterjee 69
 Order 4,6,1,2,5,3
 Eowoo-cmroerhm-mto
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 Attacking the Transposition Cipher
 Anagramming– If 1-gram frequencies match English frequencies
 (but other n-gram frequencies do not)probably transposition
 – Rearrange letters to form n-grams with highest frequencies
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 Example: Step 1 Ciphertext: HLOOLELWRD
 Frequencies of 2-grams beginning with H– HE 0.0305– HO 0.0043– HL, HW, HR, HD < 0.0010
 Frequencies of 2-grams ending in H– WH 0.0026– EH, LH, OH, RH, DH ≤ 0.0002
 Implies E follows H
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 Example: Step 2
 Arrange so the H and E are adjacent
 HE
 LL
 OW
 OR
 LD Read across, then down, to get original plaintext
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Product Ciphers
 • ciphers using substitutions or transpositions are not secure because of language characteristics
 • hence consider using several ciphers in succession to make harder, but: – two substitutions make a more complex substitution – two transpositions make more complex
 transposition – but a substitution followed by a transposition makes
 a new much harder cipher
 • this is bridge from classical to modern ciphers
 04/19/23 Madhumita Chatterjee 73
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Characteristics of Good Encryption algorithms
 • Amount of secrecy needed should dictate the effort required for encryption/decryption
 • Set of keys must be fee from complexity• Implementation must be simple• Errors in ciphering must not propagate• Size of cipher text must not be larger tan the
 plain text
 04/19/23 Madhumita Chatterjee 74
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Trustworthy Encryption Schemes
 • Based on sound mathematics• Analyzed thoroughly by experts and found to
 be sound• Stood the test of time
 04/19/23 Madhumita Chatterjee 75

Page 76
                        

Stream And Block Ciphers
 • Steam Ciphers – one character at a time
 • Block Ciphers – entire block at one go
 04/19/23 Madhumita Chatterjee 76
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Block Cipher
 • Definition A block cipher is an encryption scheme which breaks up the plaintext messages to be transmitted into strings (called blocks) of a fixed length t over an alphabet A, and encrypts one block at a time.
 • Divide input bit stream into n-bit sections, • encrypt only that section, no
 dependency/history between sections• In a good block cipher, each output bit is a
 function of all n input bits and all k key bits
 04/19/23 Madhumita Chatterjee 77
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 Figure  Block Cipher Systems.
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Stream Cipher
 • Rather than divide bit stream into discrete blocks, as block ciphers do, XOR each bit of your plaintext continuous stream with a bit from a pseudo-random sequence
 • At receiver, use same symmetric key, XOR again to extract plaintext
 • Earlier we have seen stream ciphers, Vigenere etc.
 04/19/23 Madhumita Chatterjee 79
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Figure: Steam Cipher
 04/19/23 Madhumita Chatterjee 80
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Comparison (Advantages)
 Stream
 • Speed of transformation – time depends only on encryption method
 • Low error propogation error will affect only one character
 Block• High Diffusion one
 ciphertext block may depend on several plaintext letters
 • Immunity to insertion of symbols not possible to insert a single symbol into the block
 04/19/23 Madhumita Chatterjee 81
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Comparison (Disadvantages)
 Stream• Low Diffusion all
 information of one symbol contained in one symbol of ciphertext
 • Susceptibility to insertions and modifications
 Block• Slowness of encryption
 must wait for entire block
 • Error propagation will affect transformation of all other characters in the same block
 04/19/23 Madhumita Chatterjee 82
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