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ECE578/5 #1 Fall 2008© 2000-2008, Richard A. Stanley
 ECE578Cryptography
 5: Hash Functions, Asymmetric Cryptography
 Professor Richard A. Stanley, P.E.
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ECE578/5 #2 Fall 2008© 2000-2008, Richard A. Stanley
 Last class ...
 • Information theory provides important quantitative tools to measure effectiveness of cryptosystems
 • LFSR’s are important components, widely used for key generation
 • LFSR’s by themselves are not secure; however, combinations of LFSR’s can be made very secure
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ECE578/5 #3 Fall 2008© 2000-2008, Richard A. Stanley
 Hashing: a Cryptographic Tool
 • Encryption seeks to obscure plaintext with a key, so that the plaintext can be recovered
 • Hash functions produce fixed-length output given variable-length input, such that the hash output will change substantially if even a single bit of the input is changed– Similar to checksum or CRC for data integrity– Depends on hash function being one-way
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ECE578/5 #4 Fall 2008© 2000-2008, Richard A. Stanley
 Hash Function
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ECE578/5 #5 Fall 2008© 2000-2008, Richard A. Stanley
 Hash Function Uses / Benefits
 • Verify the integrity of a block of data– e.g. a message
 • Faster to compute than encrypted version of input
 • Always produces an output of known and fixed length– Useful in many applications
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ECE578/5 #6 Fall 2008© 2000-2008, Richard A. Stanley
 Hash Function Requirements
 • Hash value h = H(x), where H is the hash function of some input x– Input x can be of any length
 – Output H(x) has fixed length
 – H(x) relatively easy to compute for any x
 – H(x) is one-way
 – H(x) is collision-free
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ECE578/5 #7 Fall 2008© 2000-2008, Richard A. Stanley
 Hashing Terms
 • One way– H(x) is one way if it is computationally infeasible to
 find x such that H(x) = h
 – i.e. H(x) is hard to invert
 • Collisions– weakly collision-free: given x, computationally
 infeasible to find y x such that H(x) = H(y)
 – strongly collision-free: computationally infeasible to find any two messages x and y such that H(x) = H(y)
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ECE578/5 #8 Fall 2008© 2000-2008, Richard A. Stanley
 Hash Function Example
 Source: RSA Laboratories, Inc.
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 Common Hash Functions
 Algorithm MD2 MD4 MD5 SHA-1
 Output length 128 bits 128 bits 128 bits 160 bits
 Block size 128 bits 512 bits 512 bits 512 bits
 Specification RFC 1319 RFC 1320 RFC 1321 FIPS 180-1
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 MD5 Algorithm
 • MD5 algorithm will accept messages that are any arbitrary number of bits long – It begins by padding the message to a length that is any
 number such that length mod 512 is equal to 448, or 64 bits short of being a multiple of 512
 – The message is padded by first appending a 1 bit to the message, and then enough 0 bits to make the message the proper length. The 1 bit is always added, so even if the message is already the proper length, it will be padded (a message can be padded with anywhere from 1 to 512 bits)

Page 11
                        

ECE578/5 #11 Fall 2008© 2000-2008, Richard A. Stanley
 MD5 Algorithm - 2
 • The next step is to calculate the length of the message (before padding). This number is then appended as the last 64 bits of the message, making the message length a multiple of 512. If the message happens to be greater than 2^64 bits long, then the least significant 64 bits of the message are used (length mod 2^64).
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 MD5 Algorithm - 3
 • MD5 algorithm uses 4 state variables, each of which is a 32 bit integer. These variables are manipulated to produce (eventually) the message digest.
 • The variables are initialized as follows:
 A = 0x67452301 B = 0xEFCDAB89 C = 0x98BADCFE D = 0x10325476
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ECE578/5 #13 Fall 2008© 2000-2008, Richard A. Stanley
 MD5 Algorithm – 4
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ECE578/5 #14 Fall 2008© 2000-2008, Richard A. Stanley
 MD5 Round Functions
 F(X,Y,Z) = (X & Y) | (~(X) & Z)
 G(X,Y,Z) = (X & Z) | (Y & ~(Z))
 H(X,Y,Z) = X ^ Y ^ Z
 I(X,Y,Z) = Y ^ (X | ~(Z))
 – Where &, |, ^, and ~ are the bit-wise AND, OR, XOR, and
 NOT operators (respectively)
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ECE578/5 #15 Fall 2008© 2000-2008, Richard A. Stanley
 MD5 Pseudocode /* Round 3. */
 /* Let [abcd k s t] denote the operation    a = b + ((a + H(b,c,d) + X[k] + T[i]) <<< s). */ /* Do the following 16 operations. */  [ABCD 5 4 33] [DABC 8 11 34] [CDAB 11 16 35] [BCDA 14 23 36]  [ABCD 1 4 37] [DABC 4 11 38] [CDAB 7 16 39] [BCDA 10 23 40]  [ABCD 13 4 41] [DABC 0 11 42] [CDAB 3 16 43] [BCDA 6 23 44]  [ABCD 9 4 45] [DABC 12 11 46] [CDAB 15 16 47] [BCDA 2 23 48]
 /* Round 4. */ /* Let [abcd k s t] denote the operation    a = b + ((a + I(b,c,d) + X[k] + T[i]) <<< s). */ /* Do the following 16 operations. */  [ABCD 0 6 49] [DABC 7 10 50] [CDAB 14 15 51] [BCDA 5 21 52]  [ABCD 12 6 53] [DABC 3 10 54] [CDAB 10 15 55] [BCDA 1 21 56]  [ABCD 8 6 57] [DABC 15 10 58] [CDAB 6 15 59] [BCDA 13 21 60]  [ABCD 4 6 61] [DABC 11 10 62] [CDAB 2 15 63] [BCDA 9 21 64]
 /* And finally update the state variables */ A+=AA B+=BB C+=CC D+=DD
 /* Group the 512 bit message into 16 different 32 bit chunks */ For j = 0 to 15 do   Set X[j] to MessageBits[j*32] through MessageBits[j*32 + 31] end
 /* Store the digest variables out of harms way for the time being */ AA = A BB = B CC = C DD = D
 /* Round 1. */ /* Let [abcd k s i] denote the operation:    a = b + ((a + F(b,c,d) + X[k] + T[i]) <<< s). */ /* Do the following 16 operations. */  [ABCD 0 7 1] [DABC 1 12 2] [CDAB 2 17 3] [BCDA 3 22 4]  [ABCD 4 7 5] [DABC 5 12 6] [CDAB 6 17 7] [BCDA 7 22 8]  [ABCD 8 7 9] [DABC 9 12 10] [CDAB 10 17 11] [BCDA 11 22 12]  [ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA 15 22 16]
 /* Round 2. */ /* Let [abcd k s i] denote the operation:    a = b + ((a + G(b,c,d) + X[k] + T[i]) <<< s). */ /* Do the following 16 operations. */  [ABCD 1 5 17] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 0 20 20]  [ABCD 5 5 21] [DABC 10 9 22] [CDAB 15 14 23] [BCDA 4 20 24]  [ABCD 9 5 25] [DABC 14 9 26] [CDAB 3 14 27] [BCDA 8 20 28]  [ABCD 13 5 29] [DABC 2 9 30] [CDAB 7 14 31] [BCDA 12 20 32]
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 Variants of the SHA Algorithm
 Source: FIPS-180-2
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ECE578/5 #17 Fall 2008© 2000-2008, Richard A. Stanley
 Types of Hash
 • “Standard”– Message is input to the hash function– Hash calculated according to the standard– Same message always produces same hash
 • Keyed, or secure, hash– Message is one input to the hash function– Secret key is another input– Output depends on both key and message
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ECE578/5 #18 Fall 2008© 2000-2008, Richard A. Stanley
 Keyed Hash Function Example
 Source: RSA Laboratories, Inc.
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ECE578/5 #19 Fall 2008© 2000-2008, Richard A. Stanley
 Symmetric Key Cryptosystems
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ECE578/5 #20 Fall 2008© 2000-2008, Richard A. Stanley
 A New Idea: Split the Key
 • Analogy for private key algorithms– Private key schemes are analogous to a safe box with a strong
 lock. Everyone with the key can deposit messages in it and retrieve messages.
 • Main problems with private key schemes are:– Requires secure transmission of secret key.– In a network environment, each pair of users needs a different key,
 resulting in too many keys [n(n-1)/2 key pairs]
 • New Idea:– Make a slot in the safe box so that everyone can deposit a
 message, but only the receiver can open the safe and look at the content of it. This idea was proposed in 1976 by Diffie & Hellman
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ECE578/5 #21 Fall 2008© 2000-2008, Richard A. Stanley
 Asymmetric Key Protocol
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ECE578/5 #22 Fall 2008© 2000-2008, Richard A. Stanley
 One-Way Functions
 • All public-key algorithms are based on one-way functions
 • A function f is a “one-way function” if:
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ECE578/5 #23 Fall 2008© 2000-2008, Richard A. Stanley
 Discrete Note
 • Most functions in discrete arithmetic are, or can become, one-way functions because of the nature of modulus arithmetic:– The inputs produce a singular output– There are many inputs (in theory, infinitely
 many) that produce the same valued output, making inversion of the function very difficult
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 Asymmetric Families
 • There are three families of Asymmetric, or Public-Key (PK) algorithms of practical relevance:– Integer factorization algorithms (RSA, ...)– Discrete logarithms (D-H, DSA, ...)– Elliptic curves (EC)

Page 25
                        

ECE578/5 #25 Fall 2008© 2000-2008, Richard A. Stanley
 Characteristics
 • Generally speaking, public-key algorithms are much slower than private-key algorithms.– Because they require much more computational
 power from the processor than symmetric-key
 • Public-Key algorithms are mainly used for key establishment and digital signatures and not for bulk data encryption
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ECE578/5 #26 Fall 2008© 2000-2008, Richard A. Stanley
 Key Sizes for Roughly Equivalent Security
 Bit lengths for security level of approximately 280 computations for successful attack.
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ECE578/5 #27 Fall 2008© 2000-2008, Richard A. Stanley
 Important PK Standards - 1
 • IEEE P1363. Comprehensive standard of public-key algorithms. Collection of IF, DL, and EC algorithm families, including in particular:– Key establishment algorithms
 – Key transport algorithms
 – Signature algorithms
 • IEEE P1363 does not recommend any bit lengths or security levels
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ECE578/5 #28 Fall 2008© 2000-2008, Richard A. Stanley
 Important PK Standards - 2
 • ANSI Banking Security standards
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ECE578/5 #29 Fall 2008© 2000-2008, Richard A. Stanley
 Euclid’s Algorithm
 • Determines the greatest common divisor (GCD) of two elements of any Euclidean domain (for example, the integers)
 • Significance – does not require factoring the two integers– one of the oldest algorithms known, dating
 back to the ancient Greeks, ca. BC 300
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ECE578/5 #30 Fall 2008© 2000-2008, Richard A. Stanley
 Euclidean Domain
 • Integral domain D on which one can define a function v mapping nonzero elements of D to non-negative integers that satisfies the following division-with-remainder property:– If a and b are in D and b is nonzero, then there
 are q and r in D such that a = bq + r and either r = 0 or v(r) < v(b)
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ECE578/5 #31 Fall 2008© 2000-2008, Richard A. Stanley
 Description of the Algorithm
 • Given two natural numbers a and b, not both equal to zero:– If b = 0 zero, a is the gcd– If b ≠ 0, repeat the process using, respectively, b, and
 the remainder after dividing a by b. (The remainder after dividing a by b is usually written as a mod b)
 • Recursive function:function gcd(a, b)
 if b = 0 return aelse return gcd(b, a mod b)
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ECE578/5 #32 Fall 2008© 2000-2008, Richard A. Stanley
 Euclid’s Algorithm Examplea b Explanations
 gcd( 1071, 1029) The initial arguments
 = gcd( 1029, 42) The second argument is 1071 mod 1029
 = gcd( 42, 21) The second argument is 1029 mod 42
 = gcd( 21, 0) The second argument is 42 mod 21
 = 21 Since b=0, we return a
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ECE578/5 #33 Fall 2008© 2000-2008, Richard A. Stanley
 Another Example
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ECE578/5 #34 Fall 2008© 2000-2008, Richard A. Stanley
 Extended Euclidean Aalgorithm
 • Extension to the Euclidean algorithm for finding the GCD of integers a and b – Typically either x or y is negative
 • Particularly useful when a and b are relatively primex = modular multiplicative inverse of a mod b
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ECE578/5 #35 Fall 2008© 2000-2008, Richard A. Stanley
 Extended Euclidean Algorithm
 • Given two integers r0 and r1, there exist s
 and t such that s r0 + t r1 = gcd(r0, r1)
 • How to find s and t?
 • Use Euclid's algorithm and express the current remainder ri in every iteration in the form ri =sir0 + tir1. Note that in the last iteration rm=gcd(r0, r1) smr0 + tmr1=sr0 + tr1
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ECE578/5 #36 Fall 2008© 2000-2008, Richard A. Stanley
 Example Calculation
 Dividend Divisor Quotient Residue
 120 23 5 5
 23 5 4 3
 5 3 1 2
 3 2 1 1
 2 1 2 0
 Residue =1, therefore 123 and 23 are relatively prime

Page 37
                        

ECE578/5 #37 Fall 2008© 2000-2008, Richard A. Stanley
 Euler’s Phi Function
 • Definition: The number of integers in Zm relatively prime to m is denoted by (m)
 • Example:
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ECE578/5 #38 Fall 2008© 2000-2008, Richard A. Stanley
 Another Example
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ECE578/5 #39 Fall 2008© 2000-2008, Richard A. Stanley
 Summary
 • Euler’s totient (or phi) function, (n) – Defined as the number of positive integers < n
 and relatively prime to n– Can show that if n=pq, (n) = (p-1)(q-1)
 • Relatively prime numbers– a and b (integers) are relatively prime if they
 have no prime factors in common• i.e. only common prime factor is unity
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ECE578/5 #40 Fall 2008© 2000-2008, Richard A. Stanley
 Theorem
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ECE578/5 #41 Fall 2008© 2000-2008, Richard A. Stanley
 Euler’s Theorem
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ECE578/5 #42 Fall 2008© 2000-2008, Richard A. Stanley
 So What?• Asymmetric key cryptographic systems make
 significant use of both Euclid’s and Euler’s theorems
 • The effectiveness of public key crypto systems rests on the difficulty of factoring large numbers or in reversing one-way functions such as the discrete logarithm
 • If these methods became easy to reverse, asymmetric cryptography would provide little security
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ECE578/5 #43 Fall 2008© 2000-2008, Richard A. Stanley
 RSA
 • Most popular public-key cryptosystem
 • Invented by Ron Rivest, Adi Shamir, Len Adleman in 1977 at MIT
 • Patented until 2000, algorithm placed in public domain days before patent expired
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ECE578/5 #44 Fall 2008© 2000-2008, Richard A. Stanley
 RSA Setup
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ECE578/5 #45 Fall 2008© 2000-2008, Richard A. Stanley
 En/Decryption
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ECE578/5 #46 Fall 2008© 2000-2008, Richard A. Stanley
 Example
 • Alice sends encrypted message (x = 4) to Bob after Bob sends her his public key
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ECE578/5 #47 Fall 2008© 2000-2008, Richard A. Stanley
 RSA Example
 • Select two primes: p = 7, q = 17
 • Calculate n = pq = 7 x 17 = 119
 • Calculate (n) = (p-1)(q-1) = 6 x 16 = 96
 • Select e relatively prime to & less than (n) – In this example e = 5
 • Calculate d = e-1 mod (n) = 77
 • KU = {5, 119} KR = {77, 119}Public key Private key
 This bit is perhaps unclear
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ECE578/5 #48 Fall 2008© 2000-2008, Richard A. Stanley
 Another View
 • d = e-1 mod (n) looks difficult, as e-1 < 1
 • Multiply both sides by e, which gives– de = 1 mod (n), where (n) = 96 in this case
 • e has been selected as being 5, therefore we must now find the value for d that satisfies the above equation
 • 77 is that value, as 5 x 77 = 1 mod 96– 77 x 5 = 385 = 4 x 96 + 1
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ECE578/5 #49 Fall 2008© 2000-2008, Richard A. Stanley
 RSA Encrypt/Decrypt
 • Using KU, KR we have calculated, let M=19 (plaintext)– KU = {5, 119} KR = {77, 119}
 • Encryption:– Me mod n = 195 mod 119 = 66 = C (ciphertext)
 • Decryption– Cd mod n = 6677 mod 119 = 19 = M (plaintext)
 • Q.E.D.
 Public key e , n Private key d, n
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ECE578/5 #50 Fall 2008© 2000-2008, Richard A. Stanley
 Why Does RSA Work?

Page 51
                        

ECE578/5 #51 Fall 2008© 2000-2008, Richard A. Stanley
 Why Does RSA Work (con’t.)?
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ECE578/5 #52 Fall 2008© 2000-2008, Richard A. Stanley
 Computational Aspects
 • Choosing p and q– Problem: Finding two large primes p, q (each > 250
 bits).
 • Principle: Pick a large integer and apply a primality test. In practice, a “Monte Carlo" test developed by Miller-Rabbin is used. – Primality test does NOT require factorization– Easier to check for primality than to generate
 primes
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 Miller-Rabin Algorithm:
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 Choosing a and b
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ECE578/5 #55 Fall 2008© 2000-2008, Richard A. Stanley
 Encryption/Decryption
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 Square-and-multiply algorithm
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 Example
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ECE578/5 #58 Fall 2008© 2000-2008, Richard A. Stanley
 Attacks
 • Brute Force
 • Finding (n)
 • Finding a directly
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 Attacks: Factorization of n
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 Factoring Algorithms
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ECE578/5 #61 Fall 2008© 2000-2008, Richard A. Stanley
 RSA and Factoring
 • One longstanding open problem in cryptography is to find an efficient attack against the RSA public key cryptosystem
 • “...to prove (or disprove) the equivalence between integer factorization and breaking RSA encryption remains an important open problem in cryptology...” Nguyen/Stern 2001
 • While it is believed that RSA cracking depends on factorization, that has not been proven
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 Early Successes
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ECE578/5 #63 Fall 2008© 2000-2008, Richard A. Stanley
 Later RSA Challenge Successes
 RSA-200 200 decimal digits
 May, 2005
 RSA-640 193 decimal digits
 Nov, 2005
 RSA-576 174 decimal digits
 Dec, 2003
 RSA-160 160 decimal digits
 Apr, 2003
 Factoring is improving: RSA-640 took only about half the resources as RSA-129
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ECE578/5 #64 Fall 2008© 2000-2008, Richard A. Stanley
 Practical RSA Security
 • Choose a sufficiently large n– 200 digits has been factored, which is 664 bits– Too close to 768 bits for comfort– So, choose n > 1000 bits (1024, 1536, 2048, 4096)– Evaluate how long security is required, as longer keys
 require more computation, and are therefore slower to encrypt/decrypt
 • Speed decreases nonlinearly with key size
 • Guard the private key carefully!– Key escrow issues
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ECE578/5 #65 Fall 2008© 2000-2008, Richard A. Stanley
 RSA Implementation
 • Hardware: 1024 bit decryption < 5 ms.
 • Software: 1024 bit decryption in 43 ms; 1024 bit encryption in 0.65 ms
 • Hybrid systems, consisting of public-key and private-key algorithms: most commonly used in practice– key exchange and authentication with (slow) public-
 key algorithm– bulk data encryption with (fast) block ciphers
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 Authentication Summary
 • Combining hashing algorithms and asymmetric cryptography, we can digitally sign a message
 • A digitally signed message can, under certain conditions, assure both the integrity of the contents and the authenticity of the sender– We will study more about this later
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ECE578/5 #67 Fall 2008© 2000-2008, Richard A. Stanley
 Asymmetric Crypto Summary
 • Public key, or asymmetric cryptosystems add a new dimension to cryptography
 • The difficulty of attacking these systems is believed to be equivalent to factoring, but this has not been formally proven
 • Asymmetric cryptography is slower than symmetric cryptography, thus hybrid systems are commonly used
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 Homework - 1
 • Look into the history of the RSA Challenge. Based on the historical record of factoring challenge numbers, what is your assessment of the trend? What does this portend, in your opinion, for the future of asymmetric cryptography?
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 Homework - 2
 • Read Stinson, Chapters 4 & 5
 • Recent research (past 3-4 years) in China and elsewhere suggests that hash collisions may not be as rare as believed. Research this work, analyze what you find, and write up your analysis. What steps would you recommend to minimize the risk to hash functions if collisions are common?
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