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Cryptography
 Lecture 6
 Stefan Dziembowskiwww.dziembowski.net
 [email protected]
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 Plan
 • Number theory in cryptography – a motivation.
 • Basic number-theoretic problems.
 • Introduction to group theory.
 • Chinese Reminder Theorem
 • The RSA group
 • Discrete log
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 Number theory in cryptography• Advantages:
 – security can (in principle) be based on famous mathematical conjectures,
 – the constructions have a “mathematical structure”,this allows us to create more advanced constructions (public key encryption, digital signature schemes, and many others...)
 – the constructions have a natural security parameter(hence they can be “scaled”)
 • Disadvantages:– cryptography based on number theory is much less
 efficient!
 • Additional advantage:– it is a practical application of an area that was never
 believed to be practical...
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 Number theory as a source of hard problems
 Today we will look at some basic number-theoretic problems,
 trying to find those that may be useful in cryptography.
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 Famous algorithmic problems in number theory
 • primality testing:input: a є Noutput:– yes if a is a prime,– no otherwise
 this problem is easy
 • factoring:input: a є Noutput: factors of a
 this problem is believed to be hard if a is a product of two long random primes p and q, of equal length.
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 Primality testingx – the number that we want to test
 • Sieve of Eratosthenes (ca. 240 BC): takes √x steps, which is exponential in |x| = log2 x.
 • Miller-Rabin test (late 1980) is probabilistic:– if x is prime it always outputs yes– if x is composite it outputs yes with probability at most ¼.Probability is taken only over the internal randomness of the
 algorithm, so we can iterate!The error goes to zero exponentially fast.This algorithm is fast and practical!
 • Deterministic algorithm:Agrawal, Saxena and Kayal (2002)polynomial but very inefficient in practice
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 How to select a random prime of length m?
 Select a random number x and test if it is prime.
 Theorem
 There exists a constant c such that for any n the number on n-bit primes is
 c • 2n-1 / n.
 Hence, the set of primes is “dense”.
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 Factoring is believed to be hard!
 Factoring assumption.
 Take random primes p and q of length n.
 Set N = pq.
 No polynomial-time algorithm can find p and q in with a non-negligible probability.
 Factoring is a subject of very intensive research.
 Currently n=1024 is believed to be a safe choice.
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 So we have a one-way function!
 f(p,q) = pq is one-way.(assuming factoring is hard).
 Using the theoretical results [HILL99] this is enough to construct secure encryption schemes.
 It turns out that we can do much better:
 • we can construct efficient schemes,• that have some very nice additional properties
 (public key cryptography!)
 But how to do it?We need to some more maths...
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 NotationSuppose a and b are non-negative integers.
 • a | b: – a divides b, or– a is a divisor of b, or– a is a factor of b
 (if a ≠ 1 then a is a non-trivial factor of b)
 • gcd(a,b) = “the smallest non-trivial factor of a and b”
 • If gcd(a,b) = 1 then we say that a and b are relatively prime.
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 How to compute gcd(a,b)?Euclidean algorithm
 Recursion:(assume a ≥ b ≥ 0)
 gcd(a,b) = if b | a then return belse return gcd(b, a mod
 b)
 It can be shown that • this algorithm is correct (induction),• it terminates in polynomial number of steps.
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 Claim
 Let a and b be positive integers. There always exist integers X and Y such
 that
 Xa + Yb = gcd (a,b)
 X and Y can be computed using the extended Euclidian algorithm.
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 GroupsA group is a set G along with a binary operation ○ such
 that
 • [closure] for all g,h є G we have g ○ h є G,• there exists an identity e є G such that for all g є G
 we havee ○ g = g ○ e = g,
 • for every g є G there exists an inverse of, that is an element h such that
 g ○ h = h ○ g = e,• [associativity] for all g,h,k є G we have
 g ○ (h ○ k) = (g ○ h) ○ k • [commutativity] for all g,h є G we have
 g ○ h = h ○ g
 order of G = |G|.
 if this holds, the group is called
 abelian
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 Subgroups
 A group G is a subgroup of H if
 • G is a subset of H,
 • the group operation ○ is the same
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 Additive/multiplicative notationConvention:
 • [additive notation]If the groups operation is denoted with +, then:– the inverse of g is denoted with -g,– the neutral element is denoted with 0,– g + ... + g (n times) is denoted with ng.
 • [multiplicative notation]If the groups operation is denoted with •, then:– sometimes we write gh instead of g • h,– the inverse of g is denoted with g-1 or 1/g.– the neutral element is denoted with 1,– g • ... • g (n times) is denoted with gn.
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 Examples of groups
 • R (reals) is not a group under multiplication.• R \ {0} is a group.• Z (integers):
 – is a group under addition (identity element: 0),– is not a group under multiplication.
 • Zn (integers modulo n) are a group under addition (identity element: 0).
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 A simple observationFor every a,b,c є G. If
 ac = bc then
 a = b.
 Proofac = bc
 ↓(ac) c-1 = (bc) c-1
 ↓a (cc-1)= b (cc-1)
 ↓a • 1 = b • 1
 ↓a = b
 QED
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 LemmaG – an abelian group, m := |G|, g є G.
 Then gm = 1.
 Proof
 Suppose G = {g1,...,gm}.
 Observe that
 g1○ . . . ○ gm
 = (g○g1)○ . . . ○ (g○gm)
 = gm ○ (g1○ . . . ○ gm)
 Hence gm = 1.
 these are the sameelements
 (permuted)
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 Corollary
 G – an abelian group, m := |G|, g є G, i є N.Then gi = gi mod m.
 ProofWrite i = qm + r, where r = i mod m. We have
 gi = g qm + r = (gm)q • gr = 1q • gr = gr.
 QED
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 ZN is a group under addition. Is it also a group under multiplication?
 No: 0 doesn’t have an inverse.
 What about other elements of ZN? Example N = 12. 0 1 2 3 4 5 6 7 8 9 10 11
 0 0 0 0 0 0 0 0 0 0 0 0 0
 1 0 1 2 3 4 5 6 7 8 9 10 11
 2 0 2 4 6 8 10 0 2 4 6 8 10
 3 0 3 6 9 0 3 6 9 0 3 6 9
 4 0 4 8 0 4 8 0 4 8 0 4 8
 5 0 5 10 3 8 1 6 11 4 9 2 7
 6 0 6 0 6 0 6 0 6 0 6 0 6
 7 0 7 2 9 4 11 6 1 8 3 10 5
 8 0 8 4 0 8 4 0 8 4 0 8 4
 9 0 9 6 3 0 9 6 3 0 9 6 3
 10 0 10 8 6 4 2 0 10 8 6 4 2
 11 0 11 10 9 8 7 6 5 4 3 2 1
 Only: 1,5,7,11have an inverse!
 Why?
 Because they are relatively prime to 12.
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 ObservationIf gcd(a,n) > 1 then for every integer b we have
 ab mod n ≠ 1.
 ProofSuppose for the sake of contradiction that ab mod n = 1.Hence we have:
 ab = nk + 1↓
 ab - nk = 1Since gcd(a,n) divides both ab and nk it also divides ab – nk.
 Thus gcd(a,n) has to divide 1. Contradition. QED
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 ZN*
 Define ZN* = {a є ZN : gcd(a,N) = 1}.
 Then ZN* is an abelian group under multiplication modulo N.
 Proof
 First observe that ZN* is closed under multiplication modulo
 N.This is because is a,b are relatively prime to N, then ab is
 also relatively prime to N.Associativity and commutativity are trivial.1 is the identity element.
 It remains to show that for every a є ZN* there always exist an
 inverse.
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 For every a є ZN* there always exist an element b є ZN
 * such thata b mod N = 1
 Since gcd(a,N) = 1 there always exist integers X and Y such thatXa + YN = 1.
 Therefore clearly Xa = 1 (mod N).Of course X may not belong to ZN
 *.
 What to do?Define b := X mod N. Hence b = X + tN. (for some integer t)
 We have a b = (X + tN) • a
 = Xa + tNa = 1 (mod N)
 Hence b is an inverse of a. And it can be efficiently computed (using the extended Euclidian algorithm).
 QED
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 Which groups are useful in cryptography?
 • Zn – is not useful, because all natural problems are easy in this group.
 • Useful groups:– Zp
 * = {1,...,p-1}, where p is a prime – is useful,
 – Zn* ,where n=pq and p and q are primes – is useful.
 Both of them “have some natural hard problems”.
 We will now present them (we start with Zn*).
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 Euler’s φ function
 Defineφ(N) = |ZN
 *| = |{a є ZN : gcd(a,N) = 1}|.
 Euler’s theorem:For every a є ZN
 * we have aφ(N) = 1 mod N.(trivially follows from the fact that for every g є G we
 have g|G| = 1).
 Special case (“Fermat's little theorem”)For every prime p and every a є {1,...,p-1} we have
 ap-1 = 1 mod N.
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 Group isomorphismG – a group with operation ○H – a group with operation □
 DefinitionA function
 f: G → H is a group isomorphism if1. it is a bijection, and2. it is a homomorphism, i.e.: for every a,b є G we
 havef(g ○ h) = f(g) □ h(h).
 If there exists and isomorphism between G and H, we say that they are isomorphic.
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 A cross product of groups
 (G,○) and (H,□) – groups
 Define a group (G × H, •) as follows:
 • the elements of G × H are pairs (g,h), where g є G, and h є H.
 • (g,h) • (g’,h’) = (g ○ h, g’ □ h’).
 It is easy to verify that it is a group.
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 Chinese Remainder Theorem (CRT)Let N = pq, where p and q are prime.Define: f(x) := (x mod p, x mod q)
 CRT: f is an isomorphism between1. ZN
 and Zp × Zq
 2. ZN* and Zp
 * × Zq*
 To prove it we need to show that• f is a homorphism .
 – between ZN and Zp
 × Zq, and – between ZN
 * and Zp* × Zq
 * .• f is a bijection:
 – between ZN and Zp
 × Zq, and – between ZN
 * and Zp* × Zq
 * .
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 f is a homomorphism
 f: ZN → Zp × Zq is an homomorphism Proof:
 f(a + b)
 (a + b mod p, a + b mod q)
 (((a mod p) + (b mod p)) mod p, ((a mod q) + (b mod q)) mod q)
 (a mod p, a mod q) + (b mod p, b mod q)
 f(a) + f(b)
 ==
 ==
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 f is a homomorphism
 f: ZN* → Zp
 * × Zq
 * is an homomorphism
 Proof:
 f(a • b)
 (a • b mod p, a • b mod q)
 (((a mod p) • (b mod p)) mod p, ((a mod q) • (b mod q)) mod q)
 (a mod p, a mod q) • (b mod p, b mod q)
 f(a) • f(b)
 ==
 ==
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 An example0 1 2 3 4 5 6 7 8 9 10 11 12 13 14
 0 1 2 0 1 2 0 1 2 0 1 2 3 1 2
 0 1 2 3 4 0 1 2 3 4 0 1 2 3 4
 i
 i mod 5
 i mod 3
 0
 1
 2
 0 1 2 3 4
 0
 1
 2
 3
 4
 5
 6
 7
 8
 9
 10
 11
 12
 13
 14
 Z15:
 i mod 5
 i mod 3
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 By the way: it’s not always like this!
 Z24:i mod 6
 i mod 4
 0 1 2 3 4 5
 0 0,12 8,20 4,16
 1 1,13 9,21 5,17
 2 6,18 2,14 10,22
 3 7,19 3,15 11,23
 Consider p = 4 and q = 6:
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 f : ZN → Zp × Zq is a bijection
 Proof:We first show that it is injective.If f(i) = f(j) then
 i mod p = j mod p → p divides i-jand i mod q = j mod q → q divides i-j
 Since |ZN| = N = pq = |Zp × Zq| we are done!
 n divides i-j
 because p and q are prime
 i = j mod n
 QED
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 f : ZN* → Zp
 * × Zq
 * is also a bijection
 0
 1
 2
 0 1 2 3 4
 0
 1
 2
 3
 4
 5
 6
 7
 8
 9
 10
 11
 12
 13
 14
 Z15*
 Z5*
 Z3*
 Look at Z15:
 Since we have shown that f is injective it is enough to
 show that |ZN*| = |Zp
 *|× |Zq*|
 = (p-1)(q-1)
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 N = pq
 Which elements of ZN* are not in
 ZN?
 • 0• multiples of p:
 {p,...,(q-1)p} (there are q-1 of them)
 • multiples of q:{q,...,(p-1)q}(there are p-1 of them).
 • Summing it up:1 + (q - 1) + (p - 1) = q + p -1
 So ZN* has pq - (q + p - 1) elements.
 = pq - p - q + 1= (p - 1)(q - 1)
 QED
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 How does it look for large p and q?
 Zn
 Zn*
 mod p
 mod q
 Zn* is called an RSA group
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 How to compute φ(N)?
 N = pq, where p and q are primes.φ(N) = (p-1)(q-1)
 Of course if p and q are known then it is easy to compute φ(N).
 What if they are not known?
 FactComputing φ(N) is as hard as factoring N.
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 Computing φ(N) is as hard as factoring N.Suppose we can compute φ(N). We know that
 (p-1)(q-1) = φ(N)
 pq = N
 It is a system of 2 equations with 2 unknowns (p and q). We can solve it:
 p = N/q
 (N/q - 1)(q - 1) = φ(N)
 (1)
 (2)
 (1)
 (2)
 q2 + (φ(N) – N – 1) + N = 0
 it is a quadratic equationso we can solve it (in R)
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 Which problems are easy and which are hard in ZN
 * ?
 • multiplying elements? easy!• finding inverse? easy! (Euclidean algorithm)• raising an element to power x (for a
 large x)? easy!
 Why?
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 How to compute xe mod N?“square-and-multiply” (it works for any N):Example (all operations are modulo N):
 1 1 0 1 0 1 1 0 1
 x256 x128 x64 x32 x16 x8 x4 x2 x1
 x256 x128 x32 x8 x4 x1
 e in binary
 compute bysquaringfrom right
 to left
 x256 x128 x32 x8 x4 x1 multiply equals to xe
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 Which problems are easy and which are hard in ZN
 * ?
 • multiplying elements? easy!• finding inverse? easy! (Euclidean algorithm)• raising an element to power x (for a
 large x)? easy!• Finding the eth root of x. easy or hard?
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 Finding the eth root of y modulo NGiven y find x such that xe = y mod N.Or, in other words, invert fe: ZN
 * → ZN* defined as:
 f(x) = xe mod N.
 How to do it?
 If gcd(e, φ(N)) = 1 then there exists d є Zφ(N)* such that
 ed = 1 mod φ(N)Hence if we set
 ge(x) := xd mod N, we get
 ge(fe(x)) = (xe)d = xed = x1 mod φ(N)
 Therefore we can invert fe if we know φ(N).
 equivalently:we know the
 factorization of N.
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 Finding the eth root modulo N
 For e such that gcd(e, φ(N))
 inverting f(x) = xe mod N is
 • easy if we know the factorization of N
 • conjectured hard otherwise.
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 ZN* ZN
 *
 easy
 • easy (if you know p,q)• believed to be hard (otherwise)
 f(x) = xe
 Functions like this are called trap-door one-way permutations.
 f is called an RSA function and is extremely important.
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 Cyclic groups
 G – a group, g є G.‹g› := {g0,g1,...}
 ‹g› is a subgroup of G generated by g. DefinitionAn order of g is the smallest integer i > 0 such
 that gi = 1.Clearly: ‹g› := {g0,...,gi-1}. Of course i ≤ |G|If there exists g such that ‹g› = G then we say that
 G is cyclic.
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 LemmaG – a group, g є G – an element of order i.Then gx = gy if and only if x = y (mod i).
 Proof(←)
 gx
 = g(x mod i) + ti
 = g(x mod i) • (gi)t
 = g(x mod i).Using the same reasoning: gy = g(y mod i).
 =1
 equal!
 for some integer t
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 (←) (gx = gy if and only if x = y (mod i))
 Set x’ := x mod i, and y’ = y mod i.
 For the sake of constradiction suppose that x’ ≠ y’.
 Suppose x’ > y’.
 QED
 g0 ... gy’ ... gx’ ...
 = 1
 = 1
 1 = gx’ / gy’
 = gx’-y’
 Contradiciton, since x’- y’ < i.
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 LemmaG – a group of order m.Suppose some g є G has order i.Then i | m.
 ProofFor the sake of contradiciton assume that i
 does not divide m.By our previous lemma:
 gm = gm mod i
 Since 0 < (m mod i) < i we obtain contradiction with the assumption that g has order i.
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 CorollaryEvery group G of a prime order p is cyclic.Every element of G, except the identity is
 its generator.
 ProofFor every g the only possible orders of g
 are 1 or p.Only identity has order 1, so all the other
 elements have order p.
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 Another fact
 Theorem
 If p is prime, then Zp* is cyclic.
 We leave it without a proof.
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 The discrete logarithm
 Suppose G is cyclic and g is its generator.For every element x there exists y such that
 x = gy
 Such a y will be called a discrete logarithm of x.
 In many groups computing a discrete log is believed to be hard.
 In other words:
 f: {0,...,|G| - 1} → G defined as f(y) = gy is believed to be a one-way function.
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 Hardness of the discrete log
 In some groups it is easy:
 • in Zn it is easy becauseae = (e • a) mod n
 • In Zp* it is believed to be hard.
 • There exist also other groups where it is believed to be hard (e.g. based on the Elliptic curves)
 Is Zp* a good choice for
 crypto applications?Not, really...
 (example on the next slide)
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 A one-way function
 f: {0,...,p - 1} → Zp* defined as f(y) = gy is
 believed to be a one-way function,
 but
 from f(x) one can compute the parity of x.
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 Quadratic ResiduesDefinitiona is a quadratic residue modulo p if there
 exists b such thata = b2 mod p
 QRp – a set of quadratic residues modulo p
 QRp is a subgroup of Zp*.
 What is the size of QRp?
 Why?
 because:• 1 є QR• if a,a’ є QR
 then aa’ є QR
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 Example: QR7
 1
 2
 3
 4
 5
 6
 1
 So |QRp| = |Zp*| / 2 = (p - 1) / 2
 Example: Z7*:
 QR7:
 2 4
 f(x) = x2
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 Since |QRp| is a subgroup of Zp*:
 |QRp| = (p-1)/2
 What is the size of QRp?
 Observation 1f(x) = x2 is not a bijection, because
 f(p - x) = p2 - 2px + x2 = x2 = f(x)Hence QRp is not equal to G.
 Observation 2 Let g be a generator of Zp
 * Then QRp contains {g2,g4,...,gp-1}. And therefore |QRp| ≥ (p-1)/2.
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 Is it easy to test if a є QRp?Yes!
 Observationa є QRp iff a(p-1)/2 = 1 (mod p)
 Proof(→)If a є QRp then a = g2i.Hence
 a(p-1)/2
 = (g2i)(p-1)/2
 = gi(p-1) = 1.
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 (←)Suppose a is not a quadratic residue.Then a = g2i+1. Hence
 a(p-1)/2
 = (g2i+1)(p-1)/2 = gi(p-1) • g(p-1)/2
 = g(p-1)/2,
 which cannot be equal to 1 since g is a generator.QED
 a є QRp iff a(p-1)/2 = 1 (mod p)
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 The problem
 f: {0,...,p - 1} → Zp* defined as f(y) = gy
 Hence from f(y) one can compute the parity of y...
 For some applications this is not good.
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 What to do?
 Instead of working in Zp* work in its subgroup: QRp
 How to find a generator of QRp?Choose p that is a strong prime, that is:
 p = 2q + 1, with q prime.
 Hence QRp has a prime order (q).
 Every element (except of 1) of a group of a prime order is its generator!
 Therefore: every element of QRp is a generator. Nice...
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