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J Carpenter 2008 702904 & 711908 lecture -06 1
 702904 & 711908 Information Security 2008
 Lecture 6 Introduction to Cryptography
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J Carpenter 2008 702904 & 711908 lecture -06 2
 Topics for this lecture
 • What is Cryptography
 • Outline only of historic and current techniques
 • Substitution and Transposition Examples
 • Characteristics of Good Ciphers
 • Shannon’s principles
 • DES and Triple DES
 • AES/Rijndael
 • RSA
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 Topics for this lecture
 • Key Distribution
 • Key Distribution for Symmetric Key systems
 • Protocols
 • End-to-End Security
 • Trading Partner requirements
 • -----------------------------------------------------
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 Reference Material
 • Pfleeger 4 ed Chap 2 and
 • Chap 12, 12.3 (not so easy, just keep going, particularly p756 Crypto challenges)
 • Stallings “Network and Inter-network Security” has an excellent section on PGP
 • Pfleeger 3 ed Chap 2, selection from 10.2
 • Gollman selection from chap 12
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 Cryptography (1)
 • “The ancient art of making the comprehensible, incomprehensible to all but a select few.”
 • Encryption: the process of coding a message so that the meaning of the message is not obvious
 • The original is plaintext
 • The encrypted plaintext is called ciphertext
 • Breaking a cryptosystem (cipher) is the process of converting ciphertext to plaintext without the benefit of the original encoding mechanism
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 Cryptography (2)
 C = E(K1, P)
 P = D(K2,C)
 P = D(K2, E(K1,P))
 • With symmetric ciphers, K1 and K2 are ‘identical’
 • With asymmetric ciphers, K1 and K2 are not readily derivable one from the other
 • Pfleeger 4ed has omitted K1, K2
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 Cryptography (3)
 • Substitution ciphers – Practical work
 • Transposition ciphers - for example, rows to columns
 • Stream cipher:One symbol of plaintext codes to one symbol of ciphertext
 This has the advantages of speed and a low spread of errors -
 There is the major disadvantage of low diffusion, so stream ciphers are susceptible to active interception(Expend effort to intercept coded messages)
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 Cryptography (4)
 • Block cipherA group of symbols is converted to a group of ciphertext
 This has the advantage of diffusion, where one plaintext symbol is spread over several ciphertext symbols
 There is disadvantages, this method is slower, and liable to error propagation(one mistake will affect the whole block)
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 Cryptography (5)
 • Problems with single key systemsMany keys require management and secrecy
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 Cryptography (6)
 • Shannon’s Principles:
 • Value of secrecy should determine value of cryptosystem effort
 • Cryptosystem should be independent of the material to be processed
 • Simple implementation
 • Ciphering errors should not propagate
 • Size of texts should be the same
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 Encryption Standards,Requirements
 • Secure
 • Completely specified
 • Easily understandable and easily useable
 • Algorithm provides security, not secrecy of algorithm
 • Algorithm must be able to be validated
 • Readily available for all users
 • Adaptable
 • Economic of computing resource
 • (must be available for use world wide)
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 DES
 • DES - Data Encryption Standard
 A symmetric cipherUsed to be the USA commercial standardUses bit transposition and byte slicing to diffuse as well as confuse.
 • Feistel principleA basic step iterated several times
 • S- boxes Those parts of the DES mechanism which combine the key
 with the split data blocks
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 Triple DES
 The ready availability of supercomputing capacity led to concern that DES was not strong enough.
 However, there has been a massive investment in DES capability, and so one solution to the problem of upgrading DES was to stay with the same technology, but increase the key length. This has been done by using three encryption stages, with either three keys or two keys:
 • C = E(K3, D(K2, E(K1,M) ) ) or
 • C = E(K1, D(K2, E(K1, M) ) )
 1)Remember, these are only operations on bits !
 2) Pfleeger discusses why the second stage is a decrypt
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 AES/Rijndael• Advanced Encryption Standard
 The commercial replacement of DES
 The result of a contest.
 Algorithm requirements:Unclassified, Public, Royalty-free,
 Symmetric (for speed), Selectable key length (to allow trade-off between strength and speed)
 The number of cycles depends on the selected key length
 For each cycle:
 Byte substitution (like DES, for confusion)
 Row shift (confusion)
 Column mix (diffusion)
 Sub-key addition (portion of key added – confusion)
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 RSA
 • RSA - An asymmetric cipher, a cipher based on numerical calculation.
 The plaintext is treated as a bit stream. This bit stream is then treated as a sequence of binary numbers, typically 64 bit.
 The security of this cipher is based on the computational difficulty of factoring VERY large numbers - 200 decimal digits or more.
 The technique was originally developed by an English team, in the 1960’s who were prevented from publishing their results until the late 1990’s (probably under the 30 year rule)
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 Key Distribution - Overview
 • Key Distribution Requirements
 • Symmetric Key systems
 • Open Channel Key Exchange systems
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 The need for secure Key Distribution (1)
 • Encryption keys need to be established before secure communication can occur
 • It is not always feasible to physically deliver keys prior to communication
 • Keys can be distributed by courier, however frequent key distribution over long distances using couriers is not feasible
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 The need for secure Key Distribution (2)
 • Many keys needed, especially for end-to-end encryption
 Changing keys periodically is prudent, since an interceptor can, by collecting a large body of cipher-text, begin to identify repeating characteristics of the encryption algorithm. Also, if the security of a particular key is compromised, the less material compromised the better
 • The real problem is to devise a secure method to distribute keys
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 Secure Key Distribution Protocols
 • Symmetric Key Exchange without Server
 • Symmetric Key Exchange with Server
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 Symmetric Key Exchange without Server
 • Master KeyUses a Master key to distribute Session (Traffic) keys
 Is used only to encrypt Session keys, hence interceptor can obtain very little encrypted data.
 The interceptor does not have the volume of ciphertext needed to perform statistical analysis in an effort to deduce the Master key, therefore this key need not be changed very often
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 Symmetric Key Exchange without Server
 • A wants to exchange information with B
 • A and B know common master key, KAB, on which they have previously agreed.
 • A generates Session key KS
 • A sends to B, M1=E(KS,KAB), indicating KS is Session key both should use
 • Since B has KAB, B can decrypt M1, obtaining KS
 • Information can now be exchanged using Ks
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 Symmetric Key Exchange without Server
 • This protocol is symmetric: Either A or B can initiate a session and generate the key.
 A or B can discontinue using one key and announce a desire to change to a new key
 • The protocol assumes the Master key is carefully concealed
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 Open Channel Key Exchange (OCKE)
 • Keys are not exchanged. They are established
 • Session keys are not compromised if the master key is compromised
 • Examples Commutative Cryptosystem (detail NOT required)
 Diffie-Hellman Key Exchange

Page 24
                        

J Carpenter 2008 702904 & 711908 lecture - 06 24
 Commutative Cryptosystem (1)
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 Commutative Cryptosystem (2)
 • A commutative cryptosystem consists of:a message space M and a key space K
 for each pair of keys k1 & k2K
 four functions. Ek1, Dk1, Ek2 & Dk2
 • Commutative propertyDk1oEk2 = Ek2Dk1
 Dk2oEk1 = Ek1Dk2
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 Commutative Cryptosystem (2)
 • Alice sends message m to Bob, Eka(m)
 • Bob receives this and sends Ekb(Eka(m))
 • Alice receives this and computes Dka(Ekb(Eka(m))) to get Ekb(m). Alice then sends Ekb(m).
 • Bob receives this and computes Dkb(Ekb(m)) to get m.

Page 27
                        

J Carpenter 2008 702904 & 711908 lecture - 06 27
 Diffe-Hellman Exponential Key Exchange (1)
 • Let n be some large integer and g be another such that 0< g <n
 • A and B agree on n and g over the insecure channel
 • A picks a large integer x and computes X=gxmod n
 • B picks a large integer y and computes Y=gymod n
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 Diffe-Hellman Exponential Key Exchange (2)
 • A and B exchange X and Y but keep x and y secret
 • A computes Yx mod n = gxy mod n
 • B computes Xy mod n = gxy mod nYx = (gy)x = gxy
 • A and B now share gxy mod n
 which is not able to be derived by a third party to all communications

Page 29
                        

J Carpenter 2008 702904 & 711908 lecture - 06 29
 Strengths and Weaknesses of OCKE
 • Provides long term security as master keys are not required to distribute session keys
 • Does not provide authentication.
 • Subject to man in the middle attacks
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 Secure Cryptographic Facility (1)
 • An extension of the concept of a Key Server
 • Implemented as a hardware device:
 • Master key is permanently installed
 • Operations:Encryption and decryption under master key
 Accepts a new working key
 Encryption and decryption under working key
 • User provides a Session key that has been enciphered under Master key, this becomes the Working key
 • User provides plaintext or ciphertext to be en- or de-crypted
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 Secure Cryptographic Facility (2)
 • As different users access the facility, the facility must change Working Keys
 • Keys of waiting users can be encrypted for secure storage outside the facility
 • Provides a shareable, secure system for encryption and decryption
 • User does not have to worry about the details of either physical security or implementation
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 Protocols• Using crypto-systems to solve business
 problems
 • A Protocol is an orderly sequence of operations, taken to accomplish some task. All parties must agree to all the steps in advance.
 Established in advance
 Mutually subscribed
 Unambiguous
 Complete
 • For communication networks, we would like to avoid physical proximity.
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 Kinds of Protocols
 • Arbitrated - A trusted third party participates in each transaction
 • Adjudicated - A third party acts after the fact to decide if either party acted unfairly
 • Self-enforcing - The nature of the protocol immediately reveals if one party is being unfair
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 End-to-End Security
 • Environment
 • Requirements for trading partners
 • Signing transactions
 • Computational effort
 • Hash Functions
 • Digital signatures
 • IDEA
 • PGP
 • Certification
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 Environment
 • Blocking of all or selected traffic
 • Interception of messages in transit
 • Modification of messages in transit
 • Fabrication: Insertion of previous traffic or of communications impersonating a valid user
 Pfleeger 2.1
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 Requirements
 • (For trading partners)
 • Confidentialitythe messages should be secret from outsiders
 • Integritythe messages should not be able to be interfered with
 • Authenticationonly current messages should be received, and should only
 come from a partner
 • Non-repudiationa partner cannot deny that they were the source of a
 received message
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 Next Lecture
 • Distributed Systems Security
 References: Pfleeger & Pfleeger (4ed) Sections 7.1, 7.2, 7.3, 2.8
 (Pfleeger (3ed) same sections as 4ed, but material not as comprehensive
 Gollman Sections 10.1, 10.2, 12.1, 12.4, 13.1
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 Signing Transactions
 • A signature MUST not be able to be duplicated, so we require:
 • Only created by the partner
 • Must be bound to the message
 • Must reflect the message content
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 Computational Effort
 • Significant computation effort is required to encrypt a complete (possibly long) message using the asymmetric cipher RSA
 • But if we can determine a much shorter ‘signature’ for the message, we only need to encrypt this signature to ensure the integrity of the message
 • Called ‘message digest’
 • As it happens, we also ensure the authenticity of the message.
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 Hash functions
 • Simple example:
 • Logical ‘OR’ of all the bits
 • We needEasy to compute
 Any size of message text
 Fixed size digest
 Infeasible to generate another message with same digest
 Infeasible to generate TWO messages with the same digest
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 Digital SignaturesA digital signature is a data block appended to a message,
 such that a recipient can authenticate the message. (That is, prove that the message came from the sender)
 • A digital signature is a function of:
 • Message to be signed (and only that message)
 • Public information used in the validation process
 The hash function, such as MD-4 or MD-5 (Message Digest-)
 The Encryption algorithm used on the checksum
 The Public Key of the Sender
 • Secret information known only to the Sender(Sender’s Private key)
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 Computational effort (again)Confidentiality
 • Using RSA to encrypt the complete message still leaves us with a significant computation effort
 • Perhaps we should use RSA to encrypt the key of a symmetric cipher for the message
 • This has the further advantage that only a small amount of RSA enciphered messages are in circulation
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 Securing the Message Block IDEA
 International Data Encryption Algorithm
 • Symmetric key system
 • Block cipher - 64 bit blocks
 • Long key length - 128 bits
 • Excellent diffusion - Every plaintext bit influences every cipher bit
 Each bit of the key influences every cipher bit
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 PGPPretty Good Privacy
 • Sender creates a message
 • A 128 bit hash (message digest) of the message is generated using a public domain algorithm - MD5 (Message Digest version 5)
 • This hash is encrypted using RSA with the senders private key, and added to the message - this is the digital signature
 • System generates a one-time 128 bit IDEA session key
 • The Plaintext message and digital signature are then encrypted using IDEA with this session key
 • The session key is encrypted with the receivers public key and added to the message
 • This complete message is ready for transmission
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 PGP Summary
 • A sophisticated crypto-system
 • Uses RSA and MD5 for authentication services
 • Uses IDEA with one-time session keys for confidentiality services
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 Key CertificationPfleeger 2.8
 • Who will generate and certify the keys used for these sorts of systems ?
 • A public key and a user’s identity is bound together in a certificate
 • A Certification Authority generates key pairs and confirms user identity
 • The certificate is signed by the private key of the certification authority
 • Arbitrary users can retrieve the public key of the authority, and hence decrypt certificates, to be assured of the identity of other users of the system
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