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1. I NTRODUCTIONThis manual provides an introduction to the
various components of a ZigBee network. After a quick over-view of
ZigBee, we start with a description of high-level concepts used in
wireless communication andmove on to the specific protocols needed
to implement the communication standards. This is followed by
adescription of using a Rabbit-based board and Dynamic C libraries
to form a ZigBee network.

ZigBee, a specification for communication in a wireless personal
area network ( WPAN ), has been calledthe Internet of things.
Theoretically, your ZigBee-enabled coffee maker can communicate
with yourZigBee-enabled toaster. The benefits of this technology go
far beyond the novelty of kitchen appliancescoordinating your
breakfast. ZigBee applications include:

Home and office automation

Industrial automation Medical monitoring Low-power sensors HVAC
control Plus many other control and monitoring uses

ZigBee targets the application domain of low power, low duty
cycle and low data rate requirement devices.Figure 1.1 shows a
block diagram of a ZigBee network with five nodes.

Figure 1.1ZigBee Network

Before going further, note that there is a list of glossary
terms in Appendix A .

http://www.digi.com/http://www.digi.com/
	
8/13/2019 Dinamic c Zigbee

10/128

2 digi.com Introduction

.

http://www.digi.com/http://www.digi.com/
	
8/13/2019 Dinamic c Zigbee

11/128

An Introduction to ZigBee digi.com 3

2. W IRELESS C OMMUNICATIONThis chapter presents a select
high-level overview of wireless communication.

2.1 Communication SystemsAll wireless communication systems have
the following components:

Transmitter

Receiver

Antennas

Path between the transmitter and the receiver

In short, the transmitter feeds a signal of encoded data
modulated into RF waves into the antenna. Theantenna radiates the
signal through the air where it is picked up by the antenna of the
receiver. The receiverdemodulates the RF waves back into the
encoded data stream sent by the transmitter.

2.2 Wireless Network TypesThere are a number of different types
of networks used in wireless communication. Network types are
typ-ically defined by size and location.

2.2.1 WPANA wireless personal area network (WPAN) is meant to
span a small area such as a private home or an indi-vidual
workspace. It is used to communicate over a relatively short
distance. The specification does not

preclude longer ranges being achieved with the trade-off of a
lower data rate.

In contrast to other network types, there is little to no need
for infrastructure with a WPAN.

Ad-hoc networking is one of the key concepts in WPANs. This
allows devices to be part of the networktemporarily; they can join
and leave at will. This works well for mobile devices like PDAs,
laptops and

phones.

Some of the protocols employing WPAN include Bluetooth , ZigBee,
Ultra-wideband ( UWB ) and IrDA .Each of these is optimized for
particular applications or domains. ZigBee, with its sleepy,
battery-poweredend devices, is a perfect fit for wireless sensors.
Typical ZigBee application domains include: agricultural,

building and industrial automation, home control, medical
monitoring, security and, lest we take ourselvestoo seriously,
toys, toys and more toys.
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2.2.2 WLANWireless local area networks (WLANs) are meant to span
a relatively small area, e.g., a house, a building,or a college
campus. WLANs are becoming more prevalent as costs come down and
standards improve.

A WLAN can be an extension of a wired local area network ( LAN
), its access point connected to a LANtechnology such as Ethernet.
A popular protocol for WLAN is 802.11, also known as Wi-Fi.

2.2.3 WWANA wireless wide area network (WAN) is meant to span a
large area, such as a city, state or country. Itmakes use of
telephone lines and satellite dishes as well as radio waves to
transfer data. A good descriptionof WWANs is found at:
http://en.wikipedia.org/wiki/WWAN .

2.3 Wireless Network TopologiesThis section discusses the
network topologies supported by the IEEE 802.15.4 and ZigBee
specifications.The topology of a network describes how the nodes
are connected, either physically or logically. The

physical topology is a geometrical shape resulting from the
physical links from node to node, as shown inFigure 2.1 . The
logical topology maps the flow of data between the nodes.

Figure 2.1 Physical Network Topologies Supported by ZigBee

IEEE 802.15.4 supports star and peer-to-peer topologies. The
ZigBee specification supports star and twokinds of peer-to-peer
topologies, mesh and cluster tree .

ZigBee-compliant devices are sometimes specified as supporting
point-to-point and point-to-multipoint topologies.
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2.4 Wireless StandardsThe demand for wireless solutions
continues to grow and with it new standards have come forward
andother existing standards have strengthened their position in the
marketplace. This section compares three

popular wireless standards being used today and lists some of
the design considerations that differentiatethem.

Each wireless standard addresses the needs of a different market
segment. Choosing the best-fit wirelessstandard is a crucial step
in the successful deployment of any wireless application. The
requirements ofyour application will determine the wireless
standard to choose.

For more information on design considerations, see Technical
Note 249, Designing with Wireless Rab- bits.

Table 2-1 Comparison of Wireless Standards

Wireless Parameter Bluetooth Wi-Fi ZigBee

Frequency band 2.4 GHz 2.4 GHz 2.4 GHz

Physical/MAC layers IEEE 802.15.1 IEEE 802.11b IEEE 802.15.4

Range 9 m 75 to 90 mIndoors: up to 30 mOutdoors (line of
sight):up to 100 m

Current consumption 60 mA (Tx mode)400 mA (Tx mode)20 mA
(Standby mode)

25-35 mA (Tx mode)3 A (Standby mode)

Raw data rate 1 Mbps 11 Mbps 250 Kbps

Protocol stack size 250 KB 1 MB32 KB4 KB (for limitedfunction
end devices)

Typical network jointime

>3 sec variable, 1 sec typically 30 ms typically

Interference avoidancemethod

FHSS(frequency-hopping

spread spectrum)

DSSS(direct-sequence spread

spectrum)

DSSS(direct-sequence spread

spectrum)

Minimum quiet bandwidth required

15 MHz (dynamic) 22 MHz (static) 3 MHz (static)

Maximum number ofnodes per network

7 32 per access point 64 K

Number of channels 19 13 16
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2.5 Security in a Wireless NetworkThis section discusses the
added security issues introduced by wireless networks. The salient
fact that sig-nals are traveling through the air means that the
communication is less secure than if they were travelingthrough
wires. Someone seeking access to your network need not overcome the
obstacle of tapping into

physical wires. Anyone in range of the transmission can
potentially listen on the channel.

Wireless or not, a network needs a security plan. The first
thing to do is to decide what level of security isappropriate for
the applications running on your network. For instance, a financial
institution, such as a

bank or credit union offering online account access would have
substantially different security concernsthan would a business
owner offering free Internet access at a coffee shop.

2.5.1 Security RisksAfter you have decided the level of security
you need for your network, assess the potential security risksthat
exist.

Who is in range of the wireless transmissions?

Can unauthorized users join the network? What would an
unauthorized user be able to do if they did join?

Is sensitive data traveling over the wireless channel?

Network security is analogous to home security: You do not want
your house to be a target so you dothings to minimize your risk,
whether that be outside lighting, motion sensors, or even just
keeping bushes

pruned back close to the house so bad guys have fewer hiding
places.

Deterrence is the goal because nothing is guaranteed to be 100%
safe in the real world.
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3. IEEE 802.15.4 S PECIFICATIONThis chapter is an overview of
the IEEE 802.15.4 specification. 802.15.4 defines a standard for a
low-rateWPAN (LR-WPAN).

3.1 Scope of 802.15.4802.15.4 is a packet-based radio protocol.
It addresses the communication needs of wireless applicationsthat
have low data rates and low power consumption requirements. It is
the foundation on which ZigBee is

built. Figure 4.1 shows a simplified ZigBee stack, which
includes the two layers specified by 802.15.4: the physical (PHY)
and MAC layers.

3.1.1 PHY LayersThe PHY layer defines the physical and
electrical characteristics of the network. The basic task of thePHY
layer is data transmission and reception. At the
physical/electrical level, this involves modulation andspreading
techniques that map bits of information in such a way as to allow
them to travel through the air.Specifications for receiver
sensitivity and transmit output power are in the PHY layer.

The PHY layer is also responsible for the following tasks:

enable/disable the radio transceiver

link quality indication (LQI) for received packets

energy detection (ED) within the current channel clear channel
assessment (CCA)

3.1.2 MAC Layer The MAC layer defines how multiple 802.15.4
radios operating in the same area will share the airwaves.This
includes coordinating transceiver access to the shared radio link
and the scheduling and routing ofdata frames.

There are network association and disassociation functions
embedded in the MAC layer. These functionssupport the
self-configuration and peer-to-peer communication features of a
ZigBee network.

The MAC layer is responsible for the following tasks:

beacon generation if device is a coordinator

implementing carrier sense multiple access with collision
avoidance (CSMA-CA)

handling guaranteed time slot (GTS) mechanism

data transfer services for upper layers
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3.2 Properties of 802.15.4802.15.4 defines operation in three
license-free industrial scientific medical (ISM) frequency bands.
Belowis a table that summarizes the properties of IEEE 802.15.4 in
two of the ISM frequency bands: 915 MHzand 2.4 GHz.

3.2.1 Transmitter and Receiver The power output of the
transmitter and the sensitivity of the receiver are determining
factors of the signal

strength and its range. Other factors include any obstacles in
the communication path that cause interfer-ence with the
signal.

The higher the transmitters output power, the longer the range
of its signal. On the other side, thereceivers sensitivity
determines the minimum power needed for the radio to reliably
receive the signal.These values are described using dBm (deciBels
below 1 milliwatt), a relative measurement that comparestwo signals
with 1 milliwatt used as the reference signal. A large negative dBm
number means higherreceiver sensitivity.

3.2.2 ChannelsOf the three ISM frequency bands only the 2.4 GHz
band operates world-wide. The 868 MHz band onlyoperates in the EU
and the 915 MHz band is only for North and South America. However,
if globalinteroperability is not a requirement, the relative
emptiness of the 915 MHz band in non-European coun-tries might be
an advantage for some applications.

For the 2.4 GHz band, 802.15.4 specifies communication should
occur in 5 MHz channels ranging from2.405 to 2.480 GHz.

Table 3-1. Comparison of IEEE 802.15.4 Frequency Bands

Property DescriptionPrescribed Values

915 MHz 2.4 GHz

Raw data bit rate 40 kbps 250 kbps

Transmitter output power 1 mW = 0 dBm

Receiver sensitivity(
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3.3 Network TopologiesAccording to the IEEE 802.15.4
specification, the LR-WPAN may operate in one of two network
topolo-gies: star or peer-to-peer. 802.15.4 is designed for
networks with low data rates, which is why the acronymLR (for low
rate) is prepended to WPAN.

Figure 3.1 Network Topologies Supported by IEEE 802.15.4

As shown in Figure 3.1 , the star topology has a central node
with all other nodes communicating only with

the central one. The peer-to-peer topology allows peers to
communicate directly with one another. Thisfeature is essential in
supporting mesh networks.

3.4 Network Devices and their Operating ModesTwo types of
devices can participate in a LR-WPAN: a full function device (FFD)
and a reduced functiondevice (RFD).

An RFD does not have routing capabilities. RFDs can be
configured as end nodes only. They communicatewith their parent,
which is the node that allowed the RFD to join the network.

An FFD has routing capabilities and can be configured as the PAN
coordinator. In a star network all nodes

communicate with the PAN coordinator only so it does not matter
if they are FFDs or RFDs. In a peer-to- peer network there is also
one PAN coordinator, but there are other FFDs which can communicate
with notonly the PAN coordinator, but also with other FFDs and
RFDs.

There are three operating modes supported by IEEE 802.15.4: PAN
coordinator, coordinator, and enddevice. FFDs can be configured for
any of the operating modes. In ZigBee terminology the PAN
coordina-tor is referred to as simply coordinator. The IEEE term
coordinator is the ZigBee term for router.
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3.5 Addressing Modes Supported by 802.15.4802.15.4 supports both
short (16-bit) and extended (64-bit) addressing.

An extended address (also called EUI-64 ) is assigned to every
RF module that complies to the 802.15.4specification.

When a device associates with a WPAN it can receive a 16-bit
address from its parent node that is uniquein that network.

3.5.1 PAN IDEach WPAN has a 16-bit number that is used as a
network identifier. It is called the PAN ID. The PANcoordinator
assigns the PAN ID when it creates the network. A device can try to
join any network or it canlimit itself to a network with a
particular PAN ID.

ZigBee PRO defines an extended PAN ID. It is a 64-bit number
that is used as a network identifier in placeof its 16-bit
predecessor.
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4. Z IGBEE S PECIFICATIONThis chapter gives an overview of the
ZigBee specification. ZigBee, its specification and promotion, is
a

product of the ZigBee Alliance. The Alliance is an association
of companies working together to ensurethe success of this open
global standard.

ZigBee is built on top of the IEEE 802.15.4 standard. ZigBee
provides routing and multi-hop functions tothe packet-based radio
protocol.

Figure 4.1 ZigBee Stack

4.1 Logical Device TypesThe ZigBee stack resides on a ZigBee
logical device. There are three logical device types:

coordinator router end device

It is at the network layer that the differences in functionality
among the devices are determined. SeeTable 4-1 for more
information. It is expected that in a ZigBee network the
coordinator and the routers will

be mains-powered and that the end devices can be
battery-powered.
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In a ZigBee network there is one and only one coordinator per
network. The number of routers and/or enddevices depends on the
application requirements and the conditions of the physical
site.

Within networks that support sleeping end devices, the
coordinator or one of the routers must be desig-nated as a Primary
Discovery Cache Device. These cache devices provide server services
to upload andstore discovery information, as well as respond to
discovery requests, on behalf of the sleeping end

devices.

4.2 ZigBee Stack LayersAs shown in Figure 4.1 , the stack layers
defined by the ZigBee specification are the network and
applica-tion framework layers. The ZigBee stack is loosely based on
the OSI 7-layer model. It implements only thefunctionality that is
required in the intended markets.

4.2.1 Network (NWK) LayerThe network layer ensures the proper
operation of the underlying MAC layer and provides an interface
tothe application layer. The network layer supports star, tree and
mesh topologies. Among other things, thisis the layer where
networks are started, joined, left and discovered.

When a coordinator attempts to establish a ZigBee network, it
does an energy scan to find the best RFchannel for its new network.
When a channel has been chosen, the coordinator assigns the logical
networkidentifier, also known as the PAN ID, which will be applied
to all devices that join the network.

A node can join the network either directly or through
association. To join directly, the system designermust somehow add
a nodes extended address into the neighbor table of a device. The
direct joining devicewill issue an orphan scan, and the node with
the matching extended address (in its neighbor table) willrespond,
allowing the device to join.

Table 4-1. Comparison of ZigBee Devices at the Network Layer

ZigBee Network Layer Function Coordinator Router End Device

Establish a ZigBee network .

Permit other devices to join or leave thenetwork . .

Assign 16-bit network addresses . .

Discover and record paths for efficient messagedelivery . .

Discover and record list of one-hop neighbors . .

Route network packets . .

Receive or send network packets . . .

Join or leave the network . . .

Enter sleep mode .
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To join by association, a node sends out a beacon request on a
channel, repeating the beacon request onother channels until it
finds an acceptable network to join.

The network layer provides security for the network, ensuring
both authenticity and confidentiality of atransmission.

4.2.2 Application (APL) Layer The APL layer is made up of
several sublayers. The components of the APL layer are shown in
Figure 4.2 .and discussed below. The ovals symbolize the interface,
called service access points (SAP), between dif-ferent sublayer
entities.

Figure 4.2 ZigBee-Defined Part of Stack

4.2.2.1 Application Support Sublayer (APS)The APS sublayer is
responsible for:

binding tables message forwarding between bound devices group
address definition and management address mapping from 64-bit
extended addresses to 16-bit NWK addresses fragmentation and
reassembly of packets reliable data transport

The key to interfacing devices at the need/service level is the
concept of binding. Binding tables are kept by the coordinator and
all routers in the network. The binding table maps a source address
and source end- point to one or more destination addresses and
endpoints. The cluster ID for a bound set of devices will bethe
same.

As an example, consider the common control problem of
maintaining a certain temperature range. Adevice with
temperature-sensing circuitry can advertise its service of
providing the temperature as a
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READ_TEMPERATURE cluster ID. A controller (for a furnace or a
fan, perhaps) could discover the tem- perature sensor device. The
binding table would identify the endpoint on the temp sensor that
accepts theREAD_TEMPERATURE cluster ID, for example. One
temperature sensor manufacturer might have end-

point 0x11 support this cluster ID, while another manufacturer
might use endpoint 0x72 to support thiscluster ID. The controller
would have to discover both devices and would then create two
binding tableentries, one for each device. When the controller
wants to read the temperature of all sensors, the bindingtable
tells it which address and endpoint the READ_TEMPERATURE packet
should be sent to.

4.2.2.2 Application FrameworkThe application framework is an
execution environment for application objects to send and receive
data.Application objects are defined by the manufacturer of the
ZigBee-enabled device. As defined by ZigBee,an application object
is at the top of the application layer and is determined by the
device manufacturer. Anapplication object actually implements the
application; it can be a light bulb, a light switch, an LED, an
I/Oline, etc. The application profile (discussed in Section 4.4 )
is run by the application objects.

Each application object is addressed through its corresponding
endpoint . Endpoint numbers range from 1to 240. Endpoint 0 is the
address of the ZigBee Device Profile ( ZDP ). Endpoint 255 is the
broadcast

address, i.e., message are sent to all of the endpoints on a
particular node. Endpoints 241 through 254 arereserved for future
use.

ZigBee defines function primitives, not an application
programming interface (API).

4.2.2.3 ZigBee Device Profile (ZDP)The ZDP is responsible for
overall device management, specifically it is responsible for:

initializing the APS sublayer and the NWK layer defining the
operating mode of the device (i.e., coordinator, router, or end
device) device discovery and determination of which application
services the device provides

initiating and/or responding to binding requests security
management

Device discovery can be initiated by any ZigBee device. In
response to a device discovery inquiry enddevices send their own
IEEE or NWK address (depending on the request). A coordinator or
router willsend their own IEEE or NWK address plus all of the NWK
addresses of the devices associated with it. (Adevice is associated
with a coordinator or router if it is a child node of the
coordinator or router.)

Device discovery allows for an ad-hoc network . It also allows
for a self-healing network .

Service discovery is a process of finding out what application
services are available on each node. Thisinformation is then used
in binding tables to associate a device offering a service with a
device that needs

that service.
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4.3 ZigBee AddressingBefore joining a ZigBee network (i.e., a
LR-WPAN), a device with an IEEE 802.15.4-compliant radio hasa
64-bit address. This is a globally unique number made up of an
Organizationally Unique Identifier (OUI)

plus 40 bits assigned by the manufacturer of the radio module.
OUIs are obtained from IEEE to ensureglobal uniqueness.

When the device joins a Zigbee network, it receives a 16-bit
address called the NWK address. Either ofthese addresses, the
64-bit extended address or the NWK address, can be used within the
PAN to commu-nicate with a device. The coordinator of a ZigBee
network always has a NWK address of 0.

ZigBee provides a way to address the individual components on
the device of a node through the use ofendpoint addresses. During
the process of service discovery the node makes available its
endpoint num-

bers and the cluster IDs associated with the endpoint numbers.
If a cluster ID has more than one attribute,the command is used to
pass the attribute identifier.

4.3.1 ZigBee MessagingAfter a device has joined the ZigBee
network, it can send commands to other devices on the same net-

work. There are two ways to address a device within the ZigBee
network: direct addressing and indirectaddressing.

Direct addressing requires the sending device to know three
kinds of information regarding the receivingdevice:

1. Address

2. Endpoint Number

3. Cluster ID

Indirect addressing requires that the above three types of
information be committed to a binding table. Thesending device only
needs to know its own address, endpoint number and cluster ID. The
binding table

entry supplies the destination address(es) based on the
information about the source address.The binding table can specify
more than one destination address/endpoint for a given source
address/end-

point combination. When an indirect transmission occurs, the
entire binding table is searched for anyentries where the source
address/endpoint and cluster ID matches the values of the
transmission. Once amatching entry is found, the packet is sent to
the destination address/endpoint. This is repeated for eachentry
where the source endpoint/address and clusterID match the
transmission values.

4.3.2 Broadcast AddressingThere are two distinct levels of
broadcast addresses used in a ZigBee network. One is a broadcast
packetwith a MAC layer destination address of 0xFFFF. Any
transceiver that is awake will receive the packet.

The packet is re-transmitted three times by each device, thus
these types of broadcasts should only be usedwhen necessary.

The other broadcast address is the use of endpoint number 0xFF
to send a message to all of the endpointson the specified
device.

4.3.3 Group AddressingAn application can assign multiple devices
and specific endpoints on those devices to a single groupaddress.
The source node would need to provide the cluster ID, profile ID
and source endpoint.
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4.4 ZigBee Application ProfilesWhat is a ZigBee profile and why
would you want one? Basically a profile is a message-handling
agree-ment between applications on different devices. A profile
describes the logical components and their inter-faces. Typically,
no code is associated with a profile.

The main reason for using a profile is to provide
interoperability between different manufacturers. Forexample, with
the use of the Home Lighting profile, a consumer could use a
wireless switch from onemanufacturer to control the lighting
fixture from another manufacturer.

There are three types of profiles: public (standard), private
and published. Public profiles are managed bythe ZigBee Alliance.
Private profiles are defined by ZigBee vendors for restricted use.
A private profilecan become a published profile if the owner of the
profile decides to publish it.

All profiles must have a unique profile identifier. You must
contact the ZigBee Alliance if you have cre-ated a private profile
in order to be allocated a unique profile identifier.

A profile uses a common language for data exchange and a defined
set of processing actions. An applica-tion profile will specify the
following:

set of devices required in the application area functional
description for each device

set of clusters to implement the functionality

which clusters are required by which devices

A device description specifies how a device must behave in a
given environment. Each piece of data thatcan be transferred
between devices is called an attribute. Attributes are grouped into
clusters. Figure 4.3 illustrates the relative relationships of
these entities and the maximum number that can exist
theoretically

per application profile.

Figure 4.3 Maximum Profile Implementation

All clusters and attributes are given unique identifiers.
Interfaces are specified at the cluster level. Thereare input
cluster identifiers and output cluster identifiers.

At time of this writing, the following public profiles are
available: Commercial building automation Home automation
Industrial plant monitoring Wireless sensor applications Smart
energy
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4.4.1 ZigBee Device ProfileThe ZigBee Device Profile is a
collection of device descriptions and clusters, just like an
application pro-file. The device profile is run by the ZDP and
applies to all ZigBee devices. The ZigBee Device Profile isdefined
in the ZigBee Application Level Specification. It serves as an
example of how to write an applica-tion profile.
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5. R ABBIT AND ZIGBEEThis chapter describes how to create a
ZigBee application using Dynamic C and Rabbit-based ZigBee-capable
boards.

R ABBIT AND ZIGB EEThis chapter describes how to create a ZigBee
application using Dynamic C and Rabbit-based ZigBee-capable boards.
These libraries may also be used when adding a XBee module to any
Rabbit-based designwith some slight additional setup.

5.1 Implementation OverviewThis group of libraries is not a full
implementation of the ZigBee protocol, but rather an interface to
the ZigBeeAPI on the local XBee module. The XBee module has
firmware that handles much of the real-time aspects of theZigBee
network. The module only delivers network traffic that is specific
to the local node hosted by the XBeemodule. When the XBee module
runs in API mode, it is dependent on the attached processor to
handle the trafficit delivers and to initiate proper responses on
to the network. Through the API, requests can also be made to
othernodes on the network. So when using API mode, the tasks of the
ZigBee node are split between the XBee moduleand the attached
processor.

The XBee ZigBee driver is broken up into multiple layers, with
well-defined interfaces between each layer. Thelayered interface is
similar to an Ethernet NIC driver and a TCP/IP networking stack.
The lowest layer is theHardware Abstraction Layer (HAL) which
allows a common interface for the upper layer regardless of the
un-

derlying hardware implementation. This layer provides a standard
set of functions for working with the serial port used to
communicate with the XBee module.

The next layer is the XBee Driver layer and it handles all
serial communication with and configuration of theattached XBee
device. This layer implements functions for working with the XBee
module on a low level. It iscomprised of several functional areas
that all have their specific uses. These are the Device Interface,
AT Com-mands, AT Mode, XBee ZCL Commissioning, Node Discovery,
Firmware Updates, Digi Data Endpoint and theWPAN Layer Interface.
The Device Interface works solely with the HAL and all other
functions work throughthe Device Interface.

The third layer is the Wireless Personal Area Networking (WPAN)
layer which provides generic 802.15.4 net-working support. This
layer introduces the concepts of endpoints and clusters. A single
device can have multipleendpoints and each endpoint can have
multiple clusters. A cluster in turn can have multiple attributes
to describe

or control specific functionality within the endpoint. Clusters
are therefore the lowest level unit of addressabilitywithin the
network. This layer also introduces the envelope structure which
contains the network addresses ofthe sender and destination. Of
course, on incoming envelopes the local XBee address is the
destination and onoutgoing envelopes the sender.

The top layer is the ZigBee Networking Stack layer which
provides support for the ZigBee networking protocols.This layer is
comprised of the ZigBee Device Object / Profile support and the
ZigBee Cluster Library. Under-stand that the ZigBee Device Object
(ZDO) and ZigBee Device Profile (ZDP) are in fact the same thing,
the namewas changed during the evolution of the ZigBee
standard.
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In addition to the ZigBee and driver stack layers there is the
Simple XBee API that provides a simplified API forworking with Digi
XBee modules, either on their own or paired with a Rabbit-based
controller. This particularAPI is XBee-specific both locally and on
the network and is not compatible with ZigBee nodes from other
man-ufacturers. This layer automates several aspects such as node
discovery and simplifies access to remote I/O onother devices.

The diagram in Figure 5.1 shows the complete XBee/ZigBee API and
illustrates the access between layers. TheZigBee Driver Layer and
XBee Driver Layer show several of the specific components within
the layer. The ar-rows illustrate that each upper layer can call
all lower layers except the Hardware Abstraction Layer. This
layeris typically accessed only through the XBee Driver Layer, with
the exception of a few user support functions thatare separate from
actual XBee module communications and not involved in the direct
operation of the ZigBeenetwork.

Figure 5.1 XBee/ZigBee Driver Layers

5.1.1 Configuration

The system is designed to simplify the interface to the XBee
module. The sample file xbee_config.h in the Sam-ples/XBee
directory creates automatic configuration definitions for a variety
of Rabbit-based core modulesand single board computers. This allows
a standardized call to the xbee_dev_init function to initialize the
XBeedevice. All of the supplied samples make use of this header
file to automatically configure the development en-vironment.
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When creating a customized core module to XBee interface, there
is XBEE_STD_CONFIG which can be set tocreate a couple of standard
port settings. The table below shows the possible settings
available by settingXBEE_STD_CONFIG. If other port settings are
desired, then the xbee_config.h file can be used as a guide tosetup
the parameters needed by the xbee_dev_init function.

5.1.2 Simple XBee API Initialization

The Simple XBee API (herein SXA) makes initialization of a
XBee-only network very easy. Thesxa_init_or_exit function is an
example of an all-in-one initialization sequence for the XBee
device This functionwill initialize not only the device, but the
network and AT command layers. The SXA layer will
automaticallyexplore the device and scan the network to discover
each XBee modules control and I/O settings and save themto an
internal node list used by the SXA layer. The SXA layer has its own
dedicated tick function namedsxa_tick which must be regularly
called to allow processing of incoming responses or requests. The
sample

programs that use the SXA layer all have the sxa prefix at the
start of their file name.

5.1.3 ZigBee Initialization

Initializing the system when not using the SXA layer is a bit
more involved, but allows interaction with mostZigBee-compatible
devices on the network. After device initialization, the next step
is to initialize the WPANlayer by calling the xbee_wpan_init
function. The next step is to initialize the AT command layer by
calling thexbee_cmd_init_device function. This must be followed by
repeated calls to the wpan_tick function and statuschecks to the
xbee_cmd_query_status function.

The wpan_tick function drives both the WPAN layer and XBee
Driver layer. Most functions in the system arenon-blocking, which
means they return before the XBee device or network devices have
actually completed therequested operations. There are several tick
functions at different layers of the overall system which drive
pro-cessing, as well as associated status functions to see when
operations complete. This allows your embedded sys-tem to work on
other time-sensitive operations while the XBee and network are
processing your requests.

5.1.4 Network Overhead Requirements

As mentioned in the prior sections, the calling of tick
functions and appropriate status functions are fundamen-tal to the
overall ZigBee libraries and driver operation. These functions must
be called within certain times to

prevent internal buffers from overflowing. There are several
tick functions that invoke processing at differentlayers and with
different call timing. The lowest level tick is xbee_dev_tick and
this drives the XBee Driver Lay-er. The primary higher-level tick
functions are wpan_tick and sxa_tick. The wpan_tick function drives
all ZigBeelayers and should be used unless the SXA layer is
desired. The sxa_tick function drives SXA and lower layers.

All of the tick functions (xbee_dev_tick, wpan_tick and
sxa_tick) have the same timing requirements. These are based on the
speed and packet/buffer size that is setup for the serial port
connected to the XBee device. By defaultthe baudrate is 115.2kbps
and the receive buffer size is 255 bytes. Since this buffer size is
larger than the typicallargest packet size of 128 bytes, the timing
should be based on the packet size. If the buffering of the port is
re-duced then this calculation would need to based on the buffer
size.

The formula for minimum calling rate time is time = size / (baud
/ 10) where size is the lower of either packetor buffer size. For
the default settings this comes out to 11ms. Therefore the tick
function should be called at leastevery 11 ms to ensure no data
loss. This timing requirement holds true for a simple tick function
that handles thereturn code from a single buffered packet.

XBEE_STD_CONFIG Value Serial Port TX Port Pin RX Port Pin RTS
Port Pin CTS Port Pin

1 Settings Based on Core / SBC Board In Use 2 D PC0 PC1 PC2 PC33
F PE2 PE3 PA0 PD0
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Basic_XBee_Query.c - This sample program shows how to set up and
send a list of AT commands. Itsends local AT commands to the XBee
module one at a time. It reads the parameters that are returnedand
stores them in a local structure. If the command list processes to
the end, it then displays them inthe Stdio window. Otherwise it
reports the error. It does not create a network, it is local
only.

serial_bypass.c - This sample program bridges the programming
port of the Rabbit (Serial A) with the

serial port connected to the XBee module. This allows the Rabbit
programming port to talk directlywith the XBee module. By running
this sample code, the PC-based X-CTU program connects to anXBee
module through the Rabbit programming port, allowing the X-CTU
program to configure andupdate the firmware on the XBee module. To
get the latest firmware files, perform a web update in theX-CTU
program. See section 5.8.1 for more information on the X-CTU
program.

xbee_update_ebl.c - This sample program reads XBee firmware from
an ximported .ebl file andupdates the firmware on the attached XBee
module. This demonstrates a method of remote update andcould be
expanded to allow the firmware file to be downloaded from a network
or retrieved from a FATfile system file. X-CTU stores .ebl files in
ProgramFiles\Digi\XCTU\update\ebl_files . See section 5.8.1 for
more information on X-CTU anda table of firmware files to use.

5.2.2.2 Sample Programs for One Rabbit-Based Board and XBIB or
USB Dongle

The sample programs listed here require a minimum of one
Rabbit-based board to run the sample and at least oneadditional
XBee node which could be Rabbit-based, on an XBIB or inside a USB
Dongle.

AT_interactive.c - This sample program illustrates how to set up
and send an AT command. It's alsouseful for debugging purposes, and
to configure some of the registers/commands on the XBee. It
dis-

plays a menu of some of the more useful AT commands, then
prompts the user to enter one. Runningthis program successfully
verifies that the communication link between the XBee module and
its Rab-

bit-based board is working properly. This sample can communicate
with remote nodes if the MACaddress is known and the node has
joined the network.

AT_remote.c - Similar to the AT_interactive sample but with node
discovery which will then display alist of remote nodes to
communicate with. This sample makes it much easier to find and work
withremote nodes through interactive AT commands.

SXA-command.c - This sample program shows the use of the Simple
XBee API to discover remotenodes and issue AT commands to them,
both interactively and programmatically.

SXA-stream.c - This demonstrates using the Simple XBee API
library to discover remote nodes andallows sending simple streams
of data between XBee nodes on a network. It uses the Digi
TransparentSerial cluster ; the same cluster used by XBee modules
running "AT firmware" instead of "API firm-ware". This sample will
work with stand-alone XBee modules tied to a serial device.

transparent_client.c - This sample demonstrates the manual setup
required for sending simple streamsof data between XBee nodes on a
network when not using the Simple XBee API library. It uses the
DigiTransparent Serial cluster; the same cluster used by XBee
modules running "AT firmware" instead of"API firmware". This sample
will work with stand-alone XBee modules tied to a serial
device.

5.2.2.3 Sample Programs for Two Rabbit-Based BoardsThe sample
programs listed here require a minimum of two Rabbit-based boards
to run the sample. Both

boards must be programmed with sample code to perform the sample
functionality. SXAsocket.c - This sample program shows the use of
the Simple XBee API library to discover remote

XBee noeds and send data streams back and forth, using a
reliable TCP socket-like protocol. This sam-
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flags)

DESCRIPTION

Helper function for printing a hex dump of memory to stdout. A
reference implementation is pro-vided in as util/hexdump.c. Dumps
data in hex/printable format, 16 bytes to a line, to stdout.

PARAMETERS

hexstrtobyte

int hexstrtobyte (const char FAR * p)

DESCRIPTION

Converts two hex characters (0-9A-Fa-f) to an equivalent byte
value.

PARAMETERS

RETURN VALUE

-1 Error (invalid character or string less than 2 bytes).

0-255 The byte represented by the first two characters of p
.

Examples

hexstrtobyte("FF") returns 255

hexstrtobyte("0") returns -1 (error because < 2
characters)

hexstrtobyte("ABCDEF") returns 0xAB (ignores additional
chars)

xbee_millisecond_timer

[in] address Address of data to dump.

[in] length Number of bytes to dump.

[in] flags One of:

HEX_DUMP_FLAG_NONE HEX_DUMP_FLAG_OFFSET HEX_DUMP_FLAG_ADDRESS
HEX_DUMP_FLAG_TAB

[in] p String of hex characters to convert.
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uint32_t xbee_millisecond_timer ( void )

DESCRIPTION

Macro which returns the number of elapsed milliseconds.

This counter does rollover and has 1ms resolution.

RETURN VALUE

0 Number of elapsed milliseconds.

xbee_seconds_timer

uint32_t xbee_seconds_timer ( void )

DESCRIPTION

Macro which returns the number of elapsed seconds. This counter
does rollover and has 1 secondresolution. In addition to
determining timeouts, the ZCL Time Cluster makes use of it to
reportcurrent time.

RETURN VALUE

Number of elapsed seconds.

5.4 .2 XBee Driver Layer API Functions and Macros

This section contains descriptions for the XBee Driver Layer
functions and macros separated into layer compo-

nents.

5.4 .2.1 XBee Driver Layer General Usage

Most of the functions in this layer are not used directly in
applications.

5.4 .2.2 Serial API Functions and Macros

This section contains API descriptions for the serial component
of the XBee Driver Layer. To use any of thesefunctions the program
must #include either XBee/serial.h or the xbee_config.h header file
from theDC_Root/Samples/XBee directory.

xbee_ser_baudrate

int xbee_ser_baudrate ( xbee_serial_t * serial, uint32_t
baudrate )

DESCRIPTION

Change the baud rate of XBee serial port serial to baudrate
bits/second.
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PARAMETERS

RETURN VALUE

0 Opened serial port within 5% of requested baudrate.

-EINVAL Parameter serial is not a valid XBee serial port.

-EIO Can't open serial port within 5% of requested baudrate.

SEE ALSO

xbee_ser_open(), xbee_ser_close(), xbee_ser_break()

xbee_ser_break

int xbee_ser_break ( xbee_serial_t * serial, bool_t enabled
)

DESCRIPTION

Disable the serial transmit pin and pull it low to send a break
to the XBee serial port.

PARAMETERS

RETURN VALUE

0 Success

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

xbee_ser_open(), xbee_ser_close()

Referenced by xbee_fw_install_ebl_tick(), and
xbee_fw_install_oem_tick().

xbee_ser_close

[in] serial XBee serial port

[in] baudrate Bits per second of serial data transfer speed.

[in] serial XBee serial port

[in] enabled Set to 1 to start the break or 0 to end the break
(and re-sume transmitting).
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int xbee_ser_close ( xbee_serial_t * serial )

DESCRIPTION

Close the serial port attached to XBee serial port serial .

PARAMETERS

RETURN VALUE

0 Closed serial port

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

xbee_ser_open(), xbee_ser_baudrate(), xbee_ser_break()

xbee_ser_flowcontrol

int xbee_ser_flowcontrol ( xbee_serial_t * serial, bool_t
enabled )

DESCRIPTION

Enable or disable hardware flow control (CTS/RTS) on the serial
port for XBee serial port

serial .PARAMETERS

RETURN VALUE

0 Success.

-EINVAL serial is not a valid XBee serial port.SEE ALSO

xbee_ser_set_rts(), xbee_ser_get_cts()

[in] serial XBee serial port

[in] serial XBee serial port

[in] enabled Set to 0 to disable flow control or non-zero to
enableflow control.
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xbee_ser_get_cts

int xbee_ser_get_cts ( xbee_serial_t * serial)

DESCRIPTION

Read the status of the /CTS (clear to send) pin on the serial
port connected to XBee serial portserial .

Note : This function doesn't return the value of the pin -- it
returns whether it's asserted (i.e., clearto send to the XBee
serial port) or not.

PARAMETER

RETURN VALUE1 It's clear to send.

0 It's not clear to send.

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

xbee_ser_flowcontrol(), xbee_ser_set_rts()

xbee_ser_getchar

int xbee_ser_getchar ( xbee_serial_t * serial)

DESCRIPTION

Reads a single character from the XBee serial port serial .

PARAMETER

RETURN VALUE

0-255 Character read from XBee serial port.

-ENODATA There aren't any characters in the read buffer.

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

[in] serial XBee serial port

[in] serial XBee serial port
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xbee_ser_read(), xbee_ser_write(), xbee_ser_getchar()

xbee_ser_invalid

bool_t xbee_ser_invalid ( xbee_serial_t * serial)

DESCRIPTION

Helper function used by other xbee_serial functions to validate
the serial parameter.

Confirms that it is non-NULL and is set to a valid port.

PARAMETER

RETURN VALUE

1 serial is not a valid XBee serial port.

0 serial is a valid XBee serial port.

xbee_ser_open

int xbee_ser_open ( xbee_serial_t * serial, uint32_t baudrate
)

DESCRIPTION

Opens the serial port connected to XBee serial port serial at
baudrate bits/second.

PARAMETERS

RETURN VALUE

0 Opened serial port within 5% of requested baudrate.

-EINVAL serial is not a valid XBee serial port.

-EIO Can't open serial port within 5% of requested baudrate.

SEE ALSO

xbee_ser_baudrate(), xbee_ser_close(), xbee_ser_break()

[in] serial XBee serial port

[in] serial XBee serial port

[in] baudrate Bits per second of serial data transfer speed.
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xbee_ser_portname

const char* xbee_ser_portname ( xbee_serial_t * serial)

DESCRIPTION

Returns a human-readable string describing the serial port
attached (A thru F). If serial parameter is invalid or the port is
not initialized, it will return the string (invalid).

PARAMETERS

RETURN VALUE

0 Null-terminated string describing the serial port.

(invalid) If serial is invalid or not configured.

xbee_ser_putchar

int xbee_ser_putchar ( xbee_serial_t * serial, uint8_t ch )

DESCRIPTION

Transmits a single character, ch , to the XBee serial port
serial .PARAMETERS

RETURN VALUE

0 Successfully sent (queued) character.

-ENOSPC The write buffer is full and the character wasn't
sent.

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

xbee_ser_read(), xbee_ser_write(), xbee_ser_getchar()

[in] serial XBee serial port

[in] serial XBee serial port

[in] ch Character to send
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xbee_ser_read

int xbee_ser_read ( xbee_serial_t * serial,void FAR * buffer,
int

bufsize )DESCRIPTION

Reads up to bufsize bytes from XBee serial port serial and into
buffer .

If there is no data available when the function is called, it
will return immediately.

PARAMETERS

RETURN VALUE

>=0 The number of bytes read from XBee serial port.

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

xbee_ser_write(), xbee_ser_putchar(), xbee_ser_getchar()

xbee_ser_rx_flush

int xbee_ser_rx_flush ( xbee_serial_t * serial)

DESCRIPTION

Deletes all characters in the serial receive buffer for XBee
serial port serial .

PARAMETERS

RETURN VALUE

0 Success.

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

[in] serial XBee serial port

[out] buffer Buffer to hold bytes read from XBee serial port

[in] bufsize Maximum number of bytes to read

[in] serial XBee serial port
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xbee_ser_tx_free(), xbee_ser_tx_used(),
xbee_ser_tx_flush(),xbee_ser_rx_free(), xbee_ser_rx_used()

xbee_ser_rx_free

int xbee_ser_rx_free ( xbee_serial_t * serial)

DESCRIPTION

Returns the number of unused bytes in the serial receive buffer
for XBee serial port serial .

PARAMETERS

RETURN VALUE

INT_MAX The buffer size is unlimited (or unknown).

>=0 The number of bytes it would take to fill the XBee serial
port's serial receive buffer.

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

xbee_ser_tx_free(), xbee_ser_tx_used(),
xbee_ser_tx_flush(),xbee_ser_rx_used(), xbee_ser_rx_flush()

xbee_ser_rx_used

int xbee_ser_rx_used ( xbee_serial_t * serial)

DESCRIPTION

Returns the number of queued bytes in the serial receive buffer
for XBee serial port serial .

PARAMETERS

RETURN VALUE

>=0 The number of bytes queued in the XBee serial port's
serial transmit buffer.

-EINVAL serial is not a valid XBee serial port.

SEE ALSO

[in] serial XBee serial port

[in] serial XBee serial port
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