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CERIAS Tech Report 2011-11Yahoo Messenger Forensics on Windows Vista and Windows 7
 by Matthew Levendoski Tejashree Datar Dr Marc RogersCenter for Education and ResearchInformation Assurance and Security
 Purdue University West Lafayette IN 47907-2086
  Yahoo Messenger Forensics on Windows Vista andWindows 7
 Matthew Levendoski Tejashree Datar and Dr Marcus Rogers
 Center for Education and Research in Information Assurance and SecurityPurdue University West Lafayette IN 47906
 mlevendo tdatar rogersmkpurdueedu
 Abstract The purpose of this study is to identify several areas of forensic interest within the Yahoo Messenger application which are of forensic significance This study focuses on new areas of interest within the file structure of Windows Vista and Windows 7 One of the main issues with this topic is that little research has been previously conducted on the new Windowsplatforms Previously conducted research indicates the evidence found on olderfile structures such as Windows XP as well as outdated versions of YahooMessenger Several differences were found within the Yahoo Messengerrsquosregistry keys and directory structure on Windows Vista and Windows 7 as compared to Windows XP
 Keywords Yahoo Messenger Instant Messenger Forensics Windows Vista Windows 7
 1 Introduction
 Yahoo Messenger (YM) among other forms of online communication is usedextensively by online predators to communicate with other predators as a means ofcommunication with victims and also for trading of pictures and videos Investigatorsoften come across cases involving child pornography Cases in which YM is specifically used as a medium for gathering images and videos are less frequent Dueto the small number of cases wherein YM is used for gathering several forms ofmultimedia there is a lack of a unified body of knowledge that can aide the investigative process The Access Data Registry Quick Find Chart [1] with respect toYM is limited to older versions of YM on Windows XP
 The purpose of this research is to update the current registry artifacts found withinAccess Datarsquos Registry Quick Find Chart Most notably this paper also pin points thedifference in directory structure from Windows XP to that of Windows Vista and Windows 7 Additionally this research sets out to create a unified source in whichinvestigators can reference when dealing directly with the Yahoo Messenger service
 The paper documents all the associated findings of these interactions with respect toYM chats photo sharing and file transfer This paper focuses more on the relevanceof the sharing and receiving of files and photos as it relates to identifying specificareas where potential evidence of content depicting child pornography may be found
  2 Previous Work
 Dickson [2] presents an article with a general focus and overview of several pieces ofevidence that can be found within the Yahoo Messenger chat service The emphasisof the article is to help locate evidence that helps trace contact information about aknown suspect and their potential victim It gives insight into the location of evidencethat specifies file transfers user connections (YPAGERLOG) chat logs (whenenabled) fragments of conversions within the swap file message fragments in RAMas well as other directly contacted userrsquos profile pictures (INDEXINI)[2] This articlegives an insight into a broad range of evidential artifacts that can be sited andanalyzed within the Yahoo application
 Wagner [3] in his white paper writes an overview about Yahoo Messenger photo sharing This article talks about the ldquoSrdquo folder in brief and also talks about the _mjpgand _tjpg file creations in this ldquoSrdquo folder There is a similar white paper by anunknown author [4] which also talks about Yahoo Messenger photo sharing withrespect to the ldquoSrdquo folder and the _mjpg and _tjpg files These articles gave us a quickperspective of where to start looking for evidence of photos and photo sharing sessions
 Additionally Dicksonrsquos article [2] goes into further detail that will help identify aneven more general view into identifying evidence in several case scenarios But because these articles were written in 2006 and 2007 the studies at hand are outdated and need revision Not all is lost though for several core features have always been implemented within the Yahoo application that are still evident today
 3 Yahoo Messenger Overview
 Yahoo Messenger is one of the popular instant messaging clients from Yahoo YMcan be downloaded from httpmessengeryahoocom in which a Yahoo account isneeded to log into the service A Yahoo account can be created by providing onersquospersonal information like name and date of birth then proceed by creating a usernameand password Once logged in users can send instant messages and chat with otherYahoo users in their contactbuddy list Users can also share photos sendreceive files video chat conference and Internet phone calls along with instant messagingOnce YM is loaded on a machine it has certain default preferences with respect tochats archives messages privacy and all other general preferences like soundsalerts and signing into YM
 By default all chat messages are archived and saved but these messages arecleared out once the user signs out of YM If a user does not log out of YM whileclosing the application it is possible to view these archived messages The user has anoption to view and save these messages as a file before logging out of the YMsession A user can also change this default message archive option and opt to eithersave the messages at all times or to not save the messages at all If a user decides tosave the YM chat session in Windows Vista and Windows 7 by default theseconversations are saved in the Documents folder as a text file The chat messages canalternatively be saved at any specified location on the computer as per the userrsquos
  preference These conversations need to be saved before logging out of the YM application
 4 Methodology
 For the purpose of testing YM communication two virtual machines were created on a Mac Pro environment running OS X 105 (Leopard) In each virtual machineWindows Vista Business Edition and Windows 7 Ultimate Edition were installed These virtual machines were installed using the freely available VirtualBox softwareThe latest version of Yahoo Messenger version 10001258 was installed on each ofthe virtual machines This YM version was installed without the toolbar browser northe extra options
 Three Yahoo accounts were set up in order to test the messenger Two of these test accounts were created as potential ldquoBad guysrdquo or predators and one account as a potential victim Several mock interactions were conducted in which chats filetransfers and photo sharing were initiated Different scenarios were conducted inwhich one user initiated photo sharing with another user and one user initiated photosharing with multiple users simultaneously (for this paper two users) was also testedThe data and the evidence left behind from these interactions were then tracked usingscreen shots for each of these interactions as well as specific evidential tracking
 5 Data Analysis
 The evidence examination was first started by inspecting the registry structure forWindows Vista and Windows 7 using the built in registry editor for Windows Theregistry was examined with respect to the YM files It was found that this registrystructure is fairly similar to the YM registry structure for Windows XP found in theAccess Data Registry Quick Find Chart [1] In order to better convey the findings theregistry evidence was placed in a tabular format similar to that of Access Datarsquos chart
 For both Windows Vista and Windows 7 at the following location UserSoftwareYahooPager an investigator can expect to find the Yahoo user id ofthe person using the account the version of YM installed on the computer all therevisions made to the YM version if the save password option is turned on and also ifthe Auto sign in has been enabled Windows Vista has an extra feature of P2P countthat is not included in Windows 7 P2P count is the number of allowed P2P users who can send large data amongst each other Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7 information related to chat sessions can be found under the following location UserSoftwareYahooPagerprofilesprofile_namechat which gives the last selectedchat room category but not necessarily the exact chat room entered This informationcan prove useful for investigators to understand the chat room category that thepredators potentially use and frequent Please refer to Table 1 for further detail
 UserSoftwareYahooPagerprofilesprofile_namechatfavorite_rooms gives the list of saved favorite rooms for the user This stands true for both Windows Vista and
  Windows 7 This information can be important to understand the different chat roomsthat the predator frequents Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7UserSoftwareYahooPagerprofilesprofile_nameFT gives the last saved location ofa received file It also gives the last sent location of a transferred file that is the location from where the last sent file was uploaded This is important data whenvalidating whether a user has been sharing or receiving files Please refer to Table 1for further detail
 UserSoftwareYahooPagerprofilesprofile_nameFriendIcons gives the icon thatthe user has set for himselfherself that will be displayed to the userrsquos friends Thename of the file used will be visible in the path as well as where it is located on thehard drive Location of the FriendIcon is essentially the same for Windows Vista andWindows 7 Please refer to Table 1 for further detail
 Table 1 Registry evidence within Windows Vista and 7 compared to Windows XP
 Yahoo Registry at a Glance for Windows Vista and 7 File Location Description XP[1] Vista Windows 7
 HKEY_ CURRE NT_USE R
 SoftwareYa hooPager
 Gives User ID Yahoo User ID
 Yahoo User ID
 Yahoo User ID
 Gives the installed version
 NA Version Version
 Gives the version revisions
 NA VersionRev VersionRev
 Shows if the password issaved
 Save Password
 Save Password
 Save Password
 Shows if auto sign in is turnedon or off
 NA Auto Login Auto Login
 Number of P2P users
 NA P2P count NA
 HKEY_ SoftwareYa Gives the last Chat Chat Chat CURRE hoopagerpro selected chat (Rooms NT_USE filesscreenna room category visited or R meChat created) HKEY_ SoftwareYa Gives the list of NA Favorite Favorite CURRE hoopagerpro saved favorite Rooms Rooms NT_USE filesscreenna rooms for the R meChatFavo
 rite Rooms user
 HKEY_ CURRE NT_USE R
 SoftwareYa hooPagerprofilesscreenna meFT
 Location of last received file and last sent transferred file
 File Transfer FT FT
 HKEY_ CURRE NT_USE R
 SoftwareYah ooPagerprofilesscreennam eFriendIcons
 Location of user icon displayedto friends
 NA FriendIcons FriendIcons
  51 Photo Sharing Creation of the ldquoSrdquo folder
 Whenever a photo sharing session is initiated in Yahoo Messenger from a Vista machine a photo sharing folder starting with the letter ldquoSrdquo is created in the ProgramData folder Additionally randomly assigned numbers and alphanumeric charactersare appended to the end of the naming structure The path for the created ldquoSrdquo folder isas follows CProgramDataYahooMessengerPhotoSharingSc8b0 The ldquoSrdquo folderis not created immediately when the user initiates the photo sharing session Once thesession is initiated as soon as the other yahoo user accepts the photo sharing invitethe ldquoSrdquo folder is created in the PhotoSharing folder on the initiatorrsquos side The ldquoSrdquofolder in itself is empty until a picture is shared As soon as an image is shared(sent) a thumbs file lsquo_tjpgrsquo is created followed by the image file lsquo_mjpgrsquo The nameof this file appears to be a randomly assigned series of alphanumeric characters Forthe purpose of this paper the Windows Vista machine was used for initiating thephoto sharing on Yahoo Messenger The user sent the pictures from the WindowsVista machine to the user on the Windows 7 machine
 Figure 1 and Figure 2 below illustrate the creation of the ldquoSrdquo folder for the Windows Vista machine Figure 1 is an image of the ldquoSrdquo folder being created after a photo sharing session was initiated by the user on the Windows Vista machine Figure2 is an image of the ldquoSrdquo folder on Windows Vista when a photo was shared by theuser on that machine It can be seen that two files are created in the folder one after another simultaneously One file is labeled lsquo_tjpgrsquo and the other file is lsquo_mjpgrsquo respectively These two files indicate that the photo was sent by the user on the Vistamachine The name of the file is randomly generated alphanumeric characters and isdifferent than the actual file name that was shared from that machine
 Fig 1 Creation of ldquoSrdquo folder for Vista
 Fig 2 ldquoSrdquo Folder when an image is shared from the Vista machine
  Figure 3 is an image of the same ldquoSrdquo folder on Vista when a photo was shared byanother user It can be seen that only one file lsquo_mjpgrsquo is created in the same ldquoSrdquofolder The absence of the lsquo_tjpgrsquo file indicates that the file was received by the user The addition of the new files to the same ldquoSrdquo folder indicates that the photo sharingsession that was initiated earlier is still being continued between the same two users
 Fig 3 ldquoSrdquo folder after an image is received
 For the purpose of this paper a photo sharing session was initiated by the user on Windows Vista machine with the user on the Windows 7 machine On Windows 7the ldquoSrdquo folder is created in the Program Data folder similar to that of Windows Vista The path for the ldquoSrdquo folder is CProgramDataYahooMessengerPhotoSharingS0e4e The ldquoSrdquo folder is created assoon as a file is shared with this machine The creation of ldquoSrdquo folder for Windows 7 is illustrated in Figure 4 The folder contains the received file This file is of the lsquo_mjpgrsquo naming convention The name of the file is alphanumeric and is randomlygenerated The name of the image in the ldquoSrdquo folder is not consistent with that on thesent machine If Windows 7 is used to initiate photo sharing the ldquoSrdquo folder creationwill follow the same procedure as Windows Vista
 Fig 4 ldquoSrdquo folder creation for Windows 7
 If a user has multiple chat sessions and photo sharing sessions open simultaneouslywith different users a different ldquoSrdquo folder is created for each chat session This holdstrue for both Windows Vista and Windows 7 As soon as a new photo-sharing requestis accepted another ldquoSrdquo folder is created in the PhotoSharing folder The folder staysempty until the images are shared A file with the extension lsquo_mjpgrsquo is created oncean image is received or two files with extensions lsquo_tjpgrsquo and lsquo_mjpgrsquo each are created if the image is sent by the user
  Fig 5 ldquoSrdquo folders for multiple photo sharing sessions
 Figure 5 shows two ldquoSrdquo folders present in the PhotoSharing folder under ProgramData This is due to the fact that the user has multiple photo-sharing sessions open with in multiple chats at the same time Unfortunately the individual ldquoSrdquo folderdoes not specify which chat buddy the user was sharing photos with
 52 File Transfer
 There are two ways of sharing a photo in Yahoo Messenger One is via Yahoo PhotoSharing and the other is via the file transfer option The ldquoSrdquo folder creation is applicable only for the photo sharing and does not apply to file transfer If the userwishes to save the photos via Photo Sharing the default folder where these pictureswill be saved is in the lsquoPicturersquo folder The lsquoPicturersquo folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNamePicturesrsquo The user can in turn savethe photos to any location they desired on the computer
 The file transfer option can be used to transfer all kinds of media such as photosdocuments or music The default location while saving a file during a file transfer isldquoDocumentsrdquo The Documents folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNameDocumentsrsquo But if the user wishes to the file can besaved anywhere on the computer The default file name is same as the original fileThe date-time stamp of the saved file is that of the local machine when the file wassaved
 6 Summary and Future Work
 It can be seen that Yahoo has changed the file directories slightly with the new filestructure implemented in Windows Vista and Windows 7 as compared to WindowsXP One of the major changes from Windows XP to Windows Vista and Windows 7is the new file path lsquoProgramDatarsquo which is actually a hidden folder in the C drive This new directory is now the location for the YM PhotoSharing folder Investigatorscan expect to find important information in the Yahoo file directories with respect tophoto sharing and file transfers Chat message archives can be found on the machine if the user did not log out of YM and the ongoing conversations before closing theYM application Investigators can also expect to find out shared and received photos
  in the ldquoSrdquo folder Even though the ldquoSrdquo does not indicate with which user the photos were shared with it is possible to find more information regarding users by comparing the date-time stamps of the ldquoSrdquo folder and the archived chat files
 Additionally work needs to be done to improve the current research at hand Oneaddition is to possibly locate the IP addresses of YM buddies who have been incontact with a user on either a Windows Vista or Windows 7 machine Other evidential paths and case by case scenarios have also been submitted for furtherresearch These additions combined with this paper have been expressed to be ofutmost importance by local and state police and have proven to be useful at severallevels of investigations dealing with child pornography cases in which the YahooMessenger has been utilized
 References
 1 AccessData Registry Quick Find Chart (2005)2 Dickson M An examination into Yahoo Messenger 70 contact identification Digital
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Yahoo Messenger Forensics on Windows Vista andWindows 7
 Matthew Levendoski Tejashree Datar and Dr Marcus Rogers
 Center for Education and Research in Information Assurance and SecurityPurdue University West Lafayette IN 47906
 mlevendo tdatar rogersmkpurdueedu
 Abstract The purpose of this study is to identify several areas of forensic interest within the Yahoo Messenger application which are of forensic significance This study focuses on new areas of interest within the file structure of Windows Vista and Windows 7 One of the main issues with this topic is that little research has been previously conducted on the new Windowsplatforms Previously conducted research indicates the evidence found on olderfile structures such as Windows XP as well as outdated versions of YahooMessenger Several differences were found within the Yahoo Messengerrsquosregistry keys and directory structure on Windows Vista and Windows 7 as compared to Windows XP
 Keywords Yahoo Messenger Instant Messenger Forensics Windows Vista Windows 7
 1 Introduction
 Yahoo Messenger (YM) among other forms of online communication is usedextensively by online predators to communicate with other predators as a means ofcommunication with victims and also for trading of pictures and videos Investigatorsoften come across cases involving child pornography Cases in which YM is specifically used as a medium for gathering images and videos are less frequent Dueto the small number of cases wherein YM is used for gathering several forms ofmultimedia there is a lack of a unified body of knowledge that can aide the investigative process The Access Data Registry Quick Find Chart [1] with respect toYM is limited to older versions of YM on Windows XP
 The purpose of this research is to update the current registry artifacts found withinAccess Datarsquos Registry Quick Find Chart Most notably this paper also pin points thedifference in directory structure from Windows XP to that of Windows Vista and Windows 7 Additionally this research sets out to create a unified source in whichinvestigators can reference when dealing directly with the Yahoo Messenger service
 The paper documents all the associated findings of these interactions with respect toYM chats photo sharing and file transfer This paper focuses more on the relevanceof the sharing and receiving of files and photos as it relates to identifying specificareas where potential evidence of content depicting child pornography may be found
  2 Previous Work
 Dickson [2] presents an article with a general focus and overview of several pieces ofevidence that can be found within the Yahoo Messenger chat service The emphasisof the article is to help locate evidence that helps trace contact information about aknown suspect and their potential victim It gives insight into the location of evidencethat specifies file transfers user connections (YPAGERLOG) chat logs (whenenabled) fragments of conversions within the swap file message fragments in RAMas well as other directly contacted userrsquos profile pictures (INDEXINI)[2] This articlegives an insight into a broad range of evidential artifacts that can be sited andanalyzed within the Yahoo application
 Wagner [3] in his white paper writes an overview about Yahoo Messenger photo sharing This article talks about the ldquoSrdquo folder in brief and also talks about the _mjpgand _tjpg file creations in this ldquoSrdquo folder There is a similar white paper by anunknown author [4] which also talks about Yahoo Messenger photo sharing withrespect to the ldquoSrdquo folder and the _mjpg and _tjpg files These articles gave us a quickperspective of where to start looking for evidence of photos and photo sharing sessions
 Additionally Dicksonrsquos article [2] goes into further detail that will help identify aneven more general view into identifying evidence in several case scenarios But because these articles were written in 2006 and 2007 the studies at hand are outdated and need revision Not all is lost though for several core features have always been implemented within the Yahoo application that are still evident today
 3 Yahoo Messenger Overview
 Yahoo Messenger is one of the popular instant messaging clients from Yahoo YMcan be downloaded from httpmessengeryahoocom in which a Yahoo account isneeded to log into the service A Yahoo account can be created by providing onersquospersonal information like name and date of birth then proceed by creating a usernameand password Once logged in users can send instant messages and chat with otherYahoo users in their contactbuddy list Users can also share photos sendreceive files video chat conference and Internet phone calls along with instant messagingOnce YM is loaded on a machine it has certain default preferences with respect tochats archives messages privacy and all other general preferences like soundsalerts and signing into YM
 By default all chat messages are archived and saved but these messages arecleared out once the user signs out of YM If a user does not log out of YM whileclosing the application it is possible to view these archived messages The user has anoption to view and save these messages as a file before logging out of the YMsession A user can also change this default message archive option and opt to eithersave the messages at all times or to not save the messages at all If a user decides tosave the YM chat session in Windows Vista and Windows 7 by default theseconversations are saved in the Documents folder as a text file The chat messages canalternatively be saved at any specified location on the computer as per the userrsquos
  preference These conversations need to be saved before logging out of the YM application
 4 Methodology
 For the purpose of testing YM communication two virtual machines were created on a Mac Pro environment running OS X 105 (Leopard) In each virtual machineWindows Vista Business Edition and Windows 7 Ultimate Edition were installed These virtual machines were installed using the freely available VirtualBox softwareThe latest version of Yahoo Messenger version 10001258 was installed on each ofthe virtual machines This YM version was installed without the toolbar browser northe extra options
 Three Yahoo accounts were set up in order to test the messenger Two of these test accounts were created as potential ldquoBad guysrdquo or predators and one account as a potential victim Several mock interactions were conducted in which chats filetransfers and photo sharing were initiated Different scenarios were conducted inwhich one user initiated photo sharing with another user and one user initiated photosharing with multiple users simultaneously (for this paper two users) was also testedThe data and the evidence left behind from these interactions were then tracked usingscreen shots for each of these interactions as well as specific evidential tracking
 5 Data Analysis
 The evidence examination was first started by inspecting the registry structure forWindows Vista and Windows 7 using the built in registry editor for Windows Theregistry was examined with respect to the YM files It was found that this registrystructure is fairly similar to the YM registry structure for Windows XP found in theAccess Data Registry Quick Find Chart [1] In order to better convey the findings theregistry evidence was placed in a tabular format similar to that of Access Datarsquos chart
 For both Windows Vista and Windows 7 at the following location UserSoftwareYahooPager an investigator can expect to find the Yahoo user id ofthe person using the account the version of YM installed on the computer all therevisions made to the YM version if the save password option is turned on and also ifthe Auto sign in has been enabled Windows Vista has an extra feature of P2P countthat is not included in Windows 7 P2P count is the number of allowed P2P users who can send large data amongst each other Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7 information related to chat sessions can be found under the following location UserSoftwareYahooPagerprofilesprofile_namechat which gives the last selectedchat room category but not necessarily the exact chat room entered This informationcan prove useful for investigators to understand the chat room category that thepredators potentially use and frequent Please refer to Table 1 for further detail
 UserSoftwareYahooPagerprofilesprofile_namechatfavorite_rooms gives the list of saved favorite rooms for the user This stands true for both Windows Vista and
  Windows 7 This information can be important to understand the different chat roomsthat the predator frequents Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7UserSoftwareYahooPagerprofilesprofile_nameFT gives the last saved location ofa received file It also gives the last sent location of a transferred file that is the location from where the last sent file was uploaded This is important data whenvalidating whether a user has been sharing or receiving files Please refer to Table 1for further detail
 UserSoftwareYahooPagerprofilesprofile_nameFriendIcons gives the icon thatthe user has set for himselfherself that will be displayed to the userrsquos friends Thename of the file used will be visible in the path as well as where it is located on thehard drive Location of the FriendIcon is essentially the same for Windows Vista andWindows 7 Please refer to Table 1 for further detail
 Table 1 Registry evidence within Windows Vista and 7 compared to Windows XP
 Yahoo Registry at a Glance for Windows Vista and 7 File Location Description XP[1] Vista Windows 7
 HKEY_ CURRE NT_USE R
 SoftwareYa hooPager
 Gives User ID Yahoo User ID
 Yahoo User ID
 Yahoo User ID
 Gives the installed version
 NA Version Version
 Gives the version revisions
 NA VersionRev VersionRev
 Shows if the password issaved
 Save Password
 Save Password
 Save Password
 Shows if auto sign in is turnedon or off
 NA Auto Login Auto Login
 Number of P2P users
 NA P2P count NA
 HKEY_ SoftwareYa Gives the last Chat Chat Chat CURRE hoopagerpro selected chat (Rooms NT_USE filesscreenna room category visited or R meChat created) HKEY_ SoftwareYa Gives the list of NA Favorite Favorite CURRE hoopagerpro saved favorite Rooms Rooms NT_USE filesscreenna rooms for the R meChatFavo
 rite Rooms user
 HKEY_ CURRE NT_USE R
 SoftwareYa hooPagerprofilesscreenna meFT
 Location of last received file and last sent transferred file
 File Transfer FT FT
 HKEY_ CURRE NT_USE R
 SoftwareYah ooPagerprofilesscreennam eFriendIcons
 Location of user icon displayedto friends
 NA FriendIcons FriendIcons
  51 Photo Sharing Creation of the ldquoSrdquo folder
 Whenever a photo sharing session is initiated in Yahoo Messenger from a Vista machine a photo sharing folder starting with the letter ldquoSrdquo is created in the ProgramData folder Additionally randomly assigned numbers and alphanumeric charactersare appended to the end of the naming structure The path for the created ldquoSrdquo folder isas follows CProgramDataYahooMessengerPhotoSharingSc8b0 The ldquoSrdquo folderis not created immediately when the user initiates the photo sharing session Once thesession is initiated as soon as the other yahoo user accepts the photo sharing invitethe ldquoSrdquo folder is created in the PhotoSharing folder on the initiatorrsquos side The ldquoSrdquofolder in itself is empty until a picture is shared As soon as an image is shared(sent) a thumbs file lsquo_tjpgrsquo is created followed by the image file lsquo_mjpgrsquo The nameof this file appears to be a randomly assigned series of alphanumeric characters Forthe purpose of this paper the Windows Vista machine was used for initiating thephoto sharing on Yahoo Messenger The user sent the pictures from the WindowsVista machine to the user on the Windows 7 machine
 Figure 1 and Figure 2 below illustrate the creation of the ldquoSrdquo folder for the Windows Vista machine Figure 1 is an image of the ldquoSrdquo folder being created after a photo sharing session was initiated by the user on the Windows Vista machine Figure2 is an image of the ldquoSrdquo folder on Windows Vista when a photo was shared by theuser on that machine It can be seen that two files are created in the folder one after another simultaneously One file is labeled lsquo_tjpgrsquo and the other file is lsquo_mjpgrsquo respectively These two files indicate that the photo was sent by the user on the Vistamachine The name of the file is randomly generated alphanumeric characters and isdifferent than the actual file name that was shared from that machine
 Fig 1 Creation of ldquoSrdquo folder for Vista
 Fig 2 ldquoSrdquo Folder when an image is shared from the Vista machine
  Figure 3 is an image of the same ldquoSrdquo folder on Vista when a photo was shared byanother user It can be seen that only one file lsquo_mjpgrsquo is created in the same ldquoSrdquofolder The absence of the lsquo_tjpgrsquo file indicates that the file was received by the user The addition of the new files to the same ldquoSrdquo folder indicates that the photo sharingsession that was initiated earlier is still being continued between the same two users
 Fig 3 ldquoSrdquo folder after an image is received
 For the purpose of this paper a photo sharing session was initiated by the user on Windows Vista machine with the user on the Windows 7 machine On Windows 7the ldquoSrdquo folder is created in the Program Data folder similar to that of Windows Vista The path for the ldquoSrdquo folder is CProgramDataYahooMessengerPhotoSharingS0e4e The ldquoSrdquo folder is created assoon as a file is shared with this machine The creation of ldquoSrdquo folder for Windows 7 is illustrated in Figure 4 The folder contains the received file This file is of the lsquo_mjpgrsquo naming convention The name of the file is alphanumeric and is randomlygenerated The name of the image in the ldquoSrdquo folder is not consistent with that on thesent machine If Windows 7 is used to initiate photo sharing the ldquoSrdquo folder creationwill follow the same procedure as Windows Vista
 Fig 4 ldquoSrdquo folder creation for Windows 7
 If a user has multiple chat sessions and photo sharing sessions open simultaneouslywith different users a different ldquoSrdquo folder is created for each chat session This holdstrue for both Windows Vista and Windows 7 As soon as a new photo-sharing requestis accepted another ldquoSrdquo folder is created in the PhotoSharing folder The folder staysempty until the images are shared A file with the extension lsquo_mjpgrsquo is created oncean image is received or two files with extensions lsquo_tjpgrsquo and lsquo_mjpgrsquo each are created if the image is sent by the user
  Fig 5 ldquoSrdquo folders for multiple photo sharing sessions
 Figure 5 shows two ldquoSrdquo folders present in the PhotoSharing folder under ProgramData This is due to the fact that the user has multiple photo-sharing sessions open with in multiple chats at the same time Unfortunately the individual ldquoSrdquo folderdoes not specify which chat buddy the user was sharing photos with
 52 File Transfer
 There are two ways of sharing a photo in Yahoo Messenger One is via Yahoo PhotoSharing and the other is via the file transfer option The ldquoSrdquo folder creation is applicable only for the photo sharing and does not apply to file transfer If the userwishes to save the photos via Photo Sharing the default folder where these pictureswill be saved is in the lsquoPicturersquo folder The lsquoPicturersquo folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNamePicturesrsquo The user can in turn savethe photos to any location they desired on the computer
 The file transfer option can be used to transfer all kinds of media such as photosdocuments or music The default location while saving a file during a file transfer isldquoDocumentsrdquo The Documents folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNameDocumentsrsquo But if the user wishes to the file can besaved anywhere on the computer The default file name is same as the original fileThe date-time stamp of the saved file is that of the local machine when the file wassaved
 6 Summary and Future Work
 It can be seen that Yahoo has changed the file directories slightly with the new filestructure implemented in Windows Vista and Windows 7 as compared to WindowsXP One of the major changes from Windows XP to Windows Vista and Windows 7is the new file path lsquoProgramDatarsquo which is actually a hidden folder in the C drive This new directory is now the location for the YM PhotoSharing folder Investigatorscan expect to find important information in the Yahoo file directories with respect tophoto sharing and file transfers Chat message archives can be found on the machine if the user did not log out of YM and the ongoing conversations before closing theYM application Investigators can also expect to find out shared and received photos
  in the ldquoSrdquo folder Even though the ldquoSrdquo does not indicate with which user the photos were shared with it is possible to find more information regarding users by comparing the date-time stamps of the ldquoSrdquo folder and the archived chat files
 Additionally work needs to be done to improve the current research at hand Oneaddition is to possibly locate the IP addresses of YM buddies who have been incontact with a user on either a Windows Vista or Windows 7 machine Other evidential paths and case by case scenarios have also been submitted for furtherresearch These additions combined with this paper have been expressed to be ofutmost importance by local and state police and have proven to be useful at severallevels of investigations dealing with child pornography cases in which the YahooMessenger has been utilized
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2 Previous Work
 Dickson [2] presents an article with a general focus and overview of several pieces ofevidence that can be found within the Yahoo Messenger chat service The emphasisof the article is to help locate evidence that helps trace contact information about aknown suspect and their potential victim It gives insight into the location of evidencethat specifies file transfers user connections (YPAGERLOG) chat logs (whenenabled) fragments of conversions within the swap file message fragments in RAMas well as other directly contacted userrsquos profile pictures (INDEXINI)[2] This articlegives an insight into a broad range of evidential artifacts that can be sited andanalyzed within the Yahoo application
 Wagner [3] in his white paper writes an overview about Yahoo Messenger photo sharing This article talks about the ldquoSrdquo folder in brief and also talks about the _mjpgand _tjpg file creations in this ldquoSrdquo folder There is a similar white paper by anunknown author [4] which also talks about Yahoo Messenger photo sharing withrespect to the ldquoSrdquo folder and the _mjpg and _tjpg files These articles gave us a quickperspective of where to start looking for evidence of photos and photo sharing sessions
 Additionally Dicksonrsquos article [2] goes into further detail that will help identify aneven more general view into identifying evidence in several case scenarios But because these articles were written in 2006 and 2007 the studies at hand are outdated and need revision Not all is lost though for several core features have always been implemented within the Yahoo application that are still evident today
 3 Yahoo Messenger Overview
 Yahoo Messenger is one of the popular instant messaging clients from Yahoo YMcan be downloaded from httpmessengeryahoocom in which a Yahoo account isneeded to log into the service A Yahoo account can be created by providing onersquospersonal information like name and date of birth then proceed by creating a usernameand password Once logged in users can send instant messages and chat with otherYahoo users in their contactbuddy list Users can also share photos sendreceive files video chat conference and Internet phone calls along with instant messagingOnce YM is loaded on a machine it has certain default preferences with respect tochats archives messages privacy and all other general preferences like soundsalerts and signing into YM
 By default all chat messages are archived and saved but these messages arecleared out once the user signs out of YM If a user does not log out of YM whileclosing the application it is possible to view these archived messages The user has anoption to view and save these messages as a file before logging out of the YMsession A user can also change this default message archive option and opt to eithersave the messages at all times or to not save the messages at all If a user decides tosave the YM chat session in Windows Vista and Windows 7 by default theseconversations are saved in the Documents folder as a text file The chat messages canalternatively be saved at any specified location on the computer as per the userrsquos
  preference These conversations need to be saved before logging out of the YM application
 4 Methodology
 For the purpose of testing YM communication two virtual machines were created on a Mac Pro environment running OS X 105 (Leopard) In each virtual machineWindows Vista Business Edition and Windows 7 Ultimate Edition were installed These virtual machines were installed using the freely available VirtualBox softwareThe latest version of Yahoo Messenger version 10001258 was installed on each ofthe virtual machines This YM version was installed without the toolbar browser northe extra options
 Three Yahoo accounts were set up in order to test the messenger Two of these test accounts were created as potential ldquoBad guysrdquo or predators and one account as a potential victim Several mock interactions were conducted in which chats filetransfers and photo sharing were initiated Different scenarios were conducted inwhich one user initiated photo sharing with another user and one user initiated photosharing with multiple users simultaneously (for this paper two users) was also testedThe data and the evidence left behind from these interactions were then tracked usingscreen shots for each of these interactions as well as specific evidential tracking
 5 Data Analysis
 The evidence examination was first started by inspecting the registry structure forWindows Vista and Windows 7 using the built in registry editor for Windows Theregistry was examined with respect to the YM files It was found that this registrystructure is fairly similar to the YM registry structure for Windows XP found in theAccess Data Registry Quick Find Chart [1] In order to better convey the findings theregistry evidence was placed in a tabular format similar to that of Access Datarsquos chart
 For both Windows Vista and Windows 7 at the following location UserSoftwareYahooPager an investigator can expect to find the Yahoo user id ofthe person using the account the version of YM installed on the computer all therevisions made to the YM version if the save password option is turned on and also ifthe Auto sign in has been enabled Windows Vista has an extra feature of P2P countthat is not included in Windows 7 P2P count is the number of allowed P2P users who can send large data amongst each other Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7 information related to chat sessions can be found under the following location UserSoftwareYahooPagerprofilesprofile_namechat which gives the last selectedchat room category but not necessarily the exact chat room entered This informationcan prove useful for investigators to understand the chat room category that thepredators potentially use and frequent Please refer to Table 1 for further detail
 UserSoftwareYahooPagerprofilesprofile_namechatfavorite_rooms gives the list of saved favorite rooms for the user This stands true for both Windows Vista and
  Windows 7 This information can be important to understand the different chat roomsthat the predator frequents Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7UserSoftwareYahooPagerprofilesprofile_nameFT gives the last saved location ofa received file It also gives the last sent location of a transferred file that is the location from where the last sent file was uploaded This is important data whenvalidating whether a user has been sharing or receiving files Please refer to Table 1for further detail
 UserSoftwareYahooPagerprofilesprofile_nameFriendIcons gives the icon thatthe user has set for himselfherself that will be displayed to the userrsquos friends Thename of the file used will be visible in the path as well as where it is located on thehard drive Location of the FriendIcon is essentially the same for Windows Vista andWindows 7 Please refer to Table 1 for further detail
 Table 1 Registry evidence within Windows Vista and 7 compared to Windows XP
 Yahoo Registry at a Glance for Windows Vista and 7 File Location Description XP[1] Vista Windows 7
 HKEY_ CURRE NT_USE R
 SoftwareYa hooPager
 Gives User ID Yahoo User ID
 Yahoo User ID
 Yahoo User ID
 Gives the installed version
 NA Version Version
 Gives the version revisions
 NA VersionRev VersionRev
 Shows if the password issaved
 Save Password
 Save Password
 Save Password
 Shows if auto sign in is turnedon or off
 NA Auto Login Auto Login
 Number of P2P users
 NA P2P count NA
 HKEY_ SoftwareYa Gives the last Chat Chat Chat CURRE hoopagerpro selected chat (Rooms NT_USE filesscreenna room category visited or R meChat created) HKEY_ SoftwareYa Gives the list of NA Favorite Favorite CURRE hoopagerpro saved favorite Rooms Rooms NT_USE filesscreenna rooms for the R meChatFavo
 rite Rooms user
 HKEY_ CURRE NT_USE R
 SoftwareYa hooPagerprofilesscreenna meFT
 Location of last received file and last sent transferred file
 File Transfer FT FT
 HKEY_ CURRE NT_USE R
 SoftwareYah ooPagerprofilesscreennam eFriendIcons
 Location of user icon displayedto friends
 NA FriendIcons FriendIcons
  51 Photo Sharing Creation of the ldquoSrdquo folder
 Whenever a photo sharing session is initiated in Yahoo Messenger from a Vista machine a photo sharing folder starting with the letter ldquoSrdquo is created in the ProgramData folder Additionally randomly assigned numbers and alphanumeric charactersare appended to the end of the naming structure The path for the created ldquoSrdquo folder isas follows CProgramDataYahooMessengerPhotoSharingSc8b0 The ldquoSrdquo folderis not created immediately when the user initiates the photo sharing session Once thesession is initiated as soon as the other yahoo user accepts the photo sharing invitethe ldquoSrdquo folder is created in the PhotoSharing folder on the initiatorrsquos side The ldquoSrdquofolder in itself is empty until a picture is shared As soon as an image is shared(sent) a thumbs file lsquo_tjpgrsquo is created followed by the image file lsquo_mjpgrsquo The nameof this file appears to be a randomly assigned series of alphanumeric characters Forthe purpose of this paper the Windows Vista machine was used for initiating thephoto sharing on Yahoo Messenger The user sent the pictures from the WindowsVista machine to the user on the Windows 7 machine
 Figure 1 and Figure 2 below illustrate the creation of the ldquoSrdquo folder for the Windows Vista machine Figure 1 is an image of the ldquoSrdquo folder being created after a photo sharing session was initiated by the user on the Windows Vista machine Figure2 is an image of the ldquoSrdquo folder on Windows Vista when a photo was shared by theuser on that machine It can be seen that two files are created in the folder one after another simultaneously One file is labeled lsquo_tjpgrsquo and the other file is lsquo_mjpgrsquo respectively These two files indicate that the photo was sent by the user on the Vistamachine The name of the file is randomly generated alphanumeric characters and isdifferent than the actual file name that was shared from that machine
 Fig 1 Creation of ldquoSrdquo folder for Vista
 Fig 2 ldquoSrdquo Folder when an image is shared from the Vista machine
  Figure 3 is an image of the same ldquoSrdquo folder on Vista when a photo was shared byanother user It can be seen that only one file lsquo_mjpgrsquo is created in the same ldquoSrdquofolder The absence of the lsquo_tjpgrsquo file indicates that the file was received by the user The addition of the new files to the same ldquoSrdquo folder indicates that the photo sharingsession that was initiated earlier is still being continued between the same two users
 Fig 3 ldquoSrdquo folder after an image is received
 For the purpose of this paper a photo sharing session was initiated by the user on Windows Vista machine with the user on the Windows 7 machine On Windows 7the ldquoSrdquo folder is created in the Program Data folder similar to that of Windows Vista The path for the ldquoSrdquo folder is CProgramDataYahooMessengerPhotoSharingS0e4e The ldquoSrdquo folder is created assoon as a file is shared with this machine The creation of ldquoSrdquo folder for Windows 7 is illustrated in Figure 4 The folder contains the received file This file is of the lsquo_mjpgrsquo naming convention The name of the file is alphanumeric and is randomlygenerated The name of the image in the ldquoSrdquo folder is not consistent with that on thesent machine If Windows 7 is used to initiate photo sharing the ldquoSrdquo folder creationwill follow the same procedure as Windows Vista
 Fig 4 ldquoSrdquo folder creation for Windows 7
 If a user has multiple chat sessions and photo sharing sessions open simultaneouslywith different users a different ldquoSrdquo folder is created for each chat session This holdstrue for both Windows Vista and Windows 7 As soon as a new photo-sharing requestis accepted another ldquoSrdquo folder is created in the PhotoSharing folder The folder staysempty until the images are shared A file with the extension lsquo_mjpgrsquo is created oncean image is received or two files with extensions lsquo_tjpgrsquo and lsquo_mjpgrsquo each are created if the image is sent by the user
  Fig 5 ldquoSrdquo folders for multiple photo sharing sessions
 Figure 5 shows two ldquoSrdquo folders present in the PhotoSharing folder under ProgramData This is due to the fact that the user has multiple photo-sharing sessions open with in multiple chats at the same time Unfortunately the individual ldquoSrdquo folderdoes not specify which chat buddy the user was sharing photos with
 52 File Transfer
 There are two ways of sharing a photo in Yahoo Messenger One is via Yahoo PhotoSharing and the other is via the file transfer option The ldquoSrdquo folder creation is applicable only for the photo sharing and does not apply to file transfer If the userwishes to save the photos via Photo Sharing the default folder where these pictureswill be saved is in the lsquoPicturersquo folder The lsquoPicturersquo folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNamePicturesrsquo The user can in turn savethe photos to any location they desired on the computer
 The file transfer option can be used to transfer all kinds of media such as photosdocuments or music The default location while saving a file during a file transfer isldquoDocumentsrdquo The Documents folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNameDocumentsrsquo But if the user wishes to the file can besaved anywhere on the computer The default file name is same as the original fileThe date-time stamp of the saved file is that of the local machine when the file wassaved
 6 Summary and Future Work
 It can be seen that Yahoo has changed the file directories slightly with the new filestructure implemented in Windows Vista and Windows 7 as compared to WindowsXP One of the major changes from Windows XP to Windows Vista and Windows 7is the new file path lsquoProgramDatarsquo which is actually a hidden folder in the C drive This new directory is now the location for the YM PhotoSharing folder Investigatorscan expect to find important information in the Yahoo file directories with respect tophoto sharing and file transfers Chat message archives can be found on the machine if the user did not log out of YM and the ongoing conversations before closing theYM application Investigators can also expect to find out shared and received photos
  in the ldquoSrdquo folder Even though the ldquoSrdquo does not indicate with which user the photos were shared with it is possible to find more information regarding users by comparing the date-time stamps of the ldquoSrdquo folder and the archived chat files
 Additionally work needs to be done to improve the current research at hand Oneaddition is to possibly locate the IP addresses of YM buddies who have been incontact with a user on either a Windows Vista or Windows 7 machine Other evidential paths and case by case scenarios have also been submitted for furtherresearch These additions combined with this paper have been expressed to be ofutmost importance by local and state police and have proven to be useful at severallevels of investigations dealing with child pornography cases in which the YahooMessenger has been utilized
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preference These conversations need to be saved before logging out of the YM application
 4 Methodology
 For the purpose of testing YM communication two virtual machines were created on a Mac Pro environment running OS X 105 (Leopard) In each virtual machineWindows Vista Business Edition and Windows 7 Ultimate Edition were installed These virtual machines were installed using the freely available VirtualBox softwareThe latest version of Yahoo Messenger version 10001258 was installed on each ofthe virtual machines This YM version was installed without the toolbar browser northe extra options
 Three Yahoo accounts were set up in order to test the messenger Two of these test accounts were created as potential ldquoBad guysrdquo or predators and one account as a potential victim Several mock interactions were conducted in which chats filetransfers and photo sharing were initiated Different scenarios were conducted inwhich one user initiated photo sharing with another user and one user initiated photosharing with multiple users simultaneously (for this paper two users) was also testedThe data and the evidence left behind from these interactions were then tracked usingscreen shots for each of these interactions as well as specific evidential tracking
 5 Data Analysis
 The evidence examination was first started by inspecting the registry structure forWindows Vista and Windows 7 using the built in registry editor for Windows Theregistry was examined with respect to the YM files It was found that this registrystructure is fairly similar to the YM registry structure for Windows XP found in theAccess Data Registry Quick Find Chart [1] In order to better convey the findings theregistry evidence was placed in a tabular format similar to that of Access Datarsquos chart
 For both Windows Vista and Windows 7 at the following location UserSoftwareYahooPager an investigator can expect to find the Yahoo user id ofthe person using the account the version of YM installed on the computer all therevisions made to the YM version if the save password option is turned on and also ifthe Auto sign in has been enabled Windows Vista has an extra feature of P2P countthat is not included in Windows 7 P2P count is the number of allowed P2P users who can send large data amongst each other Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7 information related to chat sessions can be found under the following location UserSoftwareYahooPagerprofilesprofile_namechat which gives the last selectedchat room category but not necessarily the exact chat room entered This informationcan prove useful for investigators to understand the chat room category that thepredators potentially use and frequent Please refer to Table 1 for further detail
 UserSoftwareYahooPagerprofilesprofile_namechatfavorite_rooms gives the list of saved favorite rooms for the user This stands true for both Windows Vista and
  Windows 7 This information can be important to understand the different chat roomsthat the predator frequents Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7UserSoftwareYahooPagerprofilesprofile_nameFT gives the last saved location ofa received file It also gives the last sent location of a transferred file that is the location from where the last sent file was uploaded This is important data whenvalidating whether a user has been sharing or receiving files Please refer to Table 1for further detail
 UserSoftwareYahooPagerprofilesprofile_nameFriendIcons gives the icon thatthe user has set for himselfherself that will be displayed to the userrsquos friends Thename of the file used will be visible in the path as well as where it is located on thehard drive Location of the FriendIcon is essentially the same for Windows Vista andWindows 7 Please refer to Table 1 for further detail
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 File Transfer FT FT
 HKEY_ CURRE NT_USE R
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 Location of user icon displayedto friends
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  51 Photo Sharing Creation of the ldquoSrdquo folder
 Whenever a photo sharing session is initiated in Yahoo Messenger from a Vista machine a photo sharing folder starting with the letter ldquoSrdquo is created in the ProgramData folder Additionally randomly assigned numbers and alphanumeric charactersare appended to the end of the naming structure The path for the created ldquoSrdquo folder isas follows CProgramDataYahooMessengerPhotoSharingSc8b0 The ldquoSrdquo folderis not created immediately when the user initiates the photo sharing session Once thesession is initiated as soon as the other yahoo user accepts the photo sharing invitethe ldquoSrdquo folder is created in the PhotoSharing folder on the initiatorrsquos side The ldquoSrdquofolder in itself is empty until a picture is shared As soon as an image is shared(sent) a thumbs file lsquo_tjpgrsquo is created followed by the image file lsquo_mjpgrsquo The nameof this file appears to be a randomly assigned series of alphanumeric characters Forthe purpose of this paper the Windows Vista machine was used for initiating thephoto sharing on Yahoo Messenger The user sent the pictures from the WindowsVista machine to the user on the Windows 7 machine
 Figure 1 and Figure 2 below illustrate the creation of the ldquoSrdquo folder for the Windows Vista machine Figure 1 is an image of the ldquoSrdquo folder being created after a photo sharing session was initiated by the user on the Windows Vista machine Figure2 is an image of the ldquoSrdquo folder on Windows Vista when a photo was shared by theuser on that machine It can be seen that two files are created in the folder one after another simultaneously One file is labeled lsquo_tjpgrsquo and the other file is lsquo_mjpgrsquo respectively These two files indicate that the photo was sent by the user on the Vistamachine The name of the file is randomly generated alphanumeric characters and isdifferent than the actual file name that was shared from that machine
 Fig 1 Creation of ldquoSrdquo folder for Vista
 Fig 2 ldquoSrdquo Folder when an image is shared from the Vista machine
  Figure 3 is an image of the same ldquoSrdquo folder on Vista when a photo was shared byanother user It can be seen that only one file lsquo_mjpgrsquo is created in the same ldquoSrdquofolder The absence of the lsquo_tjpgrsquo file indicates that the file was received by the user The addition of the new files to the same ldquoSrdquo folder indicates that the photo sharingsession that was initiated earlier is still being continued between the same two users
 Fig 3 ldquoSrdquo folder after an image is received
 For the purpose of this paper a photo sharing session was initiated by the user on Windows Vista machine with the user on the Windows 7 machine On Windows 7the ldquoSrdquo folder is created in the Program Data folder similar to that of Windows Vista The path for the ldquoSrdquo folder is CProgramDataYahooMessengerPhotoSharingS0e4e The ldquoSrdquo folder is created assoon as a file is shared with this machine The creation of ldquoSrdquo folder for Windows 7 is illustrated in Figure 4 The folder contains the received file This file is of the lsquo_mjpgrsquo naming convention The name of the file is alphanumeric and is randomlygenerated The name of the image in the ldquoSrdquo folder is not consistent with that on thesent machine If Windows 7 is used to initiate photo sharing the ldquoSrdquo folder creationwill follow the same procedure as Windows Vista
 Fig 4 ldquoSrdquo folder creation for Windows 7
 If a user has multiple chat sessions and photo sharing sessions open simultaneouslywith different users a different ldquoSrdquo folder is created for each chat session This holdstrue for both Windows Vista and Windows 7 As soon as a new photo-sharing requestis accepted another ldquoSrdquo folder is created in the PhotoSharing folder The folder staysempty until the images are shared A file with the extension lsquo_mjpgrsquo is created oncean image is received or two files with extensions lsquo_tjpgrsquo and lsquo_mjpgrsquo each are created if the image is sent by the user
  Fig 5 ldquoSrdquo folders for multiple photo sharing sessions
 Figure 5 shows two ldquoSrdquo folders present in the PhotoSharing folder under ProgramData This is due to the fact that the user has multiple photo-sharing sessions open with in multiple chats at the same time Unfortunately the individual ldquoSrdquo folderdoes not specify which chat buddy the user was sharing photos with
 52 File Transfer
 There are two ways of sharing a photo in Yahoo Messenger One is via Yahoo PhotoSharing and the other is via the file transfer option The ldquoSrdquo folder creation is applicable only for the photo sharing and does not apply to file transfer If the userwishes to save the photos via Photo Sharing the default folder where these pictureswill be saved is in the lsquoPicturersquo folder The lsquoPicturersquo folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNamePicturesrsquo The user can in turn savethe photos to any location they desired on the computer
 The file transfer option can be used to transfer all kinds of media such as photosdocuments or music The default location while saving a file during a file transfer isldquoDocumentsrdquo The Documents folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNameDocumentsrsquo But if the user wishes to the file can besaved anywhere on the computer The default file name is same as the original fileThe date-time stamp of the saved file is that of the local machine when the file wassaved
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Windows 7 This information can be important to understand the different chat roomsthat the predator frequents Please refer to Table 1 for further detail
 For both Windows Vista and Windows 7UserSoftwareYahooPagerprofilesprofile_nameFT gives the last saved location ofa received file It also gives the last sent location of a transferred file that is the location from where the last sent file was uploaded This is important data whenvalidating whether a user has been sharing or receiving files Please refer to Table 1for further detail
 UserSoftwareYahooPagerprofilesprofile_nameFriendIcons gives the icon thatthe user has set for himselfherself that will be displayed to the userrsquos friends Thename of the file used will be visible in the path as well as where it is located on thehard drive Location of the FriendIcon is essentially the same for Windows Vista andWindows 7 Please refer to Table 1 for further detail
 Table 1 Registry evidence within Windows Vista and 7 compared to Windows XP
 Yahoo Registry at a Glance for Windows Vista and 7 File Location Description XP[1] Vista Windows 7
 HKEY_ CURRE NT_USE R
 SoftwareYa hooPager
 Gives User ID Yahoo User ID
 Yahoo User ID
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 Gives the installed version
 NA Version Version
 Gives the version revisions
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 Shows if the password issaved
 Save Password
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 Save Password
 Shows if auto sign in is turnedon or off
 NA Auto Login Auto Login
 Number of P2P users
 NA P2P count NA
 HKEY_ SoftwareYa Gives the last Chat Chat Chat CURRE hoopagerpro selected chat (Rooms NT_USE filesscreenna room category visited or R meChat created) HKEY_ SoftwareYa Gives the list of NA Favorite Favorite CURRE hoopagerpro saved favorite Rooms Rooms NT_USE filesscreenna rooms for the R meChatFavo
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 SoftwareYa hooPagerprofilesscreenna meFT
 Location of last received file and last sent transferred file
 File Transfer FT FT
 HKEY_ CURRE NT_USE R
 SoftwareYah ooPagerprofilesscreennam eFriendIcons
 Location of user icon displayedto friends
 NA FriendIcons FriendIcons
  51 Photo Sharing Creation of the ldquoSrdquo folder
 Whenever a photo sharing session is initiated in Yahoo Messenger from a Vista machine a photo sharing folder starting with the letter ldquoSrdquo is created in the ProgramData folder Additionally randomly assigned numbers and alphanumeric charactersare appended to the end of the naming structure The path for the created ldquoSrdquo folder isas follows CProgramDataYahooMessengerPhotoSharingSc8b0 The ldquoSrdquo folderis not created immediately when the user initiates the photo sharing session Once thesession is initiated as soon as the other yahoo user accepts the photo sharing invitethe ldquoSrdquo folder is created in the PhotoSharing folder on the initiatorrsquos side The ldquoSrdquofolder in itself is empty until a picture is shared As soon as an image is shared(sent) a thumbs file lsquo_tjpgrsquo is created followed by the image file lsquo_mjpgrsquo The nameof this file appears to be a randomly assigned series of alphanumeric characters Forthe purpose of this paper the Windows Vista machine was used for initiating thephoto sharing on Yahoo Messenger The user sent the pictures from the WindowsVista machine to the user on the Windows 7 machine
 Figure 1 and Figure 2 below illustrate the creation of the ldquoSrdquo folder for the Windows Vista machine Figure 1 is an image of the ldquoSrdquo folder being created after a photo sharing session was initiated by the user on the Windows Vista machine Figure2 is an image of the ldquoSrdquo folder on Windows Vista when a photo was shared by theuser on that machine It can be seen that two files are created in the folder one after another simultaneously One file is labeled lsquo_tjpgrsquo and the other file is lsquo_mjpgrsquo respectively These two files indicate that the photo was sent by the user on the Vistamachine The name of the file is randomly generated alphanumeric characters and isdifferent than the actual file name that was shared from that machine
 Fig 1 Creation of ldquoSrdquo folder for Vista
 Fig 2 ldquoSrdquo Folder when an image is shared from the Vista machine
  Figure 3 is an image of the same ldquoSrdquo folder on Vista when a photo was shared byanother user It can be seen that only one file lsquo_mjpgrsquo is created in the same ldquoSrdquofolder The absence of the lsquo_tjpgrsquo file indicates that the file was received by the user The addition of the new files to the same ldquoSrdquo folder indicates that the photo sharingsession that was initiated earlier is still being continued between the same two users
 Fig 3 ldquoSrdquo folder after an image is received
 For the purpose of this paper a photo sharing session was initiated by the user on Windows Vista machine with the user on the Windows 7 machine On Windows 7the ldquoSrdquo folder is created in the Program Data folder similar to that of Windows Vista The path for the ldquoSrdquo folder is CProgramDataYahooMessengerPhotoSharingS0e4e The ldquoSrdquo folder is created assoon as a file is shared with this machine The creation of ldquoSrdquo folder for Windows 7 is illustrated in Figure 4 The folder contains the received file This file is of the lsquo_mjpgrsquo naming convention The name of the file is alphanumeric and is randomlygenerated The name of the image in the ldquoSrdquo folder is not consistent with that on thesent machine If Windows 7 is used to initiate photo sharing the ldquoSrdquo folder creationwill follow the same procedure as Windows Vista
 Fig 4 ldquoSrdquo folder creation for Windows 7
 If a user has multiple chat sessions and photo sharing sessions open simultaneouslywith different users a different ldquoSrdquo folder is created for each chat session This holdstrue for both Windows Vista and Windows 7 As soon as a new photo-sharing requestis accepted another ldquoSrdquo folder is created in the PhotoSharing folder The folder staysempty until the images are shared A file with the extension lsquo_mjpgrsquo is created oncean image is received or two files with extensions lsquo_tjpgrsquo and lsquo_mjpgrsquo each are created if the image is sent by the user
  Fig 5 ldquoSrdquo folders for multiple photo sharing sessions
 Figure 5 shows two ldquoSrdquo folders present in the PhotoSharing folder under ProgramData This is due to the fact that the user has multiple photo-sharing sessions open with in multiple chats at the same time Unfortunately the individual ldquoSrdquo folderdoes not specify which chat buddy the user was sharing photos with
 52 File Transfer
 There are two ways of sharing a photo in Yahoo Messenger One is via Yahoo PhotoSharing and the other is via the file transfer option The ldquoSrdquo folder creation is applicable only for the photo sharing and does not apply to file transfer If the userwishes to save the photos via Photo Sharing the default folder where these pictureswill be saved is in the lsquoPicturersquo folder The lsquoPicturersquo folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNamePicturesrsquo The user can in turn savethe photos to any location they desired on the computer
 The file transfer option can be used to transfer all kinds of media such as photosdocuments or music The default location while saving a file during a file transfer isldquoDocumentsrdquo The Documents folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNameDocumentsrsquo But if the user wishes to the file can besaved anywhere on the computer The default file name is same as the original fileThe date-time stamp of the saved file is that of the local machine when the file wassaved
 6 Summary and Future Work
 It can be seen that Yahoo has changed the file directories slightly with the new filestructure implemented in Windows Vista and Windows 7 as compared to WindowsXP One of the major changes from Windows XP to Windows Vista and Windows 7is the new file path lsquoProgramDatarsquo which is actually a hidden folder in the C drive This new directory is now the location for the YM PhotoSharing folder Investigatorscan expect to find important information in the Yahoo file directories with respect tophoto sharing and file transfers Chat message archives can be found on the machine if the user did not log out of YM and the ongoing conversations before closing theYM application Investigators can also expect to find out shared and received photos
  in the ldquoSrdquo folder Even though the ldquoSrdquo does not indicate with which user the photos were shared with it is possible to find more information regarding users by comparing the date-time stamps of the ldquoSrdquo folder and the archived chat files
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51 Photo Sharing Creation of the ldquoSrdquo folder
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 Figure 1 and Figure 2 below illustrate the creation of the ldquoSrdquo folder for the Windows Vista machine Figure 1 is an image of the ldquoSrdquo folder being created after a photo sharing session was initiated by the user on the Windows Vista machine Figure2 is an image of the ldquoSrdquo folder on Windows Vista when a photo was shared by theuser on that machine It can be seen that two files are created in the folder one after another simultaneously One file is labeled lsquo_tjpgrsquo and the other file is lsquo_mjpgrsquo respectively These two files indicate that the photo was sent by the user on the Vistamachine The name of the file is randomly generated alphanumeric characters and isdifferent than the actual file name that was shared from that machine
 Fig 1 Creation of ldquoSrdquo folder for Vista
 Fig 2 ldquoSrdquo Folder when an image is shared from the Vista machine
  Figure 3 is an image of the same ldquoSrdquo folder on Vista when a photo was shared byanother user It can be seen that only one file lsquo_mjpgrsquo is created in the same ldquoSrdquofolder The absence of the lsquo_tjpgrsquo file indicates that the file was received by the user The addition of the new files to the same ldquoSrdquo folder indicates that the photo sharingsession that was initiated earlier is still being continued between the same two users
 Fig 3 ldquoSrdquo folder after an image is received
 For the purpose of this paper a photo sharing session was initiated by the user on Windows Vista machine with the user on the Windows 7 machine On Windows 7the ldquoSrdquo folder is created in the Program Data folder similar to that of Windows Vista The path for the ldquoSrdquo folder is CProgramDataYahooMessengerPhotoSharingS0e4e The ldquoSrdquo folder is created assoon as a file is shared with this machine The creation of ldquoSrdquo folder for Windows 7 is illustrated in Figure 4 The folder contains the received file This file is of the lsquo_mjpgrsquo naming convention The name of the file is alphanumeric and is randomlygenerated The name of the image in the ldquoSrdquo folder is not consistent with that on thesent machine If Windows 7 is used to initiate photo sharing the ldquoSrdquo folder creationwill follow the same procedure as Windows Vista
 Fig 4 ldquoSrdquo folder creation for Windows 7
 If a user has multiple chat sessions and photo sharing sessions open simultaneouslywith different users a different ldquoSrdquo folder is created for each chat session This holdstrue for both Windows Vista and Windows 7 As soon as a new photo-sharing requestis accepted another ldquoSrdquo folder is created in the PhotoSharing folder The folder staysempty until the images are shared A file with the extension lsquo_mjpgrsquo is created oncean image is received or two files with extensions lsquo_tjpgrsquo and lsquo_mjpgrsquo each are created if the image is sent by the user
  Fig 5 ldquoSrdquo folders for multiple photo sharing sessions
 Figure 5 shows two ldquoSrdquo folders present in the PhotoSharing folder under ProgramData This is due to the fact that the user has multiple photo-sharing sessions open with in multiple chats at the same time Unfortunately the individual ldquoSrdquo folderdoes not specify which chat buddy the user was sharing photos with
 52 File Transfer
 There are two ways of sharing a photo in Yahoo Messenger One is via Yahoo PhotoSharing and the other is via the file transfer option The ldquoSrdquo folder creation is applicable only for the photo sharing and does not apply to file transfer If the userwishes to save the photos via Photo Sharing the default folder where these pictureswill be saved is in the lsquoPicturersquo folder The lsquoPicturersquo folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNamePicturesrsquo The user can in turn savethe photos to any location they desired on the computer
 The file transfer option can be used to transfer all kinds of media such as photosdocuments or music The default location while saving a file during a file transfer isldquoDocumentsrdquo The Documents folder is a shortcut located under lsquoLibrariesrsquo The full path is lsquoCUsersUserNameDocumentsrsquo But if the user wishes to the file can besaved anywhere on the computer The default file name is same as the original fileThe date-time stamp of the saved file is that of the local machine when the file wassaved
 6 Summary and Future Work
 It can be seen that Yahoo has changed the file directories slightly with the new filestructure implemented in Windows Vista and Windows 7 as compared to WindowsXP One of the major changes from Windows XP to Windows Vista and Windows 7is the new file path lsquoProgramDatarsquo which is actually a hidden folder in the C drive This new directory is now the location for the YM PhotoSharing folder Investigatorscan expect to find important information in the Yahoo file directories with respect tophoto sharing and file transfers Chat message archives can be found on the machine if the user did not log out of YM and the ongoing conversations before closing theYM application Investigators can also expect to find out shared and received photos
  in the ldquoSrdquo folder Even though the ldquoSrdquo does not indicate with which user the photos were shared with it is possible to find more information regarding users by comparing the date-time stamps of the ldquoSrdquo folder and the archived chat files
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 Figure 5 shows two ldquoSrdquo folders present in the PhotoSharing folder under ProgramData This is due to the fact that the user has multiple photo-sharing sessions open with in multiple chats at the same time Unfortunately the individual ldquoSrdquo folderdoes not specify which chat buddy the user was sharing photos with
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