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 Wi-Fi / WiMAX Primer:Use best practices to build a Wi-Fi network
 Wi-Fi/WiMAX introductionWi-Fi Technology briefsIEEE 802.11standards activity/statusHotspot design principlesSite surveyCell DesignSurvey toolsLocating high gain antennas for extended
 coverageSecurityWi-fi network architectureEnterprise network blueprintPublic/ community Wi-Fi Network: Hub andSpokePublic Wi-Fi Network: Mesh architecture
 Wimax technology briefsWiMAX Network architectureUnlicensed vs. Licensed frequenciesFCC rules of allocating unlicensed spectrumFuture trend of allocating unlicensed spectrumAlternative spectrum for community networksBroadband applications
 User devicesList of vendorsCost model
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 Wi-Fi Technology Briefs
 Wi-Fi: Wi-Fi stands for Wireless Fidelity. Wi-Fi is family of wireless networking protocolsunder development by IEEE 802.11 with a charter is to specify the type of radio technology
 and its components that are needed to build a Wireless Local Area Network (WLAN).
 DESIGNATION DESCRIPTION RANGE INDOOR RANGEOUTDOOR FREQUENCY
 802.11a 54Mbps 100 feet 150 feet 5Ghz band  802.11b 11Mbps 160 feet 300-500 feet 2.4Ghz band  802.11c Mac Bridging802.1d International roaming802.11e Quality of Service802.11f AP protocol802.11g 54Mbps 150 feet 300 feet 2.4Ghz band  802.11i Security802.11m Management support802.11n 100++ Mbps 2.4Ghz802.11s Mesh networking
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 Wi-Fi building blocks
 Block diagram shows mapping of the IEEE 802.11 requirements into a functional Wi-Fi building block. TheWi-Fi building blocks are:1)  Antenna2)  Access Point (AP)3)  Router 4)  Internet access
 EthernetRouter
 Internet
 ADSL
 CableSatellite
 Antenna
 Pc
 mcI
 User
 Access Point (AP). 802.11 a,b,g. Security. QOS. others User device
 PcmcI
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 Hotspot design principles
 The three principles are:1.  Administrative2.  Technical
 3.  Operational
 Administrative principles
   Registration program
   Free-or-fee  Broadband Internet access
 100 ft
 1 Mbps
 300 – 500 ft
 Technical principles
 # of APs =(Bandwidth) X (Number of users) X (Activity rate per user)
 (% efficiency) X (baseline association rate per AP)
 Operational principles
 • Certification
 • Environmental survey pitfall
 • Total solution• Maintaining your own network 
 •Hotspot life cycle
 Plan
 •Site survey•Physical installation•Network coverage/ capacity
 •Configuration/Calibration
 Troubleshooting
 •Interference•Failure
 •Out-of-range conditions
 Monitor
 •Interference•Capacity
 Optimize
 •Load Balancing•Optimize the network toaccommodate changes
 AP Capacity
 AP Range
 11 Mbps
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 Wi-Fi deployment best practices
 Hotspot design
 There are three steps one needs to complete the project and minimize the risk of costly modifications. The three steps are:
 1.  Defining the requirements2.  Site Survey3.  Security
 Requirement
   Enduser (your clients)  User applications  Project funding
   Site survey
   Survey tools  Survey for the enterprise network  Survey for public/ community network  Locations of the APs  Locations of the high gain antennas
   Physical locations of the APs
   Security
 There are 4 classes of securitymechanisms. They are:
 1.  Service Set ID (SSID)2.  Wired Equivalent Privacy (WEP)3.  Wi-Fi Protected Access (WPA1 and WAP2)4.  MAC Filtering
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 Wi-Fi network cell design
 Cell design
 2.4000Ghz
 83.5 Mhz
 2.4835Ghz
 802.11b channels (approx.)
 Channel 1
 Channels 2
 Channel 3
 Channel 6
 Channel 4
 Channel 7
 Channel 5
 Channel 8
 Channel 9
 Channel 10
 Channel 11
 The 802.11b standard defines 11 channels. The RFreach of each channel is about 160 ft in doors or about
 300ft outdoors. There are three non-overlappingchannels (channels, 1, 6, and 11). Channels 1, 6, and
 11are typically used to cover a large area
 Channel 11
 Channel 6
 Channel 1
 Channel 1
 Channel 6
 Channel 1
 Channel 11
 Channel 1
 Channel 11
 Channels 1, 6, and 11are typically used to cover alarge area. The diagram is an example of nine accesspoints using non-overlapping channels
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 Antenna types and variations
 Omni high gain antenna
 :
 Sector high gain antenna:
 Dish antenna:
 Omni antenna by definition radiates RF energy in a donut-like pattern. It is a thin poll ranging in size from one to five feet.Longer poll has more gain. It is usually mounted vertically and 
 some can replace the native AP antenna
 Sector antenna radiates the RF energy in one direction (180 degrees or 60 degrees). They come in various shapes; square, or circular. Theantenna is usually mounted on ceiling or walls. Sector antenna is used for point to multipoint applications
 Yagi antenna:
 Yagi antenna resembles a TV Arial antenna with elements
 crisscrossing along its pipe axis. The more elements the higher thegain. Yagi works well in point-to-point and point-to-multipointapplications. The RF radiation pattern varies between 15 to 60degrees
 Mapping the topography
 Online resources available to dimension a region or a particular segment are:Globexplorer.com: provides color area photographs and high-resolution aerial photographs.
 Mapquest.com: provides high-quality street maps and coordinates. Earthexplorer.usgs.gov:Provides high-resolution photographic map that enables a user to determine how the land liesbetween two pointsTopozone.com: Provides a topographical map of the surroundings terrain of an area. One canquickly determine the distances and observe any obstructionswww.Qsl.net/n9zia/wirelss/page09.html:  Get valuable data such as: LOS path analysis, Pathloss, Link analysis (power level), and others.
 Dish Antennas radiate a very narrow beam and hence
 ideal for a point-to-point application. The size canreach 30 feet in diameter. For a 30-mile range, the dishdimension will only be a few feet in diameter. Dish
 antennas are usually mounted on water towers, poles or top of buildings.
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 WI-FI Network architecture
 Network basic service setA network is established when a station(s) and APs have recognized each other and established a communication link. A network can be configured in two basic ways:1.  Ad hoc (Peer-to-peer) network 2.  Infrastructure network 
  Ad hoc (Peer-to-peer) network
 In this configuration, two or more stations can talk to each other without an AP. Thisarrangement is referred to as an Independent Basic Service Set (IBSS). Access to thewired network (Internet) is accomplished at the station that has the Internet access
  port.
 Infrastructure network
  This configuration consists of multiple stations connected to an AP. The AP acts as
 a bridge to the wired network. This arrangement is referred to as a Basic Service Set(BSS)
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 Enterprise network blueprint
 Multi-Portswitch/Router
 T1, ADSLmodem
 Intranet
 RADIUSServer Authentication
 Server
 Access Points
 2nd floor
 nth floor
 Ethernet 1
 Ethernet 1n
 Internet
 AAAcccccceeessssss PPPoooiiinnnttt::: sssuuuggggggeeesssttteeeddd ssseeellleeeccctttiiiooonnn cccrrriiittteeerrriiiaaa802.11A 802.11B 802.11G SSID MAC FILTERING WEP - WPA 1, 2 CAPACITYHigh Low Medium Disable Yes WPA 1 or 2 20 users
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 Public/ community Wi-Fi network: Hub and Spoke
 AP repeater
 AP
 Ethernet
 APEthernet
 Base Station
 Repeater
  3 0  m i l e s
 YAGI Antenna
 AP = Access Point
 PARABOLIC Antenna
 Local
 WLAN
 OMNI Antenna
 Public Park
 2 miles
 Internet
 300 feet
 AAAcccccceeessssss PPPoooiiinnnttt::: sssuuuggggggeeesssttteeeddd ssseeellleeeccctttiiiooonnn cccrrriiittteeerrriiiaaa (((WWWIIISSSPPP)))802.11A 802.11B 802.11G SSID MAC FILTERING WEP - WPA 1, 2 CAPACITYLow High High Disable Yes WEP, WPA 1, 2 20 to 50 users
 AAAcccccceeessssss PPPoooiiinnnttt::: sssuuuggggggeeesssttteeeddd ssseeellleeeccctttiiiooonnn cccrrriiittteeerrriiiaaa (((cccooommmmmmuuunnniiitttyyy)))802.11A 802.11B 802.11G SSID MAC FILTERING WEP - WPA 1, 2 CAPACITYLow High High Enable No Disable 20 to 50 users
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 Public Wi-Fi network: Mesh architecture
 Public Park
 Internet
 AAAcccccceeessssss PPPoooiiinnnttt::: sssuuuggggggeeesssttteeeddd ssseeellleeeccctttiiiooonnn cccrrriiittteeerrriiiaaa (((cccooommmmmmuuunnniiitttyyy)))802.11A 802.11B 802.11G SSID MAC FILTERING WEP- WPA 1, 2 CAPACITY
 Low High High Enable No Disable 20 to 50 users
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 WiMAX Briefs
 WiMAX
 • WiMAX stands for Worldwide Interoperability for Microwave Access.• IEEE 802.16 is developing the standards for WiMAX and recently approved and released a set
 of specifications
 • WiMAX is known as one of the broadband fixed wireless access solutions for the "Last mile”
 and designed to address the MAN market.
 Physical and MAC layersThe table below shows the released components. The draft supports both unlicensed and licensed
  bands.
 Designation Description Range/ Feature Frequency band802.16 70 Mbps 31 miles/ LOS req. 10-66 Ghz802.16a 70 Mbps 31 miles/ NLOS/ Mesh 2 –11 Ghz band  802.16b QOS spec
 802.16c WiMAX Profile802.16d 16a upgrade
 802.16e* Cellular upgrade
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 WiMAX network architecture
 WiMAX architecture is similar to the cellular telephony in that a service area would bedivided into cells WiMAX is able to operate in a Line Of Sight (LOS) and Near LOS
 (NLOS) access approach.
 RepeaterBase Station
 Link obstruction (NLOS)
 Internet.
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 Wi-Fi/ WiMAX likely evolution
 When comparing Wi-Fi and WiMAX evolution, it is important to examine thewireless technology family. Each family member shown has its own unique imprint,
 serves a unique market and theoretically should not be considered as competingalternatives to each other.
 The IEEE 802.20, like 802.16 is aimed at wireless high-speed connectivity to mobileconsumer devices such as cellular telephones, PDAs, and laptops. 802.20 will run in the500 Mhz to 3.5 GHz. Officially, the two standards are not considered to be competingalternatives but not everyone agrees that that is the case.
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 Unlicensed vs. licensed frequencies
 Initially the FCC had allocated a total of 300 megahertz of spectrum in the 5.150-5.250GHz, 5.250-5.350 GHz and 5.725-5.825 GHz bands. In November 3, 2003 made
 available an additional 255 megahertz of spectrum in the 5.470-5.725 GHz band.
 The case for the licensed spectrum
 The attraction of the unlicensed spectrum is that it is free and cheap. The cost of thelicensed spectrum per subscriber could be negligible if user penetration is modest.Wi-Fi proponents argue that unlicensed bands benefit from low-cost, mass- production equipment. However, similar economies of scale can also be achieved 
 with licensed technologies for WiMAX. Hence, high-volume gear can also becomecheap. The obvious disadvantages for unlicensed deployments are:1)  Unlicensed bands today have low regulatory transmit power limits2)  Unlicensed bands are subject to uncontrolled interference.These two factors make the unlicensed bands questionable for large-scale payingconsumers and small businesses.
  The case for the unlicensed spectrum1)  Wi-Fi is an ideal LAN technology and excels in the LAN environment because of the
 small service radius.2)  Wi-Fi is the preferred technology for public service offerings in isolated, high-
 density, privately controlled locations.3)  Unlicensed services using point-to-point or point-to-multipoint links with high-gain
 antennas are viable for certain applications
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 Future trends of allocating the unlicensed spectrum
 The FCC holds the keys for unlocking more unlicensed spectrum. Proponents and opponents are lobbying the FCC and Congress to rule in their favor.
  Proponents (WISPs, Wi-Fi market leaders, and Media Access Project group) urge theFCC to change the rule by increasing the power level of the radio, and provide morefrequency bands to promote an innovative approach to Wi-Fi future growth.
 Opponents who represent the cell phone industry, the National Association of Broadcasters and others are also lobbying the FCC to change existing rules. They promote the new cognitive radio technologies that allows transmitters to sense whenspectrum is free and allows it to transmit at that band rather than restrict unlicensed access to a particular band.
 Accordingly, the FCC has several open proceedings to address the issues.Federal law requires the FCC to base their decision on public comments complied during a proceeding. Concerned citizens can comment to the FCC at:http://gullfoss2.fcc.gov/prod/ecfs/upload_v2.cgi
 Alternative spectrum for community networks
 Spectrum-related issues that are under discussion that may impact the evolutionary path of Wi-Fiand WiMAX are:1.  Instructional Fixed Television Service (ITFS).See  www.techlawjournal.com/alert/2004/06/04.asp or wireless.fcc.gov/services/itfs&mds/2.  Cable digital channels
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 WI-FI applications
 Government roleGovernments play an important role in creating an information and technology rich society.Most countries recognized that broadband applications increase its workforce productivityseveral folds among others and therefore, aggressively funding broadband deployment in their 
 countries.The Eight ImperativesFrom the policy perspective, The Harvard Policy Group (at JFK School of Government) issued a comprehensive IT report outlining a road map for leaders in a Networked World to establishstrategic with information technology issues. The group's members are distinguished officialsand appointed executives from local, state, and federal government, identified eight imperativesdesigned to help leaders of the 21st century to shape policies that is transforming our social,commercial, and political interaction.
 The report is available from: www.ksg.harvard.edu/exec_ed/3e/eight_imperatives.htm
 States role
 Several states including Michigan and Vermont have passed legislation to promote and fund  broadband deployment to their communities. In 2000 the North Carolina state legislators wenta step further and created the Rural Internet Access Authority (RIAA) to serve as the
 coordinating organization working to promote broadband access to rural communities. TheRIAA (renamed the e-NC Authority in 2003 legislation) funded several critical projectsenabling rural communities to be on an even playing field in terms of the economic benefitdelivered through broadband applications.
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 Emerging Wi-Fi broadband applications
 The Benefits of Wi-Fi / WiMAX in rural regions
 Wi-Fi deployment in rural communities offers opportunity on many fronts. Wi-Fi can cost effectively be deployed in weeks. Visitors and residents can travel around the community and maintain Internetaccess through their handheld wireless devices.One advantage Wi-Fi has is the inherent enormous bandwidth access when compare to the legacyInternet accesses. Wi-Fi communities are taking advantage of this vast capacity to build their ownWi-Fi broadband private virtual network. For example, NYCwireless.com hosted several community
 events such as painting exhibits, arts & craft, concerts, and other programs. Seehttp://www.spectropolis.info/
 Web-based events: Web-based hosting events offer several possibilities for communities tomerchandize their goods and services. For example, entrepreneurs could display pottery items, or exhibit goods and services of a particular region (e.g., Wineries, Woodworkers, Fishery, Historiclandmarks etc.). Such community sites could attract new customers and potential visitors canfamiliarize themselves with community interests, talents, art, and business potentials.
  Video chat: Video chat is a powerful tool for increasing interaction between users in a public setting.It encourages participants to interact in a friendly social setting. In a wireless community, town hallmeetings could enjoy high ‘virtual’ attendance.
 Wi-Fi Killer application: Voice over Wi-Fi is an emerg ing application that has been referred to asthe “killer application”. Voice over Wi-Fi is rapidly changing with evolving standards, and somevendors today are providing a proprietary solution to meet the market demand.
 In a recent ISP conference of the NCTA one case study noted was the University of Arkansas. Theuniversity invested $4M in Cisco’s VoIP equipment to support local voice traffic over their Wi-Finetwork. The setup reduced monthly telephone service fees from $530K to $6K. Seehttp://www.ntca.org/content_documents/39
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 user devices
 View Name Description/ Features Price Range
 Black-Berry 7280 Basic PDA/ Cell Phone $100
 Pocket PC Basic features $350
 Pocket PC feature rich GPS, bar code etc.) $2,450
 Note Book Make and Model $250 to $6,625
 Network adapter Features make @ Model $10 to $175
 FLASH Features make @ Model $50 to $90
 Wi-Fi Phone SIP protocol $225
 The Personal Digital Assistance (PDA) was introduced, in the 1980s with limited features andfunctionalities. It was basically used as a personal organizer/ information, i.e., storing phonenumbers, list of business contacts, recipe archive., etc. The evolution of handheld devices continueduntil today in: hardware/software, visual color screen, audio and video technologies, and the mostrecent, the push is the integration of Wi-Fi and other wireless capabilities. Depending on the features,the price range is between $100 to over $2,000. Example of the most popular handheld devices
 including feature summary and costs are
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 Vendors list
 Access Point/ routers
 There are over ninety vendors who have a Wi-Fi CERTIFIEDTM product. The list wasassembled using the official Wi-Fi Alliance Website database. It is recommended to
 periodically visit the official Wi-Fi Alliance website for updates.
 Access Point / Router Price list
 Snap shot of Access Point cost vs. features and capabilities. For updates, product review or evaluating Access Point
 with other features, use the search engine in the C/net URL:
 http://reviews.cnet.com/4502-5_7-0.html?tag=shopbot&qt=access+point&image1.x=17&image1.y=7
 802.11b 802.11g Dual a,g Indoor Outdoor*  AP/ Router Security Price Range
 Y Y Y Typical $60 to $150
 Y Y Y  Note 1 $170 to $200
 Y Y Y  Note 2 $350 to $650
 Y Y Y  Note 3 $800 to $1,000
 Y Y Y Y $500 to $1250
 Y Y Y Y $130 to $150
 Y Y $130 to $160 Note 1: Firewall and Mac filtering
  Note 2: Enterprise quality; Fully featured (802.11i, QOS, Authentication, etc.)
  Note 3: Security fully featured + Long reach antenna + Bridage functionality (scalable)
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 Antenna Vendor list
 There are over thirty vendors who have popular brand Wi-Fi antenna physically fit into the standard
 Access Point devices. Most companies listed produce both Omni and directional Wi-Fi antennas indoorand outdoor with various power output to meet specific needs of the service providers. Various antenna
 shapes and forms are also provided that blends into a specific environment.
 Price: The price ranges is between $30 to $1,300 depending on reach, indoor/ outdoor and environmental
 setting. For updates specifications and updates see
 http://www.wirelessnetworkproducts.com/index.asp?PageAction=VIEWCATS&Category=223
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 Cost Model
 An example of a Wi-Fi network using the hub and spoke network topology components. The network
 serves approximately a total of 250 users (five Access Points) disbursed in five different locations.
 equipment costs are based on averages (as of November 2004) provided by commercial web sites. High
 gain antennas may or may not be needed depending on the environmental conditions (e.g., trees, reach,
 etc.). Other assumptions are:
 • Broadband Internet Access is available (ADSL/ Cable Modem/ etc.)
 •Powering the Access Points are readily available
 •The operating system of the PC configuring the network is at least Windows98 or above.
  Description Number Unit Cost Note Total Cost
  Access Points 5 $100 Indoor $500.00
 20-Port Router  1 $600 Firewall $600.00Omni Antennas 3 $70 Outdoor $210.00
  Directional Antennas 3 $500 Outdoor $1,500.00
 Survey Tools 1 $400 $400.00
  Labor cost 8 hours $100 Survey $800.00
  Labor cost  16 hours $100 InstallAntennas $600.00
  Ethernet cables 2 $10 POE $20.00
  Lightning Protections 2 $200 $400.00
 Spare Parts 10% of total $2810.00
 TOTAL COST  $6,310.00
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