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WEEK 5-6
 Cryptography & Public Key Infrastructure

Page 2
                        

Cryptography Overview
 • Is– A tremendous tool– The basis for many security mechanisms
 • Is not– The solution to all security problems– Reliable unless implemented properly– Reliable unless used properly– Something you should try to invent
 or implement yourself

Page 3
                        

Cryptography
 • Cryptography: the art of secret writing• Converts data into unintelligible (random looking)
 form• Must be reversible (can recover original data
 without loss or modification)• Not the same as compression• Usually n bits in, n bits out• Can be combined with compression• What’s the right order?
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Encryption/Decryption

Page 5
                        

Cryptanalysis
 • “code breaking”, “attacking the cipher”• Difficulty depends on
 • sophistication of the cipher• amount of information available to the code breaker
 • Any cipher can be broken by exhaustive trials, but rarely practical
 • When can you recognize if you have succeeded?

Page 6
                        

Breaking an Encryption Scheme
 • Ciphertext only:– Exhaustive search until “recognizable plaintext”– Need enough ciphertext
 • Known plaintext:– Secret may be revealed (by spy, time), thus <ciphertext,
 plaintext> pair is obtained– Great for monoalphabetic ciphers
 • Chosen plaintext:– Choose text, get encrypted– Useful if limited set of messages
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The “Weakest Link” in Security
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Some Early Ciphers
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cont

Page 10
                        

cont
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Permutation Ciphers
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cont
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A Perfectly Secure Cipher: One-TimePads
 • According to a theorem by Shannon, a perfectly secure cipher requires:– a key length at least as long as the message to be
 encrypted– the key can only be used once (i.e., for each
 message we need a new key)• Very limited use due to need to negotiate and
 distribute long, random keys for every message

Page 14
                        

cont

Page 15
                        

cont

Page 16
                        

Types of Cryptography
 • Number of keys– Hash functions: no key– Secret key cryptography: one key– Public key cryptography: two keys - public, private
 • The way in which the plaintext is processed– Stream cipher: encrypt input message one symbol at a time– Block cipher: divide input message into blocks of symbols, and processes the blocks in sequence
 • May require padding
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cont
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cont
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cont
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Digital Certificate
 • An attachment to an electronic message used for security purposes.
 • The most common use of a digital certificate is to verify that a user sending a message is who he or she claims to be, and to provide the receiver with the means to encode a reply.
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cont
 • An individual wishing to send an encrypted message applies for a digital certificate from a Certificate Authority (CA).
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cont
 • The CA issues an encrypted digital certificate containing the applicant's public key and a variety of other identification information.
 • The CA makes its own public key readily available through print publicity or perhaps on the Internet.
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cont
 • The recipient of an encrypted message uses the CA's public key to decode the digital certificate attached to the message, verifies it as issued by the CA and then obtains the sender's public key and identification information held within the certificate.
 • With this information, the recipient can send an encrypted reply.
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Attachment
 • Attachment is a file attached to an e-mail message. • Many e-mail systems only support sending text files
 as e-mail. • If the attachment is a binary file or formatted text
 file (such as an MS-Word document), it must be encoded before it is sent and decoded once it is received.
 • There are a number of encoding schemes, the two most prevalent being Uuencode and MIME.

Page 25
                        

Uuencode
 • A set of algorithms for converting files into a series of 7-bit ASCII characters that can be transmitted over the Internet.
 • Originally, uuencode stood for Unix-to-Unix encode, but it has since become a universal protocol used to transfer files between different platforms such as Unix, Windows, and Macintosh.
 •
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cont
 • Uuencoding is especially popular for sending e-mail attachments.
 • Nearly all e-mail applications support uuencoding for sending attachments and uudecoding for receiving attachments.
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MIME
 • Short for Multipurpose Internet Mail Extensions, a specification for formatting non-ASCII messages so that they can be sent over the Internet.
 • Many e-mail clients now support MIME, which enables them to send and receive graphics, audio, and video files via the Internet mail system.
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Symmetric Encryption
 • The universal technique for providing confidentiality for transmitted or stored data is symmetric encryption.
 • The two most important symmetric encryption algorithms:– Data Encryption Standard (DES)– Advanced Encryption Standard (AED)
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cont
 • Symmetric encryption is also referred as conventional encryption or single-key encryption
 • Countless individuals and groups, from Julius Caesar to the German U-boat force to present-day diplomatic, military, and commercial users, have used symmetric encryption for secret communication.
 • It is the most widely used type of encryption.
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cont
 • Symmetric encryption has five ingredients:

Page 31
                        

Ingredients of Symmetric Encryption
 • Plaintext: This is the original message or data that is fed into the algorithm as input.
 • Encryption algorithm: The encryption algorithm performs various substitutions and transformations on the plaintext.
 • Secret key: The secret key is also input to the encryption algorithm. The exact substitutions and transformations performed by the algorithm depend on the key.
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cont
 • Ciphertext: This is scrambled message produced as output. It depends on the plaintext and the secret key.
 • For a given message, two different keys will produce two different ciphertext.
 • Decryption algorithm: This is essentially the encryption algorithm run in reverse.
 • It takes the ciphertext and the secret key and produces the original plaintext.
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Requirements for secure use of symmetric encryption
 • We need strong encryption algorithm.• At a minimum, we would like the algorithm to
 be such that an opponent who knows the algorithm and access to one or more cyphertexts would be unable to decipher the ciphertext or figure out the key.
 • Sender and receiver must have obtained copies of the secret key in a secure fashion and must keep the key secure.
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Attacking Symmetric Encryption
 • There are two approaches to attacking a symmetric encryption scheme.
 • 1) Cryptanalysis • 2) Brute-force attack

Page 35
                        

Cryptanalysis
 • Cryptanalytic attacks rely on the nature of the algorithm plus perhaps some knowledge of the general characteristics of the plaintext or even some sample plaintext-ciphertext pairs.
 • This type of attack exploits the characteristics of the algorithm to attempt to deduce a specific plaintext or to deduce the key being used.
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cont
 • If the attack succeeds in deducing the key, the effect is catastrophic: All future and past messages encrypted with that key are compromised.
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Brute-Force Attack
 • Is to try every possible key on a piece of ciphertext until an intelligeble translation into plaintext is obtained.
 • On average, half of all possible keys must be tried to achieve success.
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Symmetric Block Encryption Algorithm
 • The most commonly used symmetric encryption algorithms are block ciphers.
 • A block cipher processes the plaintext input in fixed-size blocks and produces a block of ciphertext of equal size for each plaintext block.
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cont
 • The most important symmetric algorithms, all of which are block ciphers, are DES, triple DES, and the AES.
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Data Encryption Standard (DES)
 • The most widely used encryption scheme adopted by NIST in 1977.
 • The algorithm itself is referred as the Data Encryption Algorithm (DEA).
 • DES takes a plaintext block of 64 bits and a key of 56 bits, to produce a ciphertext block of 64 bits.
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cont
 • Concerns about the strength of DES fall into two categories:
 • 1) The first concern refers to the possibility that cryptanalysis is possible by exploiting the characteristics of the DES algorithm.
 • 2) A more serious concern is key length.• With a key length of 56 bits, there are 256
 possible keys.
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cont
 • A brute-force attack appears impractical.• Triple DES• The life of DES was extended by the use of
 triple DES (3DES) which involves repeating the basic DES algorithm three times, using either two or three unique keys, for a key size of 112 and 168 bits.
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Triple DES
 • 3DES has two attractions that assure its widespread use over the next few years.
 • 1) With its 168-bit key length, it overcome the vulnerability to brute-force attack of DES.
 • 2) The underlying encryption algorithm in 3DES is the same as in DES. This algorithm has been subjected to more scrutiny than any
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cont
 • other encryption algorithm over a longer period of time, and no effective cryptanalytic attack based on the algorithm rather than brute-force has been found.
 • Accordingly, there is a high level of confidence that 3DES is very resistant to cryptanalysis.
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Drawback of DES
 • The principal drawback of 3DES is that the algorithm is relatively sluggish in software.
 • The original DES was designed for mid-1970s hardware implementation and does not produce efficient software code.
 • 3DES, which requires three times as many calculations as DES, is correspondingly slower.
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cont
 • Secondary drawback is that both DES and 3DES use a 64-bit block size.
 • For this reasons of both efficiency and security, a larger block size is desirable.
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Advanced Encryption Standard (AES)
 • Due to drawbacks, 3DES is not a reasonable candidate for long-term use.
 • AES have a security strength equal to or better than 3DES and significantly improved efficiency.
 •
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Asymmetric Encryption Algorithm
 • Asymmetric encryption involves the use of two separate keys.
 • The most important symmetric algorithms are RSA (Rivest, Shamir, Adleman), Diffie-Hellman Key Agreement, Digital Signature Standard (DSS) and Elliptic Curve Cryptography.
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RSA
 • One of the first public-key schemes was developed in 1977 by Rivest, Shamir and Adleman at MIT.
 • The RSA scheme has since reigned supreme as the most widely accepted and implemented approach to public-key encryption.
 • RSA is a block cipher in which the plaintext and ciphertext are integers between 0 and n-1 for some n.
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cont
 • Encryption and decryption are of the following form, for some plaintext block M and ciphertext block C:
 • C = Me mod n• M = Cd mod n = (Me)d mod n = Med mod n• Both sender and receiver must know the values of n
 and e, and only the receiver knows the value of d.• This is public-key encryption algorithm with a public
 key of PU = {e, n} and a private key of PR = {d, n}
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cont
 • In order this algorithm to be satisfactory for public-key encryption, the following requirement must be met:
 • 1) It is possible to find values of e, d, n such that Med mod n = M for all M < n.
 • 2) It is relatively easy to calculate Me and Cd for all values of M < n.
 • 3) It is feasible to determine d give e and n.
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cont
 • The first two requirements are easily met.• The third requirement can be met for large
 values of e and n.• We need to find a relationship of the form• Med mod n = M• The preceding relationship holds if e and d are
 multiplicative inverse modulo Φ(n), where Φ(n) is the Euler totient function.
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cont
 • For p, q prime, Φ(pq) = (p - 1)(q - 1).• Φ(n), referred to as the Euler totient of n. • ed mod Φ(n) = 1• d mod Φ(n) = e-1
 • e and d are multiplicative inverse mod Φ(n)• According to the rules of modular arithmetic, this is
 true if d (and therefore e) is relatively prime to Φ(n).• Equivalently, gcd(Φ(n),d) = 1; that is the greatest
 common divisor of Φ(n) and d is 1.
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cont
 • RSA algorithm begins by selecting two prime numbers, p and q, calculating their product n, which is the modulus for encryption and decryption.
 • Next, we need the quantity Φ(n).• Then select integer e that is relatively prime to Φ(n)
 [i.e., the greatest common divisor of e and Φ(n) is 1].
 • Finally, calculate d as the multiplicative inverse of e, modulo Φ(n).
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cont
 • Suppose that user A has published its public key and that user B wishes to send the message M to A.
 • Then B calculates C = Me(mod n) and transmits C. On receipt of this ciphertext, user A decrypts by calculating M = Cd(mod n)

Page 56
                        

Key Generation
 • Select p, q p and q both prime, p ≠ q• Calculate n = p x q• Calculate Φ(n) = (p – 1)(q – 1)• Select integer e gcd(Φ(n),e) = 1; 1<e<Φ(n)• Calculate d de mod Φ(n) = 1• Public key KU = {e, n}• Private key KR = {d, n}
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Key Generation
 Encryption• Plaintext: M < n• Ciphertext: C = Me (mod n)
 Decryption
 • Ciphertext: C
 • Plaintext: M = Cd (mod n)
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Example
 • Select two prime numbers, p = 17 and q = 11• Calculate n = pq = 17 x 11 = 187• Calculate Φ(n) = (p – 1)(q – 1) 16 x 10 = 160• Select e such that e relatively prime to Φ(n) =
 160 and less that Φ(n); we choose e = 7 • Determine d such that de mod 160 = 1 and d <
 160• The correct value is d = 23, because 23 x 7 = 161
 = (1 x 160) + 1.
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cont
 • The resulting keys are public key PU = {7, 187} and private key PR = {23, 187}.
 • The example shows the use of these keys for a plaintext input of M = 88.
 • C = Me (mod n) = 887(mod 187) = 11• M = Cd(mod n) = 1123(mod 187) = 88
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Diffie-Hellman Key Agreement
 • It is general referred to as Diffie-Hellman key exchange, or key agreement.
 • The purpose of the algorithm is to enable two users to securely reach agreement about a shared secret that can be used as a secret key for subsequent symmetric encryption of messages.
 • The algorithm itself is limited to the exchange of the keys.
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Digital Signature Standard (DSS)
 • The DSS was published by NIST.• The DSS makes use of SHA-1 and presents a
 new digital signature technique, the Digital Signature Algorithm (DSA).
 • The DSS uses an algorithm that is designed to provide only the digital signature function.
 • Unlike RSA, it cannot be used for encryption or key exchange.
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Hash Functions
 • Hash function is one of types of encryption.• Hash functions, also called message digests or
 one-way encryption, have no key. • Instead, a fixed-length hash value is computed
 based on the plaintext that makes it impossible for either the contents or length of the plaintext to be recovered.
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cont
 • The primary application of hash functions in cryptography is message integrity.
 • The hash value provides a digital fingerprint of a message's contents, which ensures that the message has not been altered by an intruder, virus, or by other means.
 • Hash algorithms are effective because of the extremely low probability that two different plaintext messages will yield the same hash value.
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cont• There are several well-known hash functions in use today:• Hashed Message Authentication Code (HMAC): Combines
 authentication via a shared secret with hashing.• Message Digest 2 (MD2): Byte-oriented, produces a 128-bit hash
 value from an arbitrary-length message, designed for smart cards.
 • MD4: Similar to MD2, designed specifically for fast processing in software.
 • MD5: Similar to MD4 but slower because the data is manipulated more. Developed after potential weaknesses were reported in MD4.
 • Secure Hash Algorithm (SHA): Modeled after MD4 and proposed by NIST for the Secure Hash Standard (SHS), produces a 160-bit hash value.
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cont
 • "Serious attacks have been reported in recent years against cryptographic hash algorithms, including SHA-1, and because SHA-1 and the SHA-2 family share a similar design, NIST has decided to standardize an additional hash algorithm to augment the ones currently specified in FIPS 180-2.
 • NIST issued a Call for a New Cryptographic Hash Algorithm (SHA-3) Family…”
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In search of the perfect hash• Such a hash algorithm has a few basic properties. • The algorithm converts a message of any size into a
 fixed-size digital string. • The length of the result is called the "hash length" or "L"
 once we start referring to it in an equation.• According to RFC 4270 "Finding a pair of messages M1
 and M2 that have the same hash value takes 2^(L/2) attempts.
 • For any reasonable hash length, this is an impossible problem to solve (collision free).
 • Also, given a message M1, finding any other message M2 that has the same hash value as M1 takes 2^L attempts. This is an even harder problem to solve (one way)."
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An example use of a hash in a modern cryptosystem
 • Today's cryptosystems are built with the foundations that were discussed in the previous section, including symmetric keys, asymmetric keys and Hash functions.
 • We have described a number of cryptography algorithms that are employed for different applications that enable secure communications.
 • In today's environment, computers come in many varieties from desktop systems to mobile communications devices to home appliances.
 • The Internet, although it provides global communication, is the ultimate nonsecure communications medium.
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cont• So how are these types of cryptosystems deployed in the
 real world? • In this section, we will examine Pretty Good Privacy
 (PGP), the Secure Sockets Layer (SSL), and Kerberos.• These public key systems are arguably the de facto
 standards worldwide in their respective niches. • SSL is built in to virtually every Web browser, and PGP is
 widely used to encrypt or digitally sign documents and e-mail.
 • Kerberos is now the authentication used by Microsoft operating systems.
 • Kerberos is a single sign-on system for client/server authentication, which was invented at MIT.
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Applications for hashes• We can use a hash any time we want to prove message
 integrity. • Hash values have been important in incident response for a
 long time. • They can be used to put a "tamper proof seal" on digital
 evidence as it is collected. • For instance, many incident responders prefer Polaroid
 cameras since digital photos can be easily altered. • However, digital cameras are much more convenient, so best
 practice is to make a hash of the digital photo as soon as possible to reduce the time window one could claim the photo was altered.
 • Some cameras such as Nikon D200 and beyond have the ability to "authenticate" the images they shoot; this, of course, is done with a hash.
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Hashing
 • A hash function projects a value from a set with many (or even an infinite number of) members to a value from a set with a fixed number of (fewer) members.
 • Hash functions are not reversible. • A hash function H might, for instance, be
 defined as , • where , , , and • is the floor function.
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