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Operational Guidelines for Budgeting a nd ProcurementoflCT Equipmentand Services
 1 Purpose These Operational Guidelines have been prepared by DIST to assist UNHCR Field Offices as well as Bureaux and Divisions at Headquarters in preparing their annual administrative budget which should include funding for the procurement and management of ICT equipment and services. It also serves as operational guidance for any ad -hoc procurement of ICT equipment and services.
 This revision has been issued to correct the reference to DESSjSMlS Capacity Building and Support Unit in Section 4.1 (below).
 2 Scope The audience of these Operational Guidelines are all staff at HQ and in the Field who are involved in the procurement, use, and management of ICT (goods and services); in particular all regional and 10ca11CT, supply, and administrative staff. The scope of these operational guideline includes:
 • Definition of pre-approved and standard ICT equipment to ensure ease of maintenance and provision of spare parts over the useful life of the equipment;
 • Guidelines for budgeting for regular replacement due to loss, damage, or obsolescence; • Guidelines for budgeting for support contracts for locally procured ICT equipment and
 software; • Guidelines for budgeting for locally procured communications services and for increases
 in centra lly procured communications services.
 The scope of these Operational Guidelines does not include:
 • Detailed specifications for ICT equipment; • Provision of ICT Applications development skills for software projects;
 • Procurement procedures.
 Compliance with these Operationa l Guidelines is strongly recommended.
 3 Rationale These Operational Guidelines have been issued to address shortcomings and progressive obsolescence in the existing policy, guidelines, and instructions for budgeting and procurement of ICT equipment and services. They aim at ensuring:
 • Better and more accurate budgets through involvement of technical staff; • Increased accountability for expenditure; • A consistent approach when budgeting for regional support missions; • An understanding of where funds are allocated and the ability to make informed
 decisions on budget reductions;
 • Timely replacement of obsolete equipment; • Procurement planning and implementation support;
 • No duplication.
 4 Overall Guidelines
 4.1 Pre-Approved and Standard leT Equipment The overall system of reference for ali lCT equipment is the Item Master in MSRP. The Item Master for all ICT equipment is maintained by the Capacity Building and Support Unit in the Business Support Section of SMlSjDESS at the request of OIST. As new equipment becomes available or as existing equipment has reached end of life and is no longer supported by the original manufacturer, DIST will request the SMlSjDESS Capacity Building and Support Unit to update the MSRP Item Master.
 All leT equipment in the MSRP Item Master that is covered by a current HQ Frame Agreement is
 considered as an approved and "standard" item.
 UNHCR/OG/2015!6 l -July-2015 Page 30flO
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Operational Guidelines for Budgeting and Procurementofl(T Equipment a nd Services
 The MSRP Item Master does not always contain sufficient detail to allow clear distinction between different, but similar, items from the same manufacturer (e.g. variations in models, additional options, etc.) - and may even use the same MSRP Item Number for these products. As a result, OIST has developed CIMT - the CentrallCT Management Tooll- an online application that not only contains details of the product variations, but also contains useful kits (collections of items and options typically purchased as a unit by UNHCR Offices), product specifications, and links to the original equipment manufacturers (OEM) website.
 As a general rule, when ordering ICT equipment, the best place to start is in CIMT where an order can be built up and used afterwards in preparing the requisition in MSRP. If the item is not included in the catalogue in CIMT, it cannot be considered as a standard item.
 For the procurement of all non-standard items, OIST or the RegionallCT Officer can be consulted for an alternative item. Non-standard ICT equipment will not be supported by OIST.
 Typical costs for ICT equipment can be obtained from the Item Catalogue in CIMT or from the indicative pricing in MSRP.
 4.2 CentrallCT Budgets Managed by DIST As part of the centralised nature of some underpinning ICT contracts, OIST will make provision for the following:
 4.2.1 Standard Software Licences
 As a general rule, OIST will make provision in its central budget for all corporate software. This includes, but is not limited to:
 • Microsoft Office suite (Word, Excel, PowerPoint, Outlook); • Microsoft Windows desktop operating software; • Microsoft Windows Server operating software; • Oracle PeopleSoft (MSRP) and the related Oracle Oatabase software; • Software components of Focus, proGres v3 and v4, BioRegistrator, BIMS.
 4.2.2 Centra lized Recurring Costs - VSAT
 OIST will make provision centrally for operating costs of the VSAT network - based on the service level and bandwidth allocation at the time the budget was prepared (typically in March of the previous year). Any changes to the bandwidth or the addition of new VSATs in the Field will need to be covered by the ABOO of the Office concerned. This includes the one-time procurement, transportation, installation costs, and the monthly recurring costs up to the point where OIST can include this in the overall centralized VSAT budget. If in doubt, contact OIST Customer Support Service who can advise on what is included in the OIST budget and what needs to be covered by the Field Office.
 4.3 leT Procurement Planning Acquisition of new and the replacement of obsolete ICT equipment needs to be carefully planned. This should include:
 • Needs determination, including products & services requirements gathering; • Specifications and terms of reference, quantification, sourcing strategy; • Tendering process (local, regional, global) and method (ITB, RFP), evaluations of offers
 and eventual award of contract through the appropriate authority (lCC, RCC, HCC); • Identification and reservation of sufficient budget to cover the immediate (one-time) and
 any recurring costs (including in future years).
 1 (IMT is available at https:l!cimt.unhcr.org - and requires a valid username and password for access. To request access, please send an email to the Global Service Desk.
 UNHCR/OG/2015/6 Page 40flO
 https://cimt.unhcr.org/cimt/

Page 5
                        

Operational Guidelines for Budgeting and Procurement orler Equipmentand Services
 The loca l Supply Officer should take a lead role in these activit ies and provide guidance through the process. Where appropriate, the proposed ICT procurement plan should be shared with the Regional ICT Officer and/or OIST ICT Customer Support Service to ensure that the goods or services comply with the current ICT standards. The procurement plan should also be shared with OESS/PMCS as early as possible so that it can be reviewed and integrated into the globallCT sourcing strategy.
 The following general guidelines apply when planning for ICT equipment procurement.
 4.3.1 Cabling
 Offices anticipating moving or renovating should budget for "structured" voice and data cabling to the latest and highest standard available on the local markee. The RegionallCT Officer or OIST staff can advise on the most appropriate voice and data solution for an Office.
 Offices shou ld also consider the use of Wi-Fi networks, as this can avoid significant cost and disruption in the Office. All Wi-Fi equipment must follow the current OIST technical specifications and standards for a "managed network" and use approved standard devices.
 4.3.2 Server Rooms
 Due to the sensitive nature of servers and core networking equipment, OIST recommends that a dedicated room be allocated as the "server room" . This room should have restricted access and typically has a controlled environment (power, air conditioning, etc.).
 All ICT equipment in the server room should be ra ck mounted. Budget provision must be made to adequately equip the server room. This includes the equipment procurement and any instal lation services.
 4.3.3 Rad io Rooms
 In operations relying on HF and VHF radio communication, a dedicated space should be allocated as a "radio room" - preferably separate from the "server" room.
 The initial installation of radio equipment requires specialised equipment and expertise. This should be taken into account when planning the radio room and adequate provision made in the budget - taking into account the inside and outside equipment required. The local and Regional ICT staff will be able to advise on the appropriate location of the radio room vis-a-vis external factors (obstacles such as nearby buildings, trees, mountains, etc.) and the area to be covered by the HFN HF services.
 For operations in emergency situations, careful consideration should be given to ensure that there are sufficient spare parts available locally (on-site) to avoid any extended interruption in service.
 4.3.4 VSAT installation
 For Offices planning the initial installation of a VSAT, in addition to the equipment procurement, delivery, and operating costs, additional budget provision must be made for the preparation and installation of the equipment. The local or regionallCT staff can assist in this exercise.
 Carefu l planning is required for the location of the externa l antenna (dish). In particular a clear line-of-sight is required to the geostationary sate llite and the provision of a sol id foundation on which to place the outdoor equipment. This may require civil works which must be factored in to the overall cost and time-line.
 2 CAT 6 is the current standard for stru ctured cabling and supports t he latest combined voice and data services on a single network.
 UNHCR/OG/201S/6 l -JuIV-20tS Page SoflD
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 4.3.5 Internet Connectivity
 All Offices should, to the extent possible, have multiple (dual), separate, Internet connections. In developed locations where multiple, reliable local Internet Service Providers (ISPs) exist, this may simply be primary and secondary connections from two 10callSPs. VSAT is typically used when there is limited or no 10ca11SP. In locations where no reliable ISP is available and the primary Internet connection is via VSAT, alternate backup or secondary communications should be ensured. In some cases a SIT (small Internet terminal) or BGAN may be sufficient. The local and regional ICT staff can advise on the types of service and required bandwidth based on the activities in the Office and number of staff.
 As mentioned above, DIST has made provision for the costs associated with the corporate VSAT service. However, the Field Office must make all budget provision for the ISP links (one-time installation and anyon-going monthly recurring costs).
 4.3.6 Power requirements
 Continuous, reliable, and "clean" power is an essentia l component of a well operating la environment. Modern leT equipment, such as the latest network devices, servers, and Telecoms equipment (VSAT, radio repeaters, etc.) are not intended to be powered on and off on a daily basis.
 Not only should Field Offices ensure that they have sufficient power for their day-to-day operations, but that provision has been made to provide continuous, reliable, and dean power to the core equipment on a 24x7 basis.
 If this cannot be done, then the orderly shutdown of aUla equipment must be initiated before the power is cut.
 Generator Sets, Uninterruptable Power Supplies (UPS), and other equipment designed to minimise the impact of an unreliable power source must also be included in the ICT budget for the Office. Regular maintenance of this equipment is essential.
 4.4 leT Budgeting (HQ and Field Offices)
 As a general rule, DIST does not maintain a central budget for the procurement of ICT equipment for normal use in Headquarters or in Field Offices. The budget holder of these locations are expected to make sufficient provision for all leT procurement within the next budgeting cycle.
 Administrative staff responsible for preparing budgets should share these Operational Guidelines with the appropriate la staff and jointly prepare the budget submission for the technical components. In situations where there are no technical staff, the Regional la Officer covering the location should be consulted. Failing this, the DIST leT Customer Support Service can assist.
 4.4.1 One-time Hardware Costs
 Budgets specific to leT hardware, excluding software licenses, must be budgeted under account 605000 (Non-expendable property) of the relevant Office ABOD and should be spent on leT items - unless operation priorities demand otherwise.
 Budget reserved for ICT equipment should be clearly identified and should not (to the extent possible) be diverted to cover other admin istrative costs.
 4.4.2 Local Recurr ing Costs
 Operating budgets specific to on-going la charges must be budgeted under account 624XXX (General Operating Expenses) of the relevant Office ABOD and should be spent on leT operating costs such as local PTI charges for lines associated with data transfer, Internet Service Provider fees, mobile phone, and loca l software support/maintenance fees. Diverting this budget for other uses may leave the Office at the risk of not being able to maintain its la infrastructure at the level required to meet its business needs.
 UNHCR/OG/2015/6 l -July-2015 Page 60flO
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 4.4.3 Non-Standard Software licences (including support and maintenance)
 Non-standard software or software that is specific to a particular application in use in a limited number of Field Offices, must be budgeted by the Office concerned. The administrative staff of the Office are responsible to ensure that locally procured software is used in line with the license agreement and that any annual support and maintenance contract is fully paid up.
 Neither DIST nor the Global Service Desk will support locally procured software. If the installation of a non-standard software package causes problems or results in incompatibilities with the standard software distribution, DIST's responsibility will be limited to removing the offending software and restoring the standard software to an operational state.
 4.4.4 Support and Maintenance of Equipment
 With regard to equipment support and maintenance, as a rule of thumb, all Offices should budget approximately 8% per year of the purchase price of equipment installed for technical support and spare parts. The funds should be used to pay for planned preventative maintenance. This is particularly important if the working environment is in dusty, damp, or inhospitable places.
 If the equipment is covered by an on-going support and maintenance contact, the actual cost should be included in the budget with an additional amount for the provision of spare parts or equipment replacement not covered under warranty or the support and maintenance contract.
 4.4.5 leT Staff All Offices in the Field must make budget provision for technical staff to support their leT systems and equipment. These staff will provide everyday first line support.
 For large operations, particularly in conjunction with an ongoing operational emergency, DIST would recommend at least one International Professional staff member (P-3 or P-2) at the country level with additional General Service in secondary locations. As a general rule, DIST would recommend the use of Field Service positions for the initial Fast Track requirements in support of an operational emergency - but converted to Professional or General Service level depending on the progression of the emergency.
 For operations with a high reliance on radio communications. budget provision must be made for sufficient Radio Operator positions to provide the required coverage (e.g. 24x7).
 4.4.6 ICT Training
 It must be recognised that technical staff will require ongoing specialist training. Field Offices should include ICT training and staff development in their general administrative budget and report this to the Global learning Centre as part of their annual budget preparation.
 Special activities such as mission costs to participate in ICT workshops may not be included in the GlC centrally managed training fund. Offices must budget for these costs themselves.
 4.4.7 ICT Support Missions
 Field Offices are expected to pay for mission costs (travel, DSA, etc.) for leT support provided by DIST staff or ICT Regional Staff. Provision for leT support missions should be made under the relevant accounts in the Office ABOD.
 4.5 leT Budgets for Regional Offices DIST encourages Regional Offices to coordinate planning and procurement of leT equipment at the regional level. The Regional ICT Officer should be familiar with the leT requirements in all Offices in the region and should be informed and consulted on any ICT initiatives.
 In addition to any specific ICT needs for the Regional Office itself, all Regional Offices should also make budget provisions for the following:
 4.5.1 Regional Support Activit ies
 In conjunction with the Offices and countries covered by the Regional Office, provision should be made at the regional level to cover unforeseen circumstances, e.g. emergency missions by the RegionallCT Officer.
 UNHCR/OG/20IS/6 I -July-20IS Page 70fl0
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 Regional Offices should co-ordinate this with the relevant Field Offices to ensure there is no double budgeting.
 4.5.2 Regional lCT Stockpile
 If a stockpile of ICT equipment is held regiona lly, then the Regional Office must make provision for the costs associated with establishing and maintaining this warehouse and stockpile. Cost recovery, similar to that used by D1ST on the emergency ICT Stockpile (see 4.7 below), may be used to replenish equipment dispatched to Field Offices.
 4.6 leT Equipment Replacement
 Technical equipment has a useful life span beyond which it costs more to maintain than replace. Continuing to use equipment beyond its lifespan increases the risk of a prolonged outage due to wear and tear or unavailability of spare parts. There could also be operational problems due to incompatibility with standard software releases.
 The recommended useful life-span and depreciation time for most ICT equipment is four years (typically less for laptops and more for some core networking or server equipment). However, the IPSAS guidelines on the depreciation of Property, Plant, and Equipment (PPE) and Serially Tracked Items (STls) should also be followed (refer to the relevant IPSAS Policies & Procedures on the Intranet). AIlICT equipment disposal, whether or not it is fully depreciated, must follow the asset management guidelines that are in force at that time - with submission of all write-offs, disposals, etc. to the appropriate Asset Management Board.
 More importantly, budget provision must be made sufficiently in advance to replace obsolete or fully depreciated ICT equipment. For a four-year replacement cycle, equipment replacement shou ld be budgeted in the year the equipment is three years old. For example, during the 2016 budget planning exercise carried out in the spring of 2015, Field Offices should budget for the replacement of equipment purchased in 2012. This will ensure it can be replaced sometime in 2016.
 Iffor any reason ICT equipment cou ld not be replaced as planned, the leT equipment replacement budget for the following year should be increased by an equ iva lent amount and plans for early replacement put in place.
 4.7 Provision of Equipment during Emergency Si tua t ions DIST maintains an emergency stockpile of ICT equipment. Requests for equipment from the stockpile may originate from DESS, the Regiona l leT Officer, local ICT staff, or from staff on emergency deployment. DIST will request a transfer of funds (to DIST emergency stockpile cost centre) equivalent to the cost of the items - or wi ll charge the ABOD of the requestor for the replacement cost - including transport to the emergency wa rehouse.
 Equipment provided on loan to staff deployed on emergencies must be returned in working order at the end of the mission. Replacement of ICT equipment that is lost or damaged must be reported to the appropriate Asset Management Board and its replacement will be charged to the emergency operation or the individual responsible.
 Any operational charges associated with the use of the equipment (mobile phone charges, satellite phone usage, BGANs, etc.) will be charged to the requesting Office.
 Full details on the provisioning of ICT equipment in emergencies will be in the Digital Emergency Handbook web porta l currently under construction.
 4.8 Special Projects or New Software / Ap pl ication Systems Any Office, including at HQ contemplating software development or other ICT projects should budget specifically for these activities. Project initiation activities (such as requirements and specifications definition, estimating and feasibility study activities), should also be budgeted for. Budgeting of applications or infrastructure projects can be done only when a well-defined scope of work exists. Ongoing operating costs such as licenses, support, upgrades, anticipated
 UNH(R/OG/2015/6 I -July-20IS Page SoflO
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 enhancements, and equipment maintenance shou ld also be budgeted. Approval from senior line management will be required before a project can commence. DIST ICT Business Relationship Management Service (BRMS) must be involved from the start to assist with costing and to review the scope, the specifications and high level timeline.
 In conjunction with DESS/PMCS, DIST has a number of Frame Agreements that can be used by others for the provision of Applications Development resources. Please contact DIST/ BRMS for details if needed.
 4.8.1 leT Project Office and Governance Board
 AIlICT projects initiated by Fie ld Office and Headquarters Units must follow the Administrative Instruction on ICT Governance Board (UNHCR/AI/201S/6) and be "sized" according to the latest ICT Project Methodology. This will determine the level of governance required.
 4.8.2 leT Applications Register
 Independently of the project "size" OIST is required to maintain a register of all lCT applications and systems. CIMT can be used to register your application and to provide basic details of its functionality.
 4.9 ICT Procurement Execution Procurement of ICT equipment should follow the established procurement procedures: raising a requisition; dispatch of Purchase Order to the identified supplier; delivery monitoring; receipt of goods; evaluation; and reporting.
 Please refer to the "Procurement Management and Contracting Service" section of the UNHCR Intranet for more details or contact the local Supply Officer for guidance. The same constraints apply to ICT procurement as to any other procurement activity (available budget on Requisition and Purchase Order, end of year procurement deadlines, etc.). This should be taken into consideration in the procurement plan and execution.
 4.9.1 Local vs Central procurement
 All procurement of ICT equipment against established Frame Agreements must be val idated by OIST and OESS/PMCS prior to dispatch of the Purchase Order. As a general rule, ICT equ ipment that is covered by an HQ Frame Agreement should be procured under the "HQSMS" business unit in MSRP and the PO issued by PMCS. When appropriate (long delivery delays, protracted customs clearance, etc.) PMCS may authorise loca l procurement of goods.
 ICT services (cabling, installations, etc.) are normally procured locally following the established tendering process.
 5 Terms and Definitions A full glossary of ICT terms will be ava ilable in the Digital Emergency Handbook.
 6 References • Digital Emergency Handbook (available in the course of 2015) • htt ps :ljint ranet. u nhcr .org/in tra net! unhcr Ie n/home/su p po rt se rvices/proc u re ment m
 anagement and contract service.html for information about the Procurement Management and Contracting Service
 • https:/lintranet.unhcr.org/intranet/unhcr/en/home/support services/ipsas.html for information on the International Public Sector Accounting Standards (IPSAS)
 7 Monitoring and Compliance These Operational Guidelines will be monitored / followed up by OIST ICT Customer Support Service in cooperation with the Regional ICT Officers.
 UNHCR/OG/2015/6 l -July-201S Page 90flO
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 8 Dates These Operational Guidelines are effective upon release and will be reviewed as required, latest by 31 December 2016.
 9 Contact The contact for t his Operational Guideline is the Deputy Director, ICT Customer Support Service, DIST.
 For specific questions on the application of this guideline please use the following email address: "DIST Field & Emergency Support" <[email protected]>
 10 History These revised operational guidelines replace the following:
 • UNHCR/OG/2015/6
 Guidance documents superseded by UNHCR/OG/2015/6:
 • IOM/061/201O - FOM/ 061/2010 - Change of Procedure to procure IT Equipment in the HQ and the Field.
 • IOM/ 15/2004 - FOM/ 15/2004 - Budget Guidelines for IT and Te lecommunications Support, Computers and Telecommunications Equipment.
 • All staff email - 4 March 2013 - Procurement of Standard Information and Communication Technology Equipment.
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