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About vRealize Network InsightUser Guide 1The vRealize Network Insight User Guide provides information about using vRealize Network Insight.
 Intended AudienceThis information is intended for administrators or specialists responsible for usingvRealize Network Insight. The information is written for experienced virtual machine administrators whoare familiar with enterprise management applications and datacenter operations.
 VMware Technical Publications GlossaryVMware Technical Publications provides a glossary of terms that might be unfamiliar to you. Fordefinitions of terms as they are used in VMware technical documentation, go to http://www.vmware.com/support/pubs.
 VMware, Inc. 5
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Introduction 2VMware vRealize Network Insight delivers intelligent operations for software-defined networking andsecurity. It helps customers build an optimized, highly-available, and secure network infrastructure acrossmulti-cloud environments. It accelerates micro-segmentation planning and deployment, enables visibilityacross virtual and physical networks, and provides operational views to manage and scale the VMwareNSX deployments.
 Think of your entire data center as being composed of entities and their relationships. As an example, avirtual machine is an entity, and the virtual machine is part of a Host which is another entity.vRealize Network Insight provides visibility and information on numerous entities that are part of your datacenter.
 Table 2‑1. Entities Description
 Host
 Problem
 NSX Firewall
 Virtual Machine
 vSphere Distributed Switch
 Physical Switch
 Virtual Port Group
 VMware, Inc. 6
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Table 2‑1. (Continued)
 Entities Description
 Cisco Fabric Extender
 Logical Switch
 Datastore
 Physical Network Interface Card
 Security Group
 Blade
 Router
 VLAN
 Group of VMs
 Configuration Changes
 Router Interface
 Troubleshoot
 Network Access Translation (NAT)
 Mail Server
 This chapter includes the following topics:
 n Homepage
 n Navigation
 Using vRealize Network Insight
 VMware, Inc. 7
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HomepageThe VMware vRealize Network Insight homepage provides you a quick summary of what is happening inyour entire data center. It provides you a quick access to the important components ofvRealize Network Insight of your data center.
 The homepage is divided into the following sections:
 n The Search bar provides you the ability to search across your data center network (and itscorresponding entities). You can use the search bar to search for the entities that are available in yourdata center. The search bar is available at the top of the homepage.
 n The Plan section enables you to plan the micro-segmentation of the network based on the flowsbetween all the VMs.
 n The Operate and Troubleshoot section provides visibility, metrics, and analytics for the followingcomponents:
 n Virtual Machine (VM)
 n VLAN Network
 n Datacenter
 n NSX Security Group
 n VMware NSX
 n The Open Problems section provides a quick glance of the critical events that the platform finds inyour data center. All such similar events are grouped. Use Show All to view all the events. To view
 more details of an event, click (View Details).
 n The What’s Happening section provides a quick view of very high-value properties from your datacenter. To view the property details, click the count of a particular property. This section also containsfilters on the left side to filter the events, and expand all and collapse all buttons to view the details ofthe events.
 Using vRealize Network Insight
 VMware, Inc. 8
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NavigationvRealize Network Insight contains a navigation panel on the left that helps users to navigate quickly to thekey product features such as Security, Topologies, Entities, Events, and Saved Searches of interestwithout having to type any search queries.
 The Navigation Panel contains the following options:
 n Security: Provides you the following options:
 n Plan Security: Allows you to analyze the flows in the environment and helps to plan the micro-segments within the environment. You can select all the entities or select a particular entity andthen select the duration to analyze the selected entity.
 n Applications: Allows you to create applications in vRealize Network Insight by using customsearch. Once you create an application, you can plan it accordingly.
 n PCI Compliance: The PCI-Compliance dashboard helps in assessing compliance against the PCIrequirements only in the NSX environment.
 n Path and Topology: Allows you to view any VM to VM path or topology of several entities of the datacenter.
 n Events: Allows you to view the events (changes and problems) in your environment. There is also alist of event types so that you can quickly view a specific type of event.
 n Entities: Displays the list of all the different types of entities present in your environment. Click anyentity type from the given list to view a list of all the entities of that type. The text box above theentities list can be used to narrow down the list based on text entered.
 n Saved Searches: Displays the searches that have been saved previously.
 Using vRealize Network Insight
 VMware, Inc. 9

Page 10
                        

Using vRealize Network Insight
 VMware, Inc. 10

Page 11
                        

Search 3vRealize Network Insight provides a robust search for all the entities in your environment. When yousearch for entities, the software displays the entities that match your search query on the Results page.
 The search-bar uses natural language to search through various aspects of your SDDC. For each searchquery, the search bar suggests you the next term that you can use to narrow down your search results.For example, when you enter the term vm, the search bar displays a possible list of terms that you canadd to your existing term to narrow down your search results. The search bar also validates each searchquery. A check mark denotes a valid search query and a cross mark denotes an invalid search query. TheHelp page provides examples of currently supported queries.
 This chapter includes the following topics:
 n Simple Search
 n Advanced Search
 n Time Control
 n Search Results
 n Filters
 Simple SearchThe features of simple search are as follows:
 n Entity Types
 n Example: VM, Host, VLAN, VXLAN, and so on
 n Some pre-defined types can be used to search for multiple related entity types.
 n Example: L2 Network represents VLAN, VXLAN, and Native L2 networks.
 n Auto-complete can be used to explore entity types and other prop
 n Event Types
 n Example: MTU Mismatch Event, Membership Change Event, and so on
 VMware, Inc. 11
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n Problems or Changes can be used as keywords to search for all problems or change events
 VMs Show all the VMs
 VM 'vm1' Show VM with name 'vm1'
 L2 Networks Show all L2 networks (VLAN, VXLAN, Native)
 Problems Show all problem events
 MTU Mismatch Events Show all MTU Mismatch Events
 n Configuration properties
 n To find entities matching a configuration property value
 n Example: <Name>, <IP Address>, <IP Address 1 - IP Address 2>, and so on
 n Different types of properties: String, Numeric, IP, Range, Reference, and so on
 n Reference is used to represent data center as a graph. So VM has a reference to Host,Cluster and so on
 n Metric properties
 n To find all entities with an applicable metric
 n Example: CPU Usage Rate, Network Usage Rate, and so on
 n Planning
 n This can be used to plan the security of the data center by analyzing the flows
 n Example: Plan Security Group 'SG_All', Plan Host 'Host-1', and so on
 n "Plan Security" can be used to plan security of the entire data center.
 n Path
 n This can be used to show the path between two VMs or the path from VM to Internet
 n VM ‘dev1’ to VM ‘db1’
 n VM ‘dev2’ to Internet
 Note Auto-complete can be used to explore more entity types and properties.
 Advanced SearchThe features of advanced search are:
 n Filtering
 n Search results can be filtered using the properties that they have.
 Example:
 n VMs where IP Address = 192.168.0.1
 Using vRealize Network Insight
 VMware, Inc. 12
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n VMs where CPU Usage Rate > 90%
 n VMs where host = ‘host1’
 n Filters can be combined using the following logical operators:
 n and
 n or
 n not
 Example:
 n VMs where IP Address = 192.168.0.0/16 and Network Rate > 1 Mbps
 n VMs where IP Address = CPU Usage Rate > 90% or Network Rate > 1 Mbps
 n Projection
 n Get properties or metrics.
 n IP Address of VMs
 n CPU Usage Rate, CPU Count of VMs
 n 1 Aggregation (SUM, AVG, MAX, MIN) can be used for numeric properties and metrics.
 n AVG(CPU Usage Rate) of VMs
 n Sorting
 n Results can be sorted using the order by clause.
 n Order: asc or desc (optional)
 Example: VMs order by CPU Usage Rate
 n Limit the # of results
 Example: top 10 VMs order by CPU Usage Rate
 n Group By
 n Search results can be grouped by a given property into buckets. By default, groups by results areordered by count of entities in each bucket.
 Example: VMs group by Host
 This property returns list of hosts with # of VMs on each host
 n Group by results can be sorted by applying aggregation on numeric properties and metrics
 SUM(Bytes) of Flows group by Port order by SUM(Bytes) Returns list of ports ordered by sum of total bytes for allthe flows on that port
 SUM(CPU Count) of VMs group by Host order bySUM(CPU Count)
 Returns list of hosts ordered by sum of vCPUs of all VMson every host
 Time Control
 Using vRealize Network Insight
 VMware, Inc. 13
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Time-control allows you to run a search query within the context of a selected time or time range. You canselect from a list of presets such as last 24 hours, last 3 days, and so on. You can also specify a particulardate and time using the At option or even a range using the Between option.
 Search ResultsThe search results page provides a detailed list of concerned entities that match a particular search. Thepage itself provides numerous information that ranges from the list of entities, their correspondingproperties, and facets to filter the search results to refine your search.
 You can also expand or collapse each entry in the search results to view more information about aparticular entry. You can also create a notification for each search.
 Note You can point to a particular property in the search results and also in the entity pages to view atool tip containing more information about that property.
 The following graphic shows the search results for the VXLANs where num vms > 0 search query for atime from the past.
 FiltersThe left pane consists of a series of filter categories that you can use to narrow down the search results.The number of available filters for each category is mentioned in a small box beside the category. Viewthe available filters for that category (along with a short explanation for each filter) and click to apply thatfilter. You can also use the filter search box to search for a particular filter and vRealize Network Insightautomatically shows the filters that match your search query and you can click to apply that filter. Eachfilter has several properties to refine the search results. When you select a filter property from one of thefilters, then the selected property is highlighted in the search results.
 Using vRealize Network Insight
 VMware, Inc. 14
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Entity Pages 4The entity pages provide a comprehensive outlook of the entities that are present in your data center.This information can range from detailed topologies to show relationships with other entities of your datacenter to detailed metrics about a particular entity.
 Each entity page is a collection of pins and each pin shows specific information related to the entity. Theinformation provided is both real time and historical, and an exhaustive list of metrics and properties forthe entity.
 If you want to visit the Help content, then click Help on the top-right corner of the entity page.
 TimelineThe timeline provides you the following information:
 n The state of the data center at a particular time in the past
 n A bird’s eye view of events that were detected across a selected time range
 Select the time range of the timeline that you want to view.
 To view a particular timeline, select the time range by using the Time Range option.
 Property PinsThe property pins display important attributes in a two-column layout. Some property pins might alsodisplay only a singular attribute value. An example of the property pin is the VM Properties pin. The VMProperty pin displays the properties of a VM, such as operating system, IP address, default gateway,logical switches, CPU, memory, power state, and so on.
 This chapter includes the following topics:
 n Timeline
 n Property Pins
 Timeline
 VMware, Inc. 15
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Property PinsProperty pins display important attributes in a two-column layout.
 Using vRealize Network Insight
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Pins 5The information on each entity page is segregated into pins. All the entity pages are made up of pins andeach pin contains a specific bit of information related to the entity.
 The pins have the following features:n You can maximize the view of any pin using the More options ( ) button and also view more
 information about the pin using the Help option.
 n Pins can also contain filters so that you can drill down on the data that is displayed on the pin.
 n Many pins also contain the Export as CSV option so that you can export the data present in the pin inCSV format. You can select the specific properties and the number of CSV rows you want to export inthe dialog that is displayed.
 Types of Pins
 Most of the pins that are available in the software can be categorized into the following:
 Metrics PinsThe metrics pins show important metrics pertaining to the selected entity.
 The metrics pin uses the cubism graph to display data by dividing each graph into two bands andtransposing the higher value one over another. The higher values hence are shown in darker color andare easier to discern.
 You can select the particular metric to display from the drop-down present in the pin header and changethe selection of entities to display.
 The time range can be modified by either using the range presets or entering in a custom date/time.
 An example of the Metrics pin is the VM Metrics pin. This pin displays the network traffic rate, network Txrate, network Rx rate, and packet drops of the virtual machine.
 VMware, Inc. 17
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Entity List View PinsThe Entity List View pins display a list of entities that are grouped by a common theme. The list showsimportant attributes per entity.
 You can see more attributes of a particular entity by clicking the magnify icon on the far right. Clicking theentity name takes you to the entity page.
 Like other pins, the filter icon houses various facets with which the list can be filtered. An example of theEntry List View pin is the VM Neighbors pin. By default, this pin shows the VMs that are present on thesame host. You can also filter VMs by Security Groups, VXLAN, and datastore.
 Event View List PinsThe Events List view pins provide a list of events in chronological order for a particular entity or group ofentities (that can be selected from the dropdown in the pin header).
 You can change how far back in time (from now) should the pin show the events by using the availablepresets or entering in a custom date/time. Other filter options such as Event Status and Event Type canbe selected by clicking on the filter icon.
 In the below image, the events related to VM Prod-db-vm21 and its related entities are displayed. You canclick the entity name to view events from other related entities. Using the filter you can filter the eventsbased on their status and their types. An event can be a change or a problem related to an entity.
 Using vRealize Network Insight
 VMware, Inc. 18
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You can search for the events by using the events search query. You can search for open or closedevents with queries such as open events or closed events. You can also search for problems with thesame modifiers.
 Using vRealize Network Insight
 VMware, Inc. 19
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Working with Topologies 6Topologies are one of the many innovative features that vRealize Network Insight provides. Topologiesallow you to view your data center's architecture. You can point your mouse pointer to the entity icons toget their addressable names and click an icon to display a summarized account of their primary attributes.
 The following topologies can be viewed in respective entity pages:
 This chapter includes the following topics:
 n Virtual Machine Topology
 n Path to Internet
 n VM-VM Path
 n VXLAN
 n VLAN
 n L3 Networks
 n NSX Manager
 n Support for Equal-Cost Multi-Path (ECMP) Route
 n Hosts
 Virtual Machine TopologyThe virtual machine topology provides a comprehensive view of a singular virtual machine in relation tothe rest of your data center.
 VMware, Inc. 20
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Path to InternetFor each virtual machine that is present in your environment, vRealize Network Insight shows you howthe VM is connected to the Internet by using an animated path in the Path to Internet pin.
 The path populates all the components (both virtual and physical) that exist between the virtual machineand the Internet. It draws an animated path that connects each component in a sequence. The pathdirection can also be reversed by using the arrows situated above the visualization.
 Point your mouse pointer to the entity icons to get their addressable names. Click an icon on the path todisplay a summarized account of its primary attributes. You can also maximize the pin to see the pathdetails.
 VM-VM PathThe VM-VM path topology draws a detailed connection that exists between any two virtual machines inyour environment.
 Using vRealize Network Insight
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The topology involves both Layer 3 and Layer 2 components. This topology can be viewed using thesearch query vm_name_1 to vm_name_2. If a path exists, the VM-VM path visualization proceeds topopulate all the components that exist between vm_name_1 to vm_name_2 and also draws an animatedpath. If the routers are physical, then they are shown outside the boundary.
 In the VM Path topology, if you hover your mouse on any of the routers, edges, or LDRs that are involvedin the path, the complete routing or NAT information is shown.
 The VM Underlay section that is on the right side of the VM Path topology shows the underlay informationof the VMs involved and their connectivity to the top of the rack switches and the ports involved. In theVM underlay section, the components are labeled if you select Show labels under Path Details. In thissection, the drop-down list at the top shows the endpoint VMs and the active VMs at the edges. For eachedge VM, the neighboring drop-down list shows the ingress and the egress interface IP addresses. Basedon the selection, the underlay path for that particular interface is shown. .
 You can also reverse the path direction using the arrows on top of the topology map.
 The topology map gives more visibility regarding the ports involved in the VM-VM path. In the PathDetails section, the name of the actual port channel is shown.
 Note n There is no complete visibility for layer 2 on the physical front. If a packet is traversing from one
 switch to another, there maybe multiple switches involved. But the topology does not show theswitches in the underlay network.
 VXLANVirtual eXtensible Local Area Network (VXLAN) overlay networking technology is an industry standardthat is developed by VMware jointly with the major networking vendors.
 The VXLAN topology is an innovative visualization that gives you an overview of the selected VXLAN.The following diagram elucidates the various components that make up the visualization:
 Using vRealize Network Insight
 VMware, Inc. 22
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Note Both virtual and physical components can be visualized in this manner.
 VLANVirtual LANs (VLANs) enable a single physical LAN segment to be further segmented so that groups ofports are isolated from one another as if they were on physically different segments.
 The VLAN topology is constructed in a similar manner as the VXLAN topology.
 L3 NetworksThe L3 Networks topology provides an overview of your entire network. An Edge in the topology whichhas NAT rules configured is shown with the word NAT.
 Using vRealize Network Insight
 VMware, Inc. 23
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NSX ManagerThe NSX Manager topology shows the components that are associated with the NSX Manager.
 Support for Equal-Cost Multi-Path (ECMP) RoutevRealize Network Insight provides ECMP support in the VM-VM path.
 The VM-VM path shows the following information on ECMP:
 n The multiple ECMP paths from source to destination
 n The routers on which ECMP occurs
 n The possible outgoing paths for a given router (VRF)
 Using vRealize Network Insight
 VMware, Inc. 24
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n The route for the possible path
 In the preceding figure, you can see the ECMP-enabled routers. If you point over them, the additionalpaths are shown. Also, you can create a path by selecting and locking the routers as per yourrequirement. If you want to view all the ECMP paths between the two VMs, select the Show all ECMPpaths option in the topology diagram.
 If you want to view the path for a particular router, point on the router and click Keep Focus. The pathsspecific to the router is shown.
 Using vRealize Network Insight
 VMware, Inc. 25

Page 26
                        

HostsThe host topology shows how VMs of a particular host are connected to the virtual and physicalcomponents of your data center and also how the host itself is connected with your data center.
 Using vRealize Network Insight
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Network Address Translation(NAT) 7vRealize Network Insight lists both SNAT and DNAT rules that are configured on the VMware NSX®
 Edge. The NAT Rules query lists all the SNAT and DNAT rules.
 The VM to VM path also includes and shows the Edge NAT gateways configured in the path. Only theNAT rules configured on the Uplink interface of the VMware NSX® Edge are processed by the VM to VMpath. The nested NAT hierarchy is also supported.
 NAT SupportThe NAT flow support in vRealize Network Insight is as follows:n Only NSX-based edges are supported.
 n Only edges with defined uplinks are supported.
 n Only edges with NAT-defined uplinks are supported.
 n The flow of the following NAT domains are reported:n Default domain
 n The single child domain of the default NAT domain
 NAT Flow Support - ExamplesThis section consists of few examples for the supported NAT flow in vRealize Network Insight.
 VMware, Inc. 27
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Example 1
 In the above topology, E2, E3, LDRs, VMs ( VM1, VM2, VM3, VM4) are part of NAT domain E1. Anythingabove E1 such as uplink of E1 is part of default NAT domain. The above topology consists of thefollowing:
 The flow from VM1 to VM2 and vice versa is reported in vRealize Network Insight. Similarly the flow fromVM3 to VM4 and vice versa is reported.
 Example 2
 The above topology consists of the following:
 n VM1 and VM2 are part of E2 domain.
 n VM3 and VM4 are part of E2 domain.
 n E2 and E3 NAT domains are child domains of E1 NAT domain.
 n E1 is the single child of default NAT domain.
 Using vRealize Network Insight
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n VM5 and VM6 are part of E1 NAT domain.
 In the above topology, the following flows are reported in vRealize Network Insight:
 n Flow from VM5 to VM6
 n Flow from (VM1, VM2) to (VM3, VM4)
 Using vRealize Network Insight
 VMware, Inc. 29
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Security Groups 8Security Groups are a set of groups that are managed through a common set of permissions.
 The Security Group topology has the following two views:
 Firewall ViewThe Security Group firewall topology displays the relation between the selected Security Group and otherSecurity Groups by showcasing the firewall rules that are applicable between the Security Groups.
 Container ViewThe Security Group container topology displays how the Security Group is structured with respect to itsparent Security Groups or children (Security Groups or other entities).
 VMware, Inc. 30
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This chapter includes the following topics:
 n Palo Alto Networks
 n Check Point Firewall
 Palo Alto NetworksvRealize Network Insight supports Palo Alto Panorama 8.0.
 The Palo Alto Network features that are supported by vRealize Network Insight are as follows:
 n Interrelation of Palo Alto and NSX entities: The VM membership of the address and the addressgroup of Palo Alto Networks is computed based on the IP Address to VM mapping. This membershipinfo can be queried as follows:
 n VM where Address = <>
 n Palo Alto address where vm = <>
 n VM where Address Group = <>
 n Palo Alto address group where vm = <>
 n Query: You can perform a query for all the Palo Alto entities that are supported byvRealize Network Insight. All the entities are prefixed by Palo Alto. Some of the queries are asfollows:
 Table 8‑1. Entities Queries
 Palo Alto Address Palo Alto address where vm = <>
 VM where Address = <>
 Palo Alto Address Group Palo Alto address group where Translated VMs =
 <>
 VM where address group = <>
 Using vRealize Network Insight
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Table 8‑1. (Continued)
 Entities Queries
 Palo Alto Device Palo Alto Device where Version = <>
 Palo Alto Device where connected = true
 Palo Alto Device where family = 'PA-5060'
 Palo Alto Physical Device Palo Alto Physical Device where model =
 'PA-5060'
 Palo Alto VM Device Palo Alto VM Device where model = 'PA-VM'
 Palo Alto Device Group Palo Alto Device Group where device = <>
 Palo Alto Device Group where address = <>
 Palo Alto Device Group where address group = <>
 Palo Alto Service Palo Alto service where Port = <>
 Palo Alto service where Protocol = <>
 Palo Alto Service Group Palo Alto service group where Member = <>
 Palo Alto Policy Palo Alto Policy where Source vm = <> and
 Destination vm = <>
 Palo Alto Policy where Source IP = <> and
 Destination IP = <>
 Palo Alto firewall Palo Alto firewall where Rule = <>
 Palo Alto Zone Palo Alto Zone where device = <>
 Palo Alto Virtual System Palo Alto Virtual System where Device = <>
 Palo Alto Virtual System where Device Group = <>
 Note Other than the queries, you can also use facets to analyze the search results.
 Using vRealize Network Insight
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n VM to VM Path: As a part of the VM-VM topology, vRealize Network Insight displays the Palo Alto VMSeries firewall on the host. The applicable rules are displayed when one clicks the firewall icon. If afirewall device (routing device) of Palo Alto Network is also present in the path, then that device isalso displayed. When you click the device icon, you can see the basic information such as a Routingtable, Interfaces, and a table containing the applied firewall rules.
 n You can view some system events related to the following scenarios for Palo Alto Networks:
 n Palo Alto device not connected to Panorama (manager)
 n NSX Manager not in registered with Panorama
 n NSX fabric agent not found on the ESX for palo alto device
 n Palo alto device not found on Panorama for NSX fabric agent
 Using vRealize Network Insight
 VMware, Inc. 33
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n Out of sync security group membership data
 A sample Palo Alto Manager dashboard is shown as follows:
 Check Point FirewallvRealize Network Insight currently supports post R80 version of the Check Point firewall.
 You can perform a query for all the Checkpoint entities that are supported by vRealize Network Insight. Allthe entities are prefixed by Check Point. Some of the queries for Checkpoint are as follows:
 Using vRealize Network Insight
 VMware, Inc. 34
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Table 8‑2.
 Entities in Check Point Keywords Queries
 IPset Check Point Address Range
 Check Point Network
 vm where Address Range =
 <>
 vm where Address Range =
 <>
 Check Point Address
 Range where Translated
 VM = <>
 Grouping Check Point Network Group Check Point Network
 Group where Translated
 VM = <>
 vm where Network Group =
 <>
 Service/ Service Group Check Point Service
 Check Point Service Group
 Check point service
 where Port = <>
 Check point service
 where protocol = <>
 Access Layer Check Point Access Layer Check Point Policy where
 Access Layer = <>
 Policy Package Check Point Policy package Check Point Policy where
 Policy Package = <>
 Check Point Policy
 Package where Rule = <>
 Policy Check Point Policy Check point policy where
 source ip = <> and
 Destination IP = <>
 Rule where source ip =
 <> and Destination IP =
 <> (will display other
 rules- nsx, redirect
 along with check point
 policies in the system)
 Gateways and Gateway Cluster Check Point Gateway
 Check Point Gateway Cluster
 Check Point Gateway
 Cluster where Policy
 Package = <>
 A sample Check Point Manager dashboard is shown as follows:
 Using vRealize Network Insight
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Also, in a VM-VM topology, you can see the Check Point Service VMs on a host to signify the CheckPoint rules applied on particular traffic.
 You can view some system events related to the following scenarios for Check Point:
 n NSX fabric agent not found on the ESX for check point gateway.
 n Check point service vm not found.
 n Check point gateway sic status not communicating.
 Using vRealize Network Insight
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n Discovery and update events for check point entities like address range, networks, policies, groups,policy package, service, service group, and so on.
 Using vRealize Network Insight
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Micro-Segmentation Planning 9The micro-segmentation planning topology shows all the flows that are present in your environment bydividing the flows into segments.
 In vRealize Network Insight , a flow is a 4-tuple. It includes:
 n Source IP
 n Destination IP
 n Destination port
 n Protocol
 You can analyze the flows by selecting scope and segment them accordingly based on entities such asVLAN/VXLAN, Security Groups, Application, Tier, Folder, Subnet, Cluster, virtual machine (VM), Port,Security Tag, Security Group, and IPSet. The blue lines denote the outgoing flows, the green lines denotethe incoming flows, and the yellow lines denote the flows that are bidirectional. You can click any of thesegments to view its details.
 The VMs that are outside the selected scope are grouped as Other Entities in the micro-segmentationplanning topology.
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You can also analyze the flows by creating subgroups as per Physical, Other Virtual, and Internet
 categories.
 Each group is expanded into a wedge. In the following topology, the wedge for Physical group is seen.
 There is also a Traffic Distribution pin that shows the amount of traffic that is flowing in different parts ofyour data center.
 The Flows pin shows that the flows for different time intervals segregated by ports. You can either view allthe flows or view the flows between two entities. You can filter the flows by Allowed and Blocked flows.You can view flows by either Total Bytes or by Allowed Session Count. For the flows that are protected bya firewall, a Protected by Firewall sign is used to denote that the flows in that port that are protected by afirewall.
 The planning for a scope such as an entire data center or a cluster selects flows that have VMs orPhysical Servers (identified by the Physical IPs) as the source or the destination.
 A topology has two distinct zones:
 n Internal: This zone includes the VMs or the IP addresses in the scope.
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n External: This zone includes the VMs or the IP addresses that are out of scope but talk to the VM orIP addresses in the internal zone. The external zone consists of the following wedges:
 n DC Virtual: It includes the source or the destination data center internal VMs that are talking toVMs or IP addresses in the internal zone and are not hosting any well-known shared servicessuch as LDAP, NTP, and so on.
 n Shared Virtual: It includes the destination data center internal VMs hosting well-known sharedservices such as LDAP, NTP, and so on to which the VMs or IP addresses in the internal zone aretalking.
 n DC Physical: It includes the source or the destination data center internal physical IP addressesthat are talking to VMs or IP addresses in the internal zone and are not hosting any well-knownshared services like LDAP, NTP, and so on.
 n Shared Physical: It includes the destination data center internal Physical IP addresses hostingwell-known shared services such as LDAP, NTP, and so on to which the VMs or IP addresses inthe internal zone are talking.
 n Internet: It includes the source or the destination data center external VMs or the physical IPaddresses that are talking to the VMs or IP addresses in the internal zone.
 Note n Data center Internal implies RFC 1918 designated IPs by default + any overrides defined in E-W
 settings.
 n Data center External implies non-RFC 1918 designated IPs by default + any overrides defined in N-Ssettings.
 This chapter includes the following topics:
 n Application-Centric Micro-Segmentation
 n Exporting Rules
 n View Blocked and Protected Flows
 n Flow Support for Physical Servers
 Application-Centric Micro-SegmentationAn application is a collection of tiers. Each tier in an application is a collection of VMs based on the user-defined filter criteria. The applications allow you to create a hierarchical group of VMs and visualizetraffic/flows between the tiers of the same application. The traffic/flows can be visualized betweenapplications.
 To add an application:
 Procedure
 1 In the Search box, type application, and press Enter.
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2 Click Add Application.
 3 On the Add Application page, in the Application Name box, type a name for the application, whichyou want to create.
 4 In the Tier section, type a name of the tier, which you want to create under Application (parent level).You can create a tier for VMs or physical machines as per requirements.
 5 In the Virtual Machines/IP Addresses box, select the appropriate VMs by any of the followingconditions:
 VM PROPERTIES
 a VM Names - Name of the VMs, which you want to group in the tier you are creating
 b IP Addresses - IP Addresses of the VMs or physical machines, which you want to group in the tieryou are creating. The count of the IP addresses is shown at the right side of the text box.
 c VMs with Service Ports - Service ports of the VMs, which you want to group in the tier you arecreating
 d Custom Search - It is an open search
 VMs IN
 a Application - Select this option if the VMs are located in any previously created application
 b Cluster - Select this option if the VMs are located in any cluster
 c Folders - Select this option if the VMs are located in any folder
 d VXLAN - Select this option if the VMs are located in any VXLAN
 e VLAN - Select this option if the VMs are located in any VLAN
 Note For entering multiple values, set apart the individual values by comma.
 Optional: In case, you want to create multiple tiers under one application, click Add Tier.
 6 Select Analyze Flows to view the flows before you finally add the application. You are able to see thetiers based on VMs or physical addresses accordingly.
 7 Click Save to create the application.
 Plan Applications
 While creating an application, you can select Custom IP Search from the drop-down list to create tiers forthe physical IPs based on the enriched fields. For more information on the enriched fields, refer EnrichingFlows and IP Endpoints.
 The enriched DNS, Subnet, VLAN information can be used in specifying tiers as follows :
 n Web
 Query: IP Endpoint where Subnet Network = '172.16.101.0/24'
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n App
 Query: IP Endpoint where Dns Domain = app.example.com
 n DB
 Query: IP Endpoint where L2 Network = 'vlan-102'
 n Common Services
 Query: IP Endpoint where Dns Domain = svc.example.com
 Exporting Rules
 You can export rules as XML for the entire topology. You can find this option in the Micro-SegmentationPlanning page as follows:
 You can also export rules related to the underlying security groups belonging to multiple NSX managers.To import these rules in NSX, you can use scripts. Contact vRealize Network Insight support to get a copyof the sample script.
 View Blocked and Protected FlowsThe NSX-IPFIX integration enables the visibility of the blocked and protected flows in the system.
 The basic filters in the Micro-Segmentation Planning page are as follows:
 n All Allowed Flows: This option is selected by default. To see all the flows for which the action in thefirewall rules is set to Alllowed, select this option.
 n Dropped Flows: This option helps to detect the dropped flows and planning the security in a betterway.
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n All Protected Flows: This option helps to detect all the flows which have a rule other than of the typeany(source) any(dest) any(port) allow associated with it. Such flows are known as protectedflows.
 n All Unprotected Flows: This option helps to detect all the flows that have the default rules of the typeany(source) any(dest) any(port) allow. Such flows are known as unprotected flows.
 The firewall rules are visible only for the allowed and unprotected flows.
 For example, if you are in the planning phase and you want to see the allowed flows in the system,perform the following steps:
 1 On the Micro-Segmentation Planning page, for a particular group, select All Allowed Flows from thedrop-down menu.
 2 Click the dropped flows in the topology diagram to see the corresponding recommended firewallrules.
 3 Implement those firewall rules by exporting them into NSX manager.
 Flow Support for Physical ServersvRealize Network Insight supports the device that sends the NetFlow data of versions v5, v7, and v9. Ifthe DNS Mapping and Subnet-VLAN mapping information is provided, vRealize Network Insight canenrich the NetFlow data with DNS Domains, DNS Host Names, Subnets, and Layer 2 networks. Thisfeature is available for the Enterprise License users only.
 To configure NetFlow in vRealize Network Insight, perform the following steps:
 1 Adding a NetFlow Collector
 2 Configuring a NetFlow Collector in a Physical Device
 3 Physical IP and DNS Mapping
 4 Physical Subnets and VLANs
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Configuring a NetFlow Collector in a Physical Device
 To send the NetFlow information to the vRealize Network Insight NetFlow collector, configure the physicaldevice manually. Here are the steps for the configuration in most of the physical devices:
 1 Create a flow record.
 The required fields for a flow record are as follows:
 n Mark the following fields as Match.
 n ipv4 protocol
 n ipv4 source address
 n ipv4 destination address
 n transport source-port
 n transport destination-port
 n interface input
 n Mark the following fields as Collect.
 n direction
 n counter bytes
 n counter packets
 n timestamp sys-uptime first
 n timestamp sys-uptime last
 n Mark the following field as Match or Collect. If not, skip it.
 n transport tcp flags
 2 Create a flow exporter.
 n Provide vRealize Network Insight NetFlow Proxy IP and Port 2055.
 3 Configure the flow cache as follows:
 n Active timeout: 30 seconds
 n Inactive timeout: 60 seconds
 4 Create the flow monitor using the created flow record and flow exporter.
 5 Configure the monitor on each interface.
 Prerequisites
 The sample steps to configure the physical devices are provided in the following sections:
 n Cisco 4500
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n Cisco N1K
 n Cisco Nexus 9000
 Note The steps may vary from version to version and device to device.
 Cisco 4500
 1 To create the flow record
 configure terminal
 flow record netflow-original
 match ipv4 protocol
 match ipv4 source address
 match ipv4 destination address
 match transport source-port
 match transport destination-port
 match interface input
 collect transport tcp flags
 collect counter bytes
 collect counter packets
 collect timestamp sys-uptime first
 collect timestamp sys-uptime last
 End
 2 To create the flow exporter
 configure terminal
 flow exporter e1
 destination <PROXY_IP>
 transport udp 2055
 end
 3 To create the flow monitor
 configure terminal
 flow monitor m1
 record netflow-original
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exporter e1
 end
 4 To configure the timeouts
 configure terminal
 cache timeout inactive 30
 cache timeout active 60
 end
 5 To configure the flow monitor for each interface on the ingress mode and the egress mode or at leastthe ingress mode
 configure terminal
 interface <INTERFACE_NAME>
 ip flow monitor m1 unicast input
 end
 Cisco N1K
 1 To configure timeouts
 configure terminal
 Active timeout 60
 Inactive timeout 15
 end
 2 To configure the exporter
 configure terminal
 flow exporter <EXPORTER_NAME>
 destination <PROXY_IP>
 transport udp 2055
 source <VSM_IP_OR_SUBNET>
 end
 3 To configure the flow monitor for each interface:
 configure terminal
 flow monitor <MONITOR_NAME>
 record netflow-original
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exporter <EXPORTER_NAME>
 end
 4 To configure the flow monitor for each interface on the ingress mode and the egress mode or at leastthe ingress mode
 configure terminal
 port-profile type vethernet <IF_NAME>
 ip flow monitor <MONITOR_NAME> input
 ip flow monitor <MONITOR_NAME> output
 .
 .
 end
 Cisco Nexus 9000
 Here are some of the sample device commands for Cisco Nexus 9000:
 1 To enable the NetFlow feature
 configure terminal
 feature netflow
 end
 2 To create flow record
 configure terminal
 flow record vrni-record
 match ipv4 protocol
 match ipv4 source address
 match ipv4 destination address
 match transport source-port
 match transport destination-port
 match interface input
 collect transport tcp flags
 collect counter bytes
 collect counter packets
 collect timestamp sys-uptime first
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collect timestamp sys-uptime last
 End
 3 To create flow exporter
 configure terminal
 flow exporter vrni-exporter
 destination <PROXY_IP>
 transport udp 2055
 version 9
 source <INTERFACE_NAME>
 end
 4 To create the flow monitor for each interface
 configure terminal
 flow monitor vrni-monitor
 record vrni-record
 exporter vrni-exporter
 end
 5 To configure timeouts
 configure terminal
 cache timeout inactive 30
 cache timeout active 60
 end
 6 To configure the flow monitor for each interface on the ingress mode and the egress mode or at leastthe ingress mode
 configure terminal
 interface <INTERFACE_NAME>
 ip flow monitor vrni-monitor input
 end
 Enriching Flows and IP Endpoints
 You can import the DNS mapping and the subnet-VLAN mapping information through the UI.
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The flow information is enriched with the following types of information based on the import of the DNSdata and the specification of subnet-VLAN mappings.
 n Source DNS Domain
 n Source DNS Host Name
 n Destination DNS Domain
 n Destination DNS Host Name
 n Source L2 Network
 n Source Subnet network
 n Destination L2 Network
 n Destination Subnet network
 The IP Endpoint information is enriched with the following types of information based on the import of theDNS data and the specification of subnet-VLAN mappings.
 n DNS Domain
 n DNS Host Name
 n FQDN
 n L2 Network
 n Subnet network
 For more information on enriching flows through the DNS information, refer Physical IP and DNSMapping.
 For more information on enriching flows through the Subnet-VLAN mapping, refer Physical Subnets andVLANs.
 Note n The DNS mapping and subnet information are enhanced only for the physical IPs. No subnet or DNS
 mapping information is associated with any virtual NIC.
 n The information is enriched only for flows that have been seen by vRNI after this information hasbeen imported.
 Search for Physical to Physical Flows
 You can search for the physical to physical flows based on the following attributes:
 n Source DNS Host
 n Destination DNS Host
 n Source DNS Domain
 n Destination DNS Domain
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n Source Subnet Network
 n Destination Subnet Network
 You can search for Physical-Physical flows based on the following attributes. A few examples of flowsearch query using the enriched DNS and Subnet-VLAN mapping information are as follows:
 bytes,Dns Domain,Dns Host,l2 network of flows where flow type = 'Physical-Physical'
 bytes,Dns Domain,Dns Host,l2 network of flows where flow type = 'Source is VM' and
 flow type = 'Destination is Physical'
 bytes,Dns Domain,Dns Host,l2 network of flows where flow type = 'Source is Internet'
 and flow type = 'Destination is Physical'
 Using vRealize Network Insight
 VMware, Inc. 50

Page 51
                        

vCenter Tags 10vRealize Network Insight provides vCenter tags for search and planning.
 You can perform a search of VMs based on the vCenter tags and custom attributes. For example, youcan use the following query for search by using tags:
 vm where tag = ‘{keyname}:{value}’
 Every tag belongs to a category. In the above example, the keyname is the category to which the tagbelongs and value is the name of the tag.
 You can also provide an alternate name to a VM by using vCenter tags or custom attributes by using thename key. This alternate name is shown as the other names property. It is also possible to search andmake path queries using the alternate name.
 For example, the following queries are supported:
 vm “other-name-1”
 vm “other-name-1" to vm “other-name-2”
 In this example, other-name-1 and other-name-2 are custom attributes with the name key or tagsbelonging to the name category.
 You can also analyze the flows in the network by using the vCenter tags as shown in the figure.
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To use the vCenter tags, select the Tag option from the Analyze Flows drop-down list. You can alsoselect up to three tags at this level. After you select the tag, click Analyze. In Group by Criteria, Tag is
 selected.
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NSX-T 11VMware NSX-T is designed to address the emerging application frameworks and architectures that haveheterogeneous endpoints and technology stacks. In addition to vSphere, these environments may alsoinclude other hypervisors, containers, bare metal, and public clouds. vRealize Network Insight supportsNSX-T deployments where the VMs are managed by vCenter.
 Considerationsn vRealize Network Insight supports NSGroups, NSX-T Firewall Rules, IPSets, NSX-T Logical Ports,
 and NSX-T Logical Switches.
 n vRealize Network Insight does not support displaying information about routers, edge nodes,underlay and overlay paths of VMs..
 n Only NSX-T 2.0 is supported.
 n vRealize Network Insight does not support the KVM hosts as well as the individual ESXi serversadded to NSX-T.
 n vRealize Network Insight supports both NSX-V and NSX-T deployments. When you use NSX in yourqueries, the results include both NSX-V and NSX-T entities. NSX Manager lists both NSX-V andNSX-T Managers. NSX Security Groups list both NSX-T and NSX-V security groups. If NSX-V orNSX-T is used instead of NSX, then only those entities are displayed. The same logic applies to theentities such as firewall rules, IPSets, and logical switches.
 To Add an NSX-T Manager as a Data SourceHere are the prerequisites for adding an NSX-T Manager as a data source:
 n Before adding NSX - T, add at least one vCenter which is associated with NSX - T tovRealize Network Insight.
 n It is recommended that you add all the vCenters associated with NSX-T as data sources invRealize Network Insight.
 To add an NSX-T Manager:
 1 On the Accounts and Data Source page under Settings, click Add Source.
 2 Under VMware Manger in the Select an Account or Data Type page, select VMware NSX-TManager.
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3 Provide the user credentials. The user should be a local user with the audit level permissions.
 Examples for QueriesHere are some examples for queries related to NSX-T:
 Table 11‑1. Queries Search Results
 NSX-T Manager where VC Manager=10.197.53.214 NSX-T Manager where this particular VC Manager has beenadded as the compute manager
 NSX-T Logical Switch Lists all the NSX-T Logical switches present in the particularinstance of vRealize Network Insight
 NSX-T Logical Ports where NSX-T Logical Switch = 'DB-Switch'
 Lists the NSX-T logical ports belonging to that particular NSX-Tlogical switch, DB-Switch.
 VMs where NSX-T Security Group = 'Application-Group'
 Or
 VMs where NSGroup = ‘Application-Group’
 Lists all the VMs in that particular security group, Application-Group.
 NSX-T Firewall Rule where Action='ALLOW' Lists all the NSX-T Firewall Rules which have their action setas ALLOW.
 NSX-T Firewall Rule where Destination Security Group =‘CRM-Group’
 Lists the firewall rules where the CRM-Group is the DestinationSecurity Group. The results include both Direct DestinationSecurity Groups and Indirect Destination Security Groups.
 NSX-T Firewall Rule where Direct Destination Security Group= ‘CRM-Group’
 Lists the firewall rules where the CRM-Group is the DestinationSecurity Group. The results include only the Direct DestinationSecurity Groups.
 VMs where NSX-T Logical Port = ‘App_Port-Id-1’ Lists all the VMs which have that particular NSX-T LogicalPort.
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Cross vCenter NSX 12In a cross-vCenter NSX environment, you can have multiple vCenter Servers, each of which must bepaired with its own NSX Manager.
 One NSX Manager is assigned the role of primary NSX Manager, and the others are assigned the role ofsecondary NSX Manager. The primary NSX Manager is used to deploy a universal controller cluster thatprovides the control plane for the cross-vCenter NSX environment. The secondary NSX Managers do nothave their own controller clusters. The primary NSX Manager can create universal objects, such asuniversal logical switches. These objects are synchronized to the secondary NSX Managers by the NSXUniversal Synchronization Service. You can view these objects from the secondary NSX Managers, butyou cannot edit them there. You must use the primary NSX Manager to manage universal objects. Theprimary NSX Manager can be used to configure any of the secondary NSX Managers in the environment.
 The following Universal objects are supported:n Universal LDR
 n Universal Transport Zone
 n Universal Logical Switch
 n Universal Firewall Rule
 n Universal Security Group
 n Universal IPSets
 n Universal Service
 n Universal Service Groups
 n Universal Segment Range
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Pins and Pinboards 13All parts of the application are denoted as pins; fundamental units that can be saved and grouped to clubdata that you think can be useful together and to share them with other members of your team. You canpin a search query and also the pins that are available for an entity.
 To add a pin, click the Pin icon. All your saved pins are displayed in Pinboards section which can beinvoked by clicking the Pinboard icon in the header.
 PinboardsPinboards are how you group pins together. You can pin any widget from any page to make it easier toaccess various data.
 To create a pinboard:1 Click Pinboards and select the pins that you want to add to the pinboard from the Saved Pins
 section.
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2 Click Create New Pinboard.
 3 Enter the name of the pinboard, add a note related to any information that you want to share withothers, and enter the email IDs or name of the users with whom you want to share the pinboard andclick Create.
 4 To add a pin to an existing pinboard, after selecting the pin, click Add beside an existing pinboardwhere you want to add the pin.
 To share the pinboard link:1 Click Share on the rightmost side of the pinboard.
 2 Click Copy to copy the link. You can share this link only with the users whom you have added in the"Share Pinboard with" list during the creation of the pinboard.
 To view the pinboard by using the time selector:You can also jump to a pinboard view on a particular date and time by using the time selector.
 1 In the time selector just next to Jump, select Custom time or Current Time to view the flow of datafor a particular pin.
 2 Click Update. The flow of data for that particular pin can be seen for the given time.
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Settings 14The Settings page provides controls to manage data providers, users, and notifications.
 To go to the Settings page:
 1 On the top-right hand corner in the Home page, click the Profile icon.
 2 Click Settings. The Settings page appears as shown.
 You can configure the following on the Settings page:
 This chapter includes the following topics:
 n Install and Support
 n Accounts and Data Sources
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n Data Management
 n IP Properties and Subnets
 n Working with System Events
 n Working with User-Defined Events
 n Search-based Notifications
 n Event Notification Email
 n Event Notifications
 n Syslog Configuration
 n User Management
 n LDAP
 n Configuring Mail Server
 n Support for Simple Network Management Protocol (SNMP)
 n My Profile
 n About Page
 n Automatic Storage Expansion for Platform VM
 Install and SupportThe Install and Support page provides an overview of the system as well as helps you to create clusterand add proxy VM to the existing vRealize Network Insight setup.
 Note The terms Proxy and Collector are used interchangeably in the documentation.
 To go to the Install and Support page:1 On the top-right corner of Home page, click the Profile icon , and then click Settings.
 2 In the Settings section, click Install and Support.
 HealthThe Health indicator is available in the Overview section on the Install and Support page.
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The Health indicator turns red if any of the following malfunctioning events occur:
 n If proxy stops collecting flow data
 n If platform stops processing data due to some reason; for example, insufficient disk space
 n If search indexer lags behind, resulting in outdated search result
 The overall health indicator displays the number of irregularities, with a Red light on. The individualirregularities are listed with their details, when the number of problems against overall health, is clickedon. In case of normal functioning, the health indicator shines a Green light.
 Support TunnelThe Support Tunnel option is available in the Overview section on the Install and Support page.
 The support tunnel allows the vRealize Network Insight engineering team to remotely connect tocustomer's platform and collector VMs on the SSL secured connection. You have to request the access tosupport tunnel when the vRNI engineering team needs to access the setup for advanced troubleshootingor debugging.
 Note Ensure that the traffic to support2.ni.vmware.com on port 443 is allowed.
 Online Upgrade of ProductThe Update option is available in the Overview section on the Install and Support page.
 The Update option lets you know if the latest version of the product is available for an upgrade. Anotification message appears in the product, and you can opt to upgrade to the latest version from the UIitself. To upgrade to the latest version:
 1 In case a latest version is available, a message appears on the upper-right corner of the browserwindow.
 2 Click View details in the notification.
 3 You can view the new features, which are available in the new version.
 4 Click Install now to start the upgrade.
 Alternatively,
 1 If a newer version is available, the information is displayed in the Overview section at the Updateoption.
 2 Click View Details, to view the new features, which are available in the new version.
 3 Click Install now to start the upgrade.
 View the Capacity of Platform and Proxy NodesvRealize Network Insight provides the approximate capacity and load information of a proxy node and aplatform. This limits-based information helps you to prevent the performance and experience issues later.
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Understanding CapacityThe capacity is defined as follows:
 n Single platform with one or more proxy nodes: The capacity of a proxy node or the platform is thenumber of discovered VMs that it can handle without the degradation of performance.
 n Cluster setup: The capacity of the platform in a cluster setup is the aggregation of all the capacities ofall the platform nodes while the capacity of proxy nodes is considered at the level of an individualnode.
 Accessing the Capacity InformationThe Utilization option on the Install and Support page provides the used capacity for a platform.
 The Utilization option under the Collector (Proxy) VMs on the Install and Support page provides theused capacity for each proxy node.
 Note When the number of discovered VMs from the data sources across the deployment exceed thecapacity of either the platform or the proxy or both, the validation fails and you will not be allowed to add avCenter/AWS data source.
 To view the discovered VMs for a data source:
 1 In the Accounts and Data Sources page, you can see the number of VMs that have beendiscovered for a particular data source which is already added and currently active. This column willhave a value only if the data source is vCenter or AWS source.
 Note The discovered VM count includes Placeholder and Template VMs. So it can be different from thecount of VMs in the product.
 Creating ClustersYou can create clusters from the Install and Support page.
 PrerequisitesAt least two additional platforms are required. The additional platform VMs should be deployed andpowered on.
 To create cluster1 Click Create Cluster for Platform VMs.
 2 On the Create Cluster page, enter the following information:
 n IP Address: Enter the IP address of the new platform that you want to add.
 n Password: Enter the support user password of the platform VM. If you have not changed thepassword yet, then refer the Default Login Credentials section in vRealize Network InsightInstallation Guide for the password.
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3 To keep adding more platforms, click Add more and enter the IP address and the support userpassword.
 4 Click Submit. Click Yes.
 5 After creating a cluster, the user needs to log in to the product again.
 Note n The create cluster option is enabled only when the platform is of large brick size. All platforms
 should be of large brick to create cluster.
 n To receive telemetry data, ensure that you enable telemetry on all the platform nodes.
 n To expand clusters, refer the Expanding a Cluster section in the vRealize Network Insight InstallationGuide.
 Creating Support Bundle
 To create support bundle:
 1 In the Platform VMs or Proxy VMs table, in the Support Bundle column, click the Create Support
 Bundle icon .
 Note Only two support bundles can be present at one given time, so while creating a new one, ifthere are already two support bundles present, the older one is deleted.
 2 Click Yes to confirm creation of a new support bundle.
 A new support bundle is created displaying data and time as download link. To initiate the downloadof support bundle, click the link.
 Migrating DatasourcesIf a proxy VM is down or deleted, you can add a new proxy VM and migrate datasource from the oldproxy VM to the new proxy VM.
 To migrate a datasource:
 Procedure
 1 In the Install and Support page, under the Collector (Proxy) VMs section, click the edit icon.
 If a proxy VM is down, you can see the error message that proxy VM is not available under the samesection.
 2 In the Edit Collector (Proxy) VM page, you can assign a nickname to the proxy VM.
 3 The Edit Collector (Proxy) page lists all the data sources added to the proxy. To migrate a datasource,click Migrate for a particular datasource.
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4 The Edit account or source page appears. Ensure that you fill the following information:
 Table 14‑1. Fields Description
 Collector (Proxy) VM Name of the new proxy VM to which the datasource has tobe migrated
 IP Address Pre-filled IP/FQDN address of datasource
 Username Username for the datasource
 Password Password for the datasource
 5 Click Validate. Click Submit. The datasource is then deleted in the old proxy VM and is added to thenew proxy VM.
 6 Once the migration is successful, you will see the new proxy VM against the datasource in theEnabled column in the Accounts and Data Sources page.
 Note n If you are migrating vCenter to another proxy VM, then sure that you migrate the corresponding
 NSX Manager also to the same proxy VM.
 n When you migrate NSX Manager to another proxy VM, the child data providers such as NSXController and NSX Edge are migrated as well to the new proxy VM.
 Accounts and Data SourcesData sources provide the application the ability to gather data from certain aspects of your data center.These range from your NSX installation to physical devices such as Cisco[TM] Chassis 4500 andCisco[TM] N5K.
 For each added Data source, the following information can be viewed at a glance:
 n All: Displays all the available data sources.
 n With Problems: Displays the data sources where vRealize Network Insight has found a problem.
 n With Recommendations: Displays auto generated recommendations from vRealize Network Insightfor the data sources that require additional information.
 n Disabled: Displays the data sources that have been disabled.
 For each data source, you can view the following details:
 Table 14‑2.
 Properties Description
 Device Type (nickname) Displays name of the Data source.
 IP Address/FQDN Displays IP address or FQDN details for the Data Source.
 Last Collection Displays the last collection time on which the data is collected.
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Table 14‑2. (Continued)
 Properties Description
 Discovered VMs Displays the number of VMs that have been discovered for thatdata source.
 Enabled Indicates if the data source is enabled or not.
 Actions Displays options to edit and delete data source.
 Note The Discovered VMs column is populated only if the data source is vCenter or AWS source.
 Adding a Data SourceTo add a Data Source
 1 In the Install and Suport page under Settings, click Accounts and Data Sources.
 2 Click Add new source.
 3 Select an account or a source type.
 4 Provide the following information:
 Table 14‑3.
 Properties Description
 Collector(Proxy) VM Select the proxy VM from the drop-down menu.
 IP Address/FQDN Enter the IP Address or the FQDN details.
 Username Enter the user name you want to use for a particular datasource.
 Password Enter the password.
 5 After entering the information in the text boxes, click Validate.
 n When you are adding a VMware vCenter or an AWS data source, if the number of VMsdiscovered for a specified data source exceeds the capacity of the platform or a proxy node orboth, the validation fails. You will not be allowed to add a data source until you increase the bricksize of the platform or create a cluster.
 The specified capacity for each brick size with and without flows is as follows:
 Table 14‑4.
 Brick Size VMs State of Flows
 Large 6k Enabled
 Large 10k Disabled
 Medium 3k Enabled
 Medium 6k Disabled
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n If the validation is successful, you can add advanced data collection sources for the data source(not all data sources contain this feature). Following advanced data collection sources areavailable:
 n For VMware vCenter, you can enable NetFlow (IPFIX). For more information on IPFIX, readthe Enabling IPFIX configuration on VDS and DVPG section.
 n For VMware NSX Manager, you can enable automatic NSX Edge Population using SSH toallow vRealize Network Insight to collect advanced data. However, for NSX Manager 6.2 andabove, use NSX central CLI instead of ssh. You can select this option to allow vRealizeNetwork Insight to collect data for NSX Edge directly from NSX Manager using the NSXCentral CLI. This feature also requires NSX Manager credentials with System Adminprivileges.
 n Many data sources also use SNMP (Simple Network Management Protocol) for richer datacollection. For such data sources, select the SNMP version and enter the community string toallow vRealize Network Insight to collect richer data from the data source.
 6 Enter the required details in the text boxes for advanced data collection sources.
 7 Enter Nickname and Notes (if any) for the data source and click Submit to add the data source to theenvironment.
 Adding an AWS Data SourceTo add an AWS data source:
 Prerequisites
 n The custom policy of the AWS account user to add AWS data source is as follows:
 {
 "Version": "2012-10-17",
 "Statement": [
 {
 "Effect": "Allow",
 "Action": [
 "iam:ListAccountAliases"
 ],
 "Resource": [
 "*"
 ]
 },
 {
 "Effect": "Allow",
 "Action": [
 "ec2:Describe*"
 ],
 "Resource": "*"
 },
 {
 "Action": [
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"logs:Describe*",
 "logs:Get*",
 "logs:TestMetricFilter",
 "logs:FilterLogEvents"
 ],
 "Effect": "Allow",
 "Resource": "*"
 }
 ]
 }
 n There are a list of URLs which should be accessible from the Collector VM to access AWS. The AWScan be deployed in multiple regions. There are separate URLs associated with different regions. Ifyou are unaware of the region or the service, have a wildcard entry for the URL such as*.amazonaws.com.
 Note The wildcard entry does not work for the China region.
 But if you want to give fine-grained access to separate URLs, there are 4 services based on theregion:
 Regions except GovCloud and China
 n ec2.<REGION>.amazonaws.com
 n logs.<REGION>.amazonaws.com
 n sts.<REGION>.amazonaws.com
 n iam.amazonaws.com
 GovCloud Region
 n ec2.us-gov-west-1.amazonaws.com
 n logs.us-gov-west-1.amazonaws.com
 n sts.us-gov-west-1.amazonaws.com
 n iam.us-gov.amazonaws.com
 China (Beijing) Region
 n ec2.cn-north-1.amazonaws.con.cn
 n logs.cn-north-1.amazonaws.com.cn
 n sts.cn-north-1.amazonaws.com.cn
 n iam.cn-north-1.amazonaws.com.cn
 You can use any of the following values for REGION based on the AWS region:
 Region Name Region
 US East (Ohio) us-east-2
 US East (N. Virginia) us-east-1
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US West (N. California) us-west-1
 US West (Oregon) us-west-2
 Asia Pacific (Mumbai) ap-south-1
 Asia Pacific (Seoul) ap-northeast-2
 Asia Pacific (Singapore) ap-southeast-1
 Asia Pacific (Sydney) ap-southeast-2
 Asia Pacific (Tokyo) ap-northeast-1
 Canada (Central) ca-central-1
 EU (Frankfurt) eu-central-1
 EU (Ireland) eu-west-1
 EU (London) eu-west-2
 South America (São Paulo) sa-east-1
 Gov Cloud us-gov-west-1
 China (Beijing) cn-north-1
 Procedure
 1 Select Account/Data Sources. Click Add Source.
 2 Under Public Clouds, click Amazon Web Services.
 3 Add your AWS account by using Amazon Access Key ID and corresponding Secret Access Key.
 Note Your Amazon Access Key ID is a 20-digit string with a corresponding Secret Access Key. Formore details, see http://docs.aws.amazon.com/general/latest/gr/managing-aws-access-keys.html.
 Note To add AWS Gov Cloud Region as a data source, create an AWS IAM user by using therecommended policy in the AWS account with access to the Gov Cloud region. Use the Access keyand the Secret key for the newly created account to add the data source to vRealize Network Insight.
 This process might take 15–20 minutes for adding and displaying your account data.
 4 After you have validated your AWS account, you can select Enable Flows data collection to getdeeper insights.
 Enabling IPFIX ConfigurationIPFIX is an IETF protocol for exporting flow information.
 A flow is defined as a set of packets transmitted in a specific timeslot, and sharing the same 5-tuplevalues - source IP address, source port, destination IP address, destination port, and protocol. The flowinformation may include properties such as timestamps, packets/bytes count, Input/Output interfaces,TCP Flags, VXLAN ID, Encapsulated flow information, and so on.
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IPFIX Configuration on VDS and DVPG
 A VDS in vSphere environment can be configured to export flow information using IPFIX. Flow monitoringhas to be enabled on all the port groups attached to the VDS. If packets arrive on port X of a VDS andexit from port Y, a corresponding flow record is emitted if flow monitoring is enabled on port Y.
 To analyze the complete information of any session, the IPFIX data about packets in both the directions isrequired. Refer the following diagram where VM-A is connected to DVPG-A and is talking to VM-C. HereDVPG-A will only provide data about the C→A packets, and DVPG-Uplink will provide data about A→Cpackets. To get the complete information of A's traffic, IPFIX should be enabled on DVPG-A, DVPG-uplink.
 vRealize Network Insight Proxy VM has built-in collector/receiver for IPFIX flow information. You canenable the IPFIX information collection in the vCenter Data Source settings at various levels ofgranularity.
 Enabling IPFIX Configuration on VDS and DVPG
 To enable IPFIX information at vCenter level:
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Procedure
 1 Select Enable Netflow (IPFIX) when you are adding vCenter.
 2 Select the VDS for which you want tot enable IPFIX from the list of available VDS in vCenter.
 3 A notification icon is displayed for the VDS where one of the hosts has unsupported version of ESXi.If vRealize Network Insight has detected that IPFIX is already configured for a VDS with some otherIP address apart from vRealize Network Insight Proxy VM, then it displays the Override button. ClickOverride to view the list of DVPGs under that VDS.
 4 The list of available DVPGs for the selected VDS is displayed. All the DVPGs are selected by default.Turn Manual Selection on to select specific DVPGs for which you want to enable IPFIX. Select thedesired DVPGs and click Submit.
 Note The DVPG with a notification icon denotes that it is the uplink DVPG and it has to be selected.
 VMware NSX IPFIX ConfigurationVMware NSX IPFIX provides network monitoring data similar to that provided by physical devices andgives administrators a clear view of virtual network conditions.
 VMware NSX virtualizes the network by allowing the network administrator the ability to decouple thenetwork from physical hardware. This functionality makes it easy to grow and shrink the network asneeded and making the network transparent to the applications traversing it.
 By using NSX IPFIX in a virtualized network, the network administrators gain visibility into the virtualoverlay network. The VXLAN IPFIX reporting using Netflow is enabled on the host uplink. It providesvisibility on the VTEP that is encapsulating the packet, and the details of the VM that generated the inter-host traffic on an NSX Logical Switch (VXLAN).
 The distributed firewall implements stateful tracking of flows. As these tracked flows go through a set ofstate changes, IPFIX can be used to export data about the status of that flow.
 The tracked events include flow creation, flow denial, flow update, and flow teardown. The denied eventsare exported as syslogs.
 Enabling VMware NSX IPFIX
 To enable VMware NSX IPFIX in vRealize Network Insight:
 Prerequisites
 n Ensure that you have the security administrator or enterprise administrator credentials.
 n It is recommended that you enable VDS IPFIX on all the DVS and DVPGs from which NSX IP FIXdata has to be collected. You can enable VDS IPFIXfrom the details page of the associated vCenter.
 Procedure
 u Select Enable IPFIX when adding or editing a NSX Manager data source.
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Adding a NetFlow Collector
 Procedure
 1 In the Settings page, click Accounts and Data Sources.
 2 Click Add Source.
 3 In the Flows section, click NetFlow Collector. The Collector VM that is used for NetFlow is adedicated collector. It cannot be used for any other data source. If any other data source is alsoadded on the proxy server, it is not available as a NetFlow collector.
 Data ManagementIn vRealize Network Insight, you can specify for how long do you want to retain your data.
 Note vRealize Network Insight supports configurable data management on an enterprise license only. Inthe advanced license edition, the data retention defaults to 30 days.
 The data is divided into the following categories:
 Table 14‑5.
 Category Minimum Value Maximum Value
 Events 1 month 13 months
 Entities and Configuration Data 1 month 3 months
 Metrics 1 month 13 months
 Flows NA 1 month
 Miscellaneous Data NA 100 GB of additional disk space
 Note For all the categories, the minimum value is the default value.
 Different policies can be configured and controlled for each category. You can configure the policy as peryour requirement.
 To configure data management:
 1On the top-right corner of the Home page, click and then click Settings.
 2 In the Settings section, click Data Management.
 3 When you log in for the first time, this page shows the default data.
 4 Click the information icon on more information on how data occupies the disk.
 5 Click Change Policy to change the data retention period for the various categories of data. Once youmake the changes, the information is recorded in the database.
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6 Click Submit.
 Note The retention period for low-resolution metrics is longer than the high-resolution metrics.
 IP Properties and Subnets
 Physical IP and DNS MappingTo provide the information for the flows between physical devices, you can import the DNS mapping file.The supported formats for the DNS mapping file are the Bind and CSV file format. Ensure that you haveplaced these files in a single ZIP file.
 Note vRealize Network Insight does not support the password-protected ZIP files.
 Procedure
 1 In the Settings page, click IP Properties and Subnets..
 2 Click Physical IP and DNS Mapping.
 3 Click Upload and Replace to upload your DNS mapping file. After you select and upload the file,click Validate. The number of DNS records is displayed after the validation.
 The Upload and Replace operation removes any existing DNS mappings and replaces them with thethe mappings that are being imported. The DNS Mapping file consists of the following three fields:
 n Host Name
 n IP Address
 n Domain Name
 Physical Subnets and VLANsYou can define a mapping between subnet and a VLAN.
 You can use this mapping for the following:
 n Enriching the information about the IP entities that are learned from physical to physical flows byadding the source and destination subnets and the Layer2 networks associated with the flow.
 n Planning the network topology based on the subnet and VLAN for physical addresses.
 Procedure
 1 In the Settings page, click IP Properties and Subnets..
 2 Click Physical IP and DNS Mapping.
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3 In the Settings page, under IP Properties and Subnets, click Physical Subnets and VLANs.
 This page lists all the subnets and the associated VLAN IDs.
 4 Click Add to add the subnet and VLAN information.
 5 After defining the mapping information, you can only edit the VLAN ID that is associated with thesubnet. It is not possible to change to the subnet CIDR associated with the VLAN Id. To edit a subnetassociated with the VLAN ID, delete the subnet to be edited and create a subnet VLAN mapping withthe required values.
 When the subnet-VLAN mapping information is updated, a new VLAN is created for the specifiedVLAN ID and the subnet information is associated with this VLAN.
 6 To delete the subnet-VLAN ID mapping, click the delete icon.
 Note All VLAN creation, updation, and deletion operations do not happen immediately after thesubnet and VLAN mappings are created. It takes some time for the changes to be propagated andthe corresponding VLAN being to be created or modified.
 East-West IPsThe IPs that are within the range of RFC1918 standard are considered private IPs. The IPs that areoutside the RFC1918 are treated as Internet IPs. However, users can specify their East-West IPs(datacenter public IPs) that they want to be treated as non-Internet IPs while tagging flows and micro-segmentation, even if these are outside the private IP address range as defined by RFC1918.
 To specify public IPs to be treated as non-internet IPs
 1 On the top-right corner of Home page, click the Profile icon, and then click Settings.
 2 In the Settings section, click East-West IPs.
 3 In the IP Addresses box, enter specific IPs, or IP ranges, or subnets, which are to be treated as non-internet IPs.
 4 Click Save. The IP Addresses Saved confirmation message is displayed upon successful saving.
 North-South IPsThe IPs that are in the RFC1918 space are categorized as North-South IPs. The users can specify theirNorth-South IPs while tagging flows and micro-segmentation.
 To specify North-South IPs:
 1On the top-right corner of Home page, click the Profile icon , and then click Settings.
 2 In the Settings section, click North-South IPs.
 3 In the IP Addresses box, enter specific IPs, or IP ranges, or subnets.
 4 Click Save. The IP Addresses Saved confirmation message is displayed upon successful saving.
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Working with System EventsThe event is defined either by the system or the user. The system events are predefined events.
 The system events are listed in the System Events page under Settings. The following fields are specifiedfor each event. You can filter the events based on these fields.
 Table 14‑6.
 Field Description
 Event This field specifies the name of the event.
 Severity This field specifies the severity of the event. You can set it tothe following values:n Criticaln Moderaten Warningn Info
 Type This field specifies if the event denotes a problem or a change.
 Entities This field specifies that the event is configured to either includeor exclude entities for event generation. By default, the value isAll.
 Notifications This field specifies the types of notifications that are sent. Thenotifications can be sent by email or SNMP trap or both.
 Enabled This option is selected if the event is enabled.
 When you hover the mouse on each event, you can see More Information. By clicking this option, you cansee the description, event tags, and entity type for that event.
 You can perform the following tasks on the system events:
 n Edit an event
 n Perform bulk edit
 n Disable an event for a particular entity
 Edit System Event
 To edit an event:
 1 Click the edit icon after the Enabled column for a particular event.
 2 You can add or remove event tags if required.
 3 You can change the severity.
 4 Check Include/Exclude entities if you want the event to be enabled or disabled for selected entities.
 5 To create inclusion rules:
 a Select Inclusion List.
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b Specify the entities which you want to include for the event under Conditions.
 6 To create exclusion rules:
 a Select Exclusion List.
 b Specify the entities which you want to exclude for the event under Conditions.
 Note n You can create multiple rules in both inclusion and exclusion lists.
 n When you select NSX Manager, you can add exceptions in both the lists. You can defineexception if you want the inclusion or the exclusion rule to hold exception for a particular entity.
 n You can also specify Custom Search by writing your own query to include or exclude entities.
 7 Select Enable Notifications if you want to configure when the notifications have to be sent. Specifythe email address and the frequency at which you would like to receive the emails.
 Prerequisites
 Perform a Bulk Edit on an Event
 1 In the System Events page, when you select multiple events, the options Enable, Disable, and Editappear above the list.
 2 Click Edit.
 3 In the Edit page, you have the following options:
 n Override existing values: In this option, only the fields that you edit will get overwritten.
 n Add to existing: In this option, you can add to the existing values such as email addresses andevent tags.
 4 Click Submit.
 Disable an Event
 1 You can select an event in the Open Problems widget in the Homepage. You can also enterProblems in the search bar and select an event from the list.
 2 Select a particular event and click Archive.
 3 Select Disable all events of this type in future for and select an entity or all entities.
 4 Click Save.
 Note The changes made in severity, tags, or inclusion/exclusion rules will reflect for the futureevents. The existing events continue to show the old configuration.
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Working with User-Defined EventsThe user-defined events are based on search.
 All the user-defined events are listed on the User-defined Events page under Settings. The followingfields are specified for each event.
 Table 14‑7.
 Field Description
 Name (Search Criteria) This field specifies the name of the event and the searchcriteria for the event.
 Severity This field specifies the severity of the alert. You can set it to thefollowing values:n Criticaln Moderaten Warningn Info
 Type This field specifies if the event denotes a problem or a change.
 Notify when This field specifies when the notification has to be sent.
 Created By This field specifies who created the event.
 Enabled This option is selected if the event is enabled.
 You can edit or delete the event. While editing it, you can specify the email address and the frequency ofthe email notification.
 Search-based NotificationsThe search-based notifications can be categorized as follows:
 n System-based notification
 n User-defined notification
 System-based notification parameters are predefined and upon activating notification alert, notification inthe form of mails are sent. User-defined notifications are set by users, based on their requirements. Youcan create email notifications based on your search query. After you run a search, on the Results page,the Create notification option is displayed. For each search, you can:
 n Select the condition when you want to receive the notifications.
 n Define how frequently you want to receive the notifications.
 n Enter the email recipients for each notification (by default, your email ID is present in the receiver'slist; you can also add multiple email IDs).
 For a user-defined search:
 n It is mandatory for you to assign a name to the search-based notification.
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n It is mandatory to select the severity of a search-based event that is marked as a problem.
 n The user-defined events are uniquely identified by the search criteria.
 n You can specify the notification frequency as Immediately or As a daily digest.
 You can manage your notifications from the Settings > Search-based Notifications page. On theSearch-based Notifications page, you can view the existing notifications, edit them, activate ordeactivate them, and also delete unwanted notifications.
 Event Notification EmailThe notifications are sent in the form of emails.
 To set up notification, users have to first configure the mail server. To know how to configure mail server,see Configuring mail server .
 Specifying Notification Events for Emails to be sentUsers can specify events for which mail notifications are to be sent.
 To specify events
 1 On the Settings page, click Search-based Notifications, or simply search for any information usingthe Search box.
 2 On the Search-based Notifications page, click the Create Notification icon. A notification dialog boxis displayed.
 3 In the Receive notification when box, select the event on the occurrence of which notifications areto be sent.
 4 In the Notify box, select the frequency at which the notifications are to be sent.
 5 If the event is undesirable, select the Mark it as a problem check box.
 6 Enter the email addresses to which the notifications are to be sent, and then click Save.
 Note To verify whether the notification mail is correctly set up, click Send test Email.
 Event NotificationsvRealize Network Insight contains a list of predefined system events (system problems and systemchanges) for which you can receive automated email notifications every four hours.
 You can view the list of notifications on the Settings > System Notifications page.
 Archiving Problems
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Archiving a Problem1 Click the Show All link (if there is more than one instance of an event) to display all instances of the
 event.
 2 Hover on the instance of the event that you want to archive to display a set of icons, and then clickthe Archive icon .
 3 In the Event specific dialog box
 a Select This event from the You are about to archive list, if you want to archive only this event.
 b Select All events of this type from the You are about to archive list, if you want to archive allevents of the same type in the system.
 4 Click Save.
 Viewing all archived events1 On the Home page, type events in Search box and press Enter. A list of events is displayed.
 2 On the left hand pane, in the Archived facet, select True checkbox (highlighted in the screenshotbelow).
 You can view all archived events here.
 To restore an archived event1 On the Archived event, click the Archived icon . (See the preceding section on To view an archived
 event to know how to go to the Archived events page).
 2 In the Event specific dialog box
 a Select This event from the You are about to restore from archive list, if you want to restore onlythis event.
 b Select All events of this type from the You are about to restore from archive list, if you want torestore all similar type of events.
 c Click Save to complete restoring.
 Disabling EventsUsers can selectively disable events and prevent notifications from being sent in future.
 To disable event notificationMethod 1
 1 On the event, click the Show All link (if there is more than one instance of an event) to display allinstances of the event.
 2 Hover on the instance of the event, whose notification you want to disable. This displays a set oficons, click the Archive icon .
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3 In the Event specific dialog box, select the Disable all events of this type in future checkbox, andthen click Save.
 Method 2
 1 On the top-right corner of Home page, click the Profile icon, and then click Settings.
 2 In the Settings section, click Event Notifications to see a list of all enabled and disabled events.
 3 On the enabled event that you want to disable, in the Enabled column, click the left-side space of therespective slider.
 4 In the Confirm Action dialog box, click Yes.
 Configuring Event Notification ServiceUsers can enable customer notifications for different events
 To set notification services1 On Settings, go to Event Notification, and click the (edit) icon corresponding to the problem, for which
 you want to enable e-mail notifications and SNMP.
 2 In the Edit System Notification dialog box, enter the email address to which you want the emailnotification to be sent. In the Email Frequency box, select the time frequency at which you want toreceive notifications.
 3 Select the Enable SNMP trap for this event checkbox to set SNMP notifications.
 4 Click Save.
 5 Once successfully enabled, the respective mail and SNMP icons appear, as highlighted in thescreenshot below.
 Syslog ConfigurationYou can configure remote syslog servers for vRealize Network Insight by using the SyslogConfiguration page.
 While every proxy server can potentially have a different remote syslog server, all the platform servers ina cluster use the same remote syslog server.
 In the current release, the vRealize Network Insight problem events and platform/proxy server syslogs aresent to the remote syslog server.
 Currently, vRealize Network Insight supports only UDP for communication betweenvRealize Network Insight servers and remote syslog servers. So ensure that your remote syslog serversare configured to accept syslog traffic over UDP.
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To configure syslogs:
 1 In the Settings page, click Syslog Configuration. The Syslog Configuration page has theconfigured syslog servers and their mappings to the virtual appliances listed. If you are accessing thispage the first time, then the syslog is disabled by default and the list of servers on this page does notappear.
 2 To add a syslog server:
 a Click Add Syslog Server.
 b Enter IP Address, nickname, and port number of the server. The standard port number for UDP is514.
 c To test the configuration, click Send Test Log.
 d Click Submit.
 e If it is the first server that you have added, then enable syslog at the top of the page.
 3 To map the server to platforms and proxies:
 a Click Edit Mapping.
 b Select the syslog server for All Platforms and Proxy servers.
 c If you do not want to enable syslog on any proxy server or on the platform, select the No serveroption.
 d Click Submit.
 Note After you make the changes, it might take a few minutes for them to be effective.
 User ManagementThe admin user can add new users and configure memberships and other settings of existing users. Theusers with membership role of administrator only can view the User Management tab.
 Add New User
 1 In the Settings page, click Create new user, and provide the required information in the form.
 The form has the following text boxes:
 Table 14‑8.
 Properties Description
 Name Enter the name of the user.
 Email (Login ID) Enter your email or login ID if any.
 Role Select the role from drop-down list.
 Password Enter the password.
 Re-enter new password Re-enter the password for confirmation.
 Using vRealize Network Insight
 VMware, Inc. 80

Page 81
                        

2 Click Add User to save the user information.
 Assign Administrator RoleYou can assign an administrator role to any LDAP user.
 Even if that particular user is not logged in, you can still assign the administrator role to that user. Toassign the administrator role:
 1 In the Settings page, click User Management.
 2 Click the LDAP Users tab.
 3 Click Assign Admin Role.
 4 Provide the login ID of the user to whom you want to assign the administrator role.
 5 Click Add User.
 6 Once you add the user, you can see the login ID in the LDAP Users tab.
 7 To change the role, click the edit icon next to the login ID in the LDAP Users tab.
 LDAPvRealize Network Insight supports the following two types of users:
 n User created on vRealize Network Insight Platform VM
 n LDAP users
 To allow the LDAP users log into vRealize Network Insight, configure the LDAP service in the vRealizeNetwork Insight Platform as follows:
 To enable LDAP-based User Authentication1 On the Settings page, click LDAP, and then click Configure.
 2 In the Configure LDAP page, type the appropriate domain, LDAP Host URL, and LDAP credentialsin the respective boxes. See the following table for individual field descriptions.
 Table 14‑9.
 Field Description
 Domain This is typically the last part of the user email address afterthe '@' sign. Example: For an user logging in [email protected], this field will be example.com
 LDAP Host URLs You can specify multiple LDAP Host URLs separated bycommas.
 Restrict access to specific groups You can select this option if you want only the groupmembers to access the application.
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Table 14‑9. (Continued)
 Field Description
 Username User with necessary rights to log in using the settingsprovided.
 Password Password of the user.
 Optionally, you can provide access only to specific groups by selecting the Restrict access tospecific groups check box.
 a Click Add more under Group DN to add groups in the inclusion list.
 b In Base DN, type the Base DN, the point from which the server starts searching for users.
 3 Click Submit to configure LDAP.
 After the LDAP configuration is successful, a new drop-down menu is available on the login screen whereusers can select whether they want to log in locally or using their LDAP credentials.
 The LDAP credentials are not saved anywhere.
 Configuring Mail ServerTo configure mail server
 1 On the top-right corner of Home page, click the Profile icon, and then click Settings.
 2 Click Mail Server.
 3 Select the SMTP server checkbox.
 4 Enter appropriate values in the boxes.
 Table 14‑10.
 Field Description
 Sender Email This is the sender's email address.
 SMTP Hostname/IP Address This is the hostname or IP of the SMTP server.
 Encryption The following encryption options are available: None, TLS,and SSL.
 SMTP Port Number This is the Port number of SMTP server (default 25).
 Optionally, for additional security, select the Authentication checkbox, and enter the username andpassword.
 Note To verify whether the notification mail is correctly set up, click Send test Email.
 5 Click Submit to complete the configuration.
 Using vRealize Network Insight
 VMware, Inc. 82

Page 83
                        

Support for Simple Network Management Protocol(SNMP)The product supports the following two versions of SNMP:
 1 v2c
 2 v3
 Configuring SNMP service1 On the top-right hand corner in the Home page, click the Profile icon, and then click Settings.
 2 On the Settings page, click SNMP, and then click Configure SNMP Service.
 3 On the Configure SNMP Service page, in the Version box, select SNMPv2c or SNMPv3 protocol.
 Note SNMPv2c protocol does not require authentication. SNMPv3 protocol supports authentication.
 4 In the Destination IP Address/FQDN box, enter the IP address of the SNMP agent, or enter the FullyQualified Domain Name (FQDN).
 5 In the Destination Port box, enter 162.
 6 If you select the SNMPv2c protocol, in the Community String box, enter Public. If you select theSNMPv3 protocol, in the Username box, enter the name of the user you created in the SNMP agent.
 For SNMPv3, additionally,
 n Select the Use Authentication checkbox.
 n Select an authentication protocol, and then enter the password you had set for the particular userin the SNMP agent. Optionally, in the Privacy Protocol and Privacy Phrase boxes, select a privacyprotocol and a privacy phrase respectively.
 To verify whether the configuration is correctly done, click Test SNMP trap, and then find whether thetrap has been sent to the SNMP agent.
 7 Click Submit.
 My ProfileThe logged-in user can change the password on this tab. Change your password here and saveChanges.
 To change your password1 Under Settings, click My Profile. The Change Password window opens.
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2 On the My Profile page, fill in the following information and click Save.
 Table 14‑11. Properties Description
 Current password Enter your current password.
 New password Enter the new password.
 Re-enter password Re-enter the new password for confirmation.
 About PageThis page displays the license details and the product version number that you are currently using.
 Add LicensevRealize Network Insight supports the addition of multiple licenses.
 To add a license:
 1 In the About page, click Add License.
 2 Provide the license key for the New License Key field
 3 Click Validate.
 4 Click Activate.
 5 You can see the list of licenses in the page.
 6 You can also delete the license by clicking the delete icon next to the Expiration column. If the licensebelongs to an Enterprise edition and if it is the last remaining Enterprise edition in the system, thenensure that you have deleted the AWS account before you delete the Enterprise license.
 Change LicenseIn the event of expiry of evaluation license, when you log in to the product, a message appears statingthat the license has expired and that you need to renew your license. Follow the steps below to changelicense.
 To change license:
 1 Click the link contained in the Expiry message to go to the Change License page. Alternatively, inSettings, click About, and then click Change License.
 2 In the Change License page, in New License Key, enter the new license key you received fromVMware.
 3 Click Validate.
 4 Click Activate.
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Customer Experience Improvement ProgramThis product participates in VMware's Customer Experience Improvement Program (CEIP).
 The details regarding the data collected through CEIP and the purposes for which it is used by VMwareare set forth at the Trust & Assurance Center at
 http://www.vmware.com/trustvmware/ceip.html
 To join or leave the CEIP for this product:
 1 In the About page, under Customer Experience Improvement Program, click Modify.
 2 The CEIP window pops up. To join CEIP, check Enable. This action activates CEIP and sends data to https://vmware.com.
 3 To leave CEIP, uncheck Enable.
 4 Click Submit.
 Automatic Storage Expansion for Platform VMTo expand the storage available to the Platform VM, a new hard disk needs to be added using theVMware vCenter. Once the disk is added, the product will automatically recognize and start using thenewly added storage seamlessly.
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Viewing the Flow AnalyticsDashboard 15The Flow Analytics dashboard provides an insight into data centers, devices, and flows. It is a context-based dashboard as it performs analysis based on the entities, flows, and the time range that you select.
 To access the Flow Analytics dashboard:n Search Flows.
 n Click Flow Analytics.
 n The Flow Analytics dashboard appears.
 The various sections in the Flow Analytics Dashboard are:n Top Talkers
 n What's New
 n Outliers
 Top TalkersThis section helps you to recognize which entities are talking the most in your environment. You canselect different kinds of entities such as Source-Destination pair, VM, Cluster, L2 Network, Subnet. Thiswidget lists the top 10 talkers in the entity category that you select. It helps the customer to plan fornetwork optimization. The metrics that are represented by bars in this widget are as follows:n By Flow Volume: Indicates the traffic volume.
 n By Traffic Rate: Indicates the rate of traffic.
 n By Session Count: Indicates the number of sessions.
 n By Flow Count: Indicates the number of flows
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Note n If a VM appears in one or more metrics, when you point to that VM in a bar, it will also be highlighted
 in other bars.
 n When you click a VM in the metrics bar, the complete list of flows coming to this VM is shown.
 n When you select VM as the entity in the Top Talkers list, all the flows related to this VM irrespective ofit being the source or destination is shown. If you select Source VM in the list, then only the flowscoming from this VM are considered.
 n If you are considering the physical flows, you can select either Source IP or Destination IP.
 n After you select the Source-Destination pair and point on the metric bar, if you click the link in the tooltip, the corresponding dashboard appears. For example, for a VM in Sourec-Destination pair, the VM-VM path dashboard appears.
 n For a flow group view or a flow entity projection or a flows group query, you cannot see the FlowAnalytics button.
 What's NewThis section helps you to track what services and entities are discovered in the data center in the selectedtime range. The sections in this widget are as follows:
 n New Virtual Machines Accessing Internet: Lists the new VMs that access Internet.
 n New Internet Services Accessed: Lists the new Internet services discovered in the environment.
 n New Internal Services Accessed: Lists the new intranet services that are discovered and accessedfrom the Internet endpoint.
 n New Internal/E-W Services Accessed: Lists the services that are exposed and accessed by themachines within a data center
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n New Services with Blocked Flows: Lists services that have blocked flows. This section is populatedonly for IPFIX.
 n New Firewall Rule Hits: Lists the new firewall rules that are brought into effect. This section ispopulated only for IPFIX.
 OutliersThis section helps you to track and analyze related data. It consists of the following sections:
 n Elephant Flows: This section helps to identify the flows which have small count of sessions and highthroughput versus flows which have large count of sessions and small throughput. Typically, the flowswith the large session counts and small throughput are also referred as mice flows. The analysis isbased on the ratio of bytes to the number of sessions. Each dot in the graph represents multipleflows. When you point to a dot, you can see the list of flows. To view the details of a particular flow,click that flow in the list.
 n Custom Analysis: This section allows you to visualize the flow data on 2 dimensions of your choice. Ithelps in analyzing the data to find the outliers in various ways.
 Note The metrics represented in this section are the approximate values and not the exact values.
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Viewing the PCI-ComplianceDashboard 16The PCI-Compliance dashboard is available only for the Enterprise License users.
 To access the PCI-Compliance feature1 In the Homepage, select Security > PCI Compliance.
 2 The PCI Compliance window appears. Select the required scope from the drop-down menu.
 3 The PCI-Compliance dashboard appears.
 PCI-Compliance Dashboard Features
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The PCI-Compliance dashboard helps in assessing compliance against the PCI requirements only in theNSX environment. These requirements are mentioned under the first pin in the dashboard. The rest of thepins in the dashboard that provide data for the assessment of these requirements are as follows:
 n Network flow diagram: It shows the data flow, firewalls, connections, and other details associated witha network.
 n Flows: It lists the flows that you view in the network flow diagram.
 n Clear text protocol flows based on the destination port: The traffic that flows on certain ports are inclear text. This pin displays the clear text protocol flows based on a particular destination port.
 n Virtual machines in scope: It shows the virtual machines in the scope that you have selected in thequery. This pin shows the outgoing rules, incoming rules, and security groups for virtual machines inthat scope.
 n Security groups of virtual machines: It lists the security groups of the virtual machines.
 n Virtual machine count by Security Groups: You can view the list of the virtual machines in a securitygroup by clicking Count in this pin.
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n Virtual machine count by Security Tags: You can view the list of virtual machines with security tags byclicking Count in this pin.
 n Firewall rules applied on internal traffic : You can view the firewall rules for the traffic between thevirtual machines within the selected scope.
 n Firewall rules applied on incoming traffic: You can view the firewall rules for the traffic that is comingfrom a virtual machine outside the scope to the virtual machine within the selected scope.
 n Firewall rules applied on outgoing traffic: You can view the firewall rules for the traffic that is going to avirtual machine outside the scope from the virtual machine within the selected scope.
 n Security tag membership changes: The changes related to the membership for security tags areshown in this pin.
 n Security group membership changes: The changes related to the membership of a security group areshown in this pin.
 n Firewall rule changes: The changes related to any firewall rule is listed in this pin.
 Note If NSX has nested security groups, then the scope of PCI Compliance should be other thansecurity group.
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Help 17The Help page provides a list of supported search queries and parameters with supported properties thatare currently supported by the application. To view the Help page, click the drop-down on the top rightcorner and then click Help.
 Search QueriesThe search queries demonstrate the power of the search system in the application and provide a non-exhaustive list of queries with a brief description of what each of them signify. These clickable queries canbe used to quickly get a glimpse of your provisioned environment.
 Supported PropertiesThe supported properties tab provides a list of properties per entity that can be used to target specificattributes while writing search queries. For example: Memory is one of the supported properties for hostsand can be used like hosts where memory = 5GB to view hosts who have 5GB of memory installed.
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Common Data Source Errors 18When you add a data source, you can come across several errors. This table contains the list of commonerrors with the cause and resolution for each.
 Table 18‑1. Error Text Cause Resolution
 Invalid Response from Data Source vRealize Network Insight Proxy wasunable to process the informationreceived from the Data Source as theinformation was not in the expectedformat.
 In some data providers this problem isobserved intermittently and might goaway in the next polling cycle. If it occursconsistently, contact support.
 Data Source is not reachable from ProxyVM
 Data source IP address on SSH/REST(port 22 or 443) is either not reachablefrom the vRealize Network Insight ProxyVM or the data source is not responding.This error occurs while adding the datasource.
 Verify connectivity to the data sourcefrom vRealize Network Insight Proxy VMon port 22 or 443. Make sure datasource is up and running and the firewallis not blocking connection from vRealizeNetwork Insight Proxy VM to the datasource.
 No NSX Controller found An NSX Controller has been selected inthe NSX Manager data source page butthere is no NSX Controller installed.
 Install an NSX Controller on NSXManager and then select NSX Controllercheck box on the NSX Manager datasource page.
 Data source type or version mismatch Provided data source IP Address/FQDNis not of selected data source type.
 Verify that provided data source IPAddress/FQDN is of selected datasource type and version is supported byvRealize Network Insight
 Error connecting to data source vRealize Network Insight Proxy VM isunable to connect to the data source.This error occurs after adding the datasource.
 Verify connectivity to the data sourcefrom vRealize Network Insight Proxy VMon port 22 or 443. Make sure that thedata source is up and running andfirewall is not blocking connection fromvRealize Network Insight Proxy VM tothe data source.
 Not found vRealize Network Insight Proxy VM isnot found.
 Check if pairing is done betweenvRealize Network Insight Proxy VM andvRealize Network Insight Platform VM.
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Table 18‑1. (Continued)
 Error Text Cause Resolution
 Insufficient privileges to enable IPFix The user who is trying to enable IPFIX invCenter does not have the followingprivileges: DVSwitch.Modify;DVPortgroup.Modify
 Provide adequate privileges to the user.
 IP/FQDN is invalid The IP/FQDN provided on the datasource page is not valid or does notexist.
 Provide valid IP/FQDN address.
 No data being received vRealize Network Insight Platform VM isnot receiving data from vRealize NetworkInsight Proxy VM for that data source.
 Contact Support.
 Invalid credentials Provided credentials are invalid. Provide the correct credentials.
 Connection string is invalid The IP/FQDN provided on data sourcepage is not in proper format
 Provide valid IP/FQDN address.
 Recent data may not be available, due toprocessing lag
 vRealize Network Insight Platform VM isoverloaded and lagging behind inprocessing data.
 Contact support.
 Request timed out, please try again Could not complete request in specifiedtime.
 Try again. If the issue is not fixed, thencontact support.
 Failed for unknown reason, please retryor contact support
 Request failed for some unknownreason.
 Try again. If the issue is not fixed, thencontact support.
 Password authentication for SSH needsto be enabled on device
 SSH login using password is disabled onthe device added
 Enable password authentication for SSHon the device being added formonitoring.
 SNMP connection error Error connecting to the SNMP port Verify if SNMP is configured correctly onthe target device.
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