

    

        


        
        
                        
                
            
                    


        
            	
                    dariahiddleston
                
	
                    
                        Home
                    
                
	
                    
                        Comments
                    
                


        


        
    
    

    
        
            
                
                    
                                                    
    
        

        


        
            Version 1.0 September 2020 Use Cohesity for VCF Data Protection Cohesity Delivers Enterprise Protection & Recoverability for VMware Cloud Foundation 
        

    





                                            

                

            

        


        
            
                
                
                
            

            
                

                

                
                    
                     Match case
                     Limit results 1 per page
                    

                    
                    

                

            

        
    


    
        
                            
                    


        

            
                
                    

                    
                    
                

                
                    
                    1

14
                    
                

                
                    
                    100%
Actual Size
Fit Width
Fit Height
Fit Page
Automatic


                    
                


                
                
                    
                    Embed
                
                
            


        

        

    




        

            

        
            
                
                    
                        
                            Home
                        

                        
                                            


                    
                        Use Cohesity for VCF Data Protection...VRealize Log Insight vRealize Ops Manager vRealize Automation vRealize Network Insight vRealize Business Management NSX-T Datacenter sFTP only

                        Sep 09, 2021

                        
                                                                                        Download
                                                        Report
                        


                        
                            Category:
                            
                                Documents
                            

                        


                                                    
                                Author:
                                dariahiddleston
                            

                        

                        

                        
                    



                    

                                    

            




            
                
                    
                                                    Welcome
                        
                                                    
                                Comments
                            
                        
                                            




                                            
                            Welcome message from author

                            This document is posted to help you gain knowledge. Please leave a comment to let me know what you think about it! Share it to your friends and learn new things together.
                        

                    

                                            
                                                            
                            
                            

                        

                    

                                    

            

        


                    
                
                    
                        Transcript

                        
                            Page 1
                        

Version 1.0
 September 2020
 Use Cohesity for VCF Data Protection
 Cohesity Delivers Enterprise Protection & Recoverability
 for VMware Cloud Foundation

Page 2
                        

Send Feedback Use Cohesity for VCF Data Protection
 2
 Table of Contents
 1 Introduction to VMware Cloud Foundation ................................................................. 3
 2 Protect VCF Data with Cohesity ................................................................................... 4
 2.1 Backup Methods for VCF Components ............................................................................ 5
 3 Install and Configure the App ....................................................................................... 6
 4 References ................................................................................................................. 13
 5 Your Feedback ............................................................................................................ 13
 6 About the Authors ...................................................................................................... 13
 7 Document Version History ......................................................................................... 13
 Figures
 Figure 1: Protect VCF using Mgmt-Tools Backup for VMware App ............................................... 4
 Tables
 Table 1: VCF Components Backup Methods ................................................................................. 5
 mailto:[email protected]?subject=Feedback%20on:%20Management-Tools%20Backup%20for%20VMware%20&body=_______________________________________________________________%0D%0A%0D%0AVersion:%201.0%20%0D%0A%0D%0ADate:%20September%202020%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

Page 3
                        

Send Feedback Use Cohesity for VCF Data Protection
 3
 1 Introduction to VMware Cloud Foundation
 VMware Cloud Foundation is the industry’s most advanced cloud infrastructure platform. It provides a
 complete set of software-defined services for compute, storage, networking, and security to run
 enterprise apps—traditional or containerized— in private or public environments. Cloud Foundation
 drastically simplifies the path to the hybrid cloud by delivering a single, integrated solution that is easy
 to operate thanks to new built-in automated lifecycle management.
 Cloud Foundation is the next generation VMware cloud infrastructure platform. It evolves VMware’s
 market-leading server virtualization, vSphere, by extending the core hypervisor with integrated,
 software-defined storage, networking, and security capabilities that can be consumed flexibly on
 premises or as a service in the public cloud (VMware Cloud on AWS, VMware Cloud Foundation on IBM
 Bluemix, vCloud Air Network).
 When coupled with a cloud management platform (vRealize Suite), the end result is a hybrid cloud
 platform that can span private and public environments, offering a consistent operational model based
 on well-known vSphere tools and processes, and freedom to run applications anywhere without the
 complexity of application re-writing.
 To know more VMware Cloud Foundation, check out the Product documentation page for VCF.
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 2 Protect VCF Data with Cohesity
 VMware and Cohesity worked closely together as technology partners to deliver a joint solution. The
 solution consists of extending VMware Cloud Foundation with the help of the Management-Tools
 Backup for VMware app in our MarketPlace. Cohesity DataPlatform for VMware Cloud Foundation
 provides a way to meet VMware’s best practices for data protection of VCF environments with both file-
 level and image-level backups for all the critical management components.
 Figure 1: Protect VCF using Mgmt-Tools Backup for VMware App
 This solution provides the following benefits to your VCF data protection infrastructure:
 • Automated Discovery using native APIs of your VCF environment (both workload and management
 domains)
 • Automatic configuration of File-Based Backups of NSX Manager, SDDC Manager, and vCenter,
 including schedules, retention, and on-demand backups where supported.
 • Provides Secure FTP (sFTP) service and persistent storage to hold encrypted backup datasets.
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 2.1 Backup Methods for VCF Components
 In a VCF 4.0 environment, each component has one primary supported method for backup and
 recovery, and in some cases, they also support a secondary method. According to VMware, the
 following are the recommended backup methods for each component.
 Table 1: VCF Components Backup Methods
 PRODUCT BACKUP METHOD
 SDDC Manager
 sFTP + Image Management vCenter (7.0)
 Workload Domain - vCenter
 vRealize Lifecycle Manager
 Image only
 Workspace One Access
 VRealize Log Insight
 vRealize Ops Manager
 vRealize Automation
 vRealize Network Insight
 vRealize Business
 Management NSX-T Datacenter sFTP only
 Workload Domain - NSX-T Datacenter
 Cohesity natively offers organizations with image-based data protection capabilities. In addition to that,
 the Management-Tool Backup for VMware application lets you store file-based backups on Cohesity
 Views, enabling file-based protection too for your data.
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 3 Install and Configure the App
 The Mgmt-Tools Backup for VMware app is available for installation in Cohesity Marketplace. Visit the
 Cohesity Marketplace and choose the app to install, and select Get App to begin the installation into
 your clusters.
 For more, see Find an App and Install it on Clusters in the Online help.
 Note: Before installing the application, make sure you have satisfied all the prerequisites listed in the
 Cohesity Online help for Marketplace Apps.
 Once the application is installed on your cluster, open the app and start setting up data protection for
 the different domains in your VCF environment.
 1. Login to your Cohesity Cluster UI.
 2. Navigate to My Apps under Marketplace in your cluster UI.
 3. On the Apps page, select All Instances and click Open App against the instance to launch the Mgmt-
 Tools Backup for VMware App.
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 4. You will be redirected to the Welcome page for the Management-Tools Backup for VMware App.
 Click Get Started!
 5. On the Backup User Management page, Click Create to start creating users for the SFTP server.
 6. Once you create a user, you will be able to view the list of users on this page. Here, you can manage
 the users, update the passwords, or delete the user.
 NOTE: Because of the risk of disruption of the backup workflow, Cohesity does not support
 password rotation for these users.
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 After you have created SFTP users, you can use the account to register the SDDC manager and configure
 SFTP endpoints on SDDC manager.
 7. To get started with VCF protection, click on the gear icon on the top right corner and select Manage
 VCF.
 8. Click on Register.
 9. Enter the SDDC credentials and click Connect.
 Note: The Credentials required here need to be in the @vsphere.local domain and have the SDDC
 Manager role assigned to facilitate proper discovery and authentication.
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 10. The app fetches the inventory of the management and all workload domain details from the SDDC
 manager, including all management components identified in the API using a unique ‘type’ by using
 the credentials you have entered. The detailed results are listed in a tree view. You will also see an
 option to configure the SFTP details for file-based backup for the components that require file-based
 backups including SDDC manager, NSX-T Manager, and vCenter. Review the inventory results and
 click on SFTP Details.
 11. Fill in the SFTP form using the data you captured earlier and click Submit.
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 IMPORTANT: Your Encryption Passphrase is used to encrypt the files before they are sent over the
 wire. Even though they are stored securely on Cohesity, and transferred securely using the SFTP
 protocol, some VCF backup files do store passwords in clear-text format. So, while Encryption
 Passphrase use is not mandatory in all components of the VCF stack (if configured manually), it is
 required by Cohesity for implementation.
 We strongly recommend that you save a copy of your Encryption Passphrase separately, to avoid
 the risk of losing the key. If you do not, it is unrecoverable, and your backup files will be unusable.
 You will be redirected to the Registered Sources page where you can see the registered VCF source(s).
 12. In the Registered Sources page, you can perform a set of actions as follows against each endpoint
 that is connected.
 a. Refresh. Use this action when:
 I. A new component is added to any domain in the VCF Environment, including a new
 workload domain.
 II. SFTP endpoint is updated.
 III. When you click Refresh, it configures backup for both the old and new components. Refresh
 is an expensive operation and takes some time to complete.
 b. Backup now. Use this to trigger an on-demand backup for all components that support on-
 demand backups.
 mailto:[email protected]?subject=Feedback%20on:%20Management-Tools%20Backup%20for%20VMware%20&body=_______________________________________________________________%0D%0A%0D%0AVersion:%201.0%20%0D%0A%0D%0ADate:%20September%202020%20%0D%0A%0D%0ASection:%20%0D%0A%0D%0ATable%20Number:%20%0D%0A%0D%0AFigure%20Number:%20%0D%0A%0D%0AFeedback:%20%0D%0A%0D%0A%0D%0A_______________________________________________________________%0D%0A

Page 11
                        

Send Feedback Use Cohesity for VCF Data Protection
 11
 c. Edit VCF Credentials. Choose this option to edit the credentials used to connect to the SDDC
 Manager for this VCF environment.
 d. Edit SFTP Details. Choose this option to edit the SFTP details for this VCF environment, and by-
 extension to all the components using file-based backups (NSX-T Manager, SDDC Manager,
 vCenter, and perhaps more in the future).
 e. Unregister. Use this to unregister the VCF endpoint from the Mgmt-Tools Backup for VMware
 app.
 i. This will not delete any backed-up data
 f. Instead it will only remove the file-backup configuration (where permissible). Not all
 components permit deleting or removing file-based backup configuration settings.
 13. To get the detailed protection status for all the components, click on the VCF Endpoint name in the
 list.
 14. The Protection Summary page lists all the domains that exist in the environment. Click on the
 domain name to see more details about the individual component protection. (Management and
 Workload).
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 ABOUT COHESITY
 Cohesity ushers in a new era in data management that solves a critical challenge facing businesses
 today: mass data fragmentation. The vast majority of enterprise data — backups, archives, file shares,
 object stores, and data used for dev/test and analytics — sits in fragmented infrastructure silos that
 makes it hard to protect, expensive to manage, and difficult to analyze. Cohesity consolidates silos onto
 one web-scale platform, spanning on-premises, cloud, and the edge, and uniquely empowers
 organizations to run apps on that platform — making it easier than ever to back up and extract insights
 from data. Cohesity is a 2019 CNBC Disruptor and was named a Technology Pioneer by the World
 Economic Forum.
 Visit our website and blog, follow us on Twitter and LinkedIn and like us on Facebook.
 © 2020. Cohesity, Inc. Confidential & Proprietary.
 Cohesity, the Cohesity logo, SnapFS, SnapTree, SpanFS, and SpanOS, are registered trademarks, and DataPlatform, DataProtect, and Helios are
 trademarks of Cohesity, Inc. All rights reserved. The information in this document is provided “as is,” for information purposes only and is non-binding. Cohesity uses good faith efforts to
 ensure the information in this document is accurate at the time of publication but makes no representations or warranties of any kind with
 respect to it, and specifically disclaims implied warranties. Cohesity reserves the right to change its policies and practices without notice.
 2000038-001-EN
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