

    

        


        
        
                        
                
            
                    


        
            	
                    quinlan-kennedy
                
	
                    
                        Home
                    
                
	
                    
                        Comments
                    
                


        


        
    
    

    
        
            
                
                    
                                                    
    
        

        


        
            Unix Comp-145 LECTURE 9: INTRODUCTION TO SYSTEM ADMINISTRATION PART 2 SOURCE: S. DAS, “YOUR UNIX: THE ULTIMATE GUIDE”, 2 ND EDITION, MCGRAW HILL, 2006 CHAPT 19 BROOKDALE COMMUNITY COLLEGE 1 11/19/2009 rwj 
        

    





                                            

                

            

        


        
            
                
                
                
            

            
                

                

                
                    
                     Match case
                     Limit results 1 per page
                    

                    
                    

                

            

        
    


    
        
                            
                    


        

            
                
                    

                    
                    
                

                
                    
                    1

39
                    
                

                
                    
                    100%
Actual Size
Fit Width
Fit Height
Fit Page
Automatic


                    
                


                
                
                    
                    Embed
                
                
            


        

        

    




        

            

        
            
                
                    
                        
                            Home
                        

                        
                                            


                    
                        Unix Comp-145

                        Jan 01, 2016

                        
                                                                                        Download
                                                        Report
                        


                        
                            Category:
                            
                                Documents
                            

                        


                                                    
                                Author:
                                quinlan-kennedy
                            

                        

                                                    
                                Description:
                            

                            
                                Unix Comp-145.  Lecture 9: Introduction to System  Administration Part 2  Source:   S. Das, “Your Unix: The ultimate Guide”, 2 nd  Edition, McGraw Hill, 2006 Chapt  19.  Shell Programming.  Basic scope of operations for Sys Admin  Booting the system  Block and raw devices  - PowerPoint PPT Presentation
                            

                        

                        
                    



                    

                                    

            




            
                
                    
                                                    Welcome
                        
                                                    
                                Comments
                            
                        
                                            




                                            
                            Welcome message from author

                            This document is posted to help you gain knowledge. Please leave a comment to let me know what you think about it! Share it to your friends and learn new things together.
                        

                    

                                            
                                                            
                            
                            

                        

                    

                                    

            

        


                    
                
                    
                        Transcript

                        
                            Page 1
                        

Unix Comp-145
 LECTURE 9: INTRODUCTION TO SYSTEM ADMINISTRATIONPART 2
 SOURCE: S. DAS, “YOUR UNIX: THE ULTIMATE GUIDE”, 2ND EDITION, MCGRAW HILL, 2006
 CHAPT 19
 BROOKDALE COMMUNITY COLLEGE 111/19/2009 rwj
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BROOKDALE COMMUNITY COLLEGE 2
 SHELL PROGRAMMING
 • BASIC SCOPE OF OPERATIONS FOR SYS ADMIN• BOOTING THE SYSTEM• BLOCK AND RAW DEVICES• CONCEPTS IN USING SCRIPTS TO DO SYS
 ADMIN• SYS ADMIN KEY FILES• CONCEPTS AND COMMANDS TO MONITOR
 SYS PERF
 11/19/2009 rwj
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 CHAPTER 19 (PART 2) Block and raw devices
 PART 2
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BROOKDALE COMMUNITY COLLEGE 411/19/2009 rwj
 • DEVICES ARE ALSO FILES:o A DEVICE CAN BE ACCESSED WITH DIFFERENT FILE
 NAMES /SBIN/RC2o ALL DEVICE FILES ARE STORED IN /DEV OR ITS SUB-
 DIRECTORIESo DEVICE FILES CAN BE GROUPED IN TO 2 MAIN CATEGORIES
 AS SHOWN BY THE FIRST CHARACTER OF THE PERMISSIONS FIELD b FOR FLOPPY, CD-ROM, HARD-DISK, DVD c FOR TERMINALS, PRINTERS AND TAPE DRIVES
 o THE 5TH FIELD THAT NORMALLY WOULD REPRESENT THE SIZE OF THE FILE, CONSISTS OF A PAIR OF NUMBERS. DEVICE FILE DO NOT CONTAIN ANY DATA.
 o ALL DEVICE FILES HAVE PERMISSIONS
 DEVICES IN UNIX
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BROOKDALE COMMUNITY COLLEGE 511/19/2009 rwj
 • SECONDARY DISK DRIVES MUST BE MOUNTED TO BE KNOWN TO THE KERNEL:o WHEN A NEW FILE SYSTEM IS CREATED, ROOT DOES NOT
 KNOW OF IT.o mount ATTACHES ALL SECONDARY FILE SYSTEMS TO THE
 ROOT FILE SYSTEM. ENABLES ROOT TO BE MAIN FILE SYSTEM WITH THE ROOT
 DIRECTORY THE DIRECTORY OF A UNIFIED FILE SYSTEM. mount COMMAND BY ITS SELF LISTS ALL MOUNTED DRIVES. MOUNT POINT = THE LOCATION IN THE OPERATING SYSTEM'S
 DIRECTORY STRUCTURE WHERE A MOUNTED FILE SYSTEM APPEARS BY THE NAME PROVIDED, I.E., A CHILD DIRECTORY OF ROOT.
 DISK DRIVES IN UNIX
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BROOKDALE COMMUNITY COLLEGE 611/19/2009 rwj
 • THE mount COMMAND USES SYSTEM-DEPENDENT OPTIONS.mount –F ufs /dev/dsk/ct08d0s1 /oracle # solarismount –t ext2 /dev/hda3 /oracle # linux
 o WHEN MOUNTED, THE DRIVE BECOMES A SUB-DIRECTORY OF ROOT CALLED /oracle, APPEARING TO BE PART OF THE MAIN FILE SYSTEM, I.E., /oracle IS THE DEVICE’S MOUNT-POINT
 o IF OPTIONS AND DEVICE PATH ARE INCLUDED IN A CONFIGURATION FILE, THE COMMAND CAN BECOMEmount /oracle
 DISK DRIVES IN UNIX (CONT’D)
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BROOKDALE COMMUNITY COLLEGE 711/19/2009 rwj
 DISK DRIVES IN UNIX (CONT’D)
 • THE unmount COMMAND DISASSOCIATES AND DETACHES ALL SECONDARY FILE SYSTEMS .unmount /oracle # linuxunmount /dev/hda3 /oracle # linuxunmount /dev/dsk/ct08d0s1 # solaris
 o IF A MOUNTED FILE SYSTEM IS BEING USED BY A USER, I.E., THE USER HAS cd’ TO /oracle, THE COMMAND WILL FAIL.
 # unmount: /oracle busy
 o TO USE unmount, USER MUST BE IN A DIRECTORY CLOSER TO ROOT THAN THE FILE SYSTEM BEING DETACHED.
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BROOKDALE COMMUNITY COLLEGE 811/19/2009 rwj
 UNIX FILE SYSTEM
 • ORGANIZED IN FORM OF A DIRECTORY STRUCTURE WITH OWN ROOT.
 • EACH DISK MUST HAVE AT LEAST 1 FILE SYS ON IT.• UNIX OS USUALLY RESIDES ON MULTIPLE FILE
 SYSTEMS. MOUNTING COMBINES THEM INTO ONE LOGICAL SYSTEM.
 • ROOT FILE SYSTEM: CONTAINS BARE-BONES UNIX - /root, /bin, /etc, /dev, /lib.
 • OFTEN HAS A SWAP FILE SYSTEM – KERNEL TEMPORARILY MOVES PROCESSES OUT OF MEMORY WHILE IT IS WAITING, E.G., I/O TRANSFERS, TO SWAP IN ONCE PROCESS IS READY TO RUN AGAIN.
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BROOKDALE COMMUNITY COLLEGE 911/19/2009 rwj
 UNIX FILE SYSTEM: COMPONENTS
 • BOOT BLOCK: REFERRED TO AS MASTER BOOT RECORD (MBR). CONTAINS SMALL BOOT PROGRAM AND THE PARTITION TABLE.
 • SUPERBLOCK: CONTAINS GLOBAL INFO ABOUT THE FILE SSYTEM, INCLUDES LIST OF FREE INODES AND DATA BLOCKS.
 • INODE BLOCKS: CONTAINS THE INODE VALUE FOR EACH FILE OF THE FILE SYSTEM. WHEN FILE IS CREATED, ITS INODE ENTRY IS ALLOCATED HERE. CONTAINS ARRAY OF DISK BLOCK ADDRESSES.
 • DATA BLOCKS: CONTAINS ALL USER CREATED DATA AND PROGRAMS. ALTHOUGH DISK BLOCKS ARE NUMBERED CONSECUTIVELY, THE FILE’S DATA MAY BE ARRANGED IN NON-CONTIGUOUS BLOCKS ON THE DRIVE.
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BROOKDALE COMMUNITY COLLEGE 1011/19/2009 rwj
 UNIX FILE SYSTEM: FILE TYPES
 • s5: USES A LOGICAL BLOCK SIZE OF 512 OR 1024 BYTE AND A SINGLE SUPERBLOCK. FILE NAMES LIMITED TO 14 CHAR MAX.
 • ufs: LOGICAL BLOCK SIZE MAX 64KB. USES MULTIPLE SUPERBLOCKS. FILE NAMES, SYMBOLIC LINKS & DISK QUOTAS, EACH LIMITED TO 255 CHAR MAX.
 • Ext2 OR ext3: STANDARD LINUX FILE SYSTEM. USES BLOCK SIZE OF 1024BYES, USES MULTIPLE SUPERBLOCKS AND SYMBOLIC LINKS.
 • Iso9660 OR hsfs: STANDARD CD-ROM FILE SYSTEM.• msdos OR pcfs: IDENFIES DOS FILE SYSTEM.• swap: IDENTIFIES A UNIX SWAP FILE SYSTEM• bfs: THE BOOT FILE SYSTEM. IN SVR4, HOST THE BOOT
 PROGRAMS AND UNIX KERNEL• proc OR procfs: FILE LIKE SYSTEM MAINTAINED IN MEMORY.
 STORES DATA OF EACH RUNNING PROCESS AND APPEARS TO CONTAIN FILES, INCLUDES A PID.
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BROOKDALE COMMUNITY COLLEGE 1111/19/2009 rwj
 BLOCK AND RAW DEVICES
 • BLOCK DEVICES:o A DEVICE THAT HAS ALL DATA READ OR WRITTEN IN BLOCKS
 AND USE A BUFFER CACHE. o PERMISSIONS INDICATE A b TO DESIGNATE THIS TYPE OF
 DEVICE.o EXAMPLES: HARD DISK, FLOPPY, CD-ROM, ETC.
 brw-rw-rw- 2 bin bin 2, 64 Dec 8 20:41 fd0
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BROOKDALE COMMUNITY COLLEGE 1211/19/2009 rwj
 BLOCK AND RAW DEVICES (CONT’D)
 • RAW DEVICES (ALSO CALLED CHARACTER SPECIAL):o A DEVICE THAT IS CHARACTER ORIENTED, NOT BLOCK
 ORIENTED. o PERMISSIONS INDICATE A c TO DESIGNATE THIS TYPE OF
 DEVICE.o EXAMPLES: TERMINALS, PRINTERS, TAPE DRIVES, SERIAL
 COMM PORTS ETC.crw-rw-rw- 1 bin bin 5,128 Feb 14 05:35 tty1A
 NOTE: THERE IS GENERAL CONSENSUS THAT A PERFORMANCE ADVANTAGE CAN BE GAINED IN MOST UNIX SYSTEMS BY USING RAW DEVICE FILES FOR DATA STORAGE. IN THIS CASE, THE NATIVE UNIX FILE SYSTEM (WHICH USES INDEX PAGES TO LOCATE THE FILE BLOCKS) IS BYPASSED AND THE OPERATING SYSTEM IS ABLE TO PERFORM MORE EFFECTIVE I/O. HOWEVER, IT BYPASSES THE UNIX SAFEGUARDS, DO IT CAREFULLY.
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 CONCEPTS IN USING SCRIPTS FOR SYSTEM ADMIN
 • Use a script to perform routine maintenance function, e.g., monitoring used disk space.
 #Checks disk space for all drives rm /tmp/diskRpt.txt # deletes last report, if it existsecho "df -k output for `date` `uname -a`" > /tmp/diskRpt.txt i=1 while [ $i -le `df -k | grep -v proc | grep -v Capacity | wc -l` ] do if [ `df -k | grep -v proc | grep -v Capacity | head -n $i | tail -1 | awk '{print $5}' | sed -e 's/%//'` -gt 85 ] ; then df -k | grep -v proc | grep -v Capacity | head -n $i | tail -1 >> /tmp/diskRpt.txt fi ((i=i+1)) done if [ `cat /tmp/diskRpt.txt | wc -l` -gt 1 ] then cat /tmp/diskRpt.txt | mail [email protected]
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BROOKDALE COMMUNITY COLLEGE 1411/19/2009 rwj
 SCRIPTS FOR SYSTEM ADMIN (CONT’D)
 • USE Crontab TO SCHEDULE ADMINISTRATIVE SCRIPTS.
 • USE SCRIPTS TO • SEARCH THROUGH EVENT AND ERROR LOGS• NIGHTLY BACKUP DRIVES AND CREATE ARCHIVES• INITIATE SCHEDULED MAINTENANCE• MONITOR NETWORK STATUS (VIA netstat
 COMMAND)• MONITOR FREE DISK SPACE (VIA df COMMAND)• MONITOR ALL SQL PROCESSES
 ps -ef | grep 'sql' >> status.sodapop
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BROOKDALE COMMUNITY COLLEGE 1511/19/2009 rwj
 UNIX PERFORMANCE MONITORING
 • MAJOR RESOURCES TO BE MANAGED OR MONITORED• CPU, • Memory, • Disk space, • Communications lines, • I/O Time, • Network Time• Applications programs.
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BROOKDALE COMMUNITY COLLEGE 1611/19/2009 rwj
 UNIX PERFORMANCE MONITORING
 • USER-STATE CPU - THE ACTUAL AMOUNT OF TIME THE CPU SPENDS RUNNING THE USERS PROGRAM IN THE USER STATE. IT INCLUDES TIME SPENT EXECUTING LIBRARY CALLS, BUT DOES NOT INCLUDE TIME SPENT IN THE KERNEL ON ITS BEHALF. THIS VALUE CAN BE GREATLY AFFECTED BY THE USE OF OPTIMIZATION AT COMPILE TIME AND BY WRITING EFFICIENT CODE.• SYSTEM-STATE CPU - THIS IS THE AMOUNT OF TIME
 THE CPU SPENDS IN THE SYSTEM STATE ON BEHALF OF THIS PROGRAM. ALL I/O ROUTINES REQUIRE KERNEL SERVICES. THE PROGRAMMER CAN AFFECT THIS VALUE BY THE USE OF BLOCKING FOR I/O TRANSFERS.
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BROOKDALE COMMUNITY COLLEGE 1711/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 • I/O TIME AND NETWORK TIME - THESE ARE THE AMOUNT OF TIME SPENT MOVING DATA AND SERVICING I/O REQUESTS.• VIRTUAL MEMORY PERFORMANCE - THIS
 INCLUDES CONTEXT SWITCHING AND SWAPPING.• TIME SPENT RUNNING OTHER PROGRAMS - I.E.
 WHEN THE SYSTEM IS NOT SERVICING THIS APPLICATION BECAUSE ANOTHER APPLICATION CURRENTLY HAS THE CPU.
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BROOKDALE COMMUNITY COLLEGE 1811/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 • TO MEASURE THESE AREAS THERE ARE A MULTITUDE OF TOOLS AVAILABLE. THE MOST USEFUL ARE:1. uptime LOAD AVERAGE. 2. fsck FILE SYSTEM CONSISTENCY CHECK – CHECK AND
 REPAIR3. netstat NETWORK STATISTICS4. nfsstat NETWORK FILE SYSTEM (NFS) STATISTICS5. time PROCESS CPU UTILIZATION6. ps PROCESSES RUNNING IN THE SYSTEMS. 7. df REPORTS DISK FREE SPACER. 8. iostat INPUT AND OUTPUT STATISTICS. 9. sar, vmstat MEMORY, CPU, DISK UTILIZATION REPORTS. 10.cron PROCESS SCHEDULING11. OTHER SELF WRITTEN SCRIPTS.
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BROOKDALE COMMUNITY COLLEGE 1911/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 uptime - Reports system load average
 # uptime12:04am up 215 day(s), 8:37, 2 users, load average: 0.11, 0.10, 0.12 #
 Translation: Current time is 12:04 am, system is up 215 days since 8:37, there are 2 users, five minutes ago load average was 0.11, ten minutes ago was 0.10 and fifteen minutes ago was 0.12.
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 UNIX PERFORMANCE MONITORING (CONT’D)
 fsck – File System Consistency Check• Used if file system (FS) fails to mount. Checks and
 repairs damage file (dirty, not clean) system.• Damage often occurs from abnormal shutdown
 due to hardware failure, power failure or switching off the system without proper shutdown. • If cannot be repaired, then reinstallation of
 system may be required.• Often used in AutoReboot Script
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BROOKDALE COMMUNITY COLLEGE 2111/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 # fsck [ -[F|B]] [-t fstype] [-V] [-yY] [-o options] special
 F | B F = CHECK ALL FS THAT CANNOT DO BACKGROUND CHECKING. B = CHECK ALL FS THAT CAN DO BACKGROUND CHECKING
 t fstype TYPE OF FILE SYSTEM TO BE REPAIRED ( UFS , VXFS ETC), CAN BE A COMMA SEPARATED LIST
 V VERIFY THE COMMAND LINE SYNTAX BUT DO NOT RUN THE COMMAND
 y|Y RUN THE COMMAND IN NON INTERACTIVE MODE - REPAIR ALL ERRORS ENCOUNTERED WITHOUT WAITING FOR USER RESPONSE.
 -o options THREE OPTIONS CAN BE SPECIFIED WITH THIS FLAGb=n SUPER BLOCK’S NUMBER, n = ITS NUMBER, USED IF PRIMARY SUPER BLOCK IS CORRUPTED IN A FILE SYSTEM .p OPTION USED TO MAKE SAFE REPAIR OPTIONS DURING THE BOOTING PROCESS.F FORCE THE FILE SYSTEM CHECK REGARDLESS OF ITS CLEAN FLAG.v PRINT COMMANDS BEFORE EXECUTING
 special BLOCK OR CHARACTER DEVICE NAME OF THE FILE SYSTEM TO BE CHECKED/REPAIRED, FOR EXAMPLE /dev/da0s1a.
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BROOKDALE COMMUNITY COLLEGE 2211/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 EXAMPLE: (NOTE: BCC UNIX PLATFORM ONLY AVAILABLE TO SUPERUSER)
 # fsck /dev/da0s1a
 ** phase 1 - Check Blocks and Sizes** phase 2 - Check Pathnames** phase 3 - Check Connectivity ** phase 4 - Check Reference Counts** phase 5 - Check Free List#• Conducts analysis in 5 phases, • Above output observed if file system is consistent (i.e., checks out OK) . • If not OK, then messages and questions sent to console that operator must
 answer correctly to recertify. • If cannot recertify, reinstallation of system may be the only option.
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BROOKDALE COMMUNITY COLLEGE 2311/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 ps - Reports run times of processes # ps –el | moreF S UID PID PPID CPU PRI NI ADDR VSZ MWCHAN TTY TIME COMD3 S 0 0 0 0 0 20 0 0 pause ? 3:11 schet3 S 0 2 0 0 0 20 30810 4096 - ? 10:08 vhanh1 S 0 159 1 0 28 20 3081c 56 - ? 0:00 strer
 F = SET OF FLAGS WHICH INDICATES PROCESS'S CURRENT STATE. 0 = PROCESS HAS TERMINATED. 1 = IDENTIFIES THE SYSTEM PROCESS AND IS ALWAYS IN MEMORY. 2 = PROCESS IS BEING TRACED BY ITS PARENT PROCESS. 4 = PROCESS IS BEING TRACED BY ITS PARENT AND HAS BEEN STOPPED. 8 = PROCESS CANNOT BE AWAKENED BY A SIGNAL. 10 = PROCESS IS LOADED INTO MEMORY. 20 = PROCESS CANNOT BE SWAPPED.
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BROOKDALE COMMUNITY COLLEGE 2411/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 S= LETTER INDICATING PROCESS STATUS STATE. O = PROCESS IS CURRENTLY RUNNING ON THE PROCESSOR. D= UNINTERRUPTABLE SLEEP (USUALLY WAITING FOR I/O)
 S= THE PROCESS IS SLEEPING OR WAITING FOR AN EVENT TO COMPLETE (INTERRUPTIBLE SLEEP).
 R= PROCESS IS RUN-ABLE IN “RUN” QUEUE OR RUNNING. I= PROCESS IS IDLE. Z= PROCESS IS ZOMBIE, I.E., DEFUNCT, IT HAS TERMINATED BUT IN PROCESS
 STATE. T= PROCESS HAS STOPPED BECAUSE PARENT IS TRACING IT. X= PROCESS IS WAITING FOR MORE MEMORY.
 UID = IDENTIFICATION OF USER WHO CREATED THIS PROCESS. PID = PROCESS IDENTIFICATION NUMBER. PPID = PARENT PROCESS IDENTIFICATION NUMBER.
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BROOKDALE COMMUNITY COLLEGE 2511/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 CPU = TIME SPENT BY CPU ON THIS PROCESS. PRI = PROCESS'S SCHEDULING PRIORITY: LOWER NUMBER
 INDICATE HIGHER PRIORITY. VSZ = AMOUNT OF VIRTUAL MEMORY IN PAGES REQUIRED
 BY PROCESS. RSS = RESIDENT SET SIZEMWCHAN = WAIT CHANNEL OR LOCK CURRENTLY BLOCKED ON TTY = THE TERMINAL THAT STARTED THE PROCESS. TIME = TOTAL TIME SPENT BY CPU ON PROCESS SO FAR. COMMAND = THE ACTUAL COMMAND.
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BROOKDALE COMMUNITY COLLEGE 2611/19/2009 rwj
 UNIX PERFORMANCE MONITORING
 • MONITOR FREE DISK SPACEdf Reports for each file system (separately).$ df -k Filesystem 1024-blocks Free %Used Iused %Iused Mounted on /dev/hd4 32768 16016 52% 2271 14% / /dev/hd2 4587520 1889420 59% 37791 4% /usr /dev/hd9var 65536 12032 82% 518 4% /var /dev/hd3 819200 637832 23% 1829 1% /tmp /dev/hd1 524288 395848 25% 421 1% /home /proc - - - - - /proc /dev/hd10opt 65536 26004 61% 654 4% /opt
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BROOKDALE COMMUNITY COLLEGE 2711/19/2009 rwj
 UNIX PERFORMANCE MONITORING
 • MONITOR USED DISK SPACE: duReports for each subordinate directory(separately). Sum of directories in kilobytes:
 $ du -sk * 152304 ./junk1 (directory) 1856548 ./junk2 (directory)
 Sum of directories in human-readable format (Byte, Kilobyte, Megabyte, Gigabyte, Terabyte and Petabyte):$ du -sh * 149M ./junk1 (directory)1.8G ./junk2 (directory)1.3K ./junk3 (directory)
 Report the disk usage of all subdirectories and files including hidden files within the current directory (sorted by filesize) :$ du -sk .[A-z]* *|sort -n
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BROOKDALE COMMUNITY COLLEGE 2811/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 vmstat interval numberEXAMPLE: HAVE vmstat SHOW MEMORY STATS IN 5 SECOND INTERVALS , 3 TIMES# vmstat 5 3procs memory page disk faults cpur b w swap free re mf pi po fr de sr s0 s1 s2 s6 in sy cs us sy id0 0 0 133136 13400 0 66 14 0 0 0 0 1 7 1 0 194 650 124 3 3 94
 #
 procs (PROCESSORS) r = NUMBER OF RUN-ABLE PROCESSES DURING THE INTERVAL.
 EXCLUDES PROCESSES WAITING OR IN I/O. b = NUMBER OF PROCESSES THAT ARE BLOCKED WAITING FOR I/O OR OTHER
 EVENT. w = NUMBER OF PROCESSES THAT ARE SWAPPED OUT. A NON ZERO VALUE MEANS
 SYSTEM WAS SWAPPING
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BROOKDALE COMMUNITY COLLEGE 2911/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 memory swap = USED SWAP SPACE. free = AVAILABLE FREE SWAP SPACE.
 page pi = 1 KB PAGES PER SECOND THAT HAVE BEEN PAGED IN. po = 1 KB PAGES PER SECOND THAT HAVE BEEN PAGED OUT. de = ANTICIPATED SHORT TERM MEMORY SHORTFALL.
 disk s0, s1, s2, s6= NUMBER OF DISK OPERATIONS PER SECOND ON
 EACH DISK DRIVE.

Page 30
                        

BROOKDALE COMMUNITY COLLEGE 3011/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 faults
 in = DEVICE INTERRUPTS PER INTERVALsy = SYSTEM CALLS PER INTERVAL
 cpu
 cs = CPU CONTEXT SWITCH RATE. us = PERCENTAGE OF TOTAL CPU TIME SPENT IN USER STATE. Sy = TOTAL CPU TIME SPENT IN SYSTEM STATE. id = PERCENTAGE OF TOTAL CPU TIME THAT CPU IS IDLE
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BROOKDALE COMMUNITY COLLEGE 3111/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 iostat [<drives>] <interval> [<#samples>]
 TO HAVE iostat SHOW STATS FOR ALL DRIVES IN 2 SECOND INTERVALS:
 # iostat 2device bps sps msps c1t6d0 0 0.0 1.0 c1t3d0 0 0.0 1.0
 #
 bps = AVERAGE NUMBER OF KILOBYTES PER SECOND DURING PREVIOUS INTERVAL FOR DISK.
 sps= AVERAGE NUMBER OF SECONDS PER SEEK.msps= AVERAGE NUMBER OF MILLISECONDS PER SEEK.
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BROOKDALE COMMUNITY COLLEGE 3211/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 • USE TO DIAGNOSE A NETWORKING PROBLEM. netstat [ -i ] [ -I interface ] [ interval ]netstat [-a] [-n] [-v]netstat [-g | -m | -p | -s | -f address_family ] [-n] [-P protocol]
 • DISPLAYS A LIST OF ACTIVE SOCKETS (PROTOCOL CONTROL BLOCK [PCB]) FOR EACH ACTIVE NETWORK PROTOCOL, OR A SPECIFIC FAMILY OF PROTOCOLS OR SINGLE PROTOCOL
 $ netstat -iName Mtu Network Address Ipkts Opkts Odrop eg1 1500 204.89.162 dxi4.dxi.com 2275517 3783974 0 eg0 1500 38.254.211 dxifour.dxi.com 4716968 2862227 0 loop 1536 loopback-net localhost 0 0 0 #
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BROOKDALE COMMUNITY COLLEGE 3311/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 Where: Name = THE NAME OF THE INTERFACE. IT IDENTIFIES A PARTICULAR ETHERNET
 BOARD. Mtu = THE MAXIMUM TRANSFER UNIT OR THE MAXIMUM PACKET SIZE FOR
 THIS INTERFACE. Network= THE NETWORK TO WHICH THIS INTERFACE IS CONNECTED. Address= THE ADDRESS OF THIS INTERFACE ON INTERNET. Ipkts= THE NUMBER OF INPUT PACKETS RECEIVED BY THIS INTERFACE SINCE
 SYSTEM WAS BOOTED. Opkts= THE NUMBER OF OUTPUT PACKETS SENT BY THIS INTERFACE SINCE
 SYSTEM WAS BOOTED. Odrop= THE NUMBER OF PACKETS THAT WERE DROPPED OR DISCARDED
 WITHOUT REACHING DESTINATION.
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 UNIX PERFORMANCE MONITORING (CONT’D)
 EXAMPLES:netstat
 DISPLAYS GENERIC NET STATISTICS OF THE HOST YOU ARE CURRENTLY CONNECTED TO.
 netstat –anSHOWS ALL CONNECTIONS TO THE SERVER INCLUDING THE SOURCE AND DESTINATION IPS AND PORTS IF YOU HAVE PROPER PERMISSIONS.
 netstat –rnDISPLAYS ROUTING TABLE FOR ALL IPS BOUND TO THE SERVER.
 netstat -an |grep :80 |wc –lDISPLAY A COUNT OF THE AMOUNT OF ACTIVE CONNECTIONS ON port 80. NOTE: REMOVING THE pipe AND wc COMMAND WILL DISPLAY EACH CONNECTION.
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BROOKDALE COMMUNITY COLLEGE 3511/19/2009 rwj
 UNIX PERFORMANCE MONITORING (CONT’D)
 EXAMPLES: (Cont’d)# netstat –natp # Displays active Internet connections. Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
 tcp 0 0 127.0.0.1:2208 0.0.0.0:* LISTEN 16271/hpiod tcp 0 0 127.0.0.1:3306 0.0.0.0:* LISTEN 4917/mysqld tcp 0 0 0.0.0.0:80 0.0.0.0:* LISTEN 8030/apache2 tcp 0 0 127.0.0.1:631 0.0.0.0:* LISTEN 15978/cupsd tcp 0 0 127.0.0.1:2207 0.0.0.0:* LISTEN 16276/python tcp6 0 0 :::5900 :::* LISTEN 5752/vino-server
 tcp6 0 797 ::ff:92.68.2.1:5900 ::ff:92.68.2.1:2592 ESTABLISHED 5752/vino-server
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BROOKDALE COMMUNITY COLLEGE 3611/19/2009 rwj
 SCRIPTS FOR PERFORMANCE MONITORING
 • USE Crontab TO SCHEDULE ADMINISTRATIVE SCRIPTS TO: MONITOR MEMORY USAGE, MONITOR % CPU RUNNING IDLE WHILE WAITING FOR I/O
 • USE mpstat TO DISPLAY PER-PROCESSOR STATS.1. EXAMPLE, DISPLAY PER-PROCESSOR STATS 12 SEC APART 5
 TIMES.# mpstat 12 5
 • USE ps TO DISPLAY PER PROCESS STATS# ps -e [-p <pid>] -U <user-id> -o %mem,%cpu,label,rss | top -5
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 BACKUP SLIDES
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BROOKDALE COMMUNITY COLLEGE 3811/19/2009 rwj
 SCRIPTS FOR PERFORMANCE MONITORING
 • IF SUN SOLARIS UNIX CAN USE sar COMMANDsar –u 12 5 >> stat1.rptCOMPARISON OF CPU UTILIZATION; 12 SECONDS APART; 5 TIMES
 OUTPUT INCLUDES:%usr: USER TIME (% OF CPU)%sys: SYSTEM TIME (% OF CPU)%wio: PERCENT OF CPU RUNNING IDLE WITH A PROCESS WAITING FOR BLOCK I/O%idle: PERCENT OF CPU THAT IS IDLE
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BROOKDALE COMMUNITY COLLEGE 3911/19/2009 rwj
 SCRIPTS FOR PERFORMANCE MONITORING (CONT’D)
 • EXAMPLE: RUN sar, LOGOUT AND LET THE REPORT STORE IN FILES# nohup sar -A -o output-file 60 10 1>/dev/null 2>&1 &
 • TO RUN BASIC SAR REPORT USE ITS –f OPTION TO REDIRECT OUTPUT TO A FILE# sar -f output-file &
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