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 Understanding URD and IGMP v3lite
 9/2000
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2© 2000, Cisco Systems, Inc.
 • Cisco IOS value added SSM bootstrap solutions–URD: (URL Rendezvous Directory)
 Enable existing receiver applications for SSM via the web.– IGMP v3lite:
 Provide for a partial IGMPv3 API on IGMPv1/v2 hosts.Enable to write and run SSM applications NOW
 • Common idea of URD and IGMP v3lite:– Pre:
 No IGMPv3 kernel support, an application CAN ONLY use IGMPv1/v2 group memberships or it will not get any traffic.– Idea:
 Generate a (S,G) channel subscription (somehow) in addition to the IGMPv1/v2 membership that MUST already come from the kernel of the applications host.… and let the router figure out the right thing to do ...
 Overview (1)
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 Overview (2)
 • And the router figures out:– Within SSM-Range an IGMPv1/v2 report alone has no meaning !– Forward only (S,G) traffic and only if both IGMPv1/v2 report AND additional (S,G) channel subscription are received.• Receipt of IGMPv1/v2 indicates application wants to receive traffic• Receipt of (S,G) subscription tells routers from which sources !
 – May maintain forwarding for (S,G) based on IGMPv1/v2 Group membership (no need for refreshing of (S,G) subscription) - URD !
 Will not work outside of SSM range because IGMPv1/v2 reports MUST be interpreted there to forward ALL sources traffic for a
 group !• Additional benefit: IGMP (v1/v2) Snooping, CGMP work
 – Group based traffic restriction due to IGMPv1/v2 reports.– IGMP Snooping will not work with full IGMPv3 reports
 unless supported explicitly !
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 How URD works (1)
 Users Desktop Users favorite Browser
 Please select you TV program:
 Click here for the Movie
 Click here for the Sports
 Click here for the News
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 How URD works (2)
 Users Desktop Users favourite Browser
 Please select you TV program:
 Click here for the Movie
 Click for the Sports
 Click here for the News
 Http:/www.broadercast.com/sports.htm
 hereClick
 here
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 How URD works (3)
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
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 How URD works (4)
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Old streaming video receiverapplication. Does IP Multicast,
 but not SSM
 Works fine if we don’t try to run it in the SSM-Range
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
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 How URD works (5)
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Old streaming video receiverapplication. Does IP Multicast,
 but not SSM
 That is..Unless some unwanted traffic disturbs the reception, maybe
 some DoS attack...
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00

Page 9
                        

9© 2000, Cisco Systems, Inc.
 How URD works (6)
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Running the application on an SSM-Range alone does not help: The application will
 receive nothing!
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 Old streaming video receiverapplication. Does IP Multicast,
 but not SSM
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 How URD works (7)
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Old streaming video receiverapplication. Does IP Multicast,
 but not SSM
 But thanks to URD, the old application can run on an
 address in the SSM-Range and will only receive traffic from the
 right source!
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 Retrieved URL String successfully
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 How URD works (8)
 Users Desktop Users favourite Browser
 Please select you TV program:
 Click here for the Movie
 Click here for the Sports
 Click here for the News
 Let’s repeat this inSlow Motion...
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 How URD works (9)
 Users Desktop Users favourite Browser
 Please select you TV program:
 Click here for the Movie
 Click here for the Sports
 Click here for the News
 Click
 0. The user sees some HTML page in his browser
 1. The user clicks on a hotlink. A Hotlink is a URL that the browser will then start to retrieve (via HTTP).
 2. The browser learns that the content of the URL is another HTML page.
 Http:/www.broadercast.com/sports.htm
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 How URD works (10)
 Users Desktop Users favourite Browser3. The browser will clear the display to start “painting” this new HTML page.
 The browser will then start interpreting that HTML page, interpreting and displaying it’s content.
 Thank you for choosingthis Sports channel
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 How URD works (11)
 Users Desktop Users favourite Browser
 3. While interpreting, the browser stumbles across a reference to another URL
 Thank you for choosingthis Sports channel
 ...<FRAME SRC="http://sessions.broadercast.com/sports.sdp" NAME=”Frame to start receiver app">...
 View source: http:/www.broadercast.com/sports.htm
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 How URD works (12)
 Users Desktop Users favourite Browser3... It will retrieve this URL and
 see from the content-type (NOT HTML!), that this is input for an application that it has to start (or run as a plugin)
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 GET /sports.sdp HTTP/1.0...Content-type: application/x-sdpContent-length: …
 …i=Sports Channelc=232.3.4.5 ……...
 HTTP connection to sessions.broadercast.com for /sports.sdp
 Actual URL content
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 How URD works (13)
 Users Desktop Users favourite Browser
 4. The browser will look into his application mappings for this content-type x-sdp, and start the appropriate application - our old player.
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
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 How URD works (14)
 Users Desktop Users favourite Browser
 4… While doing so, the browser will also hand over the Actual URL content to that application (typically in a file as a command line argument for the application).
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 …i=Sports Channelc=232.3.4.5 ……...
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 How URD works (15)
 Users Desktop Users favourite Browser
 5. From this URL, the application knows the multicast group to use, and it will join to that group.
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 IGMPv1/v2Join Group
 232.3.4.5
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 How URD works (16)
 Users Desktop Users favourite Browser
 6. But the application will not
 yet receive traffic, because
 it is an SSM group, and this old applications group
 membership report is not good enough alone !
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
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 How URD works (17)
 Users Desktop Users favourite Browser
 7. Back to the browser who continues to interpret and display his original HTML page...
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
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 How URD works (18)
 Users Desktop Users favourite Browser
 8. … and stumbles across another embedded URL that it needs to retrieve.
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 ...<FRAME SRC="http://www.broadercast.com:659/urd-helper? group=232.3.4.5&source=192.44.81.5" NAME=”URD command URL">...
 View source: http:/www.broadercast.com/sports.htm
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 How URD works (19)
 Let’s zoom out a bit...
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The web serverwww.broadcast.com
 TheInternet
 The last hop routerrunning 12.1(4)T or later and enabled for
 ip urdon the interface to the host
 The Host
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 How URD works (20)
 If the browser tries to retrieve the URL http://www.broadercast.com:659/urd- helper?group=232.3.4.5&source=192.44.81.5
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The web serverwww.broadcast.com
 TheInternet
 The last hop routerrunning 12.1(4)T or later and enabled for
 ip urdon the interface to the host
 The Host
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 How URD works (21)
 If the browser tries to retrieve the URL http://www.broadercast.com:659/urd- helper?group=232.3.4.5&source=192.44.81.5
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The web serverwww.broadcast.com
 TheInternet
 The last hop routerrunning 12.1(4)T or later and enabled for
 ip urdon the interface to the host
 The Host
 Then it wants to open a TCP connection to www.broadercast.com, port 659
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 How URD works (22)
 If the browser tries to retrieve the URL http://www.broadercast.com:659/urd- helper?group=232.3.4.5&source=192.44.81.5
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The web serverwww.broadcast.com
 TheInternet
 The last hop routerrunning 12.1(4)T or later and enabled for
 ip urdon the interface to the host
 The Host
 Then it wants to open a TCP connection to www.broadercast.com, port 659But it only gets up to the first-hop router, who intercepts all TCP connections to port 659, whatever destination address they are for !
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 How URD works (23)
 The router disguises itself as a web serverand listens to what the host want to have.
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The web serverwww.broadcast.com
 TheInternet
 The last hop routerrunning 12.1(4)T or later and enabled for
 ip urdon the interface to the host
 The Host
 GET /urd-helper? group=232.3.4.5& source=192.44.81.5 HTTP/1.0
 Watch TCP connection
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 How URD works (24)
 And the router thinks:
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The web serverwww.broadcast.com
 TheInternet
 The last hop routerrunning 12.1(4)T or later and enabled for
 ip urdon the interface to the host
 The Host
 GET /urd-helper? group=232.3.4.5& source=192.44.81.5 HTTP/1.0
 Watch TCP connection
 I understand this URL request,let’s remember to PIM-SS join
 togroup 232.3.4.5 for source
 192.44.81.5,if, or as soon as I also have an IGMPv1/v2 group membershipreport for 232.3.4.5 from this
 interface
 I understand this URL request,let’s remember to PIM-SS join to
 group 232.3.4.5 for source 192.44.81.5,
 if, or as soon as I also have an IGMPv1/v2 group membershipreport for 232.3.4.5 from this
 interface
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 How URD works (25)
 And so the router answers:
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The web serverwww.broadcast.com
 TheInternet
 The last hop routerrunning 12.1(4)T or later and enabled for
 ip urdon the interface to the host
 The Host
 GET /urd-helper? group=232.3.4.5& source=192.44.81.5 HTTP/1.0
 HTTP/1.1 200 OKServer: cisco IOSContent-Type: text/html<html><body>Retrieved URL string successfully</body></html>
 Watch TCP connection
 And closes the TCP connection.
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 How URD works (26)
 And once it sees the first IGMPv1/v2 report for the group (from the application), the router will join to the source via PIM-SS and continue as long as the IGMPv1/v2 group reports come in.
 Note: The URL request from the browser and the first IGMPv1/2 report from the application may arrive in any order within ~ 1 minute
 The video source192.44.81.5
 TheInternet
 PIM join(192.44.81.5, 232.3.4.5)
 IGMPv1/v2 membership reports for 232.3.4.5
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
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 How URD works (27)
 And finally the picture arrives and is being forwarded as long as the application runs and sends the IGMPv1/v2 membership reports
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Transferring from sessions.broadercast.com
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 The video source192.44.81.5
 TheInternet
 PIM join(192.44.81.5, 232.3.4.5)
 IGMPv1/v2 membership reports for 232.3.4.5
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 How URD works (28)
 Users Desktop Users favourite Browser
 Thank you for choosingthis Sports channel
 Old streaming video receiverapplication. Does IP Multicast,
 but not SSM
 And all the user could notice, is the string returned by the
 router (may be hidden)!
 Currently showingEuro 2000 Soccerlive from Brussels
 England : Germany3 : 1
 Min 89:00
 Retrieved URL String successfully
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 URD Summary (1)
 • Enable SSM for existing applications• Works with every browser that supports frames
 (or one click more for those without)• No plugins required
 – Complete host platform independence
 • Nothing to configure on the host• 0.00 changes to the host• URL easily added to WWW server HTML pages
 – No additional CGI scripts required.
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 URD Summary (2)
 • Supported in IOS 12.1(4)T and later.• Supported in the process, fast and CEF paths• Intercepting solely based on TCP port 659
 – If first hop router is not URD enabled, www-server may want to reply to HTTP on that port too (error discovery)
 • Port 659 assigned by IANA for Cisco. • URD - URL Rendezvous Directory
 – Name still carries the idea that it is also quite simple to write a CGI-Script to completely emulate an RP, I.e.: add web
 pages, where you would click onto if you are a source, and the script would then create the URD command URLs for the receivers.
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 How IGMP v3lite works (1)
 Cisco IOS 12.1(4)T or later router with ip igmp v3lite
 enabled
 HostOperating System
 IGMP v3lite
 Daemon
 SSM Application
 HSILIP SSM API
 SSM Application
 (s)
 HSILSSM API
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 How IGMP v3lite works (2)
 Cisco IOS 12.1(4)T or later router with ip igmp v3lite
 enabled
 HostOperating System
 IGMP v3lite
 Daemon
 SSM Application
 HSILIP SSM API
 SSM Application
 (s)
 HSIL SSM API
 Join (S,G)
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 How IGMP v3lite works (3)
 Cisco IOS 12.1(4)T or later router with ip igmp v3lite
 enabled
 HostOperating System
 IGMP v3lite
 Daemon
 SSM Application
 HSILSSM API
 SSM Application
 (s)
 HSILSSM API
 Join (S,G)
 Join (G)
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 How IGMP v3lite works (4)
 Cisco IOS 12.1(4)T or later router with ip igmp v3lite
 enabled
 HostOperating System
 IGMP v3lite
 Daemon
 IP SSM Application
 HSILIP SSM API
 SSM Application
 (s)
 HSILSSM API
 Join (S,G)
 Join (G)
 IGMPv1/v2membership report for G
 Membershipreport
 INCLUDE(S,G)
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 IGMP v3lite Summary (1)
 • Solution to start developing and deploying SSM applications with an IGMPv3 API subset. – Router side supported in IOS 12.1(4)T and later – Host side written by Talarian for Cisco– Supported for typical host OS (Windows, etc...)– Host side binaries will be freely downloadable– Supported ONLY at the SSM API in the host• I.e.: Do not try to write your own HSIL and expect IOS to interoperate.
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 IGMP v3lite Summary (2)
 • IGMP v3lite HSIL (Host Side IGMP Library) – Provides for the SSM subset of IGMPv3 API– Applications must still filter out unwanted traffic.– Forward compatible with OS supported IGMPv3:• Recompile of application without HSIL• HSIL may also be able to detect and support host native IGMPv3 if available.

Page 40
                        

40© 2000, Cisco Systems, Inc.
 Thank you!
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