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1. INTRODUCTION
 A) ABOUT PROJECT
 The system deals with security during transmission of data. Commonly used technologies are
 Cryptography. This system deals with implementing security using Steganography. In this the
 end user identifies an image, which is going to act as the carrier of data. The data file is also
 selected and then to achieve greater speed of transmission the data file and image file are
 compressed and sent. Prior to this the data is embedded into the image and then sent.
 The image if hacked or interpreted by a third party user will open up in any image previewed
 but not displaying the data. This protects the data from being invisible and hence be secure
 during transmission.
 The user in the receiving end uses another piece of code to retrieve the data from the image.
 Module Description:
 This project contains five modules. They are:
 User Interface Module
 Encryption and Decryption Module
 Uses Tiny Algorithm to Encrypt the Passwords
 CRC Generation and Verification Module
 CRC Generation is done at the time of embedding.
 CRC Generation is done at the time of deembedding.
 Compression and Decompression Module
 Uses Gzip Algorithm
 Embedding and Deembedding Module
 Uses Steganography Algorithm
 Communication Manager(Send File) Module
 4 |Digital Steganography
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Socket Communication is established to send the data
 B) PROBLEM SPECIFICATION
 EXISTING SYSTEM:
 In today’s dynamic and information rich environment, information systems have become vital
 for any organization to survive. With the increase in the dependence of the organization on the
 information system, there exists an opportunity for the competitive organizations and
 disruptive forces to gain access to other organizations information system. This hostile
 environment makes information systems security issues critical to an organization. Current
 information security literature either focuses on unreliable information by describing the
 information security attacks taking place in the world or it comprises of the technical literature
 describing the types of security threats and the possible security systems.
 In order to secure the transmission of data, Cryptography has to be implemented. Cryptography
 is the science of devising methods that allow information to be sent in a secure form in such a
 way that the only person able to retrieve this information is intended recipient.
 The basic principle is this: A message being sent is known as plaintext. The message is then
 coded using a Cryptographic Algorithm. This process is called Encryption, an Encrypted message
 is known as Cipher Text, and is turned back into plaintext by the process of decryption.
 Encryption can be done using Symmetric or Asymmetric Algorithms. In Symmetric algorithms,
 only one key is used both to encrypt and decrypt the message. In Asymmetric Algorithms, a key
 used to encrypt a message is different from the key that is used to decrypt the message. There
 are several algorithms present in the market for Cryptography. Some of the commonly used
 once are IDEA and RSA that involves Asymmetric or Symmetric methods and also involves
 private and public keys.
 5 |Digital Steganography
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PROPOSED SYSTEM:
 The algorithms present in the existing system was somewhat complicated. In Cryptography, the
 meaning of data has been changed. So, it makes intention to the hacker to hack or destroy the
 data. In our proposed system, we implement a new technology called Steganography for
 Network security. It not only change the meaning of data but also hides the presence of data
 from the hackers.
 STEGANOGRAPHY
 Steganography is not actually a method of encrypting messages, but hiding them within
 something else to enable them to pass undetected. Traditionally this was achieved with
 invisible ink, microfilm or taking the first letter from each word of a message. This is now
 achieved by hiding the message within an Image, Graphics or Sound file. For instance in a 256-
 GreyScale image, if the Least Significant Bit(LSB) of each byte is replaced with a bit from the
 message then the result will be indistinguishable to the human eye. An Eavesdropper will not
 even realize a message is being sent. This is not Cryptography however, and although it would
 fool a human, a computer would be able to detect this very quickly and reproduce the original
 message.
 In the case of using this technique of hiding the data with an image file, the visibility of the
 image, resolution or clarity is not being affected. The hidden data can be of length in size. To
 the Hacker, only the image is make going to be visible when previewed and not a trace of the
 hidden data.
 If the Image File is opened across a text editor, then also the data is not going to be visible as
 the information is stored in an Encryption form, which is also binary. Hence making it difficult
 for the enclosure to differentiate the data to the Image file.
 6 |Digital Steganography
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The word Steganography literally means covered writing as derived from Greek and includes a
 vast array of methods of secret communications that conceal the very existence of the
 message. THE `PERCEPTION MANAGERS' and their `patriotic' paparazzi of the West seem to
 have shifted gears from singing paeans of technology to sowing suspicions about its possible
 misuse by the Al Queada, Tailbone and their ilk! The word `Steganography' should henceforth
 be bandied about more for its sinister implications on the security of the civilized world. In June
 this year, USA Today reported that the encrypted blueprints of the next terrorist attack on the
 U.S. and its allies may lie hidden behind the X-rated pictures on several pornographic web sites
 and the posted comments on sports chat rooms.
 A snake makes itself invisible in a bed of grass by natural subterfuge. For all visible signs one
 sees just a stretch of grass but not the snake hiding beneath. The word Steganography literally
 means covered writing as derived from Greek. It includes a vast array of methods of secret
 communications that conceal the very existence of the message. Invisible inks, microdots,
 character arrangement, digital signatures, covert channels and spread-spectrum communications
 and other artifacts of day-to-day use in communications have thus been converted into potent
 tools of Steganography.
 As with other simple and casual things, Internet and the web have added to the might of such
 simple procedures. Bits and bytes have provided a powerful medium for the exchange such
 masqueraded messages in an unlimited and anonymous environment. Software like White
 Noise Storm and S-Tools, can use the `least significant' bits of any digitized file to hold covert
 information, without changing it in any manner perceptible to the human sensory organs of
 sight or hearing as the case may be.
 So far paranoid privacy advocates have touted Steganography, albeit openly for communication
 without the powers that be breathing down your shoulders. It has been quite common to hide
 copyright messages behind digitized files so that it may be used in civil disputes. Software
 7 |Digital Steganography
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professionals found another tool in Steganography apart from `Easter Eggs' to record their
 contributions to a software product, when they were afraid that their employers might not give
 them title credits.
 Protection
 With Steganography `Stego Analysis' is the natural offshoot. Stego Analysis provides means to
 detect and destroy steganographic messages. Any image can be manipulated with the intent of
 destroying some hidden information whether an embedded message exists or not. However,
 they suggest that detection should precede destruction to target such hidden messages, which
 are not just innocuous copyright or ownership related info (known as `digital watermarks').
 Detection may also save wasted effort Steganography and cryptography.
 Steganography is different from cryptography. Cryptography uses encryption to change the
 contents of digitized files using some known algorithm into something totally different. The
 same algorithm can be used to restore it to its original form. Steganography does not alter the
 message in any way. It simply hides it. To make detection almost impossible, encrypted
 messages can be hidden using Steganography.
 Example: Dead drops
 `Dead drop' is a Cold War-era slang connoting a place where spies left information. Cops and
 security experts feel that the Internet provides virtually limitless supply of `dead drops'. Officials
 and experts say the messages scrambled using free encryption programs set up by groups that
 advocate privacy on the Internet are hidden in an existing images on selected web sites. The e-
 mails and images can only be decrypted using a `private key' or code, selected by the recipient.
 Thus you very well could have a photograph and image with the time and information of an
 attack, say on an International airport, sitting on your computer, and you would never know it!
 Unlike the good old `dead drop' the Internet, is proving to be a much more secure way to
 conduct clandestine warfare.
 8 |Digital Steganography
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C) ABOUT TECHNICAL ENVIRONMENT
 A) SOFTWARE REQUIREMENTS
 Operating System
 Windows NT/2000 (Client/Server).
 Software requirements
 Front-end : Java JDK 1.6, Swings.
 Back-end : Oracle 9i/10g
 B) HARDWARE REQUIREMENTS
 Hardware Requirements:
 Processor : Pentium IV with 800 MHz Clock Speed
 RAM : 256MB
 Hard Disk Capacity : 20GB
 Network Interface Card: 32-Bit PCI Ethernet Card
 9 |Digital Steganography
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2. REQUIREMENT ELICITATION
 A) PROBLEM ANALYSIS
 FEASIBILITY STUDY
 Fact Finding Techniques
 In this system we are going to develop a facility to a user that he will not face any difficulty at
 the time of usage like data missing, one way contacts, and one view contacts. As we are
 developing this system with an encoding technique of images the user will not be bothered on
 which camera support is using, as well in sound. As we are maintaining one technique of speed
 controlling the frame relay will not be a problem for the user like over speed display, hanged
 display.
 Feasibility Study
 A Feasibility Study is a high-level capsule version of the entire System analysis and Design
 Process. The study begins by classifying the problem definition. Feasibility is to determine if it’s
 worth doing. Once an acceptance problem definition has been generated, the analyst develops a
 logical model of the system. A search for alternatives is analyzed carefully. There are 3 parts in
 Feasibility Study.
 Operational Feasibility:
 Question that going to be asked are
 Will the system be used if it developed and implemented.
 If there was sufficient support for the project from the management and from
 the users.
 Have the users been involved in planning and development of the
 Project.
 Will the system produce poorer result in any respect or area?
 10 |Digital Steganography
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This system can be implemented in the organization because there is adequate support from
 management and users. Being developed in Java so that the necessary operations are carried
 out automatically.
 Technical feasibility
 Does the necessary technology exist to do what is been suggested
 Does the proposed equipment have the technical capacity for using the new
 system?
 Are there technical guarantees of accuracy, reliability and data security?
 The project is developed on Pentium IV with 256 MB RAM.
 The environment required in the development of system is any windows
 platform
 The observer pattern along with factory pattern will update the results
 eventually
 The language used in the development is JAVA 1.6 & Windows Environment
 Financial and Economical Feasibility:
 The system developed and installed will be good benefit to the Organization. The system will be
 developed and operated in the existing hardware and software infrastructure. So there is no need
 of additional hardware and software for the system.
 11 |Digital Steganography
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B) USECASE REPRESENTATION OF
 REQUIREMENTS
 Use case Diagrams
 Sender:
 12 |Digital Steganography

Page 13
                        

Receiver:
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Use case Description:
 Use case name Encrypt
 Participating actors
 Sender
 Flow of events The user-selected file will be encrypted with a given key.
 Entry Condition
 User must select the file and must give the key for encryption.
 Exit condition Successful or Un Successful Encryption of file.
 Quality Requirements
 Display proper error messages while Encryption.
 Use case name Decrypt
 Participating actors
 Receiver
 Flow of events The user-selected file will be decrypted with a proper key.
 Entry Condition
 User must select the file and must give the key for decryption.
 Exit condition Successful or Un Successful Decryption of file.
 Quality Requirements
 Display proper error messages while Decryption.
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Use case name Embed
 Participating actors
 Sender
 Flow of events The user-selected encrypted file will be embedding with selected Image file.
 Entry Condition
 User must select the one encrypted file and one Image file for embedding.
 Exit condition Successful or Un Successful Embedding process.
 Quality Requirements
 Display proper error messages while Embedding two files.
 Use case name De-Embed
 Participating actors
 Receiver
 Flow of events The user-selected Image file will be de-embedding to encrypted file.
 Entry Condition
 User must select the Image file for de-embedding.
 Exit condition Successful or Un Successful De-embedding of file.
 Quality Requirements
 Display proper error messages while De-embedding.
 15 |Digital Steganography
 Use case name Send File
 Participating actors
 Sender
 Flow of events The user-selected file will be send to the given host.
 Entry Condition
 User must select the file to send and must know the IP address of the destination host.
 Exit condition Successful or Un Successful sending of file to the destination host.
 Quality Requirements
 Display proper error messages while Sending the file.
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C) SYSTEM REQUIREMENT SPECIFICATION
 16 |Digital Steganography

Page 17
                        

OPERATING ENVIRONMENT
 FEATURES OF THE LANGUAGE USED
 About Java:
 Initially the language was called as “oak” but it was renamed as “Java” in 1995. The primary
 motivation of this language was the need for a platform-independent (i.e., architecture neutral)
 language that could be used to create software to be embedded in various consumer electronic
 devices.
 Java is a programmer’s language.
 Java is cohesive and consistent.
 Except for those constraints imposed by the Internet environment, Java gives the
 programmer, full control.
 Finally, Java is to Internet Programming where C was to System Programming.
 FEATURES OF JAVA
 Security
 Every time you that you download a “normal” program, you are risking a viral infection. Prior to
 Java, most users did not download executable programs frequently, and those who did scanned
 them for viruses prior to execution. Most users still worried about the possibility of infecting
 their systems with a virus. In addition, another type of malicious program exists that must be
 guarded against. This type of program can gather private information, such as credit card
 numbers, bank account balances, and passwords. Java answers both of these concerns by
 providing a “firewall” between a Networked application and your computer. When you use a
 Java-compatible Web browser, you can safely download Java Applets without fear of Virus
 infection or malicious intent.
 Portability
 17 |Digital Steganography
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For programs to be dynamically downloaded to all the various types of platforms connected to
 the Internet, some means of generating portable executable code is needed. As you will see,
 the same mechanism that helps ensure security also helps create portability. Indeed, Java’s
 solution to these two problems is both elegant and efficient.
 The Byte code
 The key that allows the Java to solve the security and portability problem is that the output of
 Java compiler is Byte code. Byte code is a highly optimized set of instructions designed to
 execute by the Java Run-Time system, which is called the Java Virtual Machine (JVM). That is, in
 its standard form, the JVM is an interpreter for byte code.
 Translating a Java program into byte code helps makes it much easier to run a program in a wide
 variety of environments. The reason is, once the run-time package exists for a given system, any
 Java program can run on it.
 Although Java was designed for interpretation, there is technically nothing about Java that
 prevents on-the-fly compilation of byte code into native code. Sun has just completed its Just In
 Time (JIT) compiler for Byte code. When the JIT compiler is a part of JVM, it compiles Byte
 code into executable code in real time, on a piece-by-piece, demand basis. It is not possible to
 compile an entire Java program into executable code all at once, because Java performs various
 run-time checks that can be done only at run time. The JIT compiles code, as it is needed, during
 execution.
 Java Virtual Machine (JVM)
 Beyond the language, there is the Java Virtual Machine. The Java Virtual Machine is an
 important element of the Java technology. The Virtual Machine can be embedded within a web
 browser or an Operating System. Once a piece of Java code is loaded onto a machine, it is
 verified. As part of the loading process, a class loader is invoked and does byte code verification
 makes sure that the code that’s has been generated by the compiler will not corrupt the machine
 18 |Digital Steganography
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Javac
 JavaSource
 Java byte code Java VirtualMachine
 that it’s loaded on. Byte code verification takes place at the end of the compilation process to
 make sure that is all accurate and correct. So byte code verification is integral to the compiling
 and executing of Java code.
 .Java .Class
 The above picture shows the development process a typical Java programming uses to produce
 byte codes and executes them. The first box indicates that the Java source code is located in a.
 Java file that is processed with a Java compiler called JAVA. The Java compiler produces a file
 called a .class file, which contains the byte code. The class file is then loaded across the network
 or loaded locally on your machine into the execution environment is the Java Virtual Machine,
 which interprets and executes the byte code.
 Java Architecture
 Java architecture provides a portable, robust, high performing environment for development.
 Java provides portability by compiling the byte codes for the Java Virtual Machine, which is then
 interpreted on each platform by the run-time environment. Java is a dynamic system, able to load
 code when needed from a machine in the same room or across the planet.
 Compilation of Code
 When you compile the code, the Java compiler creates machine code (called byte code) for a
 hypothetical machine called Java Virtual Machine (JVM). The JVM is supposed to execute the
 byte code. The JVM is created for overcoming the issue of portability. The code is written and
 compiled for one machine and interpreted on all machines. This machine is called Java Virtual
 Machine.
 Compiling and interpreting Java Source Code:
 19 |Digital Steganography
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During run-time the Java interpreter tricks the byte code file into thinking that it is running on a
 Java Virtual Machine. In reality this could be an Intel Pentium Windows 95 or Suns ARC station
 running Solaris or Apple Macintosh running system and all could receive code from any
 computer through Internet and run the Applets.
 Simple
 Java was designed to be easy for the Professional programmer to learn and to use effectively. If
 you are an experienced C++ programmer, learning Java will be even easier. Because Java
 inherits the C/C++ syntax and many of the Object Oriented features of C++. Most of the
 confusing concepts from C++ are either left out of Java or implemented in a cleaner, more
 approachable manner. In Java, there are a small number of clearly defined ways to accomplish
 a given task.
 20 |Digital Steganography
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Object-Oriented
 Java was not designed to be source-code compatible with any other language. This allowed the
 Java team the freedom to design with a blank slate. One outcome of this was a clean usable,
 realistic approach to objects. The object model in Java is simple and easy to extend, while
 simple types, such as integers, are kept as high-performance non-objects.
 Robust
 The multi-platform environment of the Web places extraordinary demands on a program,
 because the program must execute reliably in a variety of systems. The ability to create robust
 programs was given a high priority in the design of Java. Java is strictly typed language; it checks
 your code at compile time and run time. Java virtually eliminates the problems of memory
 management and de-allocation, which is completely automatic. In a well-written Java program,
 all run time errors can be, and should be managed by your program.
 JAVA INCLUDES A LIBRARY OF CLASSES AND INTERFACES:
 The Java platform includes an extensive class library so that programmers can use already
 existing classes as it is, create subclasses to modify existing classes, or implement interfaces to
 augment the capabilities of classes. Both classes and interfaces contain data members (fields)
 and functions (methods), but there are major differences. In a class , fields may be either
 variable or constant, and methods are fully implemented. In an interface, fields must be
 constants, and methods are just prototypes with no implementations. The prototypes give the
 method signature (the return type, the function name, and the number of parameters with the
 type for each parameter), but the programmer must supply implementations.
 21 |Digital Steganography
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To use an interface, a programmer defines a class, declares that it implements the Interface, and
 then implements all the methods in that interface as part of the class.
 These methods are implemented in a way that is appropriate for the class in which the methods
 are being used. Interfaces let one add functionality to A class and give a great deal of flexibility
 in doing it. In other words interfaces provide Most of the advantages of multiple inheritance
 without its disadvantages.
 A package is a collection of related Java classes and interfaces. The following list, though not
 complete, gives example of some Java packages and what they cover.
 java.lang-The basic classes. This package is so basic that it automatically is included in any Java
 program. It includes classes dealing with numeric , strings, objects , runtime , security ,and
 threads.
 java.io-classes that manage reading data from input streams and writing data to the output
 streams.
 java.util-miscellaneous utility classes , including generic data structures, bit sets , time , date,
 the string manipulation , random number generation , system properties , notification and
 enumeration of data structures.
 java.net-classes for network support.
 java.awt-- classes that manage user interface components such as windows, dialog boxes ,
 buttons, checkboxes, lists , menus, scrollbars, and text fields , the “AWT” stands for Abstract
 Window Toolkit.
 java.awt.image-classes for managing image data , including color models ,dropping color
 flittering ,setting pixel values , and grabbing snapshots.
 java.applet-the Applet class , which provides the ability to write applets , this package also
 includes several interfaces that connect an applet to its documents and to its document and to
 its document and to recourses for playing audio.
 java.sql-the JDBC API, classes and interfaces that access databases and send SQL Statements.
 22 |Digital Steganography
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The first three packages listed, java.lang , java.io and java.util form the Foundation, they are
 basic classes and interfaces for general purpose programming.
 Java development kit version1.1 added some new packages; with JDBC being one of
 Them .Other new packages include such thing as Remote Method Invocation, Security And Java
 Beans,
 Swings
 Swing, which is an extension library to the AWT, includes new and improved components that
 enhance the look and functionality of GUIs. Swing can be used to build Standalone swing GUI
 Applications as well as Servlets and Applets. It employs model/view design architecture. Swing
 is more portable and more flexible than AWT.
 Swing is built on top of AWT and is entirely written in Java, using AWT’s lightweight component
 support. In particular, unlike AWT, the architecture of Swing components makes it easy to
 customize both their appearance and behavior. Components from AWT and Swing can be
 mixed, allowing you to add Swing support to existing AWT-based programs. For example, swing
 components such as JSlider, JButton and JCheckbox could be used in the same program with
 standard AWT labels, textfields and scrollbars. You could subclass the existing Swing UI, model,
 or change listener classes without having to reinvent the entire implementation. Swing also has
 the ability to replace these objects on-the-fly.
 100% Java implementation of components
 Pluggable Look & Feel
 Lightweight components
 Uses MVC Architecture
 Model represents the data
 View as a visual representation of the data
 Controller takes input and translates it to changes in data
 Three parts
 Component set (subclasses of JComponent)
 23 |Digital Steganography
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Support classes
 Interfaces
 In Swing, classes that represent GUI components have names beginning with the letter J. Some
 examples are JButton, JLabel, and JSlider. Altogether there are more than 250 new classes and
 75 interfaces in Swing — twice as many as in AWT.
 Java Swing class hierarchy
 The class JComponent, descended directly from Container, is the root class for most of Swing’s
 user interface components.
 Swing contains components that you’ll use to build a GUI. I am listing you some of the commonly used
 Swing components. To learn and understand these swing programs, AWT Programming knowledge is
 not required.
 24 |Digital Steganography
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Applications and Applets
 An application is a program that runs on our Computer under the operating system of that
 computer. It is more or less like one creating using C or C++. Java’s ability to create Applets
 makes it important. An Applet is an application designed, to be transmitted over the Internet and
 executed by a Java –compatible web browser. An Applet is actually a tiny Java program,
 dynamically downloaded across the network, just like an image. But the difference is, it is an
 intelligent program, not just a media file. It can react to the user input and dynamically change.
 BMP IMAGE FILE
 Introduction
 BMP files are an historic (but still commonly used) file format for the historic (but still
 commonly used) operating system called "Windows". BMP images can range from black and
 white (1 byte per pixel) up to 24 bit color (16.7 million colors). While the images can be
 compressed, this is rarely used in practice.
 Structure
 A BMP file consists of either 3 or 4 parts as shown in the diagram on the right. The first part is a
 header, an information section follows this, if the image is indexed color then the palette
 follows, and last of all is the pixel data. The position of the image data with respect to the start
 of the file is contained in the header. Information such as the image width and height, the type
 of compression, the number of colors is contained in the information header.
 Information
 The image info data that follows is 40 bytes in length, it is described in the struct given below.
 The fields of most interest below are the image width and height, the number of bits per pixel
 (should be 1, 4, 8 or 24), the number of planes (assumed to be 1 here), and the compression
 type (assumed to be 0 here).
 25 |Digital Steganography
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JPEG - Joint Photographic Experts Group:
 This is the right format for those photo images which must be very small files, for example, for
 web sites or for email. The JPG file is wonderfully small, often compressed by 90%, or to only
 1/10 of the size of the original data, which is very good when modems are involved. However,
 this fantastic compression efficiency comes with a high price. JPG uses lossy compression (lossy
 meaning "with losses"). Lossy means that some image quality is lost when the JPG data is
 compressed and saved, and this quality can never be recovered.
 Most other file compression methods are lossless, which means "fully recoverable". Lossless
 compression always returns the original data, bit-for-bit identical without any question about
 differences (losses). We are used to saving data to a file, and getting it all back when we next
 open that file. Our Word and Excel documents, our Quicken data, any data at all, we cannot
 imagine NOT getting back exactly the original data. TIF, PNG, GIF, BMP and most other image
 file formats are lossless too. This integrity requirement does limit efficiency, limiting
 compression of photo image data to maybe only 10% to 40% reduction in practice (graphics can
 be smaller). But most compression methods have full lossless recoverability as the first
 requirement.
 JPG files don't work that way. JPG is an exception. JPG compression is not lossless. JPG
 compression is lossy. Lossy means "with losses" to image quality. JPG compression has very
 high efficiency (relatively tiny files) because it is intentionally designed to be lossy, designed to
 give very small files without the requirement for full recoverability. JPG modifies the image
 pixel data (color values) to be more convenient for its compression method. Detail that doesn't
 compress well can be ignored (removed instead of retained). This allows amazing size reductions
 on the remainder, but when we open the file and expand the data to access it again, it is no
 longer the same data as before. This lost data is like lost purity or integrity. It can vary in degree,
 it can be fairly good, but it is always unrecoverable corruption of the data. This makes JPG be
 quite different from all the other usual file format choices.
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There are times and places this compromise is an advantage. Web pages and email files need to
 be very small, to be fast through the modem, and some uses may not need maximum quality. In
 some cases, we are willing to compromise quality for size, sacrificing for the better good. And
 this is the purpose of JPG.
 There is no magic answer providing both high compression and high quality. We don't get
 something for nothing, and the small size has a cost in quality. Still, mild quality losses may
 sometimes be acceptable for less critical purposes. The sample JPG images on next page show
 the kind of problem to expect from excessive compression.
 Even worse, more quality is lost every time the JPG file is compressed and saved again, so ever
 editing a JPG image is a questionable decision. You should instead just discard the old JPG file
 and start over from your archived lossless TIF master, and save that change as the new JPG copy
 you need.
 DATA COMPRESSION:
 Even with a very fast transmission media, there is always a need to send data in a short amount
 of time data compression reduce the number of bits send. Data compression becomes
 particularly important when we send data that are not pure text such as audio and video. the
 method used to compress data are generally divided into two broad categories lossless, lossy.
 Lossy Compression:
 If the decompressed information need not be an exact replica of the original information but
 something very close, we can use a lossy data compression method. For example, in video
 transmission, if an image does not have sharp discontinuities, after transformation to a
 mathematical expression, most of the information is contained in the first few terms. Sending
 only these terms may allow us to reproduce the frame with enough accuracy. These methods
 are called lossy compression methods because we will lose some of the original data in the
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process. Several methods have been developed using lossy compression techniques. Joint
 Photographic Experts Group ( JPEG ) is used to compress pictures and graphics Motion Picture
 Experts Group ( MPEG ) is used to compress video.
 Lossless Compression:
 In lossless data compression the compressing and decompressing algorithms are usually the
 inverse of each other. In other words after decompressing, we will get exact data as there
 where before compressing, without nothing is lost the following of some of the techniques
 used in lossless compression.
 Run length encoding :
 When data contains strings of repeated symbols the strings can be replaced by a special marker
 followed by the repeated symbol, followed by the number of occurrence.
 GZIPInputStream:
 Creates a new input stream with the specified buffer size.
 Parameters:
 In - the input stream
 Size - the input buffer size
 Methods:
 Read ():
 Reads uncompressed data into an array of bytes. Blocks until enough input is available
 for decompression.
 Parameters:
 Buf - the buffer into which the data is read
 Off - the start offset of the data
 Len - the maximum number of bytes read
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Returns:The actual number of bytes read, or -1 if the end of the compressed input stream is
 reached
 Close (): Closes the input stream.
 CYCLE REDUNDANCY CHECK:
 is modified by inverting or swapping groups of bytes. Also, it will fail when you add or remove
 null bytes.Calculating a Cyclic Redundancy Check is a much more robust error-checking
 algorithm. In this article I will sketch the mathematical foundations of the CRC calculation and
 describe two C++ implementations--first the slow but simple one, then the more optimized one.
 SDLC METHDOLOGIES
 Error detection is important whenever there is a non-zero chance of your data getting
 corrupted. Whether it's an Ethernet packet or a file under the control of your application, you
 can add a piece of redundant information to validate it.
 The simplest example is a parity bit. Many computers use one parity bit per byte of memory.
 Every time the byte gets written, the computer counts the number of non-zero bits in it. If the
 number is even, it sets the ninth parity bit, otherwise it clears it. When reading the byte, the
 computer counts the number of non-zero bits in the byte, plus the parity bit. If any of the nine
 bits is flipped, the sum will be odd and the computer will halt with a memory error. (Of course,
 if two bits are flipped--a much rarer occurrence--this system will not detect it.)
 For messages longer than one byte, you'd like to store more than one bit of redundant
 information. You might, for instance, calculate a checksum. Just add together all the bytes in
 the message and append (or store somewhere else) the sum. Usually the sum is truncated to,
 say, 32 bits. This system will detect many types of corruption with a reasonable probability. It
 will, however, fail badly when the message
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This document play a vital role in the development of life cycle (SDLC) as it describes the
 complete requirement of the system. It means for use by developers and will be the basic
 during testing phase. Any changes made to the requirements in the future will have to go
 through formal change approval process.
 SPIRAL MODEL was defined by Barry Boehm in his 1988 article, “A spiral Model of Software
 Development and Enhancement. This model was not the first model to discuss iterative
 development, but it was the first model to explain why the iteration models.
 As originally envisioned, the iterations were typically 6 months to 2 years long. Each phase
 starts with a design goal and ends with a client reviewing the progress thus far. Analysis
 and engineering efforts are applied at each phase of the project, with an eye toward the
 end goal of the project.
 The steps for Spiral Model can be generalized as follows:
 The new system requirements are defined in as much details as possible. This usually
 involves interviewing a number of users representing all the external or internal users and other
 aspects of the existing system.
 A preliminary design is created for the new system.
 A first prototype of the new system is constructed from the preliminary design. This is
 usually a scaled-down system, and represents an approximation of the characteristics of the
 final product.
 A second prototype is evolved by a fourfold procedure:
 1. Evaluating the first prototype in terms of its strengths, weakness, and risks.
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2. Defining the requirements of the second prototype.
 3. Planning an designing the second prototype.
 4. Constructing and testing the second prototype.
 At the customer option, the entire project can be aborted if the risk is deemed too
 great. Risk factors might involved development cost overruns, operating-cost miscalculation, or
 any other factor that could, in the customer’s judgment, result in a less-than-satisfactory final
 product.
 The existing prototype is evaluated in the same manner as was the previous prototype,
 and if necessary, another prototype is developed from it according to the fourfold procedure
 outlined above.
 The preceding steps are iterated until the customer is satisfied that the refined
 prototype represents the final product desired.
 The final system is constructed, based on the refined prototype.
 The final system is thoroughly evaluated and tested. Routine maintenance is carried on
 a continuing basis to prevent large scale failures and to minimize down time.
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The following diagram shows how a spiral model acts like:
 Fig -Spiral Model
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ADVANTAGES:
 Estimates(i.e. budget, schedule etc .) become more realistic as work progresses,
 because important issues discoved earlier.
 It is more able to cope with the changes that are software development generally
 entails.
 Software engineers can get their hands in and start woring on the core of a project
 earlier.
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APPLICATION DEVELOPMENT
 N-TIER APPLICATIONS
 N-Tier Applications can easily implement the concepts of Distributed Application Design and
 Architecture. The N-Tier Applications provide strategic benefits to Enterprise Solutions. While 2-
 tier, client-server can help us create quick and easy solutions and may be used for Rapid
 Prototyping, they can easily become a maintenance and security night mare
 The N-tier Applications provide specific advantages that are vital to the business continuity of
 the enterprise. Typical features of a real life n-tier may include the following:
 Security
 Availability and Scalability
 Manageability
 Easy Maintenance
 Data Abstraction
 The above mentioned points are some of the key design goals of a successful n-tier application
 that intends to provide a good Business Solution.
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DEFINITION
 Simply stated, an n-tier application helps us distribute the overall functionality into various tiers
 or layers:
 Presentation Layer
 Business Rules Layer
 Data Access Layer
 Database/Data Store
 Each layer can be developed independently of the other provided that it adheres to the
 standards and communicates with the other layers as per the specifications.
 This is the one of the biggest advantages of the n-tier application. Each layer can potentially
 treat the other layer as a ‘Black-Box’.
 In other words, each layer does not care how other layer processes the data as long as it sends
 the right data in a correct format.
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Fig -N-Tier Architecture
 1. THE PRESENTATION LAYER
 Also called as the client layer comprises of components that are dedicated to presenting
 the data to the user. For example: Windows/Web Forms and buttons, edit boxes, Text
 boxes, labels, grids, etc.
 2. THE BUSINESS RULES LAYER
 This layer encapsulates the Business rules or the business logic of the encapsulations. To
 have a separate layer for business logic is of a great advantage. This is because any
 changes in Business Rules can be easily handled in this layer. As long as the interface
 between the layers remains the same, any changes to the functionality/processing logic
 in this layer can be made without impacting the others. A lot of client-server apps failed
 to implement successfully as changing the business logic was a painful process.
 3. THE DATA ACCESS LAYER
 This layer comprises of components that help in accessing the Database. If used in the
 right way, this layer provides a level of abstraction for the database structures. Simply
 put changes made to the database, tables, etc do not affect the rest of the application
 because of the Data Access layer. The different application layers send the data requests
 to this layer and receive the response from this layer.
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4. THE DATABASE LAYER
 This layer comprises of the Database Components such as DB Files, Tables, Views, etc.
 The Actual database could be created using SQL Server, Oracle, Flat files, etc.
 In an n-tier application, the entire application can be implemented in such a way that it
 is independent of the actual Database. For instance, you could change the Database
 Location with minimal changes to Data Access Layer. The rest of the Application should
 remain unaffected.
 What is networking?
 Computers running on the Internet communicate to each other using either the Transmission
 Control Protocol (TCP) or the User Datagram Protocol (UDP), as this diagram illustrates:
 When you write Java programs that communicate over the network, you are programming at
 the application layer. Typically, you don't need to concern yourself with the TCP and UDP
 layers. Instead, you can use the classes in the java.net package. These classes provide system-
 independent network communication. However, to decide which Java classes your programs
 should use, you do need to understand how TCP and UDP differ.
 TCP
 When two applications want to communicate to each other reliably, they establish a connection
 and send data back and forth over that connection. This is analogous to making a telephone call.
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If you want to speak to Aunt Beatrice in Kentucky, a connection is established when you dial her
 phone number and she answers. You send data back and forth over the connection by speaking to
 one another over the phone lines. Like the phone company, TCP guarantees that data sent from
 one end of the connection actually gets to the other end and in the same order it was sent.
 Otherwise, an error is reported.
 TCP provides a point-to-point channel for applications that require reliable communications. The
 Hypertext Transfer Protocol (HTTP), File Transfer Protocol (FTP), and Telnet are all examples
 of applications that require a reliable communication channel. The order in which the data is sent
 and received over the network is critical to the success of these applications. When HTTP is used
 to read from a URL, the data must be received in the order in which it was sent. Otherwise, you
 end up with a jumbled HTML file, a corrupt zip file, or some other invalid information.
 Definition: TCP (Transmission Control Protocol) is a connection-based protocol that provides
 a reliable flow of data between two computers.
 UDP
 The UDP protocol provides for communication that is not guaranteed between two applications
 on the network. UDP is not connection-based like TCP. Rather, it sends independent packets of
 data, called datagrams, from one application to another. Sending datagrams is much like
 sending a letter through the postal service: The order of delivery is not important and is not
 guaranteed, and each message is independent of any other.
 Definition: UDP (User Datagram Protocol) is a protocol that sends independent packets of
 data, called datagram’s, from one computer to another with no guarantees about arrival. UDP
 is not connection-based like TCP.
 For many applications, the guarantee of reliability is critical to the success of the transfer of
 information from one end of the connection to the other. However, other forms of
 communication don't require such strict standards. In fact, they may be slowed down by the extra
 overhead or the reliable connection may invalidate the service altogether.
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Consider, for example, a clock server that sends the current time to its client when requested to
 do so. If the client misses a packet, it doesn't really make sense to resend it because the time will
 be incorrect when the client receives it on the second try. If the client makes two requests and
 receives packets from the server out of order, it doesn't really matter because the client can figure
 out that the packets are out of order and make another request. The reliability of TCP is
 unnecessary in this instance because it causes performance degradation and may hinder the
 usefulness of the service.
 Another example of a service that doesn't need the guarantee of a reliable channel is the ping
 command. The purpose of the ping command is to test the communication between two
 programs over the network. In fact, ping needs to know about dropped or out-of-order packets to
 determine how good or bad the connection is. A reliable channel would invalidate this service
 altogether.
 The UDP protocol provides for communication that is not guaranteed between two applications
 on the network. UDP is not connection-based like TCP. Rather, it sends independent packets of
 data from one application to another. Sending datagrams is much like sending a letter through the
 mail service: The order of delivery is not important and is not guaranteed, and each message is
 independent of any others.
 Note: Many firewalls and routers have been configured not to allow UDP packets. If you're
 having trouble connecting to a service outside your firewall, or if clients are having trouble
 connecting to your service, ask your system administrator if UDP is permitted.
 Understanding Ports
 Generally speaking, a computer has a single physical connection to the network. All data
 destined for a particular computer arrives through that connection. However, the data may be
 intended for different applications running on the computer. So how does the computer know
 to which application to forward the data? Through the use of ports.
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Data transmitted over the Internet is accompanied by addressing information that identifies the
 computer and the port for which it is destined. The computer is identified by its 32-bit IP
 address, which IP uses to deliver data to the right computer on the network. Ports are identified
 by a 16-bit number, which TCP and UDP use to deliver the data to the right application.
 In connection-based communication such as TCP, a Server application binds a Socket to a
 specific port number. This has the effect of registering the server with the system to receive all
 data destined for that port. A client can then make contact with the server at the server's port, as
 illustrated here:
 Definition: The TCP and UDP protocols use ports to map incoming data to a particular
 process running on a computer.
 In datagram-based communication such as UDP, the datagram packet contains the port number
 of its destination and UDP routes the packet to the appropriate application, as illustrated in this
 figure:
 Port numbers range from 0 to 65,535 because ports are represented by 16-bit numbers. The
 port numbers ranging from 0 - 1023 are restricted; they are reserved for use by well-known
 services such as HTTP and FTP and other system services. These ports are called well-known
 ports. Your applications should not attempt to bind to them.
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Networking Classes in the JDK
 Through the classes in java.net, Java programs can use TCP or UDP to communicate over the
 Internet. The URL, URL Connection, Socket, and Server Socket classes all use TCP to
 communicate over the network. The Datagram Packet, Datagram Socket, and Multicast Socket
 classes are for use with UDP.
 What Is a URL?
 If you've been surfing the Web, you have undoubtedly heard the term URL and have used URLs
 to access HTML pages from the Web.
 It's often easiest, although not entirely accurate, to think of a URL as the name of a file on the
 World Wide Web because most URLs refer to a file on some machine on the network. However,
 remember that URLs also can point to other resources on the network, such as database queries
 and command output.
 Definition: URL is an acronym for Uniform Resource Locator and is a reference (an address) to
 a resource on the Internet.
 The following is an example of a URL which addresses the Java Web site hosted by Sun
 Microsystems:
 As in the previous diagram, a URL has two main components:
 Protocol identifier
 Resource name
 Note that the protocol identifier and the resource name are separated by a colon and two forward
 slashes. The protocol identifier indicates the name of the protocol to be used to fetch the
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resource. The example uses the Hypertext Transfer Protocol (HTTP), which is typically used to
 serve up hypertext documents. HTTP is just one of many different protocols used to access
 different types of resources on the net. Other protocols include File Transfer Protocol (FTP),
 File, and News.
 The resource name is the complete address to the resource. The format of the resource name
 depends entirely on the protocol used, but for many protocols, including HTTP, the resource
 name contains one or more of the components listed in the following table:
 Host Name The name of the machine on which the resource lives.
 Filename The pathname to the file on the machine.
 Port Number The port number to which to connect (typically optional).
 Reference A reference to a named anchor within a resource that
 usually identifies a specific location within a file (typically
 optional).
 For many protocols, the host name and the filename are required, while the port number and
 reference are optional. For example, the resource name for an HTTP URL must specify a server
 on the network (Host Name) and the path to the document on that machine (Filename); it also
 can specify a port number and a reference. In the URL for the Java Web site java.sun.com is
 the host name and the trailing slash is shorthand for the file named /index.html.
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Sequence of socket calls for connection-oriented protocol:
 System Calls
 Socket - create a descriptor for use in network communication. On success, socket system call
 returns a small integer value similar to a file descriptor Name.
 Bind - Bind a local IP address and protocol port to a socket
 When a socket is created it does not have any notion of endpoint address. An application calls
 bind to specify the local; endpoint address in a socket. For TCP/IP protocols, the endpoint
 address uses the socket address in structure. Servers use bind to specify the well-known port at
 which they will await connections.
 Connect - connect to remote client
 After creating a socket, a client calls connect to establish an actual connection to a remote
 server. An argument to connect allows the client to specify the remote endpoint, which include
 the remote machines IP address and protocols port number. Once a connection has been
 made, a client can transfer data across it.
 Accept () - accept the next incoming connection
 Accept creates a new socket for each new connection request and returns the descriptor of the
 new socket to its caller. The server uses the new socket only for the new connections it uses the
 original socket to accept additional connection requests once it has accepted connection, the
 server can transfer data on the new socket.
 Return Value:
 This system-call returns up to three values
 An integer return code that is either an error indication or a new socket description
 The address of the client process
 The size of this address
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Listen - place the socket in passive mode and set the number of incoming TCP connections the
 system will en-queue. Backlog - specifies how many connections requests can be queued by the
 system while it wants for the server to execute the accept system call it us usually executed
 after both the socket and bind system calls, and immediately before the accept system call.
 Send , send to, recv and recvfrom system calls
 These system calls are similar to the standard read and write system calls, but additional
 arguments are requested.
 Close - terminate communication and de-allocate a descriptor. The normal UNIX close system
 call is also used to close a socket.
 The system deals with security during transmission of data. Commonly used technologies are
 cryptography. This system deals with implementing security using Steganography. In this the
 end user identifies an image, which is going to act as the carrier of data. The data file is also
 selected and then to achieve greater speed of transmission the data file and image file are
 compressed and sent. Prior to this the data is embedded into the image and then sent.
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3) SYSTEM DESIGN
 ELEMENTS OF DESIGN
 The System Design includes the maintenance of the user information, their login details,
 authorization services, message sending service with a prescribed encryption format at the
 interested level of encryption and the receiving service at the other end with decryption
 process. The design also includes the provision of facility to the user to manipulate the
 concerned information according to his personal use and communication process at the
 administrator level only.
 The design also needs to provide the communication channel to the user to communicate with
 other registered users through the mailing services in a reliable and secured format.
 Authorization and authentication services are preferred most for this purpose. The System
 Design includes the maintenance of the user information, their login details, authorization
 services, File and directory services with a prescribed encryption format at the interested level
 of encryption and the receiving service at the other end with decryption process. The design
 also includes the provision of facility to the user to manipulate the concerned information
 according to his personal use and communication process at the administrator level only.
 The design of Digital Steganography, basically involve the interface architecture, authorization
 and authentication system, Security services, and communication system. In the interface
 design we involve with the design of the user interface with GUI standards and a proper
 navigation system where the user need to enter into the flow of transactions starting with the
 entry in to the system with the user name password where the authentication & authorization
 services are check and further access is provided into the system. Then the user needs to select
 into the operations provided through the GUI where encryption, Decryption, sending of the file,
 General Information and exit are provided. Here the Encryption and decryption and services are
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provided connecting to the security services module where the encryption and decryption are
 carried out by implementing the Tiny Encryption Algorithm (TEA).
 After the encryption of the file is completed the user is to select the file for sending through the
 network to the desired user by specifying the targeted users system IP address in the panel
 designed. Then the system gets connected to the targeted user and delivers the file in cipher
 format after which the user working with the Digital Steganography software should go for the
 option decrypt the file by selecting the file path by which the file gets decrypted and is viewed
 on the system.
 SCOPE:
 The software is designed using Java Swings for front end. Java Swings provides a set of
 "lightweight" (all-Java language) components that, to the maximum degree possible, work the
 same on all platforms. Mostly this package is used for the designing of GUI components. This
 package provides higher security compared to HTML. The advantages of selecting this package
 for the project screen designing are:
 It provides the implementation hiding mechanism to designers and to hide the
 source code in turn provides secured structure.
 The AWT components are replaced by swing components as swings components
 are platform independent and the look and feel of the components created are the same on
 any platform-------increases the user interactivity.
 We implemented the socket programming for communication architecture in establishing
 client-client (peer-peer) communication purpose. The programming is based on connectionless
 service. This provides the user to transmit the data in terms of packets (data gram packets) over
 the network in all possible paths. At regular intervals the packet is created and sent over the
 network with respect to data. This makes faster transmission of data.
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This provides a client to directly find the destination client on the network by
 simply providing the IP address.
 Ease of communication is the main advantage of this programming.
 This is a secured form of sending data since only the authorized users can view
 the data (file) on the destination side.
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A) STRUCTURAL MODEL
 Class diagram
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Sequence Diagrams
 Sender:
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Receiver:
 B) BEHAVIOURAL DIAGRAMS
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Activity Diagram: Sender:
 Sender
 Select File
 Encrypt File
 Give keyInfo
 Compress
 Embed
 Send File
 Receiver:
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Receiver
 ReceiveFile
 DeEmbedFile
 DeCompress
 Give Key For decrypt
 DecryptFile
 SaveFile
 Use case Diagrams
 Sender:
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Receiver:
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5) FORM DESIGN
 SCREENS
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LOGIN PAGE…
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DATABASE CONNECTING…
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LOGIN MATCH FOUND…
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MAIN FORM…
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ENCRYPTION…
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SELECT A FILE TO ENCRYPT…
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ENTER KEY….
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ENCRYPED FILE SAVED SUCCESSFULLY…
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CRC GENERATION…
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CRC GENERATION FORM…
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CHOOSE ENCRYPTED FILE TO GENERATE CRC…
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CRC FILE GENERATED….
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COMPRESSION…
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COMPRESSION FORM…
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CHOOSE FILE TO COMPRESS…
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FILE COMPRESSED….
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FILE COMPRESSED…
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EMBEDDING…
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SELECT DATA FILE TO BE EMBEDED…
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SELECT IMAGE FILE TO EMBED…
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FILE EMBEDDED…
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SENDING THE EMBEDDED FILE…
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ENTER THE HOST ADDRESS…
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DE-EMBEDDING…
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SELECT THE RECEIVED IMAGE FILE TO DE-EMBED…
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DEEMBEDDING…
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FILE DE-EMBEDDED…
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DECOMPRESSING…
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SELECT THE DE-EMBEDDED FILE TO BE DECOMPRESSED…
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DECOMPRESSING…
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CRC VERIFICATION…
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SELECT FILE FOR CRC VERIFICATION…
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CRC VERIFIED…
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DECRYPTING…
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SELECT FILE TO BE DECRYPTED…
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ENTER DECRYPTING KEY…
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SAVE THE DECRYPTED FILE….
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FILE DECRYPTED SUCCESSFULLY…
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6) SYSTEM TESTING
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Testing Concepts
 Testing Methodologies
 Black box Testing:
 White box Testing.
 TCD (Test Case Documentation)
 STLC
 Test Planning.
 Test Development.
 Test Execution.
 Result Analysis.
 Bug-Tracing.
 Reporting.
 Manual Testing
 Automation Testing (Tools)
 Win Runner.
 Test Director.
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Testing:
 The process of executing a system with the intent of finding an error.
 Testing is defined as the process in which defects are identified, isolated, subjected for
 rectification and ensured that product is defect free in order to produce the quality product and
 hence customer satisfaction.
 Quality is defined as justification of the requirements
 Defect is nothing but deviation from the requirements
 Defect is nothing but bug.
 Testing --- The presence of bugs
 Testing can demonstrate the presence of bugs, but not their absence
 Debugging and Testing are not the same thing!
 Testing is a systematic attempt to break a program or the AUT
 Debugging is the art or method of uncovering why the script /program did not execute
 properly.
 Testing Methodologies:
 Black box Testing: is the testing process in which tester can perform testing on an
 application without having any internal structural knowledge of application.
 Usually Test Engineers are involved in the black box testing.
 White box Testing: is the testing process in which tester can perform testing on an
 application with having internal structural knowledge.
 Usually The Developers are involved in white box testing.
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Case Generation Report:
 Test Type Case Expected Result
 Operational /
 Unit / Functional
 Test
 Login Successful/unsuccessful login
 -do- Encryption Receive the file to be encrypted and encrypt
 according to the key and save
 -do- Decryption Receive the file to be decrypted and decrypt with
 same key and save
 -do- Sending file Receives the 32-bit IP address of the destination
 and transmit.
 -do- Exit Ends the current login session
 Test Report:
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 Test Type Case Observed Result
 Functional test Login Successful login
 -do- Encryption Successfully encrypted and saved
 -do- Decryption Path failure
 -do- Sending file Destination address not found
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Test Case Analysis:
 Test Type Expected Result Observed Result Remarks
 Functional test Receive decrypted
 data,decrypt & save
 Path failure Address of the file
 is corrected
 -do- Receive correct
 destination address&
 transmit
 Destination
 address not
 found
 Correct IP address
 is given
 Test Planning:
 1. Test Plan is defined as a strategic document which describes the procedure how to
 perform various testing on the total application in the most efficient way.
 2. This document involves the scope of testing,
 3. Objective of testing,
 4. Areas that need to be tested,
 5. Areas that should not be tested,
 6. Scheduling Resource Planning,
 7. Areas to be automated, various testing tools
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Result Analysis:
 1. Expected Value: is nothing but expected behavior of application.
 2. Actual value: is nothing but actual behavior of Application
 Bug Tracing:
 Collect all the failed cases, prepare documents.
 Reporting:
 Prepare document (status of the application)
 TCD (Test Case Document):
 Test Case Document Contains
 Test Scope (or) Test objective
 Test Scenario
 Test Procedure
 Test case
 This is the sample test case document for the Case Investigate details of Client project:
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Test scope:
 Test coverage is provided for the screen “ Login check” form of a Administration
 module of Forensic Manager application
 Areas of the application to be tested
 Test Scenario:
 When the office personals use this screen for the data entry, adding sections, courts,
 grades and Case Registration information on s basis and quit the form.
 Test Procedure:
 The procedure for testing this screen is planned in such a way that the data entry, status
 calculation functionality, saving and quitting operations are tested in terms of GUI testing,
 Positive testing, Negative testing using the corresponding GUI test cases, Positive test cases,
 Negative test cases respectively
 Test Cases:
 Template for Test Case
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Guidelines for Test Cases:
 1. GUI Test Cases:
 Total no of features that need to be check
 Look & Feel
 Look for Default values if at all any (date & Time, if at all any require)
 Look for spell check
 Example for GUI Test cases:
 1. Positive Test Cases:
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 T.C.No Description Expected value Actual value Result
 1
 Check for all the features
 in the screen
 The screen must
 contain all the
 features
 2
 Check for the alignment of
 the objects as per the
 validations
 The alignment
 should be in proper
 way
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The positive flow of the functionality must be considered
 Valid inputs must be used for testing
 Must have the positive perception to verify whether the requirements are justified.
 Example for Positive Test cases:
 T.C.No Description Expected value Actual value Result
 1 Input UserName and
 Password
 Redirect to
 HomePage
 Redirect to
 Home Page
 Redirect to Home
 Page
 Negative Test Cases:
 Must have negative perception.
 Invalid inputs must be used for test.
 Example for Negative Test cases:
 T.C.No Description Expected value Actual value Result
 1 Input username
 and password
 Login Page Login Page Login Page
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7. CONCLUSION
 The challenge of cryptography is developing a system in which it is impossible to determine the
 key. This is accomplished the use of a one-way function. With a one-way function, it is
 relatively easy to compute a result given some input values.
 To encrypt data, enter the data “plain text” and an encryption to the encryption portion of the
 algorithm. To decrypt the “cipher text” a proper decryption key is used at the decryption portion
 of the algorithm.
 The project work done herewith has given a lot of insight into the working of the Networking-
 programming environment. The program written for encryption and decryption using Tiny
 Encryption Algorithm is tested on several textual files and results are observed. The
 program could achieve a better secure transferring of files between the server and various clients.
 FUTURE ENHANCEMENTS
 It is not possible to develop a system that makes all the requirements of the user. User
 requirements keep changing as the system is being used.
 Some of the future enhancements that can be done to this system are:
 As the technology emerges, it is possible to upgrade the system and can be adaptable to
 desired environment.
 Because it is based on object-oriented design, any further changes can be easily
 adaptable.
 Based on the future security issues, security can be improved using emerging
 technologies.
 Case Registration module can be added
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9. APPENDIX
 A. SAMPLE CODE.
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MENU.JAVA
 import java.awt.*;
 import javax.swing.*;
 import java.awt.event.*;
 import java.util.*;
 import java.sql.*;
 /* <applet code="menu" width=790 height=512 > </applet> */
 public class menu extends JFrame implements ActionListener
 {
 JMenuItem it1,it2,it3,it4,it5,it6,it7,it8,it9,it10,it11,it12;
 Calendar d=Calendar.getInstance();
 JLabel dl=new JLabel(" ",JLabel.LEFT);
 int day,mon,yr;
 String dt;
 JTextField log;
 JPasswordField pass;
 public void initTextPass(JTextField log,JPasswordField pass)
 {
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this.log=log;
 this.pass=pass;
 }
 public void callLogin()
 {
 try
 {
 System.out.println("In callLogin");
 Login l=new Login();
 }
 catch(Exception e){ e.printStackTrace(); } }
 public void actionPerformed(ActionEvent ae)
 {
 System.out.println("In Action performed");
 if(ae.getActionCommand()=="Connect")
 {
 if(login()==true)
 {
 JFrame f=new JFrame();
 f.setSize(800,800);
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f.setResizable(false);
 Container cp=f.getContentPane();
 day=d.get(Calendar.DATE);
 mon=d.get(Calendar.MONTH)+1;
 yr=d.get(Calendar.YEAR);
 dt="DATE :- "+day+"/"+mon+"/"+yr;
 dl.setText(dt);
 dl.setSize(200,25);
 dl.setLocation(600,480);
 dl.setFont(new Font("Courier",Font.BOLD,15));
 dl.setForeground(Color.black);
 cp.setLayout(null);
 JLabel label=new JLabel("DIGITAL
 STEGANOGRAPHY",SwingConstants.CENTER);
 label.setFont(new Font("Courier",Font.BOLD+Font.ITALIC,35));
 label.setForeground(Color.darkGray);
 label.setSize(800,60);
 label.setLocation(0,0);
 cp.add(label);
 cp.setBackground(Color.cyan);
 JMenuBar bar = new JMenuBar( );
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bar.setSize(250,20);
 bar.setLocation(260,80);
 cp.add(bar);
 cp.add(dl);
 JMenu data = new JMenu(" DATA ");
 data.setMnemonic(KeyEvent.VK_D);
 it1 = new JMenuItem(" CRC ");
 it1.setMnemonic(KeyEvent.VK_C);
 it2 = new JMenuItem("EMBED");
 it2.setMnemonic(KeyEvent.VK_E);
 it3 = new JMenuItem("DE-EMBED");
 it3.setMnemonic(KeyEvent.VK_D);
 data.add(it1);
 data.add(it2);
 data.add(it3);
 it1.addActionListener(this);
 it2.addActionListener(this);
 it3.addActionListener(this);
 JMenu utilities = new JMenu(" UTILITIES ");
 utilities.setMnemonic(KeyEvent.VK_U);
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it4 = new JMenuItem("COMPRESS");
 it4.setMnemonic(KeyEvent.VK_O);
 it5 = new JMenuItem("DECOMPRESS");
 it5.setMnemonic(KeyEvent.VK_P);
 it10 = new JMenuItem("SEND");
 it10.setMnemonic(KeyEvent.VK_S);
 it11 = new JMenuItem("ENCRYPT");
 it11.setMnemonic(KeyEvent.VK_E);
 it12 = new JMenuItem("DECRYPT");
 it12.setMnemonic(KeyEvent.VK_D);
 utilities.add(it4);
 utilities.add(it5);
 utilities.add(it10);
 utilities.add(it11);
 utilities.add(it12);
 it4.addActionListener(this);
 it5.addActionListener(this);
 it10.addActionListener(this);
 it11.addActionListener(this);
 it12.addActionListener(this);
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JMenu help = new JMenu(" HELP ");
 help.setMnemonic(KeyEvent.VK_H);
 it6 = new JMenuItem("ABOUT");
 it6.setMnemonic(KeyEvent.VK_A);
 help.add(it6);
 it7 = new JMenuItem("CONTENTS");
 it7.setMnemonic(KeyEvent.VK_N);
 help.add(it7);
 it8 = new JMenuItem("INDEX");
 it8.setMnemonic(KeyEvent.VK_I);
 help.add(it8);
 it6.addActionListener(this);
 it7.addActionListener(this);
 it8.addActionListener(this);
 JMenu exit=new JMenu("EXIT");
 exit.setMnemonic(KeyEvent.VK_X);
 it9 = new JMenuItem( "EXIT ");
 it9.setMnemonic(KeyEvent.VK_T);
 exit.add(it9);
 it9.addActionListener(new ActionListener() {
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public void actionPerformed (ActionEvent e) {
 System.exit(0); } });
 bar.add(data);
 bar.add(utilities);
 bar.add(help);
 bar.add(exit);
 f.setVisible(true);
 System.out.println("in end of if1");
 }//if1
 }//action Performed Of Connect
 if(ae.getSource()==it1)
 {
 crc x=new crc();
 repaint();
 }
 else if(ae.getSource()==it2)
 {
 embed x=new embed();
 repaint();
 }
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else if(ae.getSource()==it3)
 {
 dembed x=new dembed();
 repaint();
 }
 else if(ae.getSource()==it4)
 {
 compress x=new compress();
 repaint();
 }
 else if(ae.getSource()==it5)
 {
 decompress x=new decompress();
 repaint();
 }
 else if(ae.getSource()==it6)
 { about();
 }
 else if(ae.getSource()==it7)
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{
 tables x=new tables();
 repaint();
 }
 else if(ae.getSource()==it8)
 {
 index x=new index();
 repaint();
 }
 else if(ae.getSource()==it11)
 {
 enc e=new enc();
 repaint();
 }
 else if(ae.getSource()==it12)
 {
 dec d=new dec();
 repaint();
 }
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else if(ae.getSource()==it10)
 {
 sen d=new sen();
 repaint();
 }
 }//actionperformed
 void about()
 {
 JFrame f1=new JFrame();
 final JDialog dialog = new JDialog (f1, "About...", true);
 dialog.addWindowListener(new WindowAdapter() {
 public void windowClosing(WindowEvent e) {dialog.dispose();} });
 Container cp=getContentPane();
 JLabel lab1 = new JLabel ("DIGITAL STEGANOGRAPHY", JLabel.CENTER);
 lab1.setFont(new Font("TimesRoman", Font.BOLD+Font.ITALIC,16));
 lab1.setForeground(Color.darkGray);
 JLabel lab2 = new JLabel ("Version 1.0", JLabel.CENTER);
 JLabel lab3 = new JLabel ("Copyright(c) 2008-2009 by", JLabel.CENTER);
 JLabel lab4 = new JLabel ("TEEM TECHNOLOGIES. Hyd.", JLabel.CENTER);
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dialog.getContentPane().setLayout(new GridLayout(5,1,0,0));
 dialog.getContentPane().add (lab1);
 dialog.getContentPane().add (lab2);
 dialog.getContentPane().add (lab3);
 dialog.getContentPane().add (lab4);
 JButton butt = new JButton("Close");
 JPanel p=new JPanel();
 p.add(butt);
 dialog.getContentPane().add(p);
 butt.addActionListener (new ActionListener () {
 public void actionPerformed(ActionEvent e) {
 dialog.setVisible(false);
 dialog.dispose();
 } });
 dialog.setBounds(190,170,390,370);
 dialog.setVisible(true);
 }//abt
 public boolean login()
 {
 boolean match=false;
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String x=log.getText();
 String y=pass.getText();
 try{
 Class.forName("sun.jdbc.odbc.JdbcOdbcDriver");
 /*Connection con=DriverManager.getConnection("jdbc:odbc:steg");*/
 Connection con= DriverManager.getConnection
 ("jdbc:odbc:steg","deepu","deepu");
 JOptionPane.showMessageDialog(null,"Database connected
 successfully","Message", JOptionPane.INFORMATION_MESSAGE);
 Statement st=con.createStatement();
 ResultSet rs=st.executeQuery("SELECT * FROM USERS");
 while(rs.next())
 {
 String p=rs.getString(1);
 String q=rs.getString(2);
 if(p.equalsIgnoreCase(x)&&q.equalsIgnoreCase(y))
 {
 System.out.println("in if of while : "+p+" "+q);
 JOptionPane.showMessageDialog(null,"Login
 matchfound","Message",
 JOptionPane.INFORMATION_MESSAGE);
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hide();
 match=true;
 return match;
 }//if
 else if(p==null||q==nul)
 {
 JOptionPane.showMessageDialog(null, "Insufficient
 data","Message", JOptionPane.INFORMATION_MESSAGE);
 }//else
 }//while
 if(match==false)
 JOptionPane.showMessageDialog(null,"Login mismatch","Message",
 JOptionPane.INFORMATION_MESSAGE);
 }//try
 catch(SQLException ecx){
 JOptionPane.showMessageDialog(menu.this,"Error","Unable to
 connect", JOptionPane.INFORMATION_MESSAGE);
 }
 catch(ClassNotFoundException cnfd){
 cnfd.printStackTrace();
 JOptionPane.showMessageDialog(menu.this,"Error","Unable to install
 Driver",JOptionPane.INFORMATION_MESSAGE);
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}
 return false;
 }//login
 public class Login extends JFrame
 {
 JLabel login,passwrd,lab,lab1,l1,l2,elab,elab1;
 JPanel p,p2,p1;
 JButton cont;
 Login()
 {
 System.out.println("In Login cons");
 Container c=getContentPane();
 c.setLayout(new BorderLayout());
 Icon ic1=new ImageIcon("dbs.jpg");
 Icon ic=new ImageIcon("eula.jpg");
 lab=new JLabel(ic);
 lab1=new JLabel("DIGITAL STEGANOGRAPHY",SwingConstants.CENTER);
 lab1.setFont(new Font("Courier", Font.BOLD+Font.ITALIC,35));
 lab1.setForeground(Color.darkGray);
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lab1.setSize(800,60);
 Dimension d=new Dimension(100,30);
 elab1=new JLabel(" ");
 elab=new JLabel(" ");
 l2=new JLabel(" ");
 l1=new JLabel(" ");
 p1=new JPanel();
 p1.setBackground(Color.cyan);
 p1.setLayout(new BorderLayout());
 p1.add(l2,BorderLayout.NORTH);
 p1.add(l1,BorderLayout.CENTER);
 p1.add(lab1,BorderLayout.NORTH);
 cont=new JButton("Connect");
 cont.setMnemonic('C');
 login=new JLabel(" Login :");
 passwrd=new JLabel(" Password :");
 log=new JTextField();
 pass=new JPasswordField();
 log.setPreferredSize(d);
 pass.setPreferredSize(d);
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log.setFont(new Font("Dialog",Font.PLAIN,15));
 menu m=new menu();
 m.initTextPass(log,pass);
 cont.addActionListener(m);
 GridBagLayout grid=new GridBagLayout();
 GridBagConstraints con=new GridBagConstraints();
 p=new JPanel();
 p.setLayout(grid);
 p.setBackground(Color.cyan);
 con.weightx=1.0;
 con.weighty=0.0;
 con.anchor=GridBagConstraints.CENTER;
 con.fill=GridBagConstraints.NONE;
 con.gridwidth=GridBagConstraints.REMAINDER;
 p.add(login);
 grid.setConstraints(log,con);
 p.add(log);
 grid.setConstraints(elab1,con);
 p.add(elab1);
 p.add(passwrd);
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grid.setConstraints(pass,con);
 p.add(pass);
 c.setBackground(Color.cyan);
 grid.setConstraints(elab,con);
 p.add(elab);
 grid.setConstraints(cont,con);
 p.add(cont);
 c.add(lab,BorderLayout.WEST);
 c.add(p,BorderLayout.CENTER);
 c.add(p1,BorderLayout.NORTH);
 setSize(800,800);
 setVisible(true);
 }//Login
 }//IN CLASS LOGIN
 public static void main(String s[])
 {
 menu m=new menu();
 m.callLogin();
 } }//menuClass
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