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ABSTRACT
 Steganography is the field of hiding messages in apparently innocuous media (e.g. images), and
 steganalysis is the field of detecting these covert messages. Almost all steganalysis consists of
 hand-crafted tests or human visual inspection to detect whether a file contains a message hidden
 by a specific steganography algorithm. These approaches are very fragile – trivial changes in a
 steganography algorithm will often render a steganalysis approach useless, and human inspection
 does not scale.
 We propose a machine learning (ML) approach to steganalysis. First, a media file is
 represented as a canvas – the available space within the file to hide a message. Those features
 that can distinguish clean from stego-bearing files are then selected. We use ML algorithms to
 distinguish clean and stego-bearing files. The results reported here show that ML algorithms
 work in both content- and compression-based image formats, outperforming at least one current
 hand crafted steganalysis technique in the latter.
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Our current work can detect previously seen (trained on) steganography techniques, and
 we discuss extensions that we believe will be able to detect steganography using more
 sophisticated algorithms, as well as the use of previously unseen steganography algorithms.
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CHAPTER -1
 INTRODUCTION
 In the current trends of the world, the technologies have advanced so much that most of the
 individuals prefer using the internet as the primary medium to transfer data from one end to
 another across the world. There are many possible ways to transmit data using the internet: via e-
 mails, chats, etc. The data transition is made very simple, fast and accurate using the internet.
 However, one of the main problems with sending data over the internet is the „security threat‟ it
 poses i.e. the personal or confidential data can be stolen or hacked in many ways. Therefore it
 becomes very important to take data security into consideration, as it is one of the most essential
 factors that need attention during the process of data transferring.
 Data security basically means protection of data from unauthorized users or hackers and
 providing high security to prevent data modification. This area of data security has gained more
 attention over the recent period of time due to the massive increase in data transfer rate over the
 internet.
 In order to improve the security features in data transfers over the internet, many techniques
 have been developed like: Cryptography, Steganography and digital watermarking. While
 Cryptography is a method to conceal information by encrypting it to „cipher texts‟ and
 transmitting it to the intended receiver using an unknown key, Steganography provides further
 security by hiding the cipher text into a seemingly invisible image or other formats
 .
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According to Johnson, “Steganography is the art of hiding and transmitting data
 through apparently innocuous carriers to conceal the existence of data”. The level of
 visibility is decreased using many hiding techniques in „Image Modeling‟ like LSB
 „Manipulation‟, „Masking and filtering‟. These techniques are performed by different
 steganographic algorithms like F5, LSB, JSteg etc. and the act of detecting the information
 hidden through these algorithms is called „Steganalysis‟. “Cryptography” is the art of science
 used to achieve security by encoding the data to transform them into non readable formats so that
 unauthorized users cannot gain access to it. The encoded text is known as „Cipher text‟ and this
 technique is known as encryption and this process is reversed with authorized access using the
 decryption technique, in which the encoded data is decoded into readable format.
 “Digital watermarking” is described as one of the possibilities to close the gap between
 copyright issues and digital distribution of data. It is mainly based on Steganographic techniques
 and enables useful safety mechanisms. It acts as a very good medium for copyright issues as it
 embeds a symbol or a logo in the form of a watermark, which cannot be altered manually.
 1.1 PROBLEM STATEMENT :
 The aim of the project is to encrypt the data i.e., hide the data over an image using different
 steganographic algorithms and to compare those algorithms in the context of speed, quality
 of concealing and the use of watermarks and to describe their functionality in data security.
 1.2 OBJECTIVES OF THE STUDY :
 In my project I primarily concentrated on the data security issues when sending the data over the
 network using steganographic techniques. The main objectives of the project are overview of
 different steganographic algorithms and comparing them in means of speed and quality of
 hiding.
 Testing the efficiency and accuracy of hiding the data through algorithms using different
 software.

Page 11
                        

1.3 RESEARCH METHOD:
 In this project, we use a method of encrypting the text and audio files in an image file in order to
 test the accuracy and efficiency of encryption. This process helps to send the information to the
 authorized party without any potential risk. The proposed method will help to secure the content
 with in the image and encryption of audio file with in the image will help to make the document
 much securer because even though if the unauthorized person succeeds in being able to hack the
 image, the person will not able to read the message as well as acquire the information in the
 audio file.
 In this research, we will compare three steganographic algorithms in order to compare the hiding
 capacity and efficiency of hiding the message with in an image. Whenever the audio or data is
 encrypted using steganographic algorithms with in image, neither the audio/data nor the image it
 is embedded in should lose its originality. Hence, we compare the different algorithms used for
 steganography for the various hiding techniques and formats and analyze the results obtained.
 The process consists of providing security for the data to be transmitted through network –
 Using steganography
 Using digital watermarking techniques
 Implementing different steganographic algorithms
 Comparing different steganographic algorithms in means of speed, accuracy and quality
 of hiding.
 Proposing an approach for hiding the data within an image using a steganographic
 algorithm which provides better accuracy and quality of hiding.
 The .NET software is used to extensively analyze the functions of the LSB algorithm in
 steganography. Texts and other file formats are encrypted and embedded into an image file
 which is then transferred to the destination. The file’s changes in resolution due to the pixels lost
 are analyzed for suggesting the optimal method for the technique.
 1.4 SCOPE OF THE PROJECT:
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The scope of the project is to limit unauthorized access and provide better security during
 message transmission. To meet the requirements, we use the simple and basic approach of
 steganography and digital watermarking. In this project, the proposed approach finds the suitable
 algorithm for embedding the data in an image using steganography which provides the better
 security pattern for sending messages through a network.
 For practically implementing the function of the discussed algorithms, Microsoft .NET
 framework is used. Although the Microsoft .NET is not particularly known for its top security
 functionalities.
 1.6 SEQUENTIAL AND PARREL ACTIVITIES
 An essential concept behind project planning (and Critical Path Analysis) is that some activities
 are dependent on other activities being completed first. As a shallow example, it is not a good
 idea to start building a bridge before you have designed it. These dependent activities need to be
 completed in a sequence, with each stage being more-or-less completed before the next activity
 can begin. We can call dependent activities 'sequential' or 'linear'.
 Other activities are not dependent on completion of any other tasks. These may be done at
 any time before or after a particular stage is reached. These are nondependent or 'parallel' tasks.
 1.7 PERSPECTIVE TOWARDS THE PROJECT
 Steganography is used to have a level of privacy while doing data communication with others.
 We have already discussed several methods related with that. But only the concealment of data
 may not give the best result always. So, some extra level of security along with the privacy has to
 be incorporated. Steganography, especially combined with cryptography, is a powerful tool
 which enables people to communicate without possible eavesdroppers even knowing there is a
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form of communication in the first place.
 The methods used in the science of steganography have advanced a lot over the past
 centuries, especially with the rise of the computer era. Although the techniques are still not used
 very often, the possibilities are endless. Again the concept of Dual Steganography i.e., first
 application of steganography in between the embedding object and the cover object and then
 again apply the same method with the help of other object, can be developed to obtain a new
 definition of security. Concept of object self encryption technique before the application of
 steganography to hide that inside a cover can also be developed to achieve a level of security.
 1.8 SUMMARY
 Steganography‟ and „Cryptography‟ are closely related constructs. The hidden or embedded
 image, audio or a video files act as carriers to send the private messages to the destination
 without any security breach. Steganography techniques can be implemented on various file
 formats such as audio („.mp3‟, „.wmv.‟, etc.), video („.mpeg‟, „.dat‟, etc.) and images („.jpeg‟,
 „.bmp‟, etc.). However, the images are the most preferred file format for this technique. At
 present, there are a lot of algorithms that help in executing the steganography software. This
 technique has also found big use in the notorious hands of terrorists and the September 2001
 Twin tower attacks of the USA are predominantly associated with the communications using
 steganography. The Steganalysis aims at discovering and decrypting the suspected data
 transferred with the use of the available algorithms.
 CHAPTER 2
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SOFTWARE REQUIREMENT SPECIFICATION
 2.1 INTRODUCTION
 Steganography concentrates on concealing the very existence of such messages from detection.
 The term steganography is adapted from the Greek word steganographia, meaning “covered
 writing”. With the invention of digital audio and images files this has taken on a whole new
 meaning; creating new methods for performing “reversible data hiding” as it is often dubbed.
 This has many possible applications including the copyright watermarking of audio, video and
 still image data. In digital media, steganography is mainly oriented around the undetectable
 transmission of one form of information within another.
 In order for a data hiding technique to be successful it must adhere to two rules: The
 embedded data must be undetectable within its carrier medium (the audio or image file used).
 The carrier should display no properties that flag it as suspicious; whether it be to the human
 visual/auditory system or in increased file size for the carrier file. The embedded data must
 maintain its integrity within the carrier and should be easily removable, under the right
 circumstances, by the receiving party.
 2.2 SCOPE
 The aim of this project is firstly to look at reversible data hiding methods used in files and their
 potential uses.
 Secondly, one of the methods researched is to be implemented as “proof-of-concept” software
 that allows the user to see the practical use of steganography first hand. It is hoped that other
 students can use the information provided to further develop this project in the future.
 2.3 TECHNOLOGY TO BE USED

Page 15
                        

C#(pronounced C-Sharp)
 2.4 OVERVIEW
 Overall Description: This part of the document contains information about requirements,
 components of system. Their interconnection, external interfaces, etc. this section is of great
 concern for customer or end user Specific Requirement: This section of the document
 elaborates details about the functions of users and actors, their role in the system,
 constrains. This section must be referred by the developers.
 Minimum Hardware requirements are
 Project Name STEGANOGRAPHY
 Operating system Windows XP or Higher
 Processor Pentium III or Higher
 Memory 128 MB
 Ethernet adapter/LAN 1
 Hard disk 10 GB
 CD drive 1
 Table: 2.4: Hardware Interface
 2.4.1. SOFTWARE INTERFACE
 Operating System: Windows Operating System
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2.4.2. COMMUNICATION INTERFACE
 The overall software system is built in C# and requires protocols to communicate. The
 Steganography is by default uses socket port no. 88. The system will have communicating users
 interfaces developed in ADO.Net.
 2.5 .METHODOLOGY ADOPTED
 2.5.1 SOFTWARE METHODOLOGY
 It is widely accepted that for software projects to succeed a methodology of some kind must be
 applied to create specific, measurable attainment targets and evaluation criteria for the end
 product.
 Software engineers use such methodologies to fulfill four main goals:
 To accurately record a system’s requirements.
 To create a systematic approach to development.
 To provide a solution within a finite time limit and for a finite cost.
 To allow changes to the project during development.
 Traditional methods such as Functional Decomposition, Structured Systems Analysis and Design
 Methodology (SSADM) and System Development Life Cycle (SDLC) have in recent years been
 acknowledged to lead to failure the majority of the time on large projects. Moreover, it has been
 shown that the probability of failure is proportional to the size of the project. Complex
 applications of around 100,000 function points (equivalent to Microsoft Office for instance) were
 shown to have an 80% chance of termination. With traditional methodologies being dubbed
 “heavy weight”, mainly due to the amount of bureaucracy surrounding them, the last five years
 especially have shown a shift of focus to “lightweight” or more agile methodologies.
 2.6 DESIGN PROCESS
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User, task & environment analysis
 Interface designImplemantation
 Interface validation
 Fig 2.6: Design process
 The overall process for designing a user interface begins with the creation of different models of
 system function. The human-and computer-oriented tasks are required to achieve system
 functions are then delineated; design issue that apply to all interface designs are considered; tools
 are used to prototype and ultimately the design model; and the result is evaluated for quality.
 The design process for user interfaces is iterative and can be represented using a spiral model.
 The user interface design process encompasses four distinct framework activities.
 User, task, and environment analysis and modeling
 Interface design
 Interface construction
 Interface validation
 The spiral implies that each of these tasks will occur more than once, with each pass around the
 spiral representing additional elaboration of requirements and the resultant design. In the most
 cases, the implementation activity involves prototyping- the only practical way to validate what
 has been designed.
 ANALYSIS
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This phase aims to gain knowledge about the requirements the software has to satisfy.
 As we were developing the software ourselves and no other person (client) was involved we had
 to understand the requirements ourselves.
 USER ANALYSIS
 This software can be used in the field where secure information is transmitted over the
 communication medium like military, space research field etc. Our project is primarily meant is
 to provide the security of information from eaves-dropping, so we had to satisfy these
 requirements under various computer threats. The requirements that we found out were.
 The software must efficient to produce undetectable stego object output.
 The software must run well on computers with too little memory to run the traditional
 graphical environment.
 Finally the software must be easily extensible i.e. any programmer can create his own
 applications using our software.
 INTERFACE DESIGNS
 It should be easier to navigate to the user but user doesn’t aware of the underlying architecture of
 the project.
 INTERFACE VALIDATION
 Password is provided to every encryption process. Encrypted file is password protective so
 without knowing the appropriate password nobody can’t retrieve the file.
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2.7 PROGRAMMING ENVIRONMENT ANALYSIS
 C# (pronounced C-Sharp) is no doubt the language of choice in the .Net environment. It is a
 whole new language free of the backward compatibility curse with a whole bunch of new,
 exciting and promising features. It is an Object Oriented Programming language and has at its
 core, many similarities to Java, C++ and VB .In fact, C# combines the power and efficiency of
 C++, the simple and clean OO design of Java and the language simplification of Visual Basic.
 Like Java, C# also does not allow multiple inheritance or the use of pointers (in safe/managed
 code), but does provide garbage memory collection at runtime, type and memory access
 checking. However, contrary to JAVA, directives, pointers (in unmanaged/un-safe code),
 function pointers (in the form of delegates) and promise to have template support in the next
 versions. Like VB, it also supports the concepts of properties(context sensitive fields).In addition
 to this ,C# comes up with some new and exciting features such as reflections, attributes,
 marshalling emoting , threads, streams, data access with ADO.Net and more.
 2.8 FEASIBILITY ANALYSIS
 Feasibility study is a test of a system proposal according to its workability, impact on the
 organization, ability to meet user needs & effective use of resources. It must answer three key
 questions:
 Is there a new & better way to do the job that will benefit the user?
 What are the costs & savings of the alternatives?
 What is recommended?

Page 20
                        

Three key considerations are involved in the feasibility analysis:
 2.8.1 ECONOMIC FEASIBILITY
 It is the most frequently used method for evaluating the effectiveness of a candidate system.
 More commonly known as cost benefit analysis, the procedure is to determine the benefits
 &savings that are expected from a candidate system & compare them with costs. If benefits
 outweigh costs, then the decision is made to design & implement the system. Otherwise, further
 justification or alterations in the proposed system will have to be made if it is to have a chance of
 being approved.
 Assumptions:-
 Our team member every day works in 3 hour.
 1 hour cost is INR 50/person
 Our project time duration is 5 months.
 Average USD cost is a INR 50/dollar
 Software used Microsoft Visual Studio cost = 5500
 Indirect Cost:-
 One month cost per person = 150*30 = 4500
 Three person monthly cost = 4500*3 = 13500
 We are doing work in 10 month than person cost = 10*13500
 =Rs 135000
 Total Cost=Direct Cost + Indirect Cost
 Direct Cost=Total Hardware Cost + Total Software Cost
 Direct Cost=nil + 5500 = 5500

Page 21
                        

Total Cost= 5500 + 135000 = Rs 140,500.
 2.8.2 TECHNICAL FEASIBILITY
 It centers around the existing computer system(hardware, software, etc.) & to what extent it can
 support the proposed addition. This involves financial considerations to accommodate technical
 enhancements.
 2.8.3 OPERATIONAL FEASIBILITY
 People are inherently resistant to change, & computers have been known to facilitate change. An
 estimate should be made of how strong a reaction the user staff is likely to have toward the
 development of a computerized system. As many project has been made considering all the
 above mentioned keys questions & performing all three feasibility analysis, the project can be
 said to be feasible.
 Steps in feasibility analysis
 Feasibility analysis involves eight steps:
 Form a project team and appoint a project leader.
 Prepare a system flowchart.
 Enumerate potential candidate system.
 Describe and identify characteristics of candidate system.
 Determine and evaluate performance and cost effectiveness of each candidate system.
 Weight system performance and cost data.
 Select the best candidate system.
 Prepare and report final project directive to management
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2.9 SOFTWARE SYSTEM ATTRIBUTES
 Secure
 A network eavesdropper should not be able to obtain the necessary
 information to impersonate a user. More generally, Steganography should be
 strong enough that a potential opponent does not find it to be the weak link.
 Reliable
 For all services that rely on Steganography for access control, lack of
 availability of Steganography service means lack of availability of the
 supported services.
 Transparent
 Ideally, the user should not be aware that authentication is taking place beyond
 the requirement to enter a password.
 Scalable
 The system should be capable of supporting large number of client and servers.
 This suggests modular, distributed architecture.
 2.10 SUMMARY
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In this day and age the majority of the world communicates using computer based systems. The
 need for efficient and effective methods to protect transmitted information is at an all time high.
 Business across the globe are sending vital information using these computer based systems and
 in an effort to ensure the safety and security of this information more and more are turning to
 steganography. Steganography involves hiding information in files in such a way that its
 presence is not easily detected. Software methodology spiral is used for the user convention,
 however it consist long process but make ensures the approach will be fulfilled about project..
 Feasibility study comprises Economic feasibility: The cost of conducting a full system, including
 software and hardware cost for the class of application being considered should be evaluated.
 Technical Feasibility: It deals with the hardware as well as software requirements.
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CHAPTER 3
 LITERATURE REVIEW
 3.1 INFORMATION SECURITY
 In general, security denotes “the quality or state of being secure to be free from danger” .Security
 is classified into different layers depending on the type of content intended to be secured:
 Physical security: Defines the required issues that are needed to protect the physical data or
 operation of the chain of activities.
 Communication’s security: The communication’s security encompasses the security issues
 regarding the organization’s communication media, technology and content.
 Network security: The network security is responsible for safeguarding the information
 regarding the „networking components‟, „connections‟ and contents.
 Information security: Information security is the protection of information and the systems and
 hardware that use, store, and transmit that information. Information security can be defined as
 measures adopted to prevent the unauthorized use or modification of use of data or capabilities.
 The critical characteristics of information are
 Availability
 Accuracy
 Authenticity
 Confidentiality
 Integrity
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Availability: prevention of unauthorized disclosure of information. It enables users who need
 access the information to do so without any interference or obstruction and to receive it in the
 required format. The availability of information requires the verification of the user as one with
 authorized access to information.
 In other words the availability can be defined as “Ensuring timely and reliable access to
 make use of information. A loss of availability is the disruption of access to or use of information
 or an information system”.
 Accuracy: The information is deemed accurate if it does not contain any mistakes / errors and
 possesses the value that end user expects. If the information holds a value different from that of
 the end user’s expectations because of intentional or unintentional modifications of its content it
 becomes no longer accurate.
 Authenticity: Authenticity refers to the quality or state of being genuine or original. It should
 not be a reproduction or fabrication of any previously known data. The Information is considered
 authentic when it is originally created, placed, stored or transferred. In general, authenticity is
 ensuring that all the data remains in its original state by stopping any ways of the unauthorized
 modification of information.
 Confidentiality: “The confidentiality is the quality or state of preventing disclosure or exposure
 to unauthorized individuals or system”. Confidentiality is basically privacy and secrecy which
 means protection of personal data or that of data belonging to an organization. Confidentiality of
 information ensures that only those with the rights and privileges access a particular set of
 information and prevent from unauthorized access.
 Integrity: It is the prevention of unauthenticated modification of data. “The quality or state of
 being whole, complete and uncorrupted is the integrity of information”. The integrity of any data
 is lost when it is subjected to corruption, damage (external / internal), and destructionoroother
 disruption of its authentic state by intended or unintended sources.
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3.2 SECURITY ATTACKS
 The data is transmitted from source to destination which is known as its normal flow as shown in
 the figure. But the hackers might hack the network in order to access or modify the original data.
 These types of attacks are formally known as security attacks
 Fig 3.2: Data Transmission
 A hacker can disrupt this normal flow by implementing the different types of techniques over the
 data and network in following ways. They are:
 Interruption
 Interception
 Modification
 Fabrication
 Interruption
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Interruption is an attack by which the hackers can interrupt the data before reaching the
 destination. This type of attack shows the effect on availability and usually destroys the system
 asset and makes the data unavailable or useless.
 Fig 3.3: Interruption
 Interception
 Interception is one of the well known attacks. When the network is shared that is through a local
 area network is connected to Wireless LAN or Ethernet it can receive a copy of packets intended
 for other device. On the internet, the determined hacker can gain access to email traffic and other
 data transfers. This type of attack shows the effect on confidentiality of data.
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Fig 3.4: Interception
 Modification
 This refers to altering or replacing of valid data that is needed to send to destination. This type of
 attacks is done usually by unauthorized access through tampering the data. It shows effect on the
 integrity of the data.
 Fig 3.5 Modification
 Fabrication
 In this type, the unauthorized user places data without the interface of source code. The hacker or
 unauthorized person inserts the unauthorized objects by adding records to the file, insertion of
 spam messages etc. This type of attack affects on the Authenticity of message.
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Fig: 3.6Fabrication
 There are many types of security attacks that will try to modify the original data.
 Prevention
 Detection
 Response
 Recovery
 Prevention: The security attacks can be prevented by using an encryption algorithm to restrict
 any unauthorized access to the encryption keys. Then the attacks on confidentiality of the
 transmitted data will be prevented.
 Detection: Using the intrusion detection systems for detection of unauthorized individuals
 logged onto a system and making the resources available to legitimate users.
 Response: Whenever the unauthorized attacks happen in the system, the security mechanisms can detect
 the process and the system can respond to make the data unavailable.
 Recovery: Recovery is the final approach if an attacker modifies the data or makes the data
 unavailable. The data can then be recovered by using backup systems, so that the integrity of the
 data shall not be compromised.
 There are different types of approaches for preventing the security attacks. The useful
 approaches are Cryptology and Steganography.
 3.3 STEGANOGRAPHY
 Steganography in Greek means „covered writing‟. Steganography is the process of hiding the
 one information into other sources of information like text, image or audio file, so that it is not
 visible to the natural view. There are varieties of steganographic techniques available to hide the
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data depending upon the carriers we use.
 Steganography and cryptography both are used for the purpose of sending the data securely.
 The same approach is followed in Steganography as in cryptography like encryption, decryption
 and secret key. In steganography the message is kept secret without any changes but in
 cryptography the original content of the message is differed in different stages like encryption
 and decryption. The main file formats that are used for steganography are Text, images, audio,
 video, protocol.
 The different types of steganographic techniques that is available are :
 Pure steganography
 Public key steganography
 Secret key steganography
 Pure steganography
 Pure steganography is the process of embedding the data into the object without using
 any private keys. This type of steganography entirely depends upon the secrecy. This
 type of steganography uses a cover image in which data is to be embedded, personal
 information to be transmitted, and encryption decryption algorithms to embed the
 message into image. This type of steganography cant provide the better security because
 it is easy for extracting the message if the unauthorized person knows the embedding
 method. It has one advantage that it reduces the difficulty in key sharing.
 Secret key steganography
 Secret key steganography is another process of steganography which uses the same
 procedure other than using secure keys. It uses the individual key for embedding the data
 into the object which is similar to symmetric key. For decryption it uses the same key
 which is used for encryption. This type of steganography provides better security
 compared to pure steganography. The main problem of using this type of steganographic
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system is sharing the secret key. If the attacker knows the key it will be easier to decrypt
 and access original information
 Public key steganography
 Public key steganography uses two types of keys: one for encryption and another for decryption.
 The key used for encryption is a private key and for decryption, it is a „public key‟ and is stored
 in a public database. For encryption and decryption of text messages.
 3.4 SUMMARY
 The main objective of Steganography is to propose the method and critically discuss the
 properties which help to transmit the data or information over a network without any
 modifications. Personal security: It is defined as the security of the individuals who are officially
 authorized to access information about the company and its operations. Operational security: It
 mainly relies on the protection of the information of a particular. Steganography supports
 different types of digital formats that are used for hiding the data. These files are known as
 carriers. Depending upon the redundancy of the object the suitable formats are used. The
 techniques which are used for Steganography are different types but aim of all is same to provide
 security.
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CHAPTER 4
 DESIGN DOCUMENTATION
 The data hiding patterns using the steganographic technique in this project can be explained
 using this simple block diagram. The block diagram for steganographic technique is as follows
 Fig 4.0: Block Diagram for Steganography
 As mentioned in the above block diagram, the data hiding and the data extracting will be done in
 three phases.
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Encryption phase
 Transmission phase
 Decryption phase
 4.1 ENCRYPTION PHASE
 The „Encryption phase‟ uses two types of files for encryption purpose. One is the secret
 file which is to be transmitted securely, and the other is a carrier file such as image. In
 the encryption phase the data is embedded into the image using „Least Significant Bit
 algorithm‟ (LSB) by which the least significant bits of the secret document are arranged
 with the bits of carrier file such as image. The message bits will merge with the bits of
 carrier file. In this procedure LSB algorithm helps for securing the originality of image.
 4.2 TRANSMISSION PHASE
 The transmission phase is one of the important sections for sending the data to
 destination securely. The encryption section generates the cover image in which the data
 is embedded or hidden. This image is secured using the secret key. Usually we use e-
 mail or web for transferring the data. If the person hacks the e-mail or web and obtains
 the image, the secret key helps from unauthorized modification.
 4.3 DECRYPTION PHASE
 The decryption phase is reverse to encryption phase .In decryption phase ,the carrier
 image in which the data is hided is given as input file. The decryption phase uses the sane
 password which was given for the encryption and decryption in order to source from un
 authorized access. After giving the correct password the decryption section uses the Least
 Significant bit Algorithm (LSB) by which the encoded bits in the image is decoded and turns to
 its original state and gives the output as a text document as well as image.
 4.4 GANTT CHART
 Gantt Charts
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Planning and scheduling more complex projects
 Gantt Charts (Gant Charts) are useful tools for analyzing and planning more complex projects.
 They:
 • Help you to plan out the tasks that need to be completed
 • Give you a basis for scheduling when these tasks will be carried out
 • Allow you to plan the allocation of resources needed to complete the project, and
 • Help you to work out the critical path for a project where you must complete it by a
 particular date.
 When a project is under way, Gantt Charts help you to monitor whether the project is on
 schedule. If it is not, it allows you to pinpoint the remedial action necessary to put it back on
 schedule.
 Sequential and parallel activities:
 An essential concept behind project planning (and Critical Path Analysis) is that some activities
 are dependent on other activities being completed first. As a shallow example, it is not a good
 idea to start building a bridge before you have designed it!
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These dependent activities need to be completed in a sequence, with each stage being more-or-
 less completed before the next activity can begin. We can call dependent activities 'sequential' or
 'linear'.
 Other activities are not dependent on completion of any other tasks. These may be done at any
 time before or after a particular stage is reached. These are nondependent or 'parallel' tasks.
 Drawing a Gantt chart
 To draw up a Gantt diagram (Gant diagram), follow these steps:
 Step 1. List all activities in the plan
 For each task, show the earliest start date, estimated length of time it will take, and whether it is
 parallel or sequential. If tasks are sequential, show which stages they depend on.
 You will end up with a task list like the one in figure 1. This example shows the task list for a
 custom-written computer project. We will use this same example for both this section and the
 section on Critical Pat Analysis and PERT . This will allow you to compare the results of the two
 approaches.
 Figure 1. Gantt chart Example: Planning a custom-written computer project
 Task Earliest
 start
 Length Type
 A. High level analysis Semester
 7th
 1 week Sequential
 C. Installation and
 commissioning of all required
 Software Development Kits
 Sem 7th 1-2 Days Sequential
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D. Detailed analysis of core
 modules
 Sem 7th 2 weeks
 E. Detailed analysis of
 supporting modules
 Sem 7th 2 weeks
 F. Programming of core
 modules in Visual C #
 Sem 7th 2 weeks
 H. Programming of
 supporting modules for User
 Interface in .NET Framework
 Sem 8th 2 weeks Sequential
 I. Testing and Finalizing the
 Software Development
 Phase
 Sem 8th 1 week Sequential
 Step 2. Set up your Gantt chart
 Head up graph paper with the days or weeks through to task completion.
 Step 3. Plot the tasks onto the graph paper
 Next draw up a rough draft of the Gantt chart. Plot each task on the graph paper, showing it
 starting on the earliest possible date. Draw it as a bar, with the length of the bar being the length
 of the task. Above the task bars, mark the time taken to complete them. Schedule them in such a
 way that sequential actions are carried out in the required sequence. Ensure that dependent
 activities do not start until the activities they depend on have been completed.
 By drawing this example Gantt chart, you can see that:
 • If all goes well, the project can be completed in 15 weeks.
 • If you want to complete the task as rapidly as possible, you need:
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• 1 analyst for the first 5 weeks.
 • 1 programmer for 5 weeks starting week 4.
 • 1 programmer/QA expert for 3 weeks starting week 6. Note: Activities L and M
 have been moved back a week. This does not affect the critical path, but it does
 mean that a single programming/QA resource can carry out all three of activities
 K, L and M.
 • Analysis, development and testing of supporting modules are are essential activities that
 must be completed on time.
 • Hardware installation and commissioning is not time-critical as long as it is completed
 before the Core Module Training starts.
 While this section describes how to draw a Gantt Chart manually, in practice project managers
 use software tools like IBM Rational Rose v7.0.1 to create Gantt Charts. Not only do these ease
 the drawing of Gantt Charts, they also make modification of plans easier and provide facilities
 for monitoring progress against plans, as well as generating resource histograms.
 Key Points:
 Gantt charts are useful tools for planning and scheduling projects. They allow you to assess how
 long a project should take, determine the resources needed, and lay out the order in which tasks
 need to be carried out. They are useful in managing the dependencies between tasks.
 When a project is under way, Gantt charts are useful for monitoring its progress. You can
 immediately see what should have been achieved at a point in time, and can therefore take
 remedial action to bring the project back on course. This can be essential for the successful and
 profitable implementation of the project.
 4.5 DATA FLOW DIAGRAM
 The general notations for constructing a block diagram in this project are
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Fig 4.5: Data Flow Process
 Process
 Data store
 Source
 PROCESS
 Process defines the source from where the output is generated for the specified input. It states the
 actions performed on data such that they are transformed, stored or distributed.
 DATA STORE
 It is the place or physical location where the data is stored after extraction from the data source.
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4.5.1 DATA FLOW DIAGRAM LEVEL 0
 DFD level 0‟ is the highest level view of the system, contains only one process which represents
 whole function of the system. It doesn’t contain any data stores and the data is stored with in the
 process.
 Fig 4.5.1 DFD LEVEL0
 4.5.2 DATA FLOW DIAGRAM LEVEL 1
 For constructing „DFD level 1‟, we need to identify and draw the process that make the level 0
 process. In the project for transferring the personal data from source to destination, the personal
 data is first encrypted and processed and latter decrypted.
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Fig 4.5.2 DFD LEVEL 1
 4.5.3 DATA FLOW DIAGRAM LEVEL 2
 The image and the text document are given to the encryption phase. The encryption algorithm is
 used for embedding the data into the image. The resultant image acting as a carrier image is
 transmitted to the decryption phase using the transmission medium
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Fig 4.5.3 DFD LEVEL 2
 4.6 SUMMARY
 Data flow diagrams are the basic building blocks that define the flow of data in a system to the
 particular destination and difference in the flow when any transformation happens. It makes
 whole procedure like a good document and makes simpler and easy to understand for both
 programmers and non-programmers by dividing into the sub process. The data flow diagrams are
 the simple blocks that reveal the relationship between various components of the system and
 provide high level overview, boundaries of particular system as well as provide detailed
 overview of system elements. The data flow diagrams start from source and ends at the
 destination level i.e., it decomposes from high level to lower levels. The important things to
 remember about data flow diagrams are: it indicates the data flow for one way but not for loop
 structures and it doesn’t indicate the time factors. This section reveals about the data flow
 analysis which states about data that have been used, classification of data flow diagrams based
 on their functions and the other different levels used in the project.
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CHAPTER 5
 FLOWCHART AND ALGORITHM
 5.1 DFD
 5.1.1 ENCRYPTION
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5.1.2 EXTRACTION
 5.2 PSEUDO CODE
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The simple algorithm for OPA explains the procedure of hiding the sample text in an image.
 Step1: A few least significant bits (LSB) are substituted with in data to be hidden.
 Step2: The pixels are arranged in a manner of placing the hidden bits before the pixel of each
 cover image to minimize the errors.
 Step3: Let n LSBs be substituted in each pixel.
 Step4: Let d= decimal value of the pixel after the substitution.
 d1 = decimal value of last n bits of the pixel.
 d2 = decimal value of n bits hidden in that pixel.
 Step5: If (d1~d2) <= (2^n)/2
 Then no adjustment is made in that pixel.
 Else
 Step6: If (d1<d2)
 d = d – 2^n.
 If (d1>d2)
 d = d + 2^n. This’d‟ is converted to binary and written back to pixel.
 This method of substitution is simple and easy to retrieve the data and the image quality better so
 that it provides good security.
 5.3 SUMMARY
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The procedure for data hiding using steganographic application in this project is as follows:
 The sender first uses the steganographic application for encrypting the secret message.
 For this encryption, the sender uses text document in which the data is written and the
 image as a carrier file in which the secret message or text document to be hidden.
 The sender sends the carrier file and text document to the encryption phase for data
 embedding, in which the text document is embedded into the image file. The procedure
 of encryption is discussed in the next phase.
 In encryption phase, the data is embedded into carrier file which was protected with the
 password
 Now the carrier file acts as an input for the decryption phase.
 The image in which data is hidden i.e. the carrier file is sent to the receiver using a
 transmission medium. E.g. Web or e-mail.
 The receiver receives the carrier file and places the image in the decryption phase.
 In the decryption phase, the original text document can be revealed using the appropriate
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password.
 The decryption phase decrypts the original text document using the least significant bit
 decoding and decrypts the original message.
 Before the encryption of the text, the message can be watermarked in order to avoid
 unauthorized modification.
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CHAPTER 6
 TESTING
 6.1 SYSTEM TESTING
 The importance of software testing and its implications with respect to software quality cannot
 be over emphasized. Software testing is a crucial element of software quality assurance and
 represents the ultimate review of specification, design and coding. The increasing visibility of
 software as a system element and the attendant “costs” associated with a software failure are
 motivating forces for well-planned, through testing .It is not unusual for a software development
 organization to expend 40 percent of total project effort on testing.
 Testing is a process of executing a program with intent of finding an error. A good test case is
 the one that has a high probability of finding an as yet undiscovered error. If testing is conducted
 successfully (according to objective stated) it will uncover errors in the software.
 As a secondary benefit, testing demonstrates that software functions appear to be working
 according to specification, that performance requirements appear to have been met. In addition
 data collected as testing is conducted provide a good indication of software reliability and some
 indication of software quality as a whole.
 6.1.1 TESTING OBJECTIVE
 Testing is a process of executing a program with the intent of finding errors.
 Since the user are not familiar to the new system, the data screens were designed in such a way
 that they were:
 Consistent
 Easy to use
 Had a fast response time
 Traceable to customer requirement.
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6.1.2 TESTING ATTRIBUTES
 A good test has a high probability of finding an error
 A good test is not redundant
 A good test should be neither too simple nor too complex.
 6.1.3 TESTING PROCEDURE
 Testing is usually relied on to detect the faults, in addition to the faults introduced during the
 coding phase itself. Due to this different levels of testing are used in the testing process, each
 level of testing aims to test different aspects of the system. Extensive testing procedures were
 followed which includes the following:
 6.1.3.1 UNIT TESTING
 Unit testing focuses on verification effort of the smallest unit of software design:-The module.
 Using the detail design description as a guide, important control paths are tested to uncover
 errors within the boundary of module. The module interface is tested to ensure that information
 properly follows into and out of program under test. The database is examined to ensure that data
 stored maintains its integrity during all steps in an algorithm’s execution. Boundary condition are
 tested to ensure that all modules operate properly at boundaries established to limit or exercised
 to ensure that all statements in the module have been executed at least once .And finally all error-
 handling paths are tested.
 6.1.3.2 MODULE TESTING
 Module testing deals with testing of each module separately. Each module is tested to check
 whether it works according to the requirement and performs the desired function. It should work
 according to specification and should provide the right result. Module testing tells about errors in
 each module and if each module works properly the whole system will also work properly.
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Module testing saves a lot of time in detecting errors at a later stage. Module testing was done
 for the system and modules were found to be working properly.
 6.1.3.3 SYSTEM TESTING
 System testing is actually a series of different tests whose primary purpose is to fully exercise the
 computer-based system. Although each test has a different purpose, all work should verify that
 system elements have been properly integrated and performs allocated functions.
 6.1.3.4 SAFETY TESTING
 Safety testing attempts to verify that protection mechanism built into a system will in fact protect
 it from improper penetration.
 6.1.3.5 SYSTEM PERFORMANCE TESTING
 Performance testing is designed to test the runtime performance of software within the context of
 an integrated system. For true performance testing all system elements should be fully integrated
 6.1.3. LOGIC TESTING
 A program represents the logical elements of a system. A program should be compatible with
 other programs. Program testing checks for logical errors and syntactical errors .
 6.2 BLACK BOX TESTING
 Black box testing method focuses on the functional requirements of the software. That is black
 box testing enables the software engineer to drive sets of input condition that will fully exercise
 all functional requirements of a program. Black box testing attempts to find errors in the
 following categories:
 Incorrect or missing function
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Interface Error
 Error in data structures or external database access.
 Performance errors
 6.3 WHITE BOX TESTING
 Contrary to black-box testing, software is viewed as a white-box, or glass-box in white-box
 testing, as the structure and flow of the software under test are visible to the tester. Testing plans
 are made according to the details of the software implementation, such as programming
 language, logic, and styles. Test cases are derived from the program structure. White-box testing
 is also called glass-box testing, logic-driven testing or design-based testing.
 6.4 SUMMARY
 Software testing is any activity aimed at evaluating an attribute or capability of a program or
 system and determining that it meets its required results. Main objective of testing is to find all
 possible bugs (defects) in a work product. It should intentionally attempt to make things go
 wrong to determine if things happen when they shouldn't or things don't happen when they
 should. Extensive testing procedures were followed which includes the following: Unit Testing,
 Module Testing, System Testing, Safety testing, System performance tests and Logic testing.
 Black-box approach is a testing method in which test data are derived from the specified
 functional requirements without regard to the final program structure. It is also termed data-
 driven, input/output driven or requirements-based testing-box testing.
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CHAPTER 7
 IMPLEMENTATION
 7.1 FORMAT OF A DIGITAL IMAGE
 A digital image is represented by a one-dimensional array of numbers that represent the different
 light intensities of each pixel. The dimensions of a 640 x 480 pixel image can literally be
 multiplied out to find the total amount of pixels in the image, in this case 307,200 pixels. In
 digital photography this is known as the resolution of an image; a digital camera that takes
 pictures of 640 x 480 is known as a 0.3 Mega Pixel resolution camera for this reason.
 Digital images usually use either 24-bits (standard bitmap) or 8-bits (standard GIF image, colour
 or grey scale) for the storage of intensity information per pixel. This means that in a bitmap
 image (BMP) there are a potential 16.8 Million colours per pixel and in a GIF, 256 different
 colour combinations.
 In a typical 24-bit image, each pixel has three colour components, red, green and blue, each
 component using 8-bits to represent a value from 0 to 255. An 8-bit image on the other hand can
 either have a colour palette of 256 different grey levels or colour values. Naturally this results in
 the 8-bit colour image having to perform a “best fit” in order to match a real world colour to its
 limited palette.
 The number of pixels in an uncompressed BMP image contributes directly to file size, for
 instance, a 640 x 480 image has 307,200 pixels in total, and each of these is represented by 24-
 bits which equal a total of 900 Kilobytes.
 7.1.2 LEAST SIGNIFICANT BIT (LSB)
 In a digital image, information can be inserted straight into every bit of image information or the
 more busy areas of an image can be calculated so as to hide such messages in less perceptible or
 “busy” parts of an image.
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An example of the former is Least Significant Bit insertion. The principle of embedding is fairly
 simple and effective. If we use a true colour bitmap image, which is 24- bit, we would need to
 read in the file and then add data to the least significant bits of each colour component, in every
 24-bit pixel.
 In a true colour image each pixel is represented by 3 bytes, each byte is 8-bits long (hence the
 reason it is called a 24-bit image). Each of these 3 bytes in the pixel represents the value of
 either the red, green or blue colour component. Because one byte can represent 256 different
 values, one pixel can have approximately 17 million different colour values.
 As an example, the bit-data of one black pixel would be:
 Red byte green byte blue byte
 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
 A white pixel would be:
 red byte green byte blue byte
 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
 The principle of encoding uses the Least Significant Bit of each of these bytes, the bit on the far
 right hand side. It is possible to use more of these bits to encode your data but there becomes a
 trade off as the more bits used, the more the colour values of the image become altered in a way
 that becomes perceptible to the human eye. This is quite dependent on what is in the image, but
 in general, the last four least significant bits of any one colour component are the largest number
 of bits that can be used before the noise created becomes obvious to the observer.
 If data is encoded to only the last two significant bits of each colour component it is most likely
 not going to be detectable; the human retina becomes the limiting factor in viewing 24-bit
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pictures. The smallest difference between two pixels in the 24-bit palette isn't noticeable to
 humans, hence the name true colour.
 For the sake of this example only the least significant bit of each colour component will be used
 for embedding information. Once converted to binary, the data we wish to embed consists of
 bits whatever data type it is, text, executables, images etc. Every byte (8 bits) of our data-file will
 be spread over 3 pixels (9 bytes, of which the last byte will be used to encode the start of our
 next byte of hidden file).
 Every bit of our data-file will be put onto the next least significant bit in our bitmap like so:
 Taking three pixels from a bitmap we would see:
 Pixel 1
 R G B
 1 0 1 0 1 0 1 0 0 1 0 1 0 1 0 1 1 1 0 0 1 1 0 0
 Pixel 2
 R G B
 0 1 0 1 0 1 0 1 1 1 1 1 0 0 0 0 1 1 1 1 1 1 1 1
 Pixel 3
 R G B
 1 1 0 1 1 1 0 1 1 1 1 1 1 0 1 1 0 1 1 1 1 1 0 1
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As mentioned earlier, the least significant bits is set to zero: Pixel 1
 R G B
 1 0 1 0 1 0 1 0 0 1 0 1 0 1 0 0 1 1 0 0 1 1 0 0
 ^ ^ ^
 Pixel 2
 R G B
 0 1 0 1 0 1 0 0 1 1 1 1 0 0 0 0 1 1 1 1 1 1 1 0
 ^ ^ ^
 Pixel 3
 R G B
 1 1 0 1 1 1 0 0 1 1 1 1 1 0 1 0 0 1 1 1 1 1 0 0
 ^ ^ ^
 We then take a byte of file we wish to embed after converting it to a binary file,
 0 1 0 0 1 0 0 0
 and encode the 8 bits from this file into three pixels from the bitmap:
 Pixel 1
 R G B
 1 0 1 0 1 0 1 0 0 1 0 1 0 1 0 1 1 1 0 0 1 1 0 0
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Pixel 2
 R G B
 0 1 0 1 0 1 0 0 1 1 1 1 0 0 0 1 1 1 1 1 1 1 1 0
 ^ ^ ^
 Pixel 3
 R G B
 1 1 0 1 1 1 0 0 1 1 1 1 1 0 1 0 This byte remains unchanged
 ^ ^
 The final byte, part of the blue component of pixel 3, would be used for the start of the next byte
 of hidden information.
 7.2 STEGANOGRAPHY IN AUDIO/VIDEO FILES
 7.2.1 Insertion-Based Techniques
 Insertion-based techniques find places in a file that are ignored by the application that reads the
 file. Essentially, you insert data in a file that increases the size of a file, but has no effect on the
 representation of the data. Let’s take a look at some more examples.
 With some files there is a flag called an EOF or end-of-file marker. This flag signifies to the
 application that is reading the file that it has reached the end of the file and therefore the
 application can stop processing the file. You could insert your hidden data after the EOF marker,
 and the application will ignore it, though the hidden data is still in the file.
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7.2.2 SUBSTITUTION BASED TECHNIQUES
 With substitution- based techniques data is substituted for information that is already in the file.
 This overwritten information is insignificant in the file and alterations to it have no visible
 impact, i.e. the file is not rendered unusable or visually flawed. There is a limit to how much data
 you can hide with this approach because you are limited to the amount of insignificant data in the
 file.
 For example you can take the Word example discussed earlier and use a substitution-based
 technique instead of an insertion-based one. In this case any data that is between end-of-text and
 beginning-of-text markers has minimal impact on the document and could be overwritten. The
 difference is that with substitution the size of the file has not changed.
 7.2.3 Generation-Based Techniques
 With generation-based techniques the covert file is used to create the overt file. This method
 addresses one of the issues with avoiding stego detection: If someone can obtain both the
 original file and the one with data hidden in it, they can tell that they have a different binary
 composition. The most common example is where you use an overt file to create a fractal image.
 A fractal image has critical mathematical properties, but is essentially a collection of patterns and
 lines in different colours. You could use your covert message to determine the angle, length and
 colour of each line.
 Example-
 As discussed there is a wide range of techniques used to embed hidden data into a file. Let’s look
 at one type in detail to try and see exactly how steganography can be put into practice.
 Least significant bit (LSB) insertion is a common, simple approach to embedding information in
 a cover file. Despite its simplicity it is not without its faults. When dealing with images it is
 vulnerable to even a slight image manipulation. Converting an image from a format like GIF or
 BMP, which reconstructs the original message exactly to a JPEG, which does not, and then back
 could destroy the information hidden in the LSBs.
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Theoretically you can hide as much information as you want with no image degradation using
 these insertions based techniques. The bad news is that at some point the file will be unusually
 large for what it is meant to contain.
 For sound files, data is placed directly into the three least significant bits of the file. This works
 with either 8-bit or 16-bit .wav files. Suppose that a sound sample had the following 8 bytes of
 information in it somewhere:
 132 134 137 141 121 101 74 38
 This is how this information would be represented in binary:
 10000100 10000110 10001001 10001101 01111001 01100101 01001010 00100110
 You want to hide the binary bite 11010101 (213) in this sequence. We simply replace the LSB of
 each sample byte with the corresponding bit from the byte you are trying to hide. The original
 sequence will change to:
 133 135 136 141 120 101 74 39
 In binary, this is:
 10000101 10000111 10001000 10001101 01111000 01100101 01001010 00100111
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The left-most byte is now 10000101, meaning that only the last bit changed to 1. This occurred
 because the data that needed to be hidden in that bit was 01, causing the last two bits of the
 original byte 00 to change. If the first two bits of the original byte had been 10,then both bits
 would have to change to get to 01. If the two bits of the original byte were 01, then none of the
 bits would have to change.
 7.3 SUMMARY
 The problem of using steganography over digital communications has been solved. Also, the
 great thing about LSB (Least Significant Bit Insertion) is that the message is not lost if the file is
 compressed. Anyone who uses online pictures knows that bitmap files hold a lot of information
 and so are generally large in size. But because the secret message is encoded into the color bits,
 the message is never lost when compressed. The one problem with this approach is that it does
 not work for every picture type. LSB works mainly with Bitmaps because of the way bitmaps are
 compressed. JPEG’s, on the other hand, are compressed using sophisticated algorithms and so a
 lot of the original information is lost.
 Because information could so easily be lost with certain compression programs, other
 techniques were developed. One technique is called the Masking and Filtering technique. This
 technique is very similar to watermarking. The image is marked with the secret message or
 image and then cannot be seen unless the luminosity level is changed to an exact amount. This
 worked better because the text/image was now actually part of the picture and no longer in the
 coding part. Another technique developed used the way certain pictures are compressed to its
 advantage. As stated earlier, JPEG’s are compressed using sophisticated algorithms and because
 of this, a lot of the original information of the picture is lost. So, basically, what this last
 technique does is, it determines how the picture is going to be compressed with all the
 algorithms. It then changes the information of the picture accordingly to the secret message. It
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changes the information in a way that when decompressed, it will look similar to the LSB
 approach. This way, when the picture is viewed, it still looks the same but the secret message
 could be determined by taking the last bit of each pixel just like the LSB approach.
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CHAPTER 8
 CONCLUSION AND FUTURE ENHANCEMENTS
 8.1 CONCLUSION
 In the present world, the data transfers using internet is rapidly growing because it is so easier as
 well as faster to transfer the data to destination. So, many individuals and business people use to
 transfer business documents, important information using internet. Security is an important issue
 while transferring the data using internet because any unauthorized individual can hack the data
 and make it useless or obtain information un- intended to him.
 The proposed approach in this project uses a new steganographic approach called image
 steganography. The application creates a stego image in which the personal data is embedded
 and is protected with a password which is highly secured.
 The main intention of the project is to develop a steganographic application that provides good
 security. The proposed approach provides higher security and can protect the message from stego
 attacks. The image resolution doesn’t change much and is negligible when we embed the
 message into the image and the image is protected with the personal password. So, it is not
 possible to damage the data by unauthorized personnel.
 8.2 FUTURE ENHANCEMENTS
 The future work on this project is to improve the compression ratio of the image to the text. This
 project can be extended to a level such that it can be used for the different types of image formats
 like .bmp, .jpeg, .tiff etc., in the future. The security using Least Significant Bit Algorithm is
 good but we can improve the level to a certain extent by varying the carriers as well as using
 different keys for encryption and decryption.
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8.3 SUMMARY
 We used the Least Significant Bit algorithm in this project for developing the application which
 is faster and reliable and compression ratio is moderate compared to other algorithms. The major
 limitation of the application is designed for bit map images (.bmp). It accepts only bit map
 images as a carrier file, and the compression depends on the document size as well as the carrier
 image size.
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