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STEGANOGRAPHY
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1) Steganography definition
 2) History
 3) Carrier Files
 4) Steganalysis
 5) Cryptanalysis
 6) Types of steganography
 7) Methods of steganography
 8) Steganography techniques
 9) Applications of steganography
 10) Advantages and disadvantages
 11) Conclusion.
 CONTENTS:
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• From the Greek word Steganos means “covered”•And the Greek word Graphie means “writing.”
 Steganography is the process of hiding of a secret message within an ordinary message and extracting it at its destination.
 Anyone else viewing the message will fail to know it contains hidden/encrypted data.
 STEGANOGRAPHY - DEFINITION
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Greek history – warning of invasion by scrawling it on the wood underneath a wax tablet. To casual observers, the tablet appeared blank.
 Both Axis and Allied spies during World War II used such measures as invisible inks -- using milk, fruit juice or urine which darken when heated.
 Invisible Ink is also a form of steganography.
 STEGANOGRAPHY - HISTORY
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In Ancient Greece they used to select messengers n shave their head, they would then write a message on their head. Once the message had been written the hair was allowed to grow back. After the hair grew back the messenger was sent to deliver the message, the recipient would shave off the messengers hair to see the secret message.
 EXAMPLE:
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• bmp
 • jpeg
 • gif
 • wav
 • mp3
 • Amongst others…
 STEGANOGRAPHY – CARRIER FILES
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Identification of hidden files
 STEGANALYSIS
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• Identifying the existence of a message.•Not extracting the message.•Note: Technically, Steganography deals with the concealment of a message, not the encryption of it.• It is a cat and mouse game – as one group of researchers come up with better ways to hide stuff, another group figures out how to detect it or perhaps just destroy it.
 Steganalysis essentially deals with the detection of hidden content.
 STEGANALYSIS - DEFINITION
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Revealing hidden files
 STEGANALYSIS MEETS CRYPTANALYSIS!
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As stated previously, in Steganography the goal is to hide the message, NOT encrypt it.
 Cryptography provides the means to encrypt the message.• Practically all Steganography programs
 use a password to hide the message.
 Reveal or Crack the password, seed, or secret key.
 CRYPTANALYSIS

Page 12
                        

On the projection of
 UV light the hidden message
 is found out.
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Music Steganography
 Image Steganography
 Text Steganography
 TYPES OF STEGANOGRAPHY
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Music Steganography embeds the
 secret message into the music files.
 •The different methods are:
 •Low-bit encoding
 •Phase coding
 •Spread spectrum
 •Echo data hiding
 MUSIC STEGANOGRAPHY
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• Many techniques are available for use in the image of Steganography:
 • LSB insertion in BMP images :
 • Here data is inserted at the LSB of each Pixel.
 • Random LSB Insertion :
 • Here Random pixels are selected & data is inserted at the LSB of selected pixel.
 • Wavelet Transform :
 • Here wavelet transform is applied before encrypting the data.
 • DCT Transform :
 • Here DCT transform is applied before embedding the data.
 IMAGE STEGANOGRAPHY
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Steganography in text files can be accomplished through various techniques.
 Line-shift codingWord-shift coding Feature coding Syntactic/semantic methods.
 TEXT STEGANOGRAPHY
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PRACTICAL EXAMPLE:
 You can try Steganography at home by writing on a piece of paper with lemon juice. If you heat the paper with a hair dryer the juice will burn and reveal the hidden message.
 Note for those who wish to try this at home: Paper burns too, so stop heating the paper before it catches fire!
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• Invisible ink.
 • Micro-dots.
 • Digital signatures.
 • Covert channels.
 • Spread spectrum communications.
 METHODS OF STEGANOGRAPHY

Page 20
                        

STEGANOGRAPHY TECHNIQUES
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LSB – Least Significant Bit Hiding (Image Hiding) –This method is probably the easiest way of hiding information in an image and yet it is surprisingly effective. It works by using the least significant bits of each pixel in one image to hide the most significant bits of another.
 I.First load up both the host image and the image you need to hide.
 II.Next chose the number of bits you wish to hide the secret image in. The more bits used in the host image, the more it deteriorates. Increasing the number of bits used though obviously has a beneficial reaction on the secret image increasing its clarity.
 III.Now you have to create a new image by combining the pixels from both images.
 STEGANOGRAPHY TECHNIQUES
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I) ZERO-HIDING
 Encoder
 Decoder
 Cover Image
 Secret
 Image
 Key
 Stego Object
 Original Cover
 Secret Image Communications
 Channel
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II) BIT-O-STEG
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You can see some of the distortion caused by the mandrill image (Again, 4 bits were used)
 ANOTHER EXAMPLE:
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• To have secure secret communication where strong cryptography is impossible.
 • In some cases, for example in military applications, even the knowledge that two parties communicate can be of large importance.
 • The health care, and especially medical imaging systems, may very much benefit from information hiding techniques.
 APPLICATIONS OF STEGANOGRAPHY
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• It is used in the way of hiding not the information but the password to reach the information.
 • Difficult to detect. Only receiver can detect.
 • Can be applied differently in digital, image, audio and video files.
 • It can be done faster with large no of softwares.
 ADVANTAGES OF STEGANOGRAPHY:
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• Huge number of data = huge file size, someone can suspect about it.
 • In sending and receiving information can be leaked.
 • The confidentiality of information is maintained by the algorithms and if the algorithms are known then it’s all over.
 • If this technique is gone in the wrong hands like hackers, terrorists, criminals, then it can be very dangerous for all.
 DISADVANTAGES OF STEGANOGRAPHY:

Page 28
                        

Steganography can be used for hidden communication. We have explored the types of steganography theory and it’s applications. We pointed out the enhancement of the image steganography system using LSB approach to provide a means of secure communication.
 A STEGO-key has been applied to the system during embedment of the message into the cover-image. In our proposed approach, the message bits are embedded randomly into the cover-image pixels instead of sequentially.
 Finally, we have shown that steganography that uses a key has a better security than non-key steganography. This is so because without the knowledge of the valid key, it is difficult for a third party or malicious people to recover the embedded message. However there are still some issues need to be tackled to implement LSB on a digital image as a cover-object using random pixels.
 CONCLUSION:

Page 29
                        


Page 30
                        



                        

                                                    
LOAD MORE
                                            

                

            

        

                
            
                
                    
                        Related Documents
                        
                            
                        

                    

                    
                                                
                                                                                              
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Broadcast Steganography - Cryptology ePrint Archive ·...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Steganography Seminar

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Steganography New

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                                                               
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            A new digital image steganography algorithm based on ... ·...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            My Steganography Ppt

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Steganography (2)

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                     

                                                
                                                                                              
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            49383887 Steganography

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Image Steganography

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            F5 Steganography

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                                                               
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Steganography - Montclair State...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Key Based Image Steganography using Dwt and Chaotic...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Data Hiding Using Steganography: A Review - ijsr.net.pdf ·...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                     

                                            

                

            

        

            



    
        
            	Powered by Cupdf


            	Cookie Settings
	Privacy Policy
	Term Of Service
	About Us


        

    


    

    
    
    

    
    
    

    
    
        
    
    















