

    

        


        
        
                        
                
            
                    


        
            	
                    dariahiddleston
                
	
                    
                        Home
                    
                
	
                    
                        Comments
                    
                


        


        
    
    

    
        
            
                
                    
                                                    
    
        

        


        
            Steganography combining LSB and PVD in a block Jaidhar C.D, Rosa Anil George, Selvan Sunitha Ravi Department of Information Technology National Institute of Technology, Surathkal, Karnataka 575-025 Email: [email protected], [email protected], [email protected] Abstract—Steganography is the technique of hiding secret data within an non-secret ordinary ﬁle or message in order to avoid detection during transmission in public network. In this paper, we look at an algorithm to hide a greyscale image inside another greyscale image. The image to be hidden is referred to as the cover image and the image inside which it will be hidden is referred to as the carrier image. The main advantage of steganography over cryptography is that it is difﬁcult to detect the presence of secret data. The proposed algorithm combines both LSB Substitution and Pixel Value Differencing method which makes it difﬁcult for StegExpose tool to detect if any information has been hidden in the image. Index Terms—data hiding, least signiﬁcant bit substitution, pixel value differencing, steganography I. I NTRODUCTION Steganography is the process of concealing secret information in any ﬁle such as an image, audio ﬁle or video ﬁle. The information can be in the format of a text message or an image ﬁle. There are two important properties to be considered while formulating a steganographic technique: hiding capacity and undetectability quotient. There needs to be a good balance between the two, when the hiding capacity is increased it becomes easier to detect that there is secret data hidden within the carrier image and vice versa. Spatial domain schemes like the least signiﬁcant bit(LSB) substitution and frequency domain schemes are two categories of image steganography schemes. Over the years several methods have been tried and tested to ﬁnd a technique which will not be broken by the RS-analysis [1] and Chi-square attack [2]. Some authors in [3] made an array of LSBs of the different pixels and embedded the message at a location with minimum distortion. Wu and Tsai [4] partitioned the image into non-overpapping 12 pixel blocks by accessing the image in a zig-zag manner. The number of bits that can be hidden in this pair of pixels depends upon the difference value between them. This technique can however be detected by histogram analysis. A side match method was proposed which used two sided, three-sided, four-sided match methods to improve embedding capacity without noticeable distortion. We can hide more number of bits using LSB substitution but is highly undetectable with PVD. Hence we propose a steaganographic method which combines the two. II. I MAGE STEGANOGRAPHY We perform image steganographic techniques on digital images. A digital image can be described as a ﬁnite set of digital values that are called pixels. The leftmost bit is the most signiﬁcant bit, a change in the leftmost bit will have a large impact on the ﬁnal value. The rightmost bit is the least signiﬁcant bit and changing the rightmost bit will not have a visible impact on the image. This concept along with pixel value differencing has been used in the proposed technique. This technique is an extension to the one proposed in [5] and is applied to grey scaled images. It can be extended to RGB images but with some distortions. An important check that must be satisﬁed is with respect to the dimensions of the carrier and cover images. The proposed algorithm works only if the dimensions (both length and width) of the carrier image is more than twice as that of the cover image. A. Embedding process Step 1: Scan the image in raster scan order, from left to right. Consider a pixel block of size 2x2 of the carrier image. It is denoted by p x ,p ur ,p bl ,p br . Look at Fig.1 for reference. For every 2x2 block of the carrier image we have taken one pixel block from the cover image scanned in the raster scan order. Fig. 1. Original pixel block Step 2: Embed the pixel p x with k-bit LSB substitution. Let us consider the new pixel block p’ x . We have used k=3. Let P k be the decimal value of k LSBs of x and Q k be the decimal value of k LSBs of p’ x . Then calculate the difference between the two as, d = P k -Q k . Based on the value of d, the p’ x value is to optimized as follows: p 0 x =      p 0 x +2 x , d> 2 k-1 and 0 ≤ p 0 x +2 x ≤ 255 p 0 x - 2 x , d< -2 k-1 and 0 ≤ p 0 x - 2 x ≤ 255 p 0 x , otherwise Step 3: Perform the pixel value differencing to get the distance values: d 1 = | p x - p ur |,d 2 =| p x - p br |,d 3 =| p x - p bl | 
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Steganography combining LSB and PVD in a blockJaidhar C.D, Rosa Anil George, Selvan Sunitha Ravi
 Department of Information TechnologyNational Institute of Technology, Surathkal, Karnataka 575-025
 Email: [email protected], [email protected], [email protected]
 Abstract—Steganography is the technique of hiding secretdata within an non-secret ordinary file or message in order toavoid detection during transmission in public network. In thispaper, we look at an algorithm to hide a greyscale image insideanother greyscale image. The image to be hidden is referredto as the cover image and the image inside which it will behidden is referred to as the carrier image. The main advantage ofsteganography over cryptography is that it is difficult to detect thepresence of secret data. The proposed algorithm combines bothLSB Substitution and Pixel Value Differencing method whichmakes it difficult for StegExpose tool to detect if any informationhas been hidden in the image.
 Index Terms—data hiding, least significant bit substitution,pixel value differencing, steganography
 I. INTRODUCTION
 Steganography is the process of concealing secretinformation in any file such as an image, audio file or videofile. The information can be in the format of a text messageor an image file. There are two important properties to beconsidered while formulating a steganographic technique:hiding capacity and undetectability quotient. There needsto be a good balance between the two, when the hidingcapacity is increased it becomes easier to detect that there issecret data hidden within the carrier image and vice versa.Spatial domain schemes like the least significant bit(LSB)substitution and frequency domain schemes are two categoriesof image steganography schemes. Over the years severalmethods have been tried and tested to find a technique whichwill not be broken by the RS-analysis [1] and Chi-squareattack [2]. Some authors in [3] made an array of LSBs of thedifferent pixels and embedded the message at a location withminimum distortion.
 Wu and Tsai [4] partitioned the image into non-overpapping12 pixel blocks by accessing the image in a zig-zag manner.The number of bits that can be hidden in this pair of pixelsdepends upon the difference value between them. Thistechnique can however be detected by histogram analysis.A side match method was proposed which used two sided,three-sided, four-sided match methods to improve embeddingcapacity without noticeable distortion.
 We can hide more number of bits using LSB substitutionbut is highly undetectable with PVD. Hence we propose asteaganographic method which combines the two.
 II. IMAGE STEGANOGRAPHY
 We perform image steganographic techniques on digitalimages. A digital image can be described as a finite set ofdigital values that are called pixels. The leftmost bit is themost significant bit, a change in the leftmost bit will have alarge impact on the final value. The rightmost bit is the leastsignificant bit and changing the rightmost bit will not have avisible impact on the image. This concept along with pixelvalue differencing has been used in the proposed technique.This technique is an extension to the one proposed in [5]and is applied to grey scaled images. It can be extended toRGB images but with some distortions. An important checkthat must be satisfied is with respect to the dimensions of thecarrier and cover images. The proposed algorithm works onlyif the dimensions (both length and width) of the carrier imageis more than twice as that of the cover image.
 A. Embedding process
 Step 1: Scan the image in raster scan order, from left toright. Consider a pixel block of size 2x2 of the carrier image.It is denoted by px, pur, pbl, pbr. Look at Fig.1 for reference.For every 2x2 block of the carrier image we have taken onepixel block from the cover image scanned in the raster scanorder.
 Fig. 1. Original pixel block
 Step 2: Embed the pixel px with k-bit LSB substitution. Letus consider the new pixel block p’x. We have used k=3. LetPk be the decimal value of k LSBs of x and Qk be the decimalvalue of k LSBs of p’x. Then calculate the difference betweenthe two as, d = Pk- Qk. Based on the value of d, the p’x valueis to optimized as follows:
 p′x =
 p′x + 2x, d > 2k−1 and 0 ≤ p′x + 2x ≤ 255
 p′x − 2x, d < −2k−1 and 0 ≤ p′x − 2x ≤ 255
 p′x, otherwise
 Step 3: Perform the pixel value differencing to get thedistance values:d1 = | px − pur |, d2 =| px − pbr |, d3 =| px − pbl |
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Step 4: Obtain the lower bounds for d1, d2, d3 as l1, l2 andl3 respectively according to the corresponding intervals:
 li =
 0 0 ≤ d ≤ 7
 8 8 ≤ d ≤ 15
 16 16 ≤ d ≤ 31
 32 32 ≤ d ≤ 63
 64 64 ≤ d ≤ 127
 128 128 ≤ d ≤ 255
 where, 1≤ i ≤ 3
 Step 5: Set the number of bits to extract from cover pixel.As each cover pixel is 8 bits, we assigned the number of bitsto extract as t1 = 3, t2 = 3 and t3 = 2.Step 6: Extract ti bits of information from the cover pixel andconvert it to decimal value to the corresponding si. 7 Step 7:Compute the new distant values as follows:
 d′1 = l1 + s1
 d′2 = l2 + s2
 d′3 = l3 + s3
 Step 8: Compute the new pixel values using the followingformulae:
 p′′ur = p′x − d′1 p′′′ur = p′x + d′1
 p′′br = p′x − d′2 p′′br = p′x + d′2
 p′′bl = p′x − d′3 p′′bl = p′x + d′3
 Step 9: Optimize the values of the modified pixel blocksaccordingly:
 p′ur =
 {p′′ur | pur − p′′ur |<| pur − p′′′ur |, 0 ≤ p′′ur ≤ 255
 p′′′ur otherwise
 p′br =
 {p′′br | pbr − p′′br |<| pbr − p′′′br |, 0 ≤ p′′br ≤ 255
 p′′′br otherwise
 p′bl =
 {p′′bl | pbl − p′′bl |<| pbl − p′′′bl |, 0 ≤ p′′bl ≤ 255
 p′′′bl otherwise
 Step 10: Put the pixels in the right order to form the modifiedpixel block as seen in Fig. 2.
 Fig. 2. Modified pixel block
 B. Extraction process
 Step 1: Scan the embedded image in raster scan order, fromleft to right. Consider a 2x2 non-overlapping block denoted byp’x, p’ur, p’bl, p’br.Step 2: Extract the decimal values of k LSB’s from the eachblock. k has been set to 3.Step 3: Compute the difference values, as follows:
 d′1 =| p′ur − p′x |
 d′2 =| p′br − p′x |
 d′3 =| p′bl − p′x |
 Step 4: Find the ranges to which d’1, d’2 ,d’3 belong andset lower bounds l’1, l’2 and l’3.
 l′i =
 0 0 ≤ d ≤ 7
 8 8 ≤ d ≤ 15
 16 16 ≤ d ≤ 31
 32 32 ≤ d ≤ 63
 64 64 ≤ d ≤ 127
 128 128 ≤ d ≤ 255
 where, 1≤ i ≤ 3
 Step5 :Set t1 = 3, t2 = 3 and t3 = 2.
 Step 6: Calculate the secret bit streams as below:
 s1 = d′1 − l′1
 s2 = d′2 − l′2
 s3 = d′3 − l′3
 Step 7: Extract ti bits from the si, for i = 1 to 3.Step 8: Add the extracted bits and convert it into decimal.
 This is the value of the pixel from the cover image embeddedin the carrier image.
 Fig. 3. Modified pixel block
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III. RESULTS AND DISCUSSION
 The proposed technique is implemented using Python. Thedataset that we used was the fruits and flowers kaggle dataset.We ran the proposed technique for a set of 1,000 cover andcarrier images. We were able to read and embed the imagessuccessfully with an average time of 9.54s. The fruits imagedataset as it has a higher dimension was the carrier image andthere was no distortion after embedding which can be observedin Fig.4. The flowers dataset with the smaller dimension wasused as cover images that were embedded into the carrierimage and extracted from the stego-images. The extractedcover images can be seen in Fig.5. The average size of thecover image was 2000x2000 pixels. The average size of thecarrier image was 250x250 pixels.In order to detect if there is any secret data hidden withinlossless images a steganalysis tool like StegExpose is used. Itcan analyze images and provide all required reports for non-forensic experts to understand. Steganalysis methods such asSample Pairs, RS Analysis, Chi Square Attack and PrimarySets are combined in the StegExpose algorithm. It checksthe percentage of standard and fast fusion and plots the ROCcurves against True Positive rate and False Positive rate.The images were passed through the StegExpose tool whichdid not detect any hidden data in the images. The coverimages were retrieved using the extraction technique. Onlythe extraction of image(excluding the reading of the image)took an average of 0.68s.
 Fig. 4. Stego-images (Carrier image after embedding)
 Fig. 5. Retrieved images (Cover image obtained post extraction)
 IV. CONCLUSIONS
 In this paper, we have proposed a technique to hide agreyscale image of a smaller dimension within a greyscaleimage of larger dimension. The proposed algorithm combinesboth LSB Substitution and Pixel Value Differencing methodwhich makes it difficult for StegExpose tool to detect if any
 information has been hidden in the image. We have achievedgood undetectability capacity but with lesser hiding capacity.One cover pixel is hidden within 2x2 dimensional carrier pixelblock. The extraction process is also simple and it does nottake much time.
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 [4] Swain G, Lenka SK. A novel steganography technique by mappingwords with LSB array. International Journal of Signal and ImagingSystems Engineering.
 [5] Gandharba Swain. A steganographic method combining LSB substitu-tion and PVD in a block. International Conference on ComputationalModeling and Security (CMS 2016)


                        

                                                    
LOAD MORE
                                            

                

            

        

                
            
                
                    
                        Related Documents
                        
                            
                        

                    

                    
                                                
                                                                                              
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Android based Digital Steganography Application using LSB...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Transforming LSB Substitution for Image-based Steganography....

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Detection of LSB Steganography via Sample Pair...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                                                               
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Improved LSB based Image Steganography using Run Length ...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            LNCS 3200 - Improved Detection of LSB Steganography in ...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Matlab Coding For Text Steganography SystemBy Using LSB ...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                     

                                                
                                                                                              
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            StegExpose - A Tool for Detecting LSB Steganography - arXiv

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Efficiency of LSB and PVD Algorithms Used in Steganography.....

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Data Hiding using LSB Steganography technique - IJCTA ·...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                                                               
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Self-embedding Steganography method using LSB replacement...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            JPEG versus GIF Images in forms of LSB Steganography …

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Image Steganography using LSB

                                            
                                                
                                                    Category: 
                                                    Education
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                     

                                            

                

            

        

            



    
        
            	Powered by Cupdf


            	Cookie Settings
	Privacy Policy
	Term Of Service
	About Us


        

    


    

    
    
    

    
    
    

    
    
        
    
    















