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The art of covert communication
 STEGANOGRAPHY

Page 2
                        

What is What is Steganography?Steganography?
 Stegosaurus: a covered lizard
 (but not a type of cryptography)
 Stenography: art or process of
 writing in shorthand
 Don’t get confused with:
 •Steganography is the art and science of writing hidden messages in such a way that no one apart from the intended recipient knows of the existence of the message.
 •This can be achieve by concealing the existence of information within seemingly harmless carriers or cover.
 •Carrier: text, image, video, audio, etc.
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Steganography - Steganography - Different from Watermarking and Different from Watermarking and CryptographyCryptography
 Watermarking: Communication in
 watermarking is the host signal, with the embedded data providing copyright protection.
 The existence of a watermark is often declared openly.
 Any attempt to remove or invalidate the embedded content renders the host useless.
 Cryptography: Doesn’t conceal the
 communication.
 Scrambles the data to prevent eavesdroppers understanding the content.
 Cryptography involves various methods and implementations.
 May be considered complementary and orthogonal (unrelated).
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Hides existence of files Undesirable for all files to be in one location Access hidden files from anywhere Expanded storage capacity Allows for plausible deniability Examples:
 User is tortured to give password to encrypted data Court order demands access to encrypted files
 Bottom line: No one can prove the files even exist!
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History of Steganography History of Steganography Steganography ancient origins can be traced back to 440 BC, from the Histories
 of HerodotusDemeratus sent a warning about a forthcoming attack to Greece by
 writing it on a wooden panel and covering it in wax. Histiaeus, who shaved the head of his most trusted slave and
 tattooed a message on it. After his hair had grown the message was hidden. The purpose was to instigate a revolt against the Persians.
 World War II• Invincible inks
 • Null ciphers (unencrypted messages): Apparently neutral's protest is thoroughly discounted and ignored. Isman hard hit. Blockade issue affects pretext for embargo on by products, ejecting suet and vegetable oils.
 Sent by a German Spy in WWII, by taking the second letter in each word the following message emerges:
 Pershing sails from NY June 1. • Microdot Technology
 Shrinking messages down to the size of a dot became a popular method. Since the microdot could be placed at the end of a sentence or above a j or an i.
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You can try steganography at home by writing on a piece of paper with lemon juice.
 If you heat the paper with a hair dryer the juice will burn and reveal the hidden message.
 Note for those who wish to try this at home: Paper burns too, so stop heating the paper before it catches fire!
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Modern Steganography Techniques
 Masking and Filtering: Is where information is hidden inside of a image using digital watermarks that include information such as copyright, ownership, or licenses. The purpose is different from traditional steganography since it is adding an attribute to the cover image thus extending the amount of information presented.
 Algorithms and Transformations: This technique hides data in mathematical functions that are often used in compression algorithms. The idea of this method is to hide the secret message in the data bits in the least significant coefficients.
 Least Significant Bit Insertion: The most common and popular method of modern day steganography is to make use of the LSB of a picture’s pixel information. Thus the overall image distortion is kept to a minimum while the message is spaced out over the pixels in the images. This technique works best when the image file is larger than the message file and if the image is grayscale.
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The cover image: Arctic hare
 The image to be hidden : F15
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The image hidden The carrier after hiding (64 KB hidden)
 1:The first least significant bit plane of ‘Arctic hare’ has been replaced with the first most significant bit plane of ‘F15’
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The image hidden The carrier after hiding (129 KB hidden)
 2:The 2 least significant bit planes of ‘Arctic hare’ has been replaced with the 2 most significant bit planes of ‘F15’
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The image hidden The carrier after hiding (194 KB hidden)
 3:The 3 least significant bit planes of ‘Arctic hare’ have been replaced with the 3 most significant bit planes of ‘F15’
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The image hidden The carrier after hiding (258 KB hidden)
 4:The 4 least significant bit planes of ‘Arctic hare’ have been replaced with the 4 most significant bit planes of ‘F15’
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The image hidden The carrier after hiding (258 KB hidden)
 5:The 5 least significant bit planes of ‘Arctic hare’ have been replaced with the 5 most significant bit planes of ‘F15’
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The image hidden The carrier after hiding (323KB hidden)
 6: The 6 least significant bit planes of ‘Arctic hare’ have been replaced with the 6 most significant bit planes of ‘F15’
 http://petitcolas.net/fabien/steganography/image_downgrading/stego6.bmp
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The image hidden The carrier after hiding (452KB hidden)
 7: The 7 least significant bit planes of ‘Arctic hare’ have been replaced with the 7 most significant bit planes of ‘F15’
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Finally: Original hidden image: ‘F15’
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Image of a tree.
 By removing all but the last 2 bits of each color component, an almost completely black image results. Making the resulting image 85 times brighter results in the image below:
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Image extracted from the above image:
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•Watermarking images for reasons such as copyright protection.•Tagging notes to online images.•Maintaining the confidentiality of valuable information.•Used by some modern printers, including HP and Xerox brand color laser printers.•Steganography in audio can be used with mobile phone.
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•For instance, if someone was trying to steal data, they could conceal it in another file or files and send it out in an innocent looking email or file transfer. •Furthermore, a person with a hobby of saving pornography, or worse, to their hard drive, may choose to hide the evidence through the use of steganography. •And, as was pointed out in the concern for terrorist purposes, it can be used as a means of covert communication.
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Rumors about terrorists using steganography started first in the daily newspaper USA Today on February 5, 2001 in two articles titled "Terrorist instructions hidden online" and "Terror groups hide behind Web encryption". In July of the same year, the information looked even more precise: "Militants wire Web with links to jihad".
 A citation from the USA Today article: "Lately, al-Qaeda operatives have been sending hundreds of encrypted messages that have been hidden in files on digital photographs on the auction site eBay.com". These rumors were cited many times—without ever showing any actual proof—by other media worldwide, especially after the terrorist attack of 9/11.
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• Pictures• Color degradation• Significant file size change
 • Audio• Distorted sounds• Significant file size change
 • Manipulation of carrier may result in degraded or inability to extract the message
 • Difficulty in hiding large message inside small carriers
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• Methods of detecting the use of Steganography• Visual Detection (JPEG, BMP, GIF, etc.)• Audible Detection (WAV, MPEG, etc.)• Statistical Detection (changes in patterns of the pixels or
 LSB – Least Significant Bit) or Histogram Analysis• Structural Detection - View file properties/contents
 • size difference• date/time difference• contents – modifications• checksum
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Any questions or insights?Any questions or insights?
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Can you pick the picture with a Can you pick the picture with a hidden message?hidden message?
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Can you pick the picture with a Can you pick the picture with a hidden message?hidden message?
 If you guessed this one, you were right.
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A proud college of UPTUA proud college of UPTUDr. M.C. Saxena College of Dr. M.C. Saxena College of
 Engg. & Tech.Engg. & Tech.Final Year Project,2009Final Year Project,2009


                        

                                                    
LOAD MORE
                                            

                

            

        

                
            
                
                    
                        Related Documents
                        
                            
                        

                    

                    
                                                
                                                                                              
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Chandni Panchal Systems Engineer,€¦ · Esther Roure Vila...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            A Survey on Image Steganography Based on Edge …...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Chandni partani CV

                                            
                                                
                                                    Category: 
                                                    Career
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                                                               
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Ronak Vs Chandni

                                            
                                                
                                                    Category: 
                                                    Business
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Chandni verma...

                                            
                                                
                                                    Category: 
                                                    Technology
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Steganography In the modern...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                     

                                                
                                                                                              
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Steganography, Steganalysis, & Cryptanalysis - Black Hat ·...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Social Media Case Study - Chandni Chauk

                                            
                                                
                                                    Category: 
                                                    Social Media
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Who Is Chandni bibi?: Survival as Embodiment in...

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                                                               
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Chandni cv

                                            
                                                
                                                    Category: 
                                                    Career
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            Chandni Partani Visual CV

                                            
                                                
                                                    Category: 
                                                    Career
                                                

                                            

                                                                                    

                                    

                                

                                                                                                                            
                                    
                                        
                                            
                                                
                                            
                                        

                                        
                                            chandni chowk

                                            
                                                
                                                    Category: 
                                                    Documents
                                                

                                            

                                                                                    

                                    

                                

                                 
                                                     

                                            

                

            

        

            



    
        
            	Powered by Cupdf


            	Cookie Settings
	Privacy Policy
	Term Of Service
	About Us


        

    


    

    
    
    

    
    
    

    
    
        
    
    















