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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Summary
 •  Steganography: the art of hidden communication –  Some historical notes –  Motivations
 •  Digital steganography –  Steganography and steganalysis
 •  A rigorous framework –  The prisoner problem
 •  Classification of techniques •  Steganalysis
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Steganography: hidden communication
 In contrast to cryptography, where the enemy is allowed to intercept and modify messages without being able to violate the security ensured by a cryptosystem, the goal of steganography is to hide messages inside other harmless messages in a way that does not allow the enemy to even detect the presence of a second secret message
 Steganography is the art-science of communicating hiding the existence of the communication
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 Cryptography
 Bob See you at 8 p.m.
 Alice encryption fiiteonageztoziloorriadda decryption
 See you at 8 p.m.
 Key: s=v, i=e, t=y …
 In some cases the very existence of a message is enough to raise a suspect
 Don’t understand but suspicious
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Steganography
 Steganography hides the very presence of the
 message into an innocuous host
 Bob See you at 8 p.m.
 Alice Steg Nel mezzo del cammin di
 nostra vita mi ritrovai per una selva
 oscura ché la diritta via era smarrita
 Decode See you at 8 p.m.
 Key: 6-3, 1-2, 2-2, 0, 4-5, 2-5, 11-1
 Bob and Alice love Dante
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 In a more flexible way
 “My friend Bob: Until yesterday I was using binoculars for stargazing. Today I decided to try my new telescope. The galaxies in Leo and Ursa Major were unbelievable! Next, I plan to check out some nebulas and then prepare to take a few snapshots of the new comet. Although I am satisfied with the telescope, I think I need to purchase light pollution filters to block the xenon lights from a nearby highway to improve the quality of my pictures. Cheers, Alice.”
 Take initial letters: mfbuyiwubfstidttmnttgilaumwuniptcosnatpttafsotncaiaswttitintplpftbtxlfanhtitqompca Filter with π = 3.141592653689793…-> buubdlupnpsspx Take the preceeding letter in the alphabet: ATTACK TOMORROW
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Historical notes •  Steganography is as old as the humankind •  Herodotus:
 –  Tatooing the head of a shaved slave –  Writing on wood tablets then covered by wax
 •  Boccaccio: Amorosa visione (acrostic) •  Microdot technology: world war I and II •  Capt. Denton emprisoned by Vietnamese •  Korchnoi vs Karpov •  Invisible ink
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 Steganography and steganalysis M. Barni, University of Siena
 News Eight Weather: Tonight increasing snow. Unexpected precipitation smothers eastern towns. Be extremely cautious and use snowtires especially heading east. The highway is, not knowingly, slippery. Highway evacuation is suspected. Police report emergency situations in downtown ending near Tuesday.
 Newt is upset because he thinks he is President.
 Some examples: acrostic
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 Steganography and steganalysis M. Barni, University of Siena
 sentence 1: We explore new steganographic and cryptographic algorithms and techniques throughout the world to produce wide variety and security in the electronic web called the Internet.
 sentence 2: We explore new steganographic and cryptographic algorithms and techniques throughout the world to produce wide variety and security in the electronic web called the Internet.
 Some examples: word shifting
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 Steganography and steganalysis M. Barni, University of Siena
 By overlapping S1 and S2, the following sentence results
 We explore new steganographic and cryptographic
 algorithms and techniques throughout the world to
 produce wide variety and security in the electronic web called the Internet.
 explore the world wide web
 Some examples: word shifting
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 Steganography and steganalysis M. Barni, University of Siena
 Steganography in the digital age
 •  Renewed interest starting from nineties •  Enabling technologies
 –  Wide band communication channels –  Diffusion of multimedia contents –  Possibility of using automated steganographic
 techniques with high payloads
 •  Motivations –  Espionage, terrorism –  Dissidents, freedom of expressing own opinions
 against censorship –  Privacy protection – avoid big-brother scenarios
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 Steganography and steganalysis M. Barni, University of Siena
 Steganalysis
 •  Complementary motivations pushed researchers to study steganalysis –  Techniques to reveal the presence of hidden messages
 (possibly without decyphering them) •  Motivations
 –  Intelligence, police –  Control of public opinion
 •  Regardless of motivations, the study of steganalysis is necessary to determine the security of steganographic techniques
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 Steganography and steganalysis M. Barni, University of Siena
 Increasing interest •  Number of research papers dealing with steagnography
 or steganalysis –  2006: 100 –  2007: 135 –  2008: 205
 •  Software for steganographic applications released in a year (including updates) –  2003: 420; 2004: 485; 2005: 390 –  2006: 410; 2007:495
 •  Preferred media: still images –  Available software: 56% images, 15% audio, 8.5% text
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 Steganography and steganalysis M. Barni, University of Siena
 A warden observes the communication
 and tries to understand if Alice is
 transmitting a message hidden within the images
 Alice Bob
 00101…1
 Compression encryption
 Encryption key 00101…1
 Decryption reconstruction
 A rigorous framework: the prisoner problem
 Image source
 stego-Key
 Host (cover) image
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 Steganography and steganalysis M. Barni, University of Siena
 Opposite requirements In all data hiding applications (not only steganography) designers must face with 3 opposite requirements
 Invisibility (steganography)
 Capacity (payload)
 Robustness (watermarking)
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 Steganography and steganalysis M. Barni, University of Siena
 Perceptual invisibility
 The hidden message must remain invisible even after the applications of signal processing tecniques
 Cover image LSB of the green channel
 (original)
 LSB of the green channel (stego-
 image)
 message
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 The invisibility requirement
 •  More than perceptual invisibility, we require statistical invisibility
 •  Assumptions on warden behavior •  Active, passive and malicious wardens •  Kerckhoff’s principle:
 •  The warden knows the steganographic algorithm •  The warden knows the statistics of the image source
 used by Alice
 •  Invisibility alone is not sufficient •  Real life is always more complex than mathematical models
 (as cryptographers learnt quite soon)
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 A first choice: hiding domain
 •  Pixel domain steganography •  Easy to use •  High capacity •  Simple analysis of perceptual visibility
 •  Compressed domain steganography (JPEG) •  The message is conveyed by (block) DCT coefficients •  Wide diffusion of JPEG images •  Lower security (due to the availability of good statistical
 models to describe DCT coefficients) •  Example: F5, OutGuess, Jsteg (most of them are available
 on the internet)
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 Steganography and steganalysis M. Barni, University of Siena
 Pixel domain
 •  The stego-message is hidden in the array of integer numbers a digital image consists of
 100 102 104 156 157 190 201 201
 100 102 130 120 123 191 199 199
 103 105 127 118 125 190 190 188
 110 112 112 116 123 131 190 189
 101 102 106 102 120 130 191 199
 101 104 107 109 134 135 199 220
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 Steganography and steganalysis M. Barni, University of Siena
 Frequency domain
 •  In some cases, for instance with JPEG images, the stego message is hidden into the (block) DCT coefficents of the images
 -16 90 37 -17 -1 -2 -2 -1 63 10 -46 -14 12 0 0 2 -2 -9 -5 12 4 -5 -2 1 1 -3 -2 0 -3 -1 1 1 0 -2 -1 -1 0 1 1 -1 0 0 0 0 -1 0 0 0 0 -1 0 0 0 0 0 0 0 -1 0 1 0 0 0 0
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 Steganography and steganalysis M. Barni, University of Siena
 Three classes of steganographic algorithms
 •  Steganography by cover selection •  Steganography by cover synthesis •  Steganography by cover modifications
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 Steganography and steganalysis M. Barni, University of Siena
 Steganography by cover selection •  Alice has a database of images, wherein she chooses
 the image corresponding to the correct message, which can be linked to •  Semantic image content •  Value of a selected subset of LSB’s •  Image (or subimage) hash
 •  Pros •  Almost perfect security
 •  Cons •  Very low payload •  Example: an 8 character message (64 bit) requires a
 database with – at least - 264 (1019) images
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 Steganography and steganalysis M. Barni, University of Siena
 Steganography by cover synthesis •  Alice creates an image on-the-fly conveying the to-be-
 transmitted message •  Creating a realistic image is not easy. Alice could
 proceed as follows •  Alice gathers several shots of the same scene •  Alice divides the images into blocks. Each block is associated
 to some message bits (e.g. through a subset of LSB’s) •  Alice builds the final image by properly assembling the blocks
 from various images
 •  Pros: good security (problems at block borders) •  Cons: low payload (too many images needed)
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 Steganography and steganalysis M. Barni, University of Siena
 Steganography by cover modification •  By far the most common approach •  It allows large payloads, however security must be studied
 carefully
 Emb(x, m, k) cover x
 key k
 message m
 stego-object y Ext(y, k)
 key k
 m
 •  Payload = log2(|M|) / sizeof(x); Distortion = d(x,y) =
 €
 x(i) − y(i)( )2i=1
 n
 ∑
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 mess.
 A detailed example: LSB embedding
 mess. Cover image Stego image
 byte
 The LSB’s of the pixels of an image (or the DCT coefficients) are substituted with the stego-message (payload = 1bpp o 1bpnzc)
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 Steganography and steganalysis M. Barni, University of Siena
 Visual imperceptibility •  LSB replacement looks perfect (but is not): the LSB plane of
 an image is very similar to noise
 €
 Cover image
 LSB
 MSB
 Message
 Stego-image
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 Steganography and steganalysis M. Barni, University of Siena
 Attacking LSB replacement As a matter of fact, staganalysis LSB replacement steganography is quite easy (at least for high payload)
 €
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Attacking LSB replacement
 •  If x(i) is even we have 01100000 which remains as is or is increased by 1 -> 01100001
 •  If x(i) is odd we have 01100001 which remains as is or is decreased by 1 -> 01100000
 •  Consider the pair (0,1): (00000000, 00000001) •  Half of the pixels equal to 0 pass to 1 and half of the
 pixels equal to 1 pass to 0 •  At the end we have about the same number of pixels
 = 0 e pixels = 1, that is hstego(0) = hstego(1)
 €
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 Steganography and steganalysis M. Barni, University of Siena
 Attacking LSB replacement The histogram of stego-images has a very charactersitic behaviour
 €
 Original histogram Histogram of stego-image
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 Steganography and steganalysis M. Barni, University of Siena
 Countermeasures
 •  Perfect steganography requires that all image statistics are preserved, however •  It is impossible to derive adequate statistical models of
 images (slightly better in the DCt domain) •  It would be too complicated
 •  Four empirical approaches are used in practice •  Model-preserving staganography •  Stochastic modulation •  Steganalysis-aware steganography •  Distortion minimization
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 Steganography and steganalysis M. Barni, University of Siena
 Model-based steganography
 •  A model is identified to describe the image source •  Steganography acts in such a way not to modify the
 model •  Example: statistic restoration
 •  The message is inserted in a subset of pixels (or coefficients)
 •  The other pixels are modified so to restore the statistical model, e.g. the histogram
 •  OutGuess -> works in this way in the DCT domain
 •  Nearly perfect security as long as the steganalysis relies only on the adopted statistical model (in pratice this is never the case)
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 Steganography and steganalysis M. Barni, University of Siena
 Stochastic modulation
 •  It simulates the noise added to the image during the acquisition phase
 •  Steganography works by adding a noise that resembles acquisition noise •  Thermal noise •  Quantization noise •  PRNU
 •  It allows rather high payloads (0.8 bpp)
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Steganalysis-aware steganography
 •  The steganographer acts in such a way to eliminate (reduce) the artifacts exploited by the steganalyzer
 •  Example: ±1-steg •  If the LSB is the correct one doesn’t do anything •  If the LSB is wrong, add or subtract 1 randomly •  Observation: ±1steg does not modify only the LSB
 •  01111111+1=10000000 •  Security increases dramatically since the histogram
 does not change significantly (convolution) •  F5 uses ±1-steg in the frequency domain
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 Steganography and steganalysis M. Barni, University of Siena
 Distortion (impact) minimization
 •  Most modern approach •  Define a cost function
 •  How much does it cost to modify a certain pixel ? Say ρ(i)
 •  Overall cost =
 €
 ρ(i)[x(i) − y(i)]2i=1
 n
 ∑•  Identify an embedding rule which minimizes the
 embedding cost •  F5 is optimum from this point of view (DCT domain) •  Very active research line
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 Steganography and steganalysis M. Barni, University of Siena
 Typical payloads
 •  Payload •  from 0.1 to 0.5 bpp in the pixel domain
 •  1000x1000 image => ~ 80Kbyte •  Up to 0.8 bpnzc in the DCT domain
 •  The actual payload depends on the image content. A realistic value is around 40Kbyte for a 1000x1000 image
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Steganalysis
 •  The application scenario is of the outmost importance together with the information available to the warden •  Blind vs targeted steganalysis •  Knowledge of cover image statistics •  Knowledge of payload
 •  Two extreme cases •  Internet traffic monitoring •  Hard disk analysis
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Steganalysis = hypothesis test
 •  Rigorous formulation •  Observables: y = {y1, y2 … yN}
 •  Image pixels, audio signal samples, etc ... •  Often the analysis relies on some functions of y
 (features) so to simplify the problem •  Two alternative hypothesis
 –  H0 : y does not contain a hidden message –  H1 : y contains a hidden message
 •  Optimum decision with respect to a certain criterion
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Steganalysis = hypothesis test
 •  Bayes criterion •  Minimization of overall error probability •  Difficult to apply since a-priori probabilities are not known
 •  Neyman-Pearson criterion •  False alarm probability
 •  Decide in favour of H1 when H0 holds
 •  Missed detection probability •  Decide in favour of H0 when H1 holds
 •  N-P: minimize Pm for a given (maximum) Pf
 •  In steganalysis we must first decide Pf and then decide how to use the result of the test
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 Steganography and steganalysis M. Barni, University of Siena
 Example
 Let us assume that the test relies on a single statistics with known pmf (Gaussian) under both H0 and H1
 T
 Stego images
 Pf
 Pm
 Original images
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 Steganography and steganalysis M. Barni, University of Siena
 ROC curve For any value of Pf (threshold) we find a Pm. The plot showing Pd = 1-Pm as a function of Pf is called ROC curve
 The goodness of a steganalyzer are evaluated by means of the ROC curve or its AUC
 Perfect security requires that performance are equal obtained by means of a random guess (diagonal ROC , AUC = 1/2)
 Pd
 Pf
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 Steganography and steganalysis M. Barni, University of Siena
 Example •  Let us assume that the pdf of the image source is known. In this
 case the steganalyzer can use a Chi Square test •  Divide the pdf in several intervals (bins) •  Compute how many times the observed samples fall in the bins:
 let us indicate such values by ni
 •  Given the pdf let us indicate with pi the probability that a sample falls in the i-th bin
 χ 2 =
 ni − npi( )2
 npii=1
 n
 ∑
 •  High values are taken as an evidence in favour of H1
 0 5 10 150
 0.02
 0.04
 0.06
 0.08
 0.1
 0.12
 0.14
 0.16
 0.18
 0.2
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 Steganography and steganalysis M. Barni, University of Siena
 Choice of statistics (feature) •  In targeted seteganalysis we use few ad-hoc statistics •  Example: LSB replacement steganalysis
 Given an image and its histogram, we can use a Chi-squqre test in which the assume pmf is
 €
 hHp0(2k) = hHp0(2k +1) =h(2k) + h(2k +1)
 2Such a test reveals the presence of LSB steganography (at 1 bpp) with great accuracy. Steganalysis is obviously more difficult at low playloads
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 Steganography and steganalysis M. Barni, University of Siena
 Choice of statistics (feature) •  With blind steganalysis everything is more difficult •  If source statistics are known we can still use targeted
 features •  Otherwise
 •  Compute many features (> 100) that do not depend on image content
 •  Train a classifier with properly chosen examples •  Neural networks, Support Vector Machines (SVM) •  A proper choice of the training set is of the outmost
 importance •  ROC curves are evaluated empirically on a test set
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 BOSS challenge (2010) •  Steganalysis competition
 •  http://www.agents.cz/boss/BOSSFinal/ •  State of the art steganography •  Worldwide experts
 •  The scenario is rather favorable to the analysis •  4 months of research
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 Warming phase (2 months)
 A training database of 512x512 greyscale Cover
 A training database of 512x512 greyscale Stego
 The implementation of the embedding algorithm for Unix and Windows
 The paper describing the embedding and detection algorithm
 BOSS challenge (2010)
 Ranking phase (4 months)
 The Ranking phase will started with the disclosure of a test database of 1000 images. Each Stego image contained a fixed embedded payload of the same size as in the Warming phase.
 Objective: to distinguish stego and cover images
 One trial per participant was possible every three days
 Randomized answer
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 Steganography and steganalysis M. Barni, University of Siena
 BOSS challenge (2010) •  Results
 Hugo breaker, Binghamton University Accuracy = 80.3%
 Guel & Kurugollu, Queens University Accuracy = 76.8%
 Andreas Westfeld, HTW Dresden Accuracy = 67%
 BossTeam Czech Tech. Univ. Accuracy = 65%
 •  Despite the favorable conditions results are not so good
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University of Siena
 Steganography and steganalysis M. Barni, University of Siena
 In summary •  Several steganographic techniques exist and a large
 number of available software packages (doubtful security) •  Security looks trivial but is not •  Need to know at least basic principles •  Take care of system attacks
 •  Steganalysis •  Reliable in some selected cases ... •  ... difficult in general •  Strongly dependent on application scenario
 •  Work in progress …
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 References
 •  Jessica Fridrich, “Steganography in Digital Media: principles, algorithms and applications”, Cambridge University Press, 2010
 •  Several surveis and tutorials available on the Internet
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