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Steganography and Data Hiding
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Introduction

Steganography is the science of creating hiddenmessages. Sounds
like crypto, but

In traditional crypto, the challenge is to obscure thecontents
of a message from an adversary.

Steganography seeks to obscure the very existenceof the message
itself.

Its often used in tandem with crypto: cryptoobscures the
message, then steganography is used

to conceal the messages existence. Why is this necessary? For
applications where the

existence of a transmission is incriminating, whetheror not the
transmission can be decrypted and read.
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History

Ancient Greece: messages etched on wood, covered with wax to
make tablet

look unused.

Herodotus tells of tattooing message on a messengersshaved head,
waiting for his hair to regrow, sending him off.

World War II: disappearing inks and microdots used by operatives
to

conceal transmissions.

Recent Developments:

U.S. Military uses spread spectrum radio transmissions toprevent
detection and jamming.

October 2001: NY Times reports Al-Qaeda may have
usedsteganography to hide transmissions related to
9/11.Unsubstantiated, but has gotten a lot of attention.


	
8/3/2019 Steganography and Data Hiding

4/13


	
8/3/2019 Steganography and Data Hiding

5/13

Example: Hiding a Message in a Bitmap

24 Bit RGB Bitmap uses 8 bits of red, blue, and greenintensity
to describe the color of a pixel.

A blue pixel might look like: (00000000,00000000,10110100)

Suppose we want to conceal the data 101 Overwrite the least
significant bits of the color

values with the bits representing our
data:(00000000,00000000,10110100)(00000001,00000000,10110101)

The difference in 1 bit of color intensity isimperceptible to
the human eye.

Three pixels can hide one ASCII character (7 bits)

What if we overwrote more digits?
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Example: Hiding a Message in a Bitmap

Original Image 1 bit-plane used

5 bit-plane used 7 bit-plane used
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Other Implementations

Using graphics as a covertext is currently getting alot of
attention because of the Times article & fearsof terrorists
using eBay to transmit messages

But theres virtually an unlimited number of

alternatives.

Freeware programs available that hide data in:

MP3 audio

MPEG video

HTML files PDF files

ASCII text

Spam! (www.spammimic.com)
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Steganalysis

Cryptography has cryptanalysis, steganography hassteganalysis.
Governments & companies are veryinterested in finding stego
messages.

Inherent difficulty of steganalysis: theres usually aset of
potential covertexts (i.e. eBay, the personals),

but little info about which of them carry a payload. Not only
that, but

the volume of potential covertexts may be enormous.

theres usually no clean file available for comparison.

the payload is probably encrypted how will you know ifyouve
found it?

adversary may purposely encode noise, irrelevant data.

One useful attack is statistical analysis: findunlikely
compression artifacts in JPEGs, for

instance.
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Steganalysis: A Thought Experiment

Isnt steganography just security through obscurity?

Suppose Bob is using steganography to hide amessage in an MPEG
he posts on his website.

Charley, the adversary, knows that the MPEG

probably contains a payload, and even knows thestego algorithm
Bob is using. He wins, right?

Whats a one-time pad?

Bob used a one-time time pad to encode each bit of

the message in the nth pixel of the kth frame of theMPEG, where
n, kare taken from the pad.

Alice downloads the MPEG from Bobs website, usesher one-time pad
to recover the message.
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Steganalysis: A Thought Experiment

Charley is screwed one-time pad means Charley doesnt know which
frames

and pixels store part of the ciphertext.

statistical analysis is unlikely to help: too much entropy inan
MPEG to find which pixel in which frame is suspicious

even if Charley is a quantum computer from the future andcan try
all stego keys instantly, he will only get back the setof all
possible messages Bob could have encoded.

Charley can try to destroy the message by compressing theMPEG
and dropping random frames, but data density is lowand Bob might be
using redundancy, error correction codes.

recovered ciphertext


	
8/3/2019 Steganography and Data Hiding

11/13

Watermarking

Why would Charley want to destroy the messageinstead of
recovering it?

Suppose Bob isnt a terrorist, but is instead a contentprovider
who wants to watermark his content.

Its unclear how much stego is being used tocommunicate today,
for all the reasons wevementioned, but watermarking is a huge
issue.

Who needs watermarks? MPAA, Margaret Thatcher.

Ideal watermark is imperceptible to a discriminatinguser, but is
impossible to detect or destroy.

Its a subset of steganography where the adversaryattempts to
purge the covertext of its payload.
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Watermarking

Unfortunately for content providers, its much easier to
degradesteganography than to crack it. inherent property of
compression: removes redundancy.

if you make an unobtrusive watermark in a photo (1 bit
planeencoding, for instance), simple compression should be able to
getrid of it while preserving the image.

dont need to know the location of the watermark to cripple it:
canattack it indirectly, or add enough noise to make it impossible
torecover the true mark.

i.e. Margaret Thatchers ministers could have put random spaces
into thedocuments they wanted to leak.

tradeoff: can make the watermark harder to remove/degrade,
but

the more bits you use, the more the content is degraded.
Digimarc is a leading provider of image watermarking services.

Digimarc spiders crawl the web, looking for marked content.
watermarks can survive copying, renaming, file format changes,

rotation and a range of compression and scaling.

what about cropping, slightly changing color balance, etc.?
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Conclusions

Who wins from steganography?

criminals government pirates

Who loses from steganography?

government corporationsartists
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