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 Security in ComputingChapter 12, Cryptography Explained
 Part 6
 Summary created byKirk Scott
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 • This set of overheads corresponds to section 12.2 in the book
 • The overheads for Chapter 12 roughly track the topics in the chapter
 • Keep this in mind though:• On some topics I simply go over the book’s material• On other topics I expand on the book’s material in a
 significant way• You are responsible not just for what’s in the book, but
 also what’s in the overheads that’s not in the book
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 DES and AES: Confusion and Diffusion in Secret Key (Symmetric) Encryption
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 1. Background
 • These overheads attempt to illustrate the general ideas behind confusion and diffusion in block ciphers like DES and AES.
 • No claim is made that the example is cryptographically sound.
 • In addition to being simple, it is highly likely to be seriously flawed.
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 • You should take a look at the descriptions of DES and AES in the book.
 • However, these encryption schemes are so complex that it is difficult to see how they accomplish confusion and diffusion.
 • The example given here is devised purely for the purpose of illustrating this.
 • It seems like a better use of time than mindlessly going through a summary of details about DES and AES.
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 • Among the elements of DES/AES type block ciphers in question are the following:
 • Splitting the block into two halves and combining the halves as part of the encryption process.
 • Permuting parts of the blocks and keys.• Changing sequences of bits by shifting them
 cyclically.• Combining keys and plaintext using the logical
 XOR operator.
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 • For the sake of utter clearness, here is a brief review of three of these ideas:
 • 1. A permutation is a rearrangement or reordering of things.
 • Here is a sequence of 16 bits broken into 4 blocks:• 1010 0011 0111 0110• (1) (2) (3) (4)• The blocks can be reordered by the permutation (3) (2)
 (4) (1):• 0111 0011 0110 1010
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 • 2. Shifting bits cyclically means that whatever gets shifted out of range on one end is inserted at the other.
 • Taking the 16 bit sequence shown immediately above after the permutation, the result of a 2 bit cyclical shift to the right is shown on the following overhead.
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 • Notice that the “10” at the end of the last block becomes the first pair of bits in the first block.
 • Original:• Result:• 0111 0011 0110 1010• • 1001 1100 1101 1010
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 • 3. The Logical XOR operator has a characteristic that is useful when combining bit sequences in cryptography.
 • Suppose you start with 2 bit sequences of equal length, p and q.
 • Let this notation represent the process of XOR, where the 2 bit sequences are combined to produce another sequence r:
 • p XOR q r
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 • Given r and either p or q, you can recover q or p by applying XOR again.
 • In other words, the following relationships also hold:
 • p XOR r q• q XOR r p
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 • Here is an illustration:• p 1010 0011 0111 0110• XOR• q 1001 1100 1101 1010• --------------------------• = r 0011 1111 1010 1100•  • p 1010 0011 0111 0110• XOR• r 0011 1111 1010 1100• --------------------------• = q 1001 1100 1101 1010
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 2. An Outline of the Proposed Encryption Algorithm
 • The encryption will be illustrated on a block size that is 4 bytes or 32 bits overall.
 • The block will be considered in two parts, the left hand side of 16 bits and the right hand side of 16 bits.
 • Each of these 16 bit units will be treated as four 4-bit sub-blocks for the purposes of permutation.
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 • The key will be half the length of the block overall.
 • In other words, the key will be 16 bits• The key is of the right size for combining with
 the right hand side of the block.
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 • The algorithm will proceed through two rounds.
 • Each round will include the following:– Permutations in the right hand side of the block– Shifts in the key– Permutations in the key– Combinations between the left hand side, the
 right hand side, and the key, using XOR.
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 • These are the permutations that are applied to the Right Hand Side.
 • Permutation 1 Permutation 2 Permutation 2 Inverse• (for decryption)• 41 31 21• 32 12 42• 13 43 13• 24 24 34

Page 17
                        

17
 • These are the permutations that are applied to the Key.
 • Permutation A Permutation B Permutation B Inverse• (for decryption)• 31 21 31• 42 42 12• 23 13 43• 14 34 24
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 • The two rounds of encryption are diagrammed on the following overheads.
 • In the diagrams XOR is represented by a circle with a cross in it.
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 • Round 1:
 Left Hand Side Right Hand Side Key
 Permutation A
 Shift Right 2Permutation 1
 New LHS New RHS
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 • Round 2:
 Left Hand Side Right Hand Side Key
 Permutation B
 Shift Right 2Permutation 2
 Final LHS Final RHS
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 3. Examples• The letters of the example plaintext message are
 converted to a binary representation using standard ASCII codes.
 • The final encryption falls into 8-bit, or one byte blocks.• Only a part of the range of ASCII values corresponds to
 printable alphabetic characters.• Therefore, the ciphertext can’t be written down as a
 sequence of ASCII characters. • It is simply a sequence of 8 bit units which have to be
 decoded in order to get anything meaningful.
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 • Here are the values that will be used in the first example:
 • Plaintext 1: goat• ASCII representation:• g = 10310, o = 11110, a = 9710, t = 11610
 • 01100111 01101111 01100001 01110100
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 • Key: is• ASCII representation:• i = 10510, s = 11510
 • 01101001 01110011
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 • ROUND 1•  • LHS RHS KEY• 0110 0111 0110 1111 0110 0001 0111 0100 0110 1001 0111 0011• perm. 1 0100 0111 0110 0001 shift 1101 1010 0101 1100• LHS 0110 0111 0110 1111 perm. A 0101 1100 1010 1101• XOR 0010 0000 0000 1110• KEY 0101 1100 1010 1101• XOR 0111 1100 1010 0011•   • NEW LHS NEW RHS NEW KEY• Perm. 1 on RHS Result of last XOR Result of ops.•  • 0100 0111 0110 0001 0111 1100 1010 0011 0101 1100 1010 1101
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 • ROUND 2•  • LHS RHS KEY• 0100 0111 0110 0001 0111 1100 1010 0011 0101 1100 1010 1101• perm. 2 1010 0111 0011 1100 shift 0101 0111 0010 1011• LHS 0100 0111 0110 0001 perm. B 0111 1011 0101 0111• XOR 1110 0000 0101 1101• KEY 0111 1011 0101 0111• XOR 1001 1011 0000 1010•  • FINAL LHS FINAL RHS• Perm. 2 on RHS Result of last XOR•  • 1010 0111 0011 1100 1001 1011 0000 1010
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 • In order to be decodable, it has to be possible to reverse each step in the encryption unambiguously.
 • Known permutations are clearly reversible. • A shift to the right can be reversed by a shift to the left.
 • If you have the result of an XOR along with one of the
 original bit sequences, it’s possible to recover the other original using XOR.
 • Every part of this encryption algorithm falls into one of these categories, so it is reversible.
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 • For the sake of completeness, this will be illustrated by looking at the second round.
 • If the second round can be reversed, the first round can be reversed in the same way.

Page 28
                        

28
 • The secret key is shared by the sender and the receiver.
 • In the second round the key has been transformed.
 • However, the sender and receiver share knowledge of the initial state of the key and the transformations of the algorithm.
 • So they also both know, or can obtain, the transformed value of the key in the second round.
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 • This is the decryption of the second round.
 • Decoding round two.•  •  • FINAL LHS FINAL RHS• Perm. 2 on RHS Result of last XOR•  • 1010 0111 0011 1100 1001 1011 0000 1010• CURRENT KEY 0111 1011 0101 0111• XOR 1110 0000 0101 1101• FINAL LHS 1010 0111 0011 1100• XOR 0100 0111 0110 0001•  • PREVIOUS LHS PREVIOUS RHS• The RHS just obtained Undo permutation 2 on the final LHS•  • 0100 0111 0110 0001 0111 1100 1010 0011
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 • Comparing with the NEW LHS and NEW RHS at the end of round 1, you see that these values are exactly the same.
 • This confirms that it is possible to reverse the encryption by reversing the steps of the encryption.
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 • The next step is to compare the encryption of the word “goat” with the encryption of the word “gnat”.
 • A key feature of this encryption scheme is revealed by the comparison.
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 • Here are the values that will be used in the second example:
 • Plaintext 2: gnat• ASCII representation:• g = 10310, n = 11010, a = 9710, t = 11610
 • 01100111 01101110 01100001 01110100
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 • Key: is• ASCII representation:• i = 10510, s = 11510
 • 01101001 01110011
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 • ROUND 1•  • LHS RHS KEY• 0110 0111 0110 1110 0110 0001 0111 0100 0110 1001 0111 0011• perm. 1 0100 0111 0110 0001 shift 1101 1010 0101 1100• LHS 0110 0111 0110 1110 perm. A 0101 1100 1010 1101• XOR 0010 0000 0000 1111• KEY 0101 1100 1010 1101• XOR 0111 1100 1010 0010•  • NEW LHS NEW RHS NEW KEY• Perm. 1 on RHS Result of last XOR Result of ops.•  • 0100 0111 0110 0001 0111 1100 1010 0010 0101 1100 1010 1101
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 • ROUND 2•  • LHS RHS KEY• 0100 0111 0110 0001 0111 1100 1010 0010 0101 1100 1010 1101• perm. 2 1010 0111 0010 1100 shift 0101 0111 0010 1011• LHS 0100 0111 0110 0001 perm. B 0111 1011 0101 0111• XOR 1110 0000 0100 1101• KEY 0111 1011 0101 0111• XOR 1001 1011 0001 1010•  • FINAL LHS FINAL RHS• Perm. 2 on RHS Result of last XOR•  • 1010 0111 0010 1100 1001 1011 0001 1010
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 4. Commentary• What is notable about the difference between the encryption of goat and
 gnat? • Here are the plaintext representations:• 0110 0111 0110 1111 0110 0001 0111 0100• 0110 0111 0110 1110 0110 0001 0111 0100• ^• They differ in exactly one bit.• • Here are the encryptions:• 1010 0111 0011 1100 1001 1011 0000 1010• 1010 0111 0010 1100 1001 1011 0001 1010• ^ ^• They differ in two bits.
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 • This graphically illustrates the diffusion element of the encryption algorithm.
 • The combining of the left hand side and the right hand side causes changes in either to affect the other.
 • Thus, a change in the plaintext that affects a single bit of a single character in the left hand side ends up being reflected in bits that appear in both the left hand and right hand sides of the encryption.
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 • This is diffusion and illustrating it is the reason for this example.
 • Confusion also arises in the algorithm when bit patterns are substituted for one another at various points due to the combined effect of shifting, permuting, and logical XOR.
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 • A few remaining things can be observed based on knowledge of the algorithm and the outcome, along with informal cryptanalysis.
 • In the original plaintexts, the differing bit occurred in the fourth spot in a sub-block of 4 bits.
 • In the encrypted result the bits which are different also show up in the fourth spot of a 4 bit sub-block.
 • On the other hand, permutation does mean they are in different sub-blocks.
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 • In the algorithm, shifting only occurs in the key, not in the left hand side or right hand side of the plaintext, so this is not surprising.
 • It is a weakness that changes are reflected in the same relative location in which they were made.
 • Recall, however, that the algorithm was designed to be simple enough to follow, not to be a particularly good encryption.
 • It might be possible to strengthen the algorithm by introducing more shifting into it.
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 • This algorithm is extremely simple compared to DES and AES
 • On the other hand, it is considerably more complex than the techniques discussed earlier in the book, mono-alphabetic and poly-alphabetic substitutions or row-column transpositions.
 • If both the algorithm and the key were secret it would be very difficult to break the code.
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 • With AES, for example, the algorithm is open to examination.
 • If you read the book carefully, you find that AES is also based on advanced algebraic concepts that are not reflected in the simple illustration of shifting and key-mixing given here.
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 • Even knowing the algorithm for this simple example, it is difficult to trace the information contained in a single bit from its original position to the positions where it is finally located.
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 • This simple example has this in common with the commercial grade algorithms:
 • At every round, certain choices are made.• When working backwards, the cryptanalyst is
 confronted with the problem of an ever-expanding tree of choices where you have to examine every possible choice to arrive at a solution.
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 • This leads back to the idea of NP-completeness.
 • If you are confronted with a tree of choices, you are confronted with an exponential set of possibilities.
 • Even if the general outline of the algorithm is known, considering all of the possible reverse steps is daunting.
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 • Even though the steps for authorized users are straightforward and mechanical, it would not be practical to do encryption and decryption like this by hand.
 • However, all of the operations involved are easily and efficiently done by computer.
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 • Here is a concluding vague thought:• Which problem would you rather have:• Trying to figure out what key was used in a
 system where the algorithm is known?• Or trying to figure out the algorithm when it is
 unknown?• In a successful system that is of either kind, the
 problem confronting the cryptanalyst should not have a quick and easy solution.
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 The End
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