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Security for Vehicular Buses: from Cryptographyto Physically Unclonable Characteristics
 Bogdan Groza
 Faculty of Automatics and Computers,Politehnica University of Timisoara, Romania
 andInstitute e-Austria, Timisoara, Romania
 5 December 2013
 Logo- culori- font-uri, scris- form\- nu face]i a[a!
 Logoul UPT, <n varianta <n care este folosit singur pe o suprafa]\ grafic\, trebuie s\ fie <nconjurat de un spa]iu liber adecvat. Acest spa]iu asigur\ recunoa[terea u[oar\ a semnului grafic [i asigur\ un impact bun vizual.
 Spa]iul liber minim este distan]a permis\ <ntre logo [i elementele <nconjur\toare ca text, fotografii [i alte elemente grafice. Acest spa]iu este minim de grosimea literelor U,P sau T [i este exprimat cu 1xp <n schema constructiv\ de mai jos.
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Laboratory
 ContiLab - platform for teaching and research financed byContinental Corporation (2009) at Politehnica University ofTimisoara
 2 / 40
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Embedded Security Team & some projects within ContiLab
 Team:
 • Stefan Murvay (phD student, Continental Corp.)
 • Alexandru Toth (MsC student, Continental Corp.)
 • Mihai Miklos (MsC student, Continental Corp.)
 • Atilla Kalman (MsC student, Continental Corp.)
 • Soare Sorin (MsC student, Continental Corp.)
 Projects (dissertations & phD thesis)
 • CAN security
 • TPMS security
 1 patent filled by Alex Toth on behalf ofContinental Corp. ”TPMS WU burst au-thentication”, Europe Patent ApplicationEP12464019.4
 3 / 40
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Security of in-vehicle networks
 Vehicles evolved into complex systems with dozens ofinterconnected ECUs
 Still, in-vehicle networks offer no security
 Security vulnerabilities can be exploited to affect all (sub-)systems
 • Power Train
 • Chassis
 • Body
 • Multimedia, Telematics andHMI
 • Active passive safety
 Gateway
 Powertrain CAN
 Comfort CAN
 Infotainment CAN
 Diagnostics CAN
 Network topology of a VW Phaeton
 E.g., disable or releases brakes, lock/unlock car while at speed,disable cylinders, kill engine, etc. (Koscher et al.’10, Checkoway etal.’11)
 4 / 40
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Option 1: security through isolation
 Isolate in-vehicle buses, e.g., CAN, from the outside world
 Advantages:
 • Apparently easier to adopt
 Disadvantages:
 • 100% isolation is never possible
 • May not fit the very nature of cars
 • May not work for the medium-long term due toover-increasing interconnectivity and new paradigms that hitthe market, e.g., self-driving cars
 5 / 40
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Security through isolation in computer networks
 Questions:
 • Were computers secured by isolation before the ’90?
 • Were industrial devices secured by isolation before the ’10?
 '95 SSL/TLS (crypto-suite)
 '69 ARPANET
 (precursory of Internet)
 '60 '70 '80 '90 '00 '10
 '82 Elk Clonner
 (first personal virus, just a joke)
 '88 Morris Worm
 (first computer worm: damage
 100.000-10.000.000$)
 '87 first anti-virus
 (Atari)
 '88 first firewall (DEC)
 '02 Beast Trojan
 (gains complete control
 over Win machines)
 '93 IP Encryption Protocol (IPSec)
 '94 HTTPS (crypto-suite)
 '10 Stuxnet Worm
 (targets industrial conrol systems)
 6 / 40
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Any predictions for in-vehicle networks ?
 Questions• If in-vehicle networks are 10-20 years behind computer networks,
 can we expect the first in-vehicle malware to arrive until 2020?• If cars will self-drive themselves in the 2020 can we expect: cars
 that steal-themselves, or cause accidents, or terrorists acts bythemselves?
 '83 CAN Bus
 (Bosch)
 '10
 '10 Ethernet
 gains ground
 in automotives
 '10 first reported attacks
 on CAN Bus (mostly in
 the research community)
 '20 Mercedes-Benz,
 Audi, Nissane and
 BMW expect to sell
 self-driving cars
 '20
 7 / 40
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Option 2: devise security for in-vehicle buses
 Disadvantages:
 • Harder to adopt for the short term
 Advantages:
 • Clear advantages for the long term future
 8 / 40
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Architecture of in-vehicle networks
 Buses
 • Controller Area Network - CAN (most common)
 • Local Interconnect Network - LIN
 • FlexRay (developed to replace CAN, but may fail on this)
 • Ethernet (may replace all other buses)
 Topologies
 • Star - built around a central gateway
 • Bus - nodes connected to a backbone bus
 Nodes
 • Memory constraints
 • Low computational power
 9 / 40
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Controller Area Network
 • Two wire differential bus
 • Broadcast communication
 • Arbitration mechanism for avoiding collisions
 • One frame can hold up to 8 bytes of data
 • Bandwidth limited to 125 Kb (low-speed CAN) and 1 Mbps(high-speed CAN)
 Start of Frame
 Arbitration
 Control
 Data Field
 (at most 64 bits in standard CAN
 up to 64 bytes with CAN-FD)
 End of Frame
 ACK
 CRC
 IFS IFS
 CAN Frame
 CAN-H
 CAN-L
 μC9
 10
 12
 μC5
 6
 12
 μC3
 6
 10
 μC3
 5
 9
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CAN Arbitration
 • Message identifiers are used for arbitration (11 bits instandard frames, 29 bits in extended frames)
 • Lower IDs always wins
 • Nodes start sending in parallel and bit-by-bit comparison isdone with the ID field
 • Nodes that send a recessive bit (1) and read back a dominantbit (0) have lost arbitration
 11 / 40
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Controller Area Network - Security
 Shortcomings
 • No security, except a standard CRC-15
 • No authenticity ⇒ messages can be forged
 • DoS can be mounted by flooding with high priority ID’s (notfixable by CAN nature)
 Solution
 • Implement security mechanisms at the application layer
 12 / 40
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Existing solutions - CANAuth (Van Herrewege et al.’11)
 Advantages
 • ID-based authentication (shared keys linked to acceptancemasks)
 • Authentication based on simple MAC codes
 • No need for time synchronization
 • No authentication delays
 • intended for CAN+
 Limitations
 • No source authentication
 A. Van Herrewege, D. Singelee, I. Verbauwhede - CANAuth: A Compact, BackwardCompatible Authentication Protocol for CAN bus, 9-th Embedded Security in CarsConference (ESCAR, 2011).
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Existing solutions - Voting (Szilagy & Koopman, 2010)
 Principle
 • pair-wise shared keys
 • each node votes on the authenticity of the message (timetriggered basis)
 Limitations
 • Nodes present to send their vote
 • Receive history has to match
 C. Szilagyi and P. Koopman. Low cost multicast authentication via validity voting intime-triggered embedded control networks. In Proceedings of the 5th Workshop onEmbedded Systems Security, ACM, 2010.
 14 / 40
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Authentication based on the TESLA protocol
 Advantages
 • Based on the well known TESLA protocol
 • Authentication based on simple MAC codes
 Limitations
 • Authentication delays - as low as 315µs with TriCoremicrocontrollers but more realistic around 1ms (due tosynchronization problems, oscillator tolerance, etc.)
 B. Groza, P.S. Murvay - Higher Layer Authentication for Broadcast in Controller AreaNetworks (CAN), SECRYPT’11 (addresses low speed CAN on S12X)
 B. Groza, P.S. Murvay - Efficient Protocols For Secure Broadcast In Controller AreaNetworks, IEEE Transactions on Industrial Informatics, 2012 (addresses high speedCAN on TriCore)
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TESLA-CAN - protocol overview
 Initialization stage:• Build key chains - we use multi-level key chains• assure time synchronization• commit initialization key (the tip of each key chain level)
 Broadcast stage:• Send messages and MACs• Release keys after disclosure delay has elapsed
 3
 1
 2
 BUS CC
 key
 value value
 keykey3
 2
 norm normnorm
 norm
 2
 K K KKKKKCK
 value key key key key key key key
 key
 norm norm normnorm
 t
 level 1
 level 2
 level 3
 Illustration of the broadcast stage
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TESLA-CAN - tuning parameters
 Several trade-offs:
 • higher number oflayers ⇒ lowermemory, lower CPU,higher overhead onthe bus
 • larger chains ⇒ morememory, more CPU,less overhead on thebus
 0.002 0.004 0.006 0.008 0.010∆
 100000
 200000
 300000
 400000
 MEMHiL
 200 400 600 800 1000Σ
 100000
 200000
 300000
 400000
 MEMHiiL
 0.004 0.006 0.008 0.010∆
 1.0´ 1071.5´ 1072.0´ 1072.5´ 1073.0´ 1073.5´ 107
 BUSHiiiL
 400 600 800 1000Σ
 1.0´ 1081.5´ 1082.0´ 1082.5´ 1083.0´ 1083.5´ 108
 BUSHivL
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TESLA-CAN - variants
 • Set upper key-chains to smallest possible length to minimizememory (left)
 • Set all key-chains to equal size to minimize bus load (right)
 00010
 00100
 01000
 00110
 01100
 010100111010010
 10100
 11000
 1011011010
 11100
 11110
 4 1norm norm
 runT
 10000
 5
 1110011110 11101111021110311104111116
 norm4
 level 1
 level 2
 level 3
 level 4
 level 5
 runT
 2000
 32003300
 10003000
 010002000300110012001300210022002300310032003300
 32203230 3210
 32303300 32323233 3231
 norm
 3
 level 1
 level 2
 level 3
 level 4
 2
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TESLA-CAN - Protocol performance
 Key size 3 levels 3 levels 3 levels(bytes) δ(ms) M (bytes) σ δ(ms) M (bytes) σ δ(µs) M (bytes) σ
 4 10 37704 3142 1 81216 6768 315.24 120024 10002mixed 10 75408 3142 1 162432 6768 318.08 239304 9971
 16 10 150816 3142 1 324864 6768 471.44 419808 8746
 Key size 4 levels 5 levels(bytes) δ(µs) M (bytes) σ δ(µs) M (bytes) σ
 4 329.44 15840 990 340.8 4960 248mixed 332.28 39520 988 343.64 13832 247
 16 479.96 57664 901 497 18400 230
 Table : Some parameters choices for the Infineon TriCore platform.
 19 / 40
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TESLA-CAN - Pros, cons
 Pros:
 1 Best tradeoffs with MAC codes and without shared keys
 2 Known to be secure by intense study in sensor networks
 3 Widely deployed and acknowledged to be efficient in sensornetworks
 Cons:
 1 Authentication delays can not be significantly reduced due toprotocol nature
 20 / 40
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Our 2nd proposal - LIBRA-CAN
 Advantages
 • Efficient source authentication
 • Keys shared between groups of nodes
 • Authentication based on simple MAC codes
 • No authentication delays (if the authentication tag is sentwith the message)
 • Several protocol variants available
 Assumption (and also limitation)
 • Requires a reduced number of nodes with malicious nodes inminority (fortunately: this appears to be a realistic assumptionin automotive networks)
 Bogdan Groza, Stefan Murvay, Anthony van Herrewege, Ingrid Verbauwhede,LiBrA-CAN: a Lightweight Broadcast Authentication protocol for Controller AreaNetworks, Proc. 11th International Conference on Cryptology and Network Security(CANS’12)
 21 / 40
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Primary procedure: key sharing between more nodes
 Problem: pairwise key sharing is not very efficient
 Solution: Key sharing between groups of nodes increases the number ofrecovered bits from each MAC
 e.g., pair-wise key sharing: 4 receivers, 1 sender, 36 bits left forauthentication ⇒ 36/4 = 9 bits for each node, i.e., only 25% are used oneach node
 e.g., groups of size 2: 4 receivers, 1 sender, 36 bits left for authentication⇒(
 42
 )= 6 groups, 36/6 = 6 bits for each tag, each node gets 3 tags,
 i.e., 18 bits from the authentication tags, 50% are used on each node (incase of no corrupted node and 12 bits with 1 corrupted node)
 H1L
 H2L H4L
 H6L
 1 2 3 4l
 20
 40
 60
 80
 100
 120bits
 H1L
 H2LH3L
 H4L
 2 4 6 8n
 10
 20
 30
 40
 50ÈGÈ
 Figure : Fraction of recovered bits with l = 1..4 adversaries (left) andnumber of groups (right) (for 1..8 nodes )
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Secondary procedure: MAC mixing (increases security)
 Linearly Mixed MAC (Simplified)
 • Procedure: Uses an array of keys for building a tag by mixingwith a system of linear equations
 • Property: Tampering with any of the tag components(x1, x2, ..., xs) makes the verification fail on any of the keys(k1, k2, ..., ks) (any node can detect a forgery)
 KD1(k1) · x1 + ...+ KDs(k1) · xs ≡ MACk1 (m1)
 KD1(k2) · x1 + ...+ KDs(k2) · xs ≡ MACk2 (m2)
 ...
 KD1(ks) · x1 + ...+ KDs(ks) · xs ≡ MACks (ms)
 A similar construction exploited to create signatures in: T. Roeder, R.Pass, and F. Schneider. Multi-verier signatures. Journal of Cryptology, 2012
 23 / 40
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Computational costs of MAC mixing
 • Significantly cheaper thanthe MD5 and HMAC whendone on small groups ofbits, e.g., 32
 • Measurements made on anInfineon TriCore(MD5 andHMAC-MD5 added forcomparison)
 MD
 5
 HM
 AC
 SMIX
 HGF
 16bi
 tLSM
 IXHG
 F32
 bitL
 SMIX
 HZpL
 MIX
 HZpL
 n=2
 MD
 5
 HM
 AC
 SMIX
 HGF
 16bi
 tLSM
 IXHG
 F32
 bitL
 SMIX
 HZpL
 MIX
 HZpL
 n=4
 MD
 5
 HM
 AC
 SMIX
 HGF
 16bi
 tLSM
 IXHG
 F32
 bitL
 SMIX
 HZpL
 MIX
 HZpL
 n=8
 50
 100
 150
 200
 250
 300
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MAC mixing: prediction of computational costs
 • Cost of simplified mixing remains below theone of HMAC-MD5 for less than 32 nodes
 • Prediction based on: mixing with linearequations (MIX) done by Gaussianelimination is O(n3), matrix multiplicationby vector (SMIX) for simplified mixing isO(n2), number of MD5s or HMACs is linearwith the number of nodes
 MD5
 HMAC
 MIXIZpMSMIXHGF232L
 SMIXIZpM
 SMIXHGF216L
 0 5 10 15 20 25 30n0
 200
 400
 600
 800
 1000
 1200
 1400
 cost
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Variations of the scheme
 Master oriented (non-homogenous)
 • Centralized authentication
 • Cumulative authentication
 • Load balanced authentication
 Distributed (homogenous)
 • Cascade authentication
 • Two-stage authentication
 26 / 40
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Centralized authentication
 • One master node with higher computational power
 • Slave nodes are organized in groups of k nodes each
 • Group keys are distributed by the master node
 4 12μC
 CAN-H
 CAN-L
 μC9
 10
 12
 μC5
 6
 12
 μC3
 6
 10
 μC3
 5
 9
 8
 1
 2
 3
 4
 5
 6
 8
 9
 10
 12
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Cumulative authentication
 • Messages are accumulated by the master
 • The master sends authentication tags for the accumulatedmessages at predefined periods δ
 • Reduces the number of authentication tags
 28 / 40
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Load balanced authentication
 • Master assisted by slaves to continue authentication
 • Useful for master nodes that are busy with othercomputational tasks
 • The master signals other nodes (based on their IDs) tocontinue the authentication process with their own keys
 • Similar to Two-stage authentication (described next)
 29 / 40
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Cascade authentication
 • Nodes reply in a cascade manner with a tag computed withthe keys from groups they are part of
 • Authentication continues until all nodes have sent theauthentication tags with their own keys (can be stoppedsooner if the attained security level is satisfactory)
 1
 G 1 G 2 G 3 G 4 G 5 G 6 G 7 G 8 G 9 G 10 G 11 G 12 G 13 G 14 G 15 G 16 G 17 G 18 G 19 G 20 G 21 G 22 G 23 G 24 G 25 G 26 G 27 G 28
 N1 f 11 f 1
 2 f 13 f 1
 4N2 f 2
 1 f 22 f 2
 3 f 24
 N3N4N5N6N7N8
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Experimental setup
 Nodes built using PC and automotive grade microcontrollers:Freescale S12 and Infineon TriCore
 Scenarios for centralized authentication
 • S12 master + 4 S12 slaves
 • TriCore (TC1782) master + 4 TriCore (TC1797) slaves
 • PC master (Intel T7700) + 4 S12 slaves
 • PC master (Intel T7700) + 4 TriCore (TC1797) slaves
 Centralized vs. distributed authentication
 • S12 master + 8 S12 slaves
 31 / 40
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Protocol performance
 Centralizedauthentication with 4
 nodes
 Master Slave δ Bitrate Bus load
 S12X 4xS12X 2.54ms 125 kbps 53.84%PC 4xS12X 1.848ms 125 kbps 72.22%TriCore 4xTriCore 267µs 1 Mbps 54.31%PC 4xTriCore 378µs 1 Mbps 42.54%
 Centralized, Cascade &Two-stage with 8 nodes
 Variant Master Slave δ Bus load
 Centralized S12X 8xS12X 22.624ms 11.27%Cascade - 8xS12X 9.86ms 36.11%Two-stage - 8xS12X 6.806ms 46.21%
 32 / 40
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Further improvement: CAN-FD
 Specifications for CAN with flexible data rate was recently released(2012)
 • Data field increased to 64 bytes ⇒ the message andauthentication tags could fit a single frame
 • Increased data rate allowed after arbitration field ⇒ smallerauthentication delays can be achieved
 33 / 40
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Pros, cons and beyond LiBrA
 Pros: sharing keys between groups of nodes gives higher security(feed-back from industry confirms that adversarial nodes should belimited in number or non-existent on most buses)
 Cons: Feed-back (unofficial) from industry suggests that LiBra istoo complex for their current needs
 Demands from industry:
 1 backward compatibility (secure & insecure CAN coexist, atleast for a while)
 2 compliance with some standards, e.g., J-1939, (somerestrictions on message size & number follow)
 3 more secure, even if not completely secure is acceptable if itfits in their constraints (bus, delays, cpu, memory)
 34 / 40
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SeA-CAN - broadcast authentication for automotives
 Design a protocol on top of a clearly defined automotive scenario(clearly defined = constraints on cpu, memory, busload and delays)
 Principles:
 • Broadcast authentication is not needed - all nodes could sharethe same key
 • Use the lightest authentication possible (even if it offerslimited security)
 ... still work in progress for us
 35 / 40
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PSI-CAN -physical security based on signal patterns
 Principle: identify each source node based on unique signalcharacteristics
 Tools: mean-square errors, convolution product, convergence ofthe mean square error
 50 250 5002.1
 2.35
 2.6
 Time (µs)
 Am
 plitu
 de (
 V)
 50 250 5002.01
 2.23
 2.45
 Time (µs)
 Am
 plitu
 de (
 V)
 Figure : Arbitration fields from three transceivers before low-pass filtering(left) and after low-pass filtering (right)
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MSE and convolution based separation
 Figure : 20000 MSE valuescomputed for each PCA82C251transceiver having the signatureof T4
 USB as the reference
 Figure : 20000 MSE valuescomputed for each TJA1054Ttransceiver having the signatureof T2′′
 S12 as the reference
 Figure : 20000 convolved valuescomputed for each PCA82C251transceiver having the signatureof T4
 USB as the reference
 Figure : 20000 convolved valuescomputed for each TJA1054Ttransceiver having the signatureof T2′′
 S12 as the reference 37 / 40
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Experimental results
 Easy separation between most of the transceivers
 Still, significant overlap between certain transceivers
 38 / 40
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Dealing with false-negatives
 Changing the ID of the frame triggers changes in the overlapbetween physical characteristics
 Intuition: clever allocation of IDs to tranceivers can lead to almost100% identification rates
 39 / 40
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Conclusions
 • LIBRA-CAN relevant for newer layers, e.g., CAN-FD
 • TESLA-CAN relevant for time triggered protocols, e.g.,FlexRay
 • SeA-CAN will at least show what can be done over areal-world automotive network
 • PSI-CAN requires more investigation, but is promising as IDSfor CAN
 • For practical adoption the industry (usually) decides by meansof consortium
 40 / 40
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