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 Virus Scanners
 • Antivirus companies first infect a goat file with the virus– Add copy of virus in purest form to the database
 • On customer’s machine check all files for all viruses– Need efficient programming– Could also do a fuzzy search for polymorphic viruses
 • WARNING: File xyz.exe may contain funny virus. Delete?
 – How frequently to check? Which files to check? Date, size?
 • Behavioral checkers: – Antivirus is in memory and traps all system calls– Catch any call that looks suspicious, e.g. modifying boot sector
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 Integrity Checkers
 • Instead of looking for viruses, look for change– Compute a checksum for every program on disk– Encrypt the checksums, store on disk– Recompute checksums, compare
 • It’s ok for some files and directories to change– A policy language can specify what is ok what is not– In general, difficult to differentiate benign changes from
 malicious ones– Can lead to false alarms
 • E.g. Tripwire

Page 4
                        

4
 Lures
 • Place a dedicated machine on the network• Populate it with synthetic users and data
 – Make sure it looks exciting
 • Raise a red flag when someone gets into dedicated machine– Well-publicized cases involving crackers with KGB ties
 • Pros: early warning system• Cons
 – Can be a stepping stone to other machines– Requires management and administration– Legality not clear, can be considered entrapment
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 Intrusion Detection
 • Examine the behavior of programs, alert someone if they are “not behaving well”– Difficult to define– Some schemes require specifying the range of system calls a
 program may perform– Some schemes use machine learning techniques to derive a
 profile from a known-to-be-good system– Some schemes use static program analysis to determine the
 range of behavior possible
 • In the limit, encompasses all of machine learning– Simple schemes can be effective, esp. against worms– False alarms
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 Mobile Code
 • Shipping computation from one host to another – Applets: programs can be more compact than equivalent data
 • Can interact with user with low latency
 • Used for complex GUIs, page description languages, etc.
 – Agents: program acting on behalf of a user
 • Can interact with its environment with low latency
 • Used for data collection (e.g. price comparison), load-balancing, long-lived computing tasks
 – Servlets, ASPs: code submitted by clients that would like to run in the context of a larger software system
 • Web servers, rent-a-server, database systems, etc.
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 Problems
 • Mobile code is invaluable in building extensible systems• However, running someone else’s code is a security risk• Could place every extension in a separate hardware
 address space– The code could perform any read, write, jump operation and the
 MMU would catch any missteps– The OS could catch every system call and direct through a
 reference monitor– BUT, the extension code typically must run in the same
 protection domain as the base system to be useful
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 Mobile Code Protection
 • Can we place extension code in the same address space as the base system, yet remain secure ?
 • Many techniques have been proposed– SFI– Safe interpreters– Language-based protection– PCC
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 SFI• Control the app by managing the instruction stream
 – Ensure instruction does no illegal accesses
 • Software fault isolation (SFI)– Assign a range of contiguous addresses to each extension– Rewrite the extension’s code segment, inserting checks
 before every read, write and jump to ensure that it is legitimate
 • Checks can be cheap– Need only recompute address and perform range check, 3-7
 instructions
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 SFI Loads and Stores
 • Every load and store is preceded by check that the hardware would have done
 • Dedicate two general purpose registers to hold base and limit
 • Modern processors have extra stall cycles during which the checks can be performed
 base limit
 extension
 …LDQ R1, 34(R2)…
 SFI’ed extension
 …ADD R0, 34, R2SUBU R0, R0, R14BLT R0, R15, errorLDQ R1, 34(R2)…
 LDQ R14, BASELDQ R15, LIMIT …
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 SFI Control Flow
 • An extension should only be able to jump to well-defined entry points in the system– Restrict control flow to indirect jumps off of a table
 • System calls are replaced by calls to reference monitor– Applet is killed if reference monitor denies permission
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 SFI Discussion
 • Hard to share data– Must still be copied from one extension’s memory range into
 another’s
 • Performance problems– The checks extract a high penalty
 • Hard to scale to large numbers of extensions• Difficult to encode stronger policies
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 Safe Interpreters
 • Restrict code to an interpreted language– E.g. telescript, python, perl, tcl, etc…
 • The application must go through interpreter for execution– The interpreter can enforce security checks at any instruction
 – The application does not have direct access to hardware
 • Slow
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 Language-based Typesafety
 • Constrain the vocabulary of the extensions to a subset of safe instruction sequences– Force the programmer to use a language that cannot express
 unsafe operations
 • Many instances– Imperative: Java, Modula-3, Limbo– Functional: ML, O’caml, Haskell– Domain-specific: BPF
 • Use a verifier to check statically that extensions will not violate safety at runtime
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 Verification
 • Verifier is a specialized theorem-prover– System safety depends on axioms such as
 • “thou shalt not create arbitrary pointers through pointer arithmetic”
 – Verifier simulates all possible executions of the program, making conservative assumptions
 – Checks for violation of safety axioms
 PUSH 13
 PUSH 15ADDI
 PUSH refADDI
 …
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 PCC
 • Proof-carrying code• Extension presents a certificate that it is safe w.r.t. a
 safety policy– Certificate is a proof in first-order logic– The proof is linked to the code– The recipient evaluates the proof to check if the safety condition
 holds over the program
 • Details beyond scope of this OS course– See courses by Professor Schneider, Professor Myers and
 Professor Kozen
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 Security: Protection
 • How does OS protect files?– Distinguish between policies (what) and mechanisms (how)
 • Terminology– Policy: set of acceptable behaviors– Subject: Activities entities (principals) that do things– Object: Passive entities to which things are done– Subjects and objects need not be disjoint
 AccessControl Policy
 Subject request access Approved
 Denied
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 Principle of Least Privileges
 • What should a lock (mechanism) be?– Usually should support a large set of policies
 • How should policies be assigned?– Principle of Least Privileges: objects should operate using the
 minimum set of privileges required to complete the job• limits number of privileged programs
 • helps in debugging
 • Allows isolation of critical subsystems
 – What is this set of privileges? When does it change?– Implicit in this principle: Complete Mediation
 • Check every access to every object is checked
 • Corollary: Failsafe defaults, separation of privileges
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 Access Control Matrix
 • Rows correspond to subjects, columns to objects– Subjects Objects, as subjects can act on other subjects– Entry [S, O] stores access rights of subject S on object O
 Cs414 grades Cs415 grades Emacs
 Ranveer r/w r/w Kill/resume
 Tom r r/w None
 Mohamed r r None
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 Access Control Matrix
 • Should a row correspond to a process?– Violates the Principle of Least Privileges– Each process should have small protection domains
 • Domain is set of objects that a subject can access
 • An object can be in multiple domains, w/ different rights– Processes can change domains during execution
 Editor File x File y Dictionary
 User Enter r/w r/w
 Editor read
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 Encoding Security
 • Depends on how a system represents the Matrix– Not much sense in storing entire matrix!– ACL: column for each object stored as a list for the object– Capabilities: row for each subject stored as list for the subject
 Cs414 grades Cs415 grades Emacs
 Ranveer r/w r/w Kill/resume
 Tom r r/w None
 Mohamed r r None
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