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 1
 Security Architecture
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 A quick look at security statistics reveals that security violations and attacks are increasing globally at an annual average rate of 20%. Statistics show that virus alerts, e-mail spamming, identity theft, data theft, and other types of security breaches are also on the rise. Rising at a faster rate are the related costs for preventive and protective measures. In response to this situation, organizations are focusing more heavily on the security of their information.
 To gain an understanding of the issues you would face as a database administrator trying to implement increased security, consider the following scenarios. They give you a feeling for the types of security topics covered by the first half of this book.
 A prominent institution hires you to manage a team of skillful database developers, architects, and administrators. Your first challenge on the job is to design and implement a new database security policy to secure data and prevent data integrity violations.
 You are a database administrator for a small startup company. Your company just won a contract from a large, reputable organization to implement a new database application. One of the requirements is to enforce a stringent security policy, which was never before a priority for your company.
 You are a database developer assigned to a new project, which involves the latest technology. As you read the functional specification of the module you are to build, you discover that the data to be stored must be encrypted.
 Database management systems that depend on operating systems cannot survive without the implementation of security models that enforce strict security measures.
 Yesterday's DBA was equipped with all sorts of technical skills that empowered him or her to manage a database efficiently. Today's DBA is required to have an additional skill-that of implementing security policies that protect one of the most valuable assets of a company-its data.
 Security
 Database security is the degree to which all data is fully protected from tampering or unauthorized acts. However, this definition is not entirely complete. To fully understand the definition, you need to take a quick tour of various information systems and information security concepts. The following sections dip into these topics to build a foundation for defining and understanding database security.
 http://rajakishor.co.cc/
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 Information Systems
 In today's global market, corporations all over the world are competing to gain a portion of market share. In some cases, corporations are striving to dominate a sector of the market, and in other cases they are just trying to stay afloat and survive. Regardless of the goals of these businesses, their success is usually attributed to the wise decisions of the CEOs. Wise decisions are not made without accurate and timely information. At the same time, the integrity of that information depends on the integrity of its source data and the reliable processing of that data. Data is processed or transformed by a collection of components working together to produce and generate accurate information. These components are known as an information system.
 An information system can be the backbone of the day-to-day operations of a company as well as the beacon of long-term strategies and vision. Information systems can be categorized based on usage.
 The following figure illustrates the typical management pyramid showing the category of information system used in each level of management. For example, lower-level management uses information systems that assist management and employees with operational tasks, such as inventory systems or point-of-sale (POS) systems. Middle-level management uses systems that deal with midterm goals, such as a forecasting system that project sales for the following quarter. Upper-level management works with systems that assist with long-term goals, such as business model simulation and reasoning.
 http://rajakishor.co.cc/
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 As illustrated above, information systems are classified mainly into three distinct categories: transaction-processing systems, decision support systems, and expert systems. The following table describes the characteristics and typical applications for each type of system.
 Category Characteristics Typical application systems
 Transaction-processing systems (TPS)
 Also known as online transaction processing (OLTP)
 Used for operational tasks Provides solutions for structured
 problems Includes business transactions Logical component of TPS
 applications (derived from business procedures, business rules, and policies)
 Order tracking Customer service Payroll Accounting Student registration Car sales
 Decision support systems (DSS)
 Deals with non-structured problems and provide recommendations or answers to solve these problems
 Is capable of performing "What-if?" analysis
 Contains a collection of business models
 Is used for tactical management tasks
 Risk management Fraud detection Sales forecasting Case resolution
 Expert systems (ES) Captures reasoning of human experts
 Executive expert systems (ESSs) are a type of expert system used by top-level management for strategic management goals
 A branch of artificial intelligence within the field of computer science studies
 Software consists of: Knowledge base Inference engine Rules
 People consist of: Domain experts Knowledge engineers Power users
 Virtual university simulation
 Financial enterprise Statistical trading Loan expert Market analysis
 http://rajakishor.co.cc/
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 Regardless of the type of information system and purpose, an information system consists of the following components:
 Data: Collected data and facts used as input for system processing, and data stored in the database for future reference or processing
 Procedures: Includes manual procedures, guidelines, business rules, and policies implemented in the system or used as part of the system
 Hardware: Computer systems and devices such as disks, chips, faxes, scanners, and printers
 Software: Application code, languages used to develop code, database management system, operating system used, and any other utilities or tools
 Network: A communication infrastructure to connect client processes to the system People: Users, managers, business analysts, programmers, system analysts,
 database administrators, and system administrators
 Database Management Systems
 As the database is an integral part of an information system, the need for reliable and efficient programs to manage the database becomes essential to the success of the information system. Although many corporations develop DBMSs in which each DBMS has a distinct implementation and architecture, they all have the following basic common functionalities:
 Allow developers and administrators to organize data in an orderly fashion.
 Allow users to store and retrieve data efficiently.
 Allow users to manipulate data (update and delete).
 Enable developers and administrators to enforce data referential integrity and consistency. Data is considered to have referential integrity when a relationship between two tables is always maintained.
 Allow administrators to enforce and implement data security policies and procedures on all database levels.
 Allow administrators to back up data in case of a failure and provide a mechanism to recover and restore data.
 http://rajakishor.co.cc/
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 Information Security
 Security is the sense of feeling safe or protected from deliberate or accidental threats. So what about information security? Information is one of an organization's most valuable assets, and many companies have an Information Security department that protects the information and assures employees and managers that the information is safe.
 Information is safe if it is protected from access by unauthorized users. Information security consists of the procedures and measures taken to protect each component of the information systems. This means protecting data, hardware, software, networks, procedures, and people-all the components of the information system.
 According to the National Security Telecommunications and Information Systems Security Committee (NSTISSC), the concept of information security is based on the C.I.A. triangle, in which "C" stands for Confidentiality, "I" for Integrity, and "A" for Availability. The C.I.A. triangle is a framework for protecting information. The C.I.A triangle should guide your efforts to enforce information integrity and shield data from being tampered with by unauthorized persons, being modified accidentally by employees, or losing consistency because of the incorrect coding of business requirements and rules. The following figure 1-5 illustrates the C.I.A. triangle.
 http://rajakishor.co.cc/
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 Confidentiality
 Confidentiality is one of the three principles of the C.I.A. triangle. Confidentiality addresses two aspects of security that have subtle differences. The first aspect is the prevention of unauthorized individuals from knowing or accessing secret information. The second aspect is the process of safeguarding confidential information and disclosing secret information only to authorized individuals by means of classifying information. If either of these two factors is violated, the confidentiality principle of the C.I.A. triangle is breached and information security is at risk.
 Companies usually classify information based on the degree of confidentiality necessary to protect the information. The following figure presents a model that can be adapted to implement controls for each level.
 Integrity
 Integrity is the second principle of the C.I.A. triangle. For information integrity to exist, the data upon which it is based must be consistent and accurate throughout the system. Data must be protected at all levels to achieve full integrity.
 The integrity of the information system is measured by the integrity of its data. For the integrity of the data to be considered valid, it must avoid the pitfalls summarized in the following table.
 http://rajakishor.co.cc/
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 Type of data degradation
 Description Reasons for data integrity loss
 Invalid data Indicates that not all the entered and stored data is valid without exception; checks and validation processes (known as database constraints) that prevent invalid data are missing.
 User enters invalid data mistakenly or intentionally.
 Application code does not validate inputted data.
 Redundant data Occurs when the same data is recorded and stored in several places; this can lead to data inconsistency and data anomalies.
 Faulty data design that does not conform to the data normalization process.
 Inconsistent data Occurs when redundant data, which resides in several places, is not identical.
 Faulty database design that does not conform to the data normalization process.
 Data anomalies Exists when there is redundant data caused by unnormalized data design; in this case, data anomalies occur when one occurrence of the repeated data is changed and the other occurrences are not.
 Faulty data design that does not conform to the data normalization process.
 Data read inconsistency
 Indicates that a user does not always read the last committed data, and data changes that are made by the user are visible to others before changes are committed.
 DBMS does not support or has weak implementation of the read consistency feature.
 Data non-concurrency
 Means that multiple users can access and read data at the same time but they lose read consistency.
 DBMS does not support or has weak implementation of the read consistency feature.
 Availability
 You may be asking yourself “How is availability related to security?" To answer that question, consider this scenario. A prominent dot-com company sells a variety of products over the Web. You want to purchase a product, but when you try to visit the Web site, you receive an error message saying the site is unavailable. You call the company's customer service number to get more information about the product, but to your surprise, the customer service representative informs you that their system is not available and that you should call back.
 If incidents such as these occur frequently, customers lose confidence in a company, the 'company loses customers, and eventually loses market share as well. Regardless of the reasons that led to system unavailability, the result is unsatisfied customers.
 An organization's information system can become unavailable because of the following security issues:
 External attacks and lack of system. protection
 http://rajakishor.co.cc/
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 Occurrence of system failure with no disaster recovery strategy
 Overly stringent and obscure security procedures and policies
 Faulty implementation of authentication processes, which causes failure to authenticate customers properly
 The availability principle with respect to information security means that the system should be available (accessible) to individuals who are authorized to access the information, and the system should determine what an individual can do with that information.
 Information Security Architecture
 The following figure shows that information security architecture as a model for protecting logical and physical assets. Information security architecture is the overall design of a company's implementation of the C.I.A. triangle. The architecture's components range from physical equipment to logical security tools and utilities. You can see in the figure that if any of the principles of the C.I.A. triangle is violated, the information security model will fail to protect the company's logical or physical assets.
 http://rajakishor.co.cc/
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 Database Security
 Information is the foundation of knowledge, and information is not accurate if its source data does not have consistency and integrity. For this reason, most corporations employ sophisticated information systems that have a database component.
 One of the functions of database management systems is to empower the database administrator to implement and enforce security at all levels of the database. For a database administrator to protect valuable data stored in the database, he must know the various security access points that can make the database vulnerable. A security access point is a place where database security must be implemented, enforced, and audited.
 The following figure presents all the major access points within a database environment where security measures must be implemented and audited.
 http://rajakishor.co.cc/
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 Database security enforcement:
 Data integrity violation process:
 http://rajakishor.co.cc/
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 Database security levels:
 Relational database is a collection of related data files; a data file is a collection of related tables; a table is a collection of related rows (records); and a row is collection of related columns (fields). The structure of the database is organized in levels, and each level can be protected by a different security mechanism.
 For instance, a column can be protected by using a VIEW database object. A VIEW database object is a stored query that returns columns and rows from the selected tables. The data provided by the view object is protected by the database system functionality that allows schema owners to grant or revoke privileges.
 The data files are protected by the database and that protection is enforced by operating system file permissions. Finally, the database is secured by the database management system through the use of user accounts and password mechanisms as well as by the privileges and permissions of the main database functions-database shutdown, creating user accounts, and database backup and recovery, to name a few.
 Menaces to Databases:
 Security vulnerability: A weakness in any of the information system components that can be exploited to violate the integrity, confidentiality, or accessibility of the system
 Security threat: A security violation or attack that can happen any time because of a security vulnerability
 Security risk: A known security gap that a company intentionally leaves open
 Types of vulnerability: Vulnerability means “susceptible to attack”.
 http://rajakishor.co.cc/
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 Category Description Examples
 Installation and configuration
 This type of vulnerability results from using a default installation and configuration that is known publicly and usually does not enforce any security measure. Improper configuration or installation may result in security risk.
 Incorrect application configuration that may result in application malfunction
 Failure to change default passwords
 Failure to change default permissions and privileges
 User mistakes These refer to carelessness in implementing procedures, failure to follow through, or accidental errors.
 Lack of auditing controls Untested disaster recovery plan Lack of activity monitoring Lack of protection against
 malicious code Lack of applying patches as they
 are released
 Software Refers to vulnerabilities found in commercial software for all types of programs
 Software patches are not applied Software contains bugs System administrator do not
 keep track of patches
 Design and implementation
 Refers to improper software analysis and design as well as coding problems and deficiencies.
 System design errors Not developing of exception
 handlers Input data is validated
 Types of threats:
 http://rajakishor.co.cc/
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 Threat type Description Examples
 People People intentionally or
 unintentionally inflict damage,
 violation, or destruction to all or
 any of the database environment
 components (people,
 applications, networks, operating
 systems, database management
 systems, data files, or data).
 Employees Government authorities or
 persons who are in charge Contractors Consultants Visitors Hackers Organized criminals Spies Terrorists Social engineers
 Malicious code Software code that in most cases
 is intentionally written to
 damage or violate one or more of
 the database environment
 components (applications,
 networks, operating systems,
 database management systems,
 data files, or data).
 Viruses Boot sector viruses Worms Trojan horses Spoofing code Denial-of-service flood Rootkits Bots Bugs E-mail spamming Macro code Back door
 Natural disasters Calamities caused by nature,
 which can destroy any or all of
 the database environment
 components.
 Hurricanes Tornados Earthquakes Lightning Flood Fire
 Technological disasters
 Often caused by some sort of
 malfunction in equipment or
 hardware, technological disasters
 can inflict damage to networks,
 operating systems, database
 management systems data files,
 or data.
 Power failure Media failure Hardware failure Network failure
 http://rajakishor.co.cc/
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 Types of risks:
 Risk type Description Examples
 People The loss of people who are vital components of the database environment and know critical information about the environment can create risks.
 Loss of key persons (resignation, migration, health problems)
 Key-person downtime due to sickness, personal or family problems, or burnout
 Hardware A risk that mainly results in hardware unavailability or inoperability.
 Downtime due to hardware failure, malfunction, or inflicted damage
 Failure due to unreliable or poor quality equipment
 Data Data loss and data integrity loss is a major concern of the database administrators and management
 Data loss Data corruption Data privacy loss
 Confidence The loss of public confidence ill the data produced by the company causes a loss of public confidence in the company itself.
 Loss of procedural and policy documents
 Database performance degradation
 Fraud Confusion and uncertainty about
 database information
 Asset Types and their Values
 People always tend to protect assets regardless of what they are. However, the 'degree of protection they provide is directly based on how much they value the assets.
 Assets are the infrastructure of the company operation. Depending on the type of asset and how much the company values it, the company builds security policies and
 http://rajakishor.co.cc/
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 procedures and executes actions to protect these assets. There are four main types of assets:
 Physical assets: Also known as tangible assets, these include buildings, cars, hardware, and so on
 Logical assets: Logical aspects of an information system, such as business applications, in-house programs, purchased software, operating systems, databases, and data
 Intangible asset: Business reputation, quality, and public confidence
 Human assets: Human skills, knowledge, and expertise
 Security Methods
 Security technology comprises a variety of methods that protect specific components of security architecture. The following table outlines the security methods that are used to protect the different components of a database environment.
 Database component protected
 Security Method
 People Physical limits on access to hardware and documents Through the processes of identification and authentication, make
 certain that the individual-is who he or she claims to be through the use of devices, such as ID-cards, eye scans, and passwords
 Training courses on the importance of security and how to guard assets Establishment of security policies and procedures
 Applications Authentication of users who access applications Business rules Single sign-on (a method for signing on once for different applications
 and Web sites) Network Firewalls to block network intruders
 Virtual private network (VPN) (a remote computer securely connected to a corporate network)
 Authentication
 Operating system Authentication Intrusion detection 'Password policy User accounts
 DBMS Authentication Audit mechanism Database resource limits Password policy
 http://rajakishor.co.cc/
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 Data files File permissions Access monitoring
 Database security methodology
 The following figure shows the security process that consists of phases similar to those of most software engineering methodologies, except the focus in each phase is security.
 The following list presents the definition of each phase of the database security methodology.
 Identification: This phase entails the identification and investigation of resources required and policies to be adopted.
 Assessment: This phase includes analysis of vulnerabilities, threats, and risks for both aspects of database security: physical (data files and data) and logical (memory and code).
 Design: This phase results in a blueprint of the adopted security model that is used to enforce security. The blueprint shows how security measures are implemented to enforce data integrity and accessibility.
 Implementation: Code is developed or tools are purchased to implement the blueprint outlined in the previous phase.
 Evaluation: In this phase you evaluate the security implementation by testing your system against typical software attacks, hardware failures, natural disasters, and human errors. The result of this phase is a determination of the system's degree of security.
 Auditing: After the system goes into production, security audits should be performed periodically to ensure the security state of the system.
 http://rajakishor.co.cc/
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 2
 Operating System Security Fundamentals
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 The operating system is the essence of a computer system without which the computer hardware is not operable. The operating system is a collection of programs that manage the computer and allow programs and users to use its resources. No application, regardless of how simple and small, or complex and large, can be used without the operating system.
 The operating system is one of the main access points to the database management system. Normally, when you want to access the database locally or remotely, you are authenticated by the operating system. Once you are authenticated to the system, you can operate or access the resources for which you have authorization, based on the set of privileges granted to you. Since the database resides on a machine operated by the operating system, the operating system becomes the first line of defense for any database security violations and infringements.
 Operating Systems Overview
 Computer hardware consists of digital resources used to solve various computing problems at very high speed and with considerable accuracy. To take advantage of this technology, you need to communicate with the computer hardware in 0s and 1s, which is almost impossible for you to do. Several computer companies realized the need for a middleman between the user and the computer hardware to enable the user to operate the computer hardware. That was the birth of the operating system.
 An operating system is a collection of programs that allows the user to operate the computer hardware. But this is not the only thing that the operating system does. In fact, the operating system performs many tasks that vary from managing resources to scheduling jobs.
 The following describes the three layers of a computer system.
 The inner layer represents the computer hardware, which is managed and controlled by the middle layer.
 The middle layer is the operating system.
 The outer layer represents all the different software used by users to solve a problem or perform a specific task.
 An operating system has a number of key functions and capabilities as outlined below:
 Performs multitasking, that is, runs multiple jobs (tasks) at the same time
 Performs multi-sharing, that is, allows multiple users to use the computer hardware at the same time
 Manages computer resources such as CPU (central processing unit), memory, input and output devices, and disk storage
 http://rajakishor.co.cc/

Page 22
                        

http://rajakishor.co.cc Page 22
 Controls the flow of activities
 Provides a user interface to operate the computer
 Administers user actions and accounts
 Runs software utilities and programs
 Provides functionality to enforce security measures
 Schedules jobs and tasks to be run
 Provides tools to configure the operating system and hardware
 The Components of an OS Security Environment
 The components that make up the operating system security environment are used as access points to the database. These access points are weak and insecure links to data within the database. The three components (layers) of the operating system are memory, services, and files.
 The services layer is an entry point and a gateway to the operating system as well as to the other components, i.e., memory and files. The services component comprises features such as network services, file management, and Web services. The memory component is the hardware memory available on the system, whereas the files component consists of the files stored on the disk. Improper protection of these components can jeopardize the security of the database system.
 Services:
 The main component of the operating system security environment is services. The services component consists of functionality that the operating system offers as part of its core utilities. Users employ these utilities to gain access to the operating system and to all the features the users are authorized to use. If not secured and configured properly, each service becomes a vulnerable access point and can lead to a security threat.
 These services vary a good deal and include the following: fundamental functionality such as authentication of the identity of users; core features such as remote copy (a program that allows you to copy a file from or to a remote computer system); and common practices such as user administration tasks and password policies.
 Files:
 File permission and sharing files are common threats to system security when not set properly. Files must be protected from being read by unauthorized individuals and kept safe from being written or modified. Data resides in files; therefore, improper file permissions on the file could lead to catastrophic loss of data.
 File sharing is another phenomenon in which individuals are using different types of peer-to-peer software, which may impose a high security risk.
 http://rajakishor.co.cc/
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 Every operating system has a method of implementing file permission to grant read, write, or execute privileges to different users. An operating system can grant the following types of file permissions:
 Execute only Write only Execute and write Read only Execute and read Read and write Read, write, and execute
 Sharing Files:
 No matter what the circumstances, sharing files naturally leads to security risks and threats. The peer-to-peer technology phenomenon is on the rise. Peer-to-peer programs allow users to share files with other users over the Internet. These types of programs introduce worms and viruses that can infect your system.
 Most companies prohibit the use of such programs, and rightfully so. They should prosecute users who don't adhere to this policy. The main reasons for blocking these programs are:
 Malicious code: Peer-to-peer programs are notorious for malicious code, and most of the files that are being shared are infected with code that could harm your computer. Malicious code is a program, macro, or script that deliberately damages files or disrupts computer operations. There are several types of malicious code, such as viruses, worms, Trojan horses, and time bombs.
 Adware and spyware: Similar to malicious code, these types of programs are used to generate pop-up advertisements as well as capture key strokes, Web sites visited, clicks on pages, and more. Peer-to-peer programs are sponsored by Web sites and individuals.
 Privacy and confidentiality: If peer-to-peer programs are configured improperly, users can see and obtain all sorts of private and confidential data residing on the computer system.
 Pornography: A huge community of individuals uses peer-to-peer programs to exchange pornographic images or clips that may be offensive or inappropriate to other users.
 Copyright issues: Peer-to-peer programs make sharing music files, video clips, software applications, gaming software, or electronic books very easy. This medium encourages individuals to infringe on other people properties and promotes piracy as an acceptable action.
 Now that you are aware of the risks of peer-to-peer programs, you should monitor all network activities to determine who is using this type of program. Employees who are
 http://rajakishor.co.cc/
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 caught using these programs should be disciplined to educate them about the possible risks that peer-to-peer programs bring to the company.
 Memory:
 There are many badly written programs and utilities that could damage the contents of memory. Although these programs do not perform deliberate destructive acts, you need to be aware of them. In most cases, when you use a program that violates the integrity of your data, you have two options: either stop using it or apply a patch (service pack) to fix it. On the other hand, programs that intentionally damage or scan data in memory are the type that not only can harm data integrity, but may also exploit data for illegal use.
 Authentication Methods
 Authentication is a fundamental service of the operating system. It is a process that verifies the identity of the user to permit access to the operating system. A weak authentication method exposes the system to security risks and threats.
 Most security administrators implement two types of authentication methods, physical and digital.
 The physical authentication method allows physical entrance to the company property. Most companies use magnetic cards and card readers to control entry to a building, office, laboratory, or data center. For mission-critical or sensitive operations, personnel are physically authenticated using biometric or biomagnetic technologies. Examples of these technologies are eye retina scans, fingerprint scans, handprint scans, voice recognition, signature recognition, thermal sensing, and others.
 The digital authentication method is the process of verifying the identity of the user by means of a digital mechanism or software. The following sections list digital authentication mechanisms used by many operating systems and implemented by many organizations.
 1. Digital certificate:
 A digital certificate is a type of authentication that is widely used in e-commerce (conducting business over the Internet). A digital certificate is a digital passport that identifies and verifies the holder of the certificate. The holder can be a person, a computer, a Web site, or a network system. This digital certificate is an electronic file issued by a trusted party (known as certificate authority) and cannot be forged or tampered with.
 2. Digital token (Security token):
 A digital token is a small electronic device that users keep with them to be used for authentication to a computer or network system. Usually, this device displays a number unique to the token holder, which is used with the user's PIN (personal identification number) as the password. This token constantly displays a new number, which means that
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 each time a user is authenticated, a different password is used, making it very hard for hackers to pass authentication. Many companies commonly use this method. One note worth mentioning: if a user loses this token, it should be reported immediately, and the user account should be locked until the situation is rectified.
 3. Digital card:
 A digital card is also known as a security card or smart card. This card is similar to a credit card in dimensions but instead of a magnetic strip, it has an electronic circuit that stores user identification information such as name, ID, password, and other related data. The card is used to authenticate the holder to a computer system by having a card reader device read the card.
 4. Kerberos:
 Kerberos was developed by the Massachusetts Institute of Technology (MIT) to enable two parties to exchange information over an open network by assigning a unique key, called a ticket, to each user. This ticket is used to encrypt communicated messages.
 5. Light weight Directory Access Protocol (LDAP):
 LDAP is an authentication method developed by the University of Michigan that uses a centralized directory database storing information about people, offices, and machines in a hierarchical manner. An LDAP directory can be easily distributed to many network servers. You can use LDAP to store information about:
 Users (user name and user ID) Passwords Internal telephone directory Security keys
 LDAP servers are efficient for reading information from the directory but are not suited for data that is frequently changing. Many operating systems and applications use this method of authentication because it is simple to implement. Use LDAP for these reasons:
 LDAP can be used across all platforms (operating system independent). It is easy to maintain. It can be employed for multiple purposes.
 LDAP architecture is client/server based, in which the client requests information from the directory, and the LDAP server supplies a response.
 6. NTLM:
 NT LAN Manager, developed and used by Microsoft, employs a challenge/response authentication protocol that uses an encryption and decryption mechanism to send and receive passwords over the network. This method is no longer used or supported by new versions of the Windows operating system.
 7. Public Key Infrastructure (PKI):
 PKI, also known as public key encryption, is an authentication method in which a user keeps a private key and the authentication firm holds a public key. These two keys are
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 used to encrypt and decrypt communication messages between the two parties. The private key is usually kept as a digital certificate on the user's system.
 8. RADIUS:
 Remote Authentication Dial-In User Services (RADIUS) is an authentication method commonly used by network services to provide a centralized authentication mechanism. RADIUS is client/server based, and uses a dial-up server, a virtual private network (VPN), or a wireless access point communicating to a RADIUS server.
 9. Secure Sockets Layers (SSL):
 Secure Sockets Layers (SSL) is a method in which authentication information is transmitted over the network in an encrypted form. This method is commonly used by Web sites to secure client communications. This protocol was developed by Netscape Communications to provide secure communication between client and server.
 10. Secure Remote Password (SRP):
 SRP was developed by Stanford University. It is a protocol in which the password is not stored locally in encrypted or plaintext form. This method is very easy to install and does not require client or server configuration. Also, this method is invulnerable to brute force or dictionary attacks.
 Authorization:
 Authentication is the process of proving that users really are who they claim to be. Authorization, on the other hand, is a process that decides whether users are permitted to perform the functions they request. Authorization is not performed until the user is authenticated. Authorization deals with privileges and rights that have been granted to the user.
 User Administration
 Authentication and authorization are essential services that every operating system provides in order to secure access to the computer's logical and physical resources.
 Another related service is user administration. Administrators use this functionality to create user accounts, set password policies, and grant privileges to users. Although hackers do not often tap into user administration, improper use of this feature can lead to security risks and threats.
 The following is a compilation of best practices for user administration, in no specific order.
 Use a consistent naming convention by adopting a combination of first name and last name for the user account.
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 Always provide a password to an account and force the user to change it at the first logon.
 Make sure that all passwords are encrypted in a well-protected file.
 Do not use default passwords for any account.
 If a machine is compromised or you suspect it is compromised, change all passwords for all existing accounts.
 Use different accounts for different applications and users.
 Create a specific file system for users, separate from applications and data.
 Educate users on how to select a password.
 Lock a user account when a user's employment is terminated or ended.
 Lock accounts that are not used for a specific period of time.
 If possible, grant privileges on a per host basis.
 Do not grant privileges to all machines, but only to those users who are absolutely in need.
 If connected remotely, use Secure Shell (ssh), Secure Copy (scp), and Secure FTP for telneting, copying files, and transferring files, respectively.
 When a computer system is compromised, isolate the system from other systems to prevent further intrusion.
 When a system is compromised, work with management and the security office to determine the cause of the infringement.
 Perform random auditing procedures on a regular basis.
 Password Policies
 A good password policy is the first line of defense against the unwanted accessing of an operating system. Usually, hackers try to access the system through the front door using an account and password. If this method fails, they try other methods.
 In fact, most hackers utilize tools that use the dictionary method to crack passwords. These tools use the permutation of words in the dictionary to guess the password. As the system administrator, you should work with the security manager to establish a password policy to make it difficult for hackers to enter your system.
 There are many different practices and policies that you can adopt for your company. However, the best password policy is the one that matches your company missions and is enforced at all levels of the organization. The following password practices
 http://rajakishor.co.cc/

Page 28
                        

http://rajakishor.co.cc Page 28
 - all or a combination of them - can be employed to devise a policy plan that suits your company.
 Password aging: Tells the system how many days a password can be in effect before it must be changed. Most companies practice a three-month policy, but you should determine the number of days based on your business and security requirements.
 Password reuse: This practice can be interpreted and applied in three different ways:
 Tells the system how many times you can reuse a password Indicates the number of days that must pass before you can reuse a password Determines whether the system allows passwords to be reused
 Password history: This practice is related to password reuse, and it tells the system how many passwords it should maintain for an account. The password history can be used to determine if a password can be reused or not.
 Password encryption: A method that encrypts the password and stores it in a way that it cannot be read directly.
 Password storage: The place where the password is stored and kept hidden from the public.
 Password complexity: This is one of the most important password practices that should be implemented for any password policy. Complex passwords are those that are made up of a combination of upper- and lowercase letters, digits, and symbols. Having a password complexity requirement forces users to choose a password that is not easily cracked. The following is a list of standards that can be used when creating complex passwords:
 The password must contain digits, symbols, and alphabetic characters (a-z, A-Z, 0-9, !@#$%/\&*O_+}{":><?).
 The password must have a minimum length which is usually six characters, but eight characters are recommended.
 The alphabetical characters must use mixed letter cases (uppercase and lowercase).
 The password must not contain any part of your account, first name, last name, birthday, telephone number, license number, registration number, employee number, spouse's name, child's name, parent's name, sibling's name, city you live in, or country in which you reside.
 Logon retries: A good practice is to allow a user to unsuccessfully try to log on up to three times before the account is locked and an administrator is contacted.
 Password protection: Although this practice is very hard to enforce, you, the manager, system administrator, security manager, or human resources manager, must train your employees and make them aware of the danger of concealing a password in a place from which it can be retrieved in case it is forgotten. It is bad practice to record a password on paper even if the paper is stored in a locked place.
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 If you must record a password, use an encrypted file that can be accessed only by you.
 Single sign-on: Single sign-on allows you to sign on once to a server (host machine) and then not have to sign on again if you go to another server where you have an account. Although a single sign-on provides great convenience, it should not be practiced for mission-critical operations, financial institutions, government agencies, or other similar organizations.
 Vulnerabilities of Operating Systems
 In this section you are presented with a list of the top ten vulnerabilities of Windows and UNIX. The list identifies the tools that hackers use as a gateway to break into the system, and in most cases these intrusions lead to loss of service, loss of data, invasion of privacy, data corruption, or a combination of all these. This list was released by the U.s. Department of Homeland Security, along with its Canadian and British counterparts and the SANS Institute, on October 28, 2003.
 The top vulnerabilities to Windows systems are:
 Internet Information Services (IIS) Microsoft SQL Server (MSSQL) Windows Authentication Internet Explorer (IE) Windows Remote Access Services Microsoft Data Access Components (MDAC) Windows Scripting Host (WSH) Microsoft Outlook and Outlook Express Windows Peer-to-Peer File Sharing (P2P) Simple Network Management Protocol (SNMP)
 The top vulnerabilities to UNIX systems are:
 BIND Domain Name System Remote Procedure Calls (RPC) Apache Web Server General UNIX authentication accounts with no passwords or weak passwords Clear text services Sendmail Simple Network Management Protocol (SNMP) Secure Shell (SSH) Misconfiguration of Enterprise Services NIS/NFS Open Secure Sockets layer (SSL)
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 3
 Administration of Users
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 The chapter begins with a discussion of the importance of documentation with respect to user administration and then continues with a presentation of the user account and login concepts from two database perspectives (Oracle10g and Microsoft SQL Server 2000) followed by step-by-step instructions on how to put these concepts into practice. In addition, this chapter provides an explanation and implementation of profiles and roles for professionals in security. The chapter ends with a summary of best practices for user administration.
 Documentation of User Authentication
 At organizations of every type, many security violations are caused by negligence and ignorance, and in particular, by failing to consider documentation of practices to be a part of the process of administering users.
 Here are the top three excuses for failing to incorporate documentation as part of the administration process:
 Lack of time
 Belief that the administration process is already documented in the system
 Reluctance to complicate a process that is simple
 Everything should be documented for two reasons: to provide a paper trail to retrace exactly what happened when a breach of security occurs; and to ensure administration consistency.
 It cannot be overemphasized that you introduce risks when you fail to document your work, which includes every process of database administration. Documentation in this context includes the following:
 Administration policies: This type of documentation includes all policies for handling new and terminated employees, managers, system and database administrators, database managers, operation managers, and human resources. A detailed document should describe guidelines for every task that is required for all common administrative situations.
 Security procedures: This is an outline of a step-by-step process for performing an administrative task according to company policies.
 Procedure implementation scripts or programs: This is documentation of any script or program used to perform an administrative task. This includes a user's manual and operational manual.
 Predefined roles description: This provides a full description of all predefined roles, outlining all tasks for which the role is responsible and the role's relationship to other roles.
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 Administration staff and management: This is usually a detailed description of each administration staff and management position. The document includes an organizational chart.
 Many companies develop procedures and forms used to perform any security-related process. In this case, the process of creating a user account in the database is documented and provided to employees responsible for carrying out this task.
 The following figure presents a sample process for creating a database user account that you can customize per your business requirements and company policies.
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 Operating System Authentication
 As we know, the operating system is the gateway to database access. If a hacker breaks into the operating system through the host machine (server), the possibility of that hacker accessing the database residing on the server is high. Once again, a tight grip on the operating system is warranted and essential. Many database management systems, including Microsoft SQL Server 2000, depend on the operating system to authenticate users.
 The only type of authentication the default installation of Microsoft SQL Server 2000 supports is Windows authentication. You and your users authenticate to the operating system and authorization is handled within SQL Server.
 The main question is why some database vendors rely on the operating system for user authentication and bypass database authentication. The primary reason for such a method is the assumption that once an intruder gets control of the operating system, it takes very little knowledge, or effort, to access the database. In addition, database architects and administrators may prefer to centralize the management of all user administration in one location by using operating system authentication only.
 Creating Users
 Creating users is one of the main tasks you will perform as a database operator or database administrator. In most organizations, this process is standardized, well documented, and securely managed. However, if this task is performed arbitrarily without following specific standards and policies, the database is probably exposed to many types of security risks and violations.
 Creating an Oracle10g user
 The full syntax for creating a user is outlined in the boxed code.
 CREATE USER username IDENTIFIED { BY password | EXTERNALLY | GLOBALLY AS 'external name' }
 [ DEFAULT TABLESPACE tablespace] [ TEMPORARY TABLESPACE { tablespace | tablespace group_name } ] [ QUOTA { integer { K | M } ON tablespace | UNLIMITED ] [ PROFILE profile ] [ PASSWORD EXPIRE ] [ ACCOUNT { LOCK | UNLOCK } ]
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 Where
 IDENTIFIED Clause
 This clause tells Oracle10g how to authenticate a user account.
 BY password Option
 This is one of the options for authentication of database users. In addition, it is Oracie10g's most commonly used method of authentication. Oracie10g encrypts and stores an assigned password in the database. Because the password is encrypted, the password is not visually readable. The encrypted password can be retrieved from the PASSWORD column in the DBA_USERS data dictionary view as shown in the following example.
 EXTERNALLY Option
 This method is not recommended even if the authentication method used outside the database is stringent and proven to be reliable. With this method you can create a user account to be authenticated externally by the operating system or another authentication process. Oracle10g does not authenticate this type of user.
 GLOBALLY AS ‘external_name’ Option
 User authentication by this method depends on authentication through centralized user management such as Lightweight Directory Access Protocol (LDAP) or a similar method.
 DEFAULT TABLESPACE tablespace_name Clause
 This clause specifies the default storage for the user. When a user creates a database table and does not specify the tablespace in which the table should reside, the table is created in the tablespace specified by this clause.
 TEMPORARY TABLESPACE tablespace-identifier Clause
 In Oracle10g tablespace identifier can be:
 tablespace: The name of an existing temporary tablespace (temporary in this context is a classification of tablespace type). For further information on how to create a temporary tablespace, consult Oraclel09 documentation.
 Tablespace_group_name: The name of a tablespace group. A tablespace group is a collection of temporary tablespaces.
 QUOTA Clause
 This clause tells Oracle10g how much storage space a user is allowed for a specified tablespace. This option is used when storage space is scarce or to prevent users from wasting space by retaining unnecessary data. Although most DBAs use UNLIMITED to indicate no restriction on space for a tablespace, it is a good practice to enforce a storage quota. You can view each user's quota using the data dictionary view DBA_TS_QUOTAS.
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 PROFILE Clause
 This clause indicates the profile used for limiting database resources and enforcing password policies. The default profile is DEFAULT; this profile has no resource limitations or password restrictions.
 PASSWORD EXPIRE Clause
 This clause tells Oracle10g to expire the user password and prompts the user to enter a new password. Consider the following statement:
 SQL> ALTER USER sam PASSWORD EXPIRE;
 This statement will flag user account sam that the password is expired, which means that next time sam tries to log on he will be prompted to enter a new password. Typically, this clause is used when a new account is created with a default password.
 ACCOUNT Clause
 This option tells Oracle10g to lock (disable) account access when the ACCOUNT LOCK clause is selected. The selection of ACCOUNT UNLOCK indicates that the account is enabled, which is the default behavior for this clause.
 Even though all clauses of the CREATE USER statement are optional, you should include clauses according to your company policies. As you might have noticed, the word "policy" has been repeated several times to emphasize the importance of such a document, because policy outlines a consistent procedure for creating database users.
 At this point you have been exposed to a number of options, and it is time to pull them all together. Consider the following company policy, which states the requirements for creating a new user:
 Company Policy for Creating New Database Users
 New users must have their application form approved by their manager and database manager; then the form can be submitted to the database administration group.
 The application form must describe the role and purpose of the user account. The application form must be authenticated by the database. The first time the user logs on, the user must be prompted to enter a new password. Storage for all users is assigned to USERS tablespace unless specified otherwise. All users must be assigned to the TEMP tablespace unless specified otherwise. The storage quota is 25 MB. If the new account is not used immediately, the account is locked within three days
 from the time the account was established. When the holder/owner of the account is terminated or the account is not used for a
 period of 30 days, the account is locked.
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 The following CREATE USER statement implements the creation of a user called sample.
 SQL> CREATE USER sample IDENTIFIED By apple
 DEPAULT TABLESPACE users
 TEMPORARY TABLESPACE temp
 QUOTA 25M ON users
 PROFILE defau1t
 PASSWORD EXPIRE
 ACCOUNT UNLOCK
 Removing Users
 Dropping a user is simple.
 To drop a user in Oracle10g, we use the command:
 DROP USER username;
 If the user contains no objects, it will be simple dropped. Otherwise, we have issue the following command:
 DROP USER username CASCADE;
 Modifying Users
 You will often be asked to change the attributes of an existing database user. Modifications can involve changing a password, locking an account, or increasing a storage quota. You need to know how to follow best practices to make these changes. A written approval must be provided and must state reasons for the change. You can use the ALTER USER DDL statement of SQL to modify any attribute of a user. To see how this works in practice, the following sections present an Oracle10g demonstration on how to modify an existing user followed by a SQL Server demonstration.
 ALTER USER SCOTT IDENTIFIED BY LION;
 As a reminder, the following code block represents the full syntax needed to modify an Oracle user account using the ALTER statement.
 ALTER USER username
 [ IDENTIFIED {"BY password , EXTERNALLY"' GLOBALLY AS
 'external_name' } ]
 [ DEFAULT TABLESPACE tablespace]
 [ TEMPORARY TABLESPACE {tablespace tablespace_group_name }]
 [ QUOTA { integer { K , M } ON tablespace | UNLIMITED ] [ PROFILE profile ]
 [ PASSWORD EXPIRE ]
 [ ACCOUNT { LOCK I UNLOCK } ]
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 Default Users
 This section outlines the accounts that are created in a typical installation of an Oracle or SQL Server. The main reason to list these users is to differentiate the essential users from the optional users.
 Oracle server default users
 No matter what type of installation you choose, Oracle10g creates two main users. The first one is SYS, which is the owner of the data dictionary and has privileges to perform any task on the database. The other user is SYSTEM, which has privileges to perform almost all tasks on the database.
 Other users created are examples and sample schemas for practice purposes. Rule number one is to change the default password or select a password that conforms to the company password policy.
 Remote Users
 All database user accounts are created and stored in the database regardless of whether they are connected locally or remotely. When a user logs on to the database through the machine where the database is located, the database is called a local database.
 However, a user could log on to the database using a different host machine than the machine where the database is located. In this case, this user is referred to as a remote user. In Oracle10g, remote users can be authenticated by the operating system of the computer on which the user is located. Oracle10g allows this authentication provided the REMOTE_OS_AUTHENT initialization parameter is set to TRUE. When this parameter is set to TRUE, Oracle10g checks the operating system user name and tries to find a matching user name in the database. When this parameter is set to FALSE, Oracle10g disallows operating system authentication for remote users.
 Unlike Oracle10g, SQL Server does not support this type of remote user authentication.
 You should never use remote user authentication, because it exposes the database to security violation risks such as unintended or illegal access to the hosted server or database itself.
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 Database Links
 What exactly is a database link? It's is connection from one database to another database. The linked databases could both be Oracle10g, or both SQL Server, or a mix of Oracle10g and SQL Server. A database link enables a user to perform Data Manipulation Language (DML) statements or any other valid SQL statement on a database while logged onto a different database. Both Oracle10g and SQL Server provide this functionality.
 In Oracle10g, database links can be created in two ways: as PUBLIC, which makes the database links accessible to every user in the database, or as PRIVATE, which gives ownership of the database to a user. With PRIVATE, the database is not accessible by any other user unless the user has been given access by the owner.
 There are three types of authentication methods when creating a database link. The following sections provide details on how to create a database link for each type.
 Authentication Methods
 This section describes authentication methods for connecting to Oracle10g databases using database link mechanisms.
 Authentication Method 1: CURRENT USER
 This authentication method orders Oracle10g to use the current user credentials for authentication to the database to which the user is trying to link.
 SQL> CONNECT SYSTEM@BOOK
 Enter password: ******
 Connected.
 SQL> CREATE PUBLIC DATABASE LINK PRD
 CONNECT TO CURRENT USER
 USING 'PRD'
 /
 Database link created.
 Authentication Method 2: FIXED USER
 This authentication method orders Oracle10g to use the user and password provided in this clause for authentication to the database to which the user is trying to link.
 SQL> CREATE PUBLIC DATABASE LINK PRD
 CONNECT TO SCOTT IDENTIFIED BY TIGER
 USING 'PRD'
 /
 Database link created.
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 Authentication Method 3: CONNECT USER
 This authentication method orders Oracle10g to use the credentials of the connected user who has an existing account in the database to which the user is trying to link.
 SQL> CREATE PUBLIC DATABASE LINK PRD
 USING 'PRD'
 /
 Database link created.
 Practices for Administration and Managers
 The database administration job is never ending and very challenging. Database administrators are responsible for managing the database, which includes managing user accounts, data files, and memory, to name a few of many tasks. In addition to administrating users, the database administrator is constantly performing other administrative tasks, such as backup, recovery, and performance tuning. The database mission does not end as long as a database is in continuous use. With that said, the database administrator should be supported with all available means to perform his or her tasks in a consistent and efficient manner.
 To make wise decisions, database managers have the sizable responsibility of keeping up with database best practices, database technology, and database security issues. Unfortunately, in many cases the database manager is responsible for many groups, including system administrators, network administrators and operations, help desk personnel, application support, and others. The issue is this: when database managers are responsible for more than the database group, their attention is so divided that they cannot provide the support that the database administrators need.
 How is this related to user administration? You must always remember that the user is your client, and the database your client is using must meet integrity requirements. This means that when the database administrator does not get the required support and his work is thereby compromised, the database is at risk and system performance for the user (client) is affected.
 Best Practices
 These are the best practices for administering users, privileges, and roles:
 Follow your company's procedures and policies to create, remove, or modify database users.
 Always change the default password and never write it or save it in a file that is neither encrypted nor safe.
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 Never share user accounts with anyone, especially DBA accounts.
 Always document and create logs for changes to and removals of database user accounts.
 Never remove an account even if it is outdated. Instead disable or revoke connection privileges of the account.
 Give access permissions to users only as required and use different logins and passwords for different applications.
 Educate users, developers, and administrators on user administration best practices, as well as company policies and procedures.
 Keep abreast of database and security technology. You should be aware of all new security vulnerabilities that may increase database security risks.
 Constantly review and modify procedures as necessary to be in line with your company's policies and procedures. Keep procedures up to date with the dynamic nature of database and security technology.
 As mentioned earlier in this chapter, by default, the SQL server installs in the Windows Only security model. The best practice is to change this to the Mixed Mode model (the only other option). This can be done at the time of installation or later through the server configuration utilities.
 When possible, you should also block direct access to the database tables. All access to the data should be through stored procedures and views. This provides a level of encapsulation and helps maintain data integrity.
 While you are selecting and limiting users who have access to the server, you should also restrict access to the server and databases. Typically, users do not log into a database and start running queries; instead, users use a business application that in turn accesses the data. In this case, the application logs into the server and users are authenticated and authorized within the application, not the database.
 Last, but not least, no matter what your security model, use strong passwords and best practice policies that have been demonstrated to be effective. It doesn't matter how meticulous and clever you get with the permissions. If the password to SA, or any user for that matter, is simple, or worse, blank, your work is worthless.
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 4
 Profiles, Password policies, Privileges
 and Roles
 http://rajakishor.co.cc/

Page 42
                        

http://rajakishor.co.cc Page 42
 Defining and Using Profiles
 A profile is a security concept that describes the limitation of database resources that are granted database users. A profile is a way of defining database user behavior to prevent users from wasting resources such as memory or CPU consumption.
 Creating profiles in Oracle:
 A profile in Oracle helps define two elements of security: restrictions on resources and the implementation of password policy. The following figure shows these two aspects of a profile in Oracle.
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 Oracle allows you to create profiles using the CREATE PROFILE statement. The full syntax of this statement follows:
 Where:
 SESSIONS_PER_USER: is the maximum number of allowed concurrent open sessions per user
 CPU_PER_SESSION: Is the maximum number in hundredths of seconds of CPU time allowed per session (for the duration of the session)
 CPU_PER_CALL: Is the maximum number in hundredth of seconds of CPU time allowed per call (for the duration of statement call)
 CONNECT_TIME: Is the maximum amount of time a user connection is
 allowed; the value of this parameter is expressed in minutes.
 IDLE_TIME: Is the maximum amount of idle time in minutes before a user connection is disconnected
 LOGICAL_READS_PER SESSION: Is the maximum number of database blocks allowed to be read from memory or disk for a session.
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 PRIVATE_SGA: Is the maximum number of bytes allowed to be allocated for the user; this is available only in shared server mode.
 COMPOSITE_LIMIT: Is a weighted sum of all resource limits expressed in service units
 For example, suppose a company has a resource policy for a clerk user as follows:
 Connection time should not exceed two hours.
 Session should be disconnected if idle time exceeds 15 minutes.
 CPU time allowed per call is 10 seconds.
 Here is the implementation for this scenario:
 SQL> CREATE PROFILE CH04_PROF
 LIMIT
 SESSIONS_PER_USER default
 CPU_PER_SESSION defau1t
 CPU_PER_CALL 1000 CONNECT_TIME 120
 IDLE_TIME 15 LOGICAL_READS_PER-SESSION defau1t
 LOGICAL_READS_PER_CALL defau1t
 COMPOSITE_LIMIT default
 PRIVATE_SGA default
 / Profile created.
 To view all profiles created in the database, query the data dictionary view, DBA_PROFILES. Note that this view contains 16 rows for each profile, with one row for each limitation as outlined in the result of the query that follows. Notice that the RESOURCE column value KERNEL indicates it is a resource restriction and PASSWORD indicates it is password policy implementation. Note that in Oracle there is a tool called Resource Manager that enables you to create different CPU usage policies to set limits on CPU utilization.
 SQL> SELECT *
 FROM DBA_PROFILES
 WHERE PROFILE = ‘CH04_PROF’
 /
 The query results the following:
 PROFILE RESOURCE_NAME RESOURCE LIMIT
 CH04_PROF COMPOSITE LIMIT KERNEL DEFAULT
 CH04_PROF SESSIONS_PER_USER KERNEL DEFAULT
 CH04_PROF CPU_PER_SESSION KERNEL DEFAULT
 CH04_PROF CPU_PER_CALL KERNEL 1000
 CH04_PROF LOGICAL_READS_PER_SESSION KERNEL DEFAULT
 CH04_PROF LOGICAL_READS_PER_CALL KERNEL DEFAULT
 CH04_PROF IDLE_TIME KERNEL 15
 CH04_PROF CONNECT_TIME KERNEL 120
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 CH04_PR0F PRIVATE_SCA KERNEL DEFAULT
 CH04_PROF FAILED_LOGIN_ATTEMPTS PASSWORD DEFAULT
 CH04_PROF PASSWORD_LIFE_TIME PASSWORD DEPAULT
 CH04_PROF PASSWORD_REUSE_TIME PASSWORD DEFAULT
 CH04_PROF PASSWORD_REUSE_MAX PASSWORD DEFAULT
 CH04_PROF PASSWORD_VERIFY_FUNCTION PASSWORD DEFAULT
 CH04_PROF PASSWORD_LOCK_TIME PASSWORD DEFAULT
 CH04_PRoF PASSWORD_GRACE_TIME PASSWORD DEFAULT
 To modify a limit for a profile, we can use ALTER PROFILE as follows:
 SQL> ALTER PROFILE CH04_PROF
 LIMIT IDLE_TIME 30
 /
 Profile altered
 We can assign a profile to a user using ALTER USER as follows:
 SQL> ALTER USER RAJA PROFILE CH04_PROF
 /
 User altered.
 Note that user RAJA is assigned to profile CH04_PROF, whereas other users are assigned to a default profile called DEFAULT, which has no limits as shown in the following query:
 SQL> SELECT *
 FROM DBA PROFILES
 WHERE PROFILE = 'DEFAULT'
 /
 PROFILE RESOURCE_NAME RESOURCE LIMIT
 DEFAULT COMPOSITE_LIMIT KERNEL UNLIMITED
 DEFAULT SESSIONS_PER_USER KERNEL UNLIMITED
 DEFAULT CPU_PER_SESSION KERNEL UNLIMITED
 DEFAULT CPU_PER_CALL KERNEL UNLIMITED
 DEFAULT LOGICAL_READS_PER_SESSION KERNEL UNLIMITED
 DEFAULT LOGICAL_READS_PER_CALL KERNEL UNLIMITED
 DEFAULT IDLE_TIME KERNEL UNLIMITED
 DEFAULT CONNECT_TIME KERNEL UNLIMITED
 DEFAULT PRIVATE_SGA KERNEL UNLIMITED
 DEFAULT FAILED_LOGIN_ATTEMPTS PASSWORD UNLIMITED
 DEFAULT PASSWORD_LIFE_TIME PASSWORD UNLIMITED
 DEFAULT PASSWORD_REUSE_TIME PASSWORD UNLIMITED
 DEFAULT PASSWORD_REUSE_MAX PASSWORD UNLIMITED
 DEFAULT PASSWORD_VERIFY_FUNCTION PASSWORD NULL
 DEFAULT PASSWORD_LOCK_TIME PASSWORD UNLIMITED
 DEFAULT PASSWORD_GRACE_TIME PASSWORD UNLIMITED
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 Designing and Implementing Password Policies
 There is no doubt that a password is the key to opening a user account. The stronger the password, the longer it takes a hacker to break in. User authentication depends on a password to ensure the user account's identity.
 Many hacker security violations begin with breaking the password to an account and thereby opening the door to the network, the system, the database, and password-protected files. Many companies spend countless hours training and educating their employees on methods for selecting passwords that are not easily breakable. In fact, if you join any large financial institution, on your first day of orientation, security administration is likely to conduct a seminar on best security practices, including password selection, password storage, and the company's policy on passwords.
 What is a password policy?
 A password policy is a set of guidelines that enhances the robustness of a password and reduces the likelihood of its being broken. Most guidelines deal with various aspects of passwords, such as password complexity, frequency of password changes, and password reuse. These guidelines not only enhance password protection, they also establish standards for institutions to increase employee and public confidence in their security measures.
 Importance of password policies
 The frontline defense of your account is your password; if your password is weak, a hacker can break in, destroy your data, and violate your sense of security. For this specific reason, most companies invest considerable resources to strengthen authentication by adopting technological measures that protect their assets. Of course, you already know that a password is a main component of the authentication process.
 A company that does not take password policies seriously is most likely vulnerable to security risks and violations. When a company adopts a password policy, it forces employees to abide by the guidelines set by the company and raises employee awareness of password protection. Another benefit is that having solid password policies helps ensure that a company does not fail audits. Audits are conducted to ensure that the company is carrying out business operations in an acceptable manner and to identify operational faults and security gaps.
 Designing password policies
 Most companies use a standard set of guidelines for their password policies. These guidelines can comprise one or more of the following:
 Password complexity: A set of guidelines used when selecting a password. For example, a company could require that a password be eight characters in length and contain at least one digit and a symbol. The purpose of password complexity is to decrease the chances of a hacker guessing or breaking a password. For example, if you select your son's name as a password, it can be easily guessed and broken. In
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 addition, if you select a password that is short and contains only alphabetic characters, a hacker can use a dictionary of words as a tool to break your password.
 Password aging: Indication of how long a password can be used before it expires
 Password usage: Indication of how many times the same password can be used
 Password storage: A method of storing a password in an encrypted manner
 Of course, you must understand that in some companies a password might not be a good method of authentication, especially if the company deals with highly sensitive operations.
 Implementing password policies
 How you implement a password policy depends on whether or not a database management system provides functions that support password security. For instance, Oracle has invested heavily in providing mechanisms to enforce security, including implementation of password policies, whereas a Microsoft SQL Server depends on the operating system to implement password policies.
 Password policies in Oracle
 The CREATE PROFILE statement, in Oracle10g, consists of two parts as shown earlier in this chapter. The following is the password policy section of the statement:
 CREATE PROFILE PASSWORD_POLICY
 LIMIT
 { { FAILED_LOGIN_ATTEMPTS
 | PASSWORD_LIFE_TIME
 | PASSWORD_REUSE_TIME
 | PASSWORD_REUSE_MAX
 | PASSWORD_LOCK_TIME
 | PASSWORD_GRACE_TIME
 }
 { expr | UNLIMITED | DEFAULT }
 | PASSWORD_VERIFY_FUNCTION { function | NULL | DEFAULT }
 }
 Where
 FAILED_LOGIN _ATTEMPTS: Is the number of failed login tries allowed before the account is locked
 PASSWORD_LIFE_TIME: Is the number of days the password is valid before it is aged out
 PASSWORD_REUSE_TIME: Is the number of days before a password can be reused; this parameter works with PASSWORD_REUSE_MAX parameter.
 PASSWORD_REUSE _MAX: Is the number of times a password can be reused
 PASSWORD_LOCK_TIME: Is the number of days an account is locked due to failed login attempts
 http://rajakishor.co.cc/

Page 48
                        

http://rajakishor.co.cc Page 48
 PASSWORD_GRACE_TIME: Is the number of days ahead of expiration the user is warned that the password expires
 PASSWORD_VERIFY_FUNCTION: Is an indication to Oracle to use a custom-made function to validate PASSWORD complexity
 Example: Suppose you want to create a profile to enforce your company's policy which states that:
 A user password cannot be reused.
 A password must expire every 15 days.
 Only one login attempt is allowed.
 To create such a profile, you issue the following statement:
 SQL> CREATE PROFILE ACME PASSWORD PROFILE
 LIMIT
 FAILED_LOGIN_ATTEMPTS 1
 PASSWORD_LIFE_TIME 15
 PASSWORD_REUSE_TIME DEFAULT
 PASSWORD_REUSE MAX 1
 /
 Here is an example to demonstrate the use and implementation of the PASSWORD_VERIFY_FUNCTION parameter. Suppose your company decides that password complexity requires the password to be 10 characters and only digits are allowed. To enforce this, you must write your own P1/SQL function to validate the password when it is selected. The prototype of this function must be as follows:
 CREATE OR REPLACE FUNCTION verify_function (
 username varchar2, password varchar2,
 old_password varchar2 ) RETURN Boolean;
 The following function is used to enforce password complexity such as that stated in the preceding example:
 CREATE OR REPLACE FUNCTION digitonly_password (
 USERNAME VARCHAR2, PASSWORD VARCHAR2,
 OLD PASSWORD VARCHAR2 ) RETURN BOOLEAN IS
 BEGIN
 IF LENGTH (PASSWORD) < 10 THEN
 RETURN FALSE;
 END IF;
 FOR I IN 1..LENGTH(PASSWORD) LOOP
 IF INSTR('1234567890', SUBSTR(PASSWORD, I,1))=0 THEN
 RETURN FALSE;
 END IF;
 END LOOP;
 END;
 /
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 Granting and Revoking User Privileges
 Indeed, there is something wrong when privileges are assigned without proper planning and without following a robust, well-considered application security model. Privileges are the foundation of data security. A privilege is a method to permit or deny access to data or to perform a database operation.
 Privileges in Oracle
 When a user account is created in Oracle, the account has no privileges to perform any database task. In fact, a newly created account does not even have permission to connect to the database. A privilege to do so must be granted to the user. In Oracle, as in many database systems, there are two types of privileges: system and object.
 System privileges: Privileges granted only by a database administrator or users who have been granted the administration option. An example of a system privilege is CREATE SESSION, which permits the granted user to connect to the database. For a description of each system privilege you should consult with Oracle documentation found on otn.oracle.com.
 Object privileges: Privileges granted to an Oracle user account by the schema owner of a database object or a user who has been granted the GRANT option. An example of an object privilege is DELETE, which permits the granted user to delete rows from a table.
 List of Oracle object privileges:
 ALTER
 DEBUG
 DELETE
 DEQUEUE
 EXECUTE
 FLASHBACK
 INDEX
 INSERT
 ON COMMIT REFRESH
 QUERY REWRITE
 READ
 REFERENCES
 SELECT
 UNDER
 UPDATE
 WRITE
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 List of Oracle system privileges:
 ADMINISTER ANY SQL TUNING SET
 ADMINISTER DATABASE TRIGGER
 ADMINISTER RESOURCE MANAGER
 ADMINISTER SQL TUNING SET
 ADVISOR
 ALTER ANY CLUSTER
 ALTER ANY DIMENSION
 ALTER ANY EVALUATION CONTEXT
 ALTER ANY INDEX
 ALTER ANY INDEX TYPE
 ALTER ANY LIBRARY
 ALTER ANY MATERIALIZED VIEW
 ALTER ANY OUTLINE
 ALTER ANY PROCEDURE
 ALTER ANY ROLE
 ALTER ANY RULE
 ALTER ANY RULE SET
 ALTER ANY SEQUENCE
 ALTER ANY SQL PROFILE
 ALTER ANY TABLE
 ALTER ANY TRIGGER
 ALTER ANY TYPE
 ALTER DATABASE
 ALTER PROFILE
 ALTER RESOURCE COST
 ALTER ROLLBACK SEGMENT
 ALTER SESSION
 ALTER SYSTEM
 ALTER TABLESPACE
 ALTER USER
 ANALYZE ANY
 ANALYZE ANY DICTIONARY
 AUDIT ANY
 AUDIT SYSTEM
 BACKUP ANY TABLE
 BECOME USER
 COMMENT ANY TABLE
 CREATE ANY CLUSTER
 CREATE AMY CONTEXT
 CREATE AMY DIMENSION
 CREATE AMY DIRECTORY
 CREATE AMY EVALUATION CONTEXT
 CREATE AMY INDEX
 CREATE AMY INDEXTYPE
 CREATE AMY JOB
 CREATE AMY LIBRARY
 CREATE ANY MATERIALIZED VIEW
 CREATE ANY OPERATOR
 CREATE AMY OUTLINE
 CREATE AMY PROCEDURE
 CREATE AMY RULE
 CREATE AMY RULE SET
 CREATE AMY SEQUENCE
 CREATE AMY SQL PROFILE
 CREATE AMY SYNONYM
 CREATE AMY TABLE
 CREATE ANY TRIGGER
 CREATE AMY TYPE
 CREATE AMY VIEW
 CREATE CLUSTER
 CREATE DATABASE LINK
 CREATE DIMENSION
 CREATE EVALUATION CONTEXT
 CREATE INDEXTYPE
 CREATE JOB
 CREATE LIBRARY
 CREATE MATERIALIZED VIEW
 CREATE OPERATOR
 CREATE PROCEDURE
 CREATE PROFILE
 CREATE PUBLIC DATABASE LINK
 CREATE PUBLIC SYNONYM
 CREATE ROLE
 CREATE ROLLBACK SEGMENT
 CREATE RULE
 CREATE RULE SET
 CREATE SEQUENCE
 CREATE SESSION
 CREATE SYNONYM
 CREATE TABLE
 CREATE TABLESPACE
 CREATE TRIGGER
 CREATE TYPE
 CREATE USER
 CREATE VIEW
 DEBUG ANY PROCEDURE
 DEBUG CONNECT SESSION
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 DELETE ANY TABLE
 DEQUEUE ANY QUEUE
 DROP ANY CLUSTER
 DROP ANY CONTEXT
 DROP ANY DIMENSION
 DROP ANY DIRECTORY
 DROP ANY EVALUATION CONTEXT
 DROP ANY INDEX
 DROP ANY INDEXTYPE
 DROP ANY LIBRARY
 DROP ANY MATERIALIZED VIEW
 DROP ANY OPERATOR
 DROP ANY OUTLINE
 DROP ANY PROCEDURE
 DROP ANY ROLE
 DROP ANY RULE
 DROP ANY RULE SET
 DROP ANY SEQUENCE
 DROP ANY SQL PROFILE
 DROP ANY SYNONYM
 DROP ANY TABLE
 DROP ANY TRIGGER
 DROP ANY TYPE
 DROP ANY VIEW
 DROP PROFILE
 DROP PUBLIC DATABASE LINK
 DROP PUBLIC SYNONYM
 DROP ROLLBACK SEGMENT
 DROP TABLESPACE
 DROP USER
 ENQUEUE ANY QUEUE
 EXECUTE ANY CLASS
 EXECUTE ANY EVALUATION CONTEXT
 EXECUTE ANY INDEXTYPE
 EXECUTE ANY LIBRARY
 EXECUTE ANY OPERATOR
 EXECUTE ANY PROCEDURE
 EXECUTE ANY PROGRAM
 EXECUTE ANY RULE
 EXECUTE ANY RULE SET
 EXECUTE ANY TYPE
 FLASHBACK ANY TABLE
 FLASHBACK ANY
 TRANSACTION
 FORCE ANY TRANSACTION
 FORCE TRANSACTION
 GLOBAL QUERY REWRITE
 GRANT ANY OBJECT PRIVILEGE
 GRANT ANY PRIVILEGE
 GRANT ANY ROLE
 IMPORT FULL DATABASE
 INSERT ANY TABLE
 LOCK ANY TABLE
 MANAGE ANY QUEUE
 MANAGE SCHEDULER
 MANAGE TABLESPACE
 ON COMMIT REFRESH
 QUERY REWRITE
 RESTRICTED SESSION
 RESUMABLE
 SELECT ANY DICTIONARY
 SELECT ANY SEQUENCE
 SELECT ANY TABLE
 UNDER ANY TABLE
 UNDER ANY TYPE
 UNDER ANY VIEW
 UNLIMITED TABLESPACE
 UPDATE ANY TABLE
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 Granting and revoking system privileges
 The easiest task for a database administrator is granting a privilege, and yet it is a very critical job and should be considered seriously. You should not grant users any privileges without following a fully developed process for granting privileges. The privileges’ process should also include revoking privileges, which is a sensitive task that is too easy to perform without knowing the consequences.
 You should not revoke a privilege for a user without knowing the consequences, especially if it is an application user. In Oracle you can grant a privilege by using the data control language (DCL) GRANT statement. The syntax for the GRANT statement is listed in the code that follows. Remember that the GRANT statement is used to grant system privileges, object privileges, and roles. As you examine the syntax, notice that you can grant several privileges in the same statement to one or many users.
 A role is a concept used to organize and administer privileges in an easy manner. A role is like a user, except it cannot own objects. A role can be assigned privileges and then assigned to users.
 GRANT { system_privilege | role | ALL PRIVILEGES }
 [, {system_privilege | role | ALL PRIVILEGES } ] …
 TO { user | role | PUBLIC } [, { user | role | PUBLIC }] …
 [ IDENTIFIED BY password ] [WITH ADMIN OPTION]
 Where
 System privilege: Is one of the system privileges listed.
 Role: Is the name of an existing role.
 ALL PRIVILEGES: Is all system privileges granted to the user. You should never use this clause.
 PUBLIC: Is the privilege granted to every existing user in the database.
 IDENTIFIED BY: Is the granted privilege, which is password protected: you must provide a password to revoke it.
 WITH ADMIN OPTION: Is an indication to Oracle that the grantee has a privilege to administer granted privilege(s); in other words the grantee can grant given privileges to other users.
 If you decide to revoke a privilege from a user, you use the REVOKE statement which is a DCL statement. The following syntax shows how to revoke a system privilege, followed by an example:
 REVOKE { { system_privilege | role | ALL PRIVILEGES }
 [, { system_privilege | role | ALL PRIVILEGES } ] …
 FROM {user | role | PUBLIC} [,{user | role | PUBLIC}] ...
 };
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 Granting and revoking object privileges
 In a manner similar to system privileges, Oracle uses the same GRANT statement to provide database object privileges to another user. However, the grantor is either the owner of the object or a user who has been granted the GRANT option.
 Oracle uses the following syntax to grant an object privilege to a user:
 GRANT [ object_privilege | ALL [ PRIvILEGEs ] }
 [ column [, column ] … ) ]
 [, { object_privilege | ALL [ PRIVILEGES ] }
 [ column [, column ] ...) ] ]...
 ON ( schema.object | { DIRECTORY directory_name |
 JAVA { SOURCE | RESOURCE } [ schena. ] object
 }
 To { user | role | PUBLIC }
 [, { user role I PUBLIC } ] ...
 [ WITH HIERARCHY OPTION ]
 [ WITH GRANT OPTION ]
 Creating, Assigning and Revoking User Roles
 A role is a concept used to organize and administer privileges in an easy manner. A role is like a user, except it cannot own objects. A role can be assigned privileges and then assigned to users. When asked to grant a new privilege, the DBA would grant the privilege to one appropriate role and not to other inappropriate roles. On the day the new application went live, the DBA could simply create the roles and apply them to the appropriate users, which would be much easier than granting specific privileges to each user.
 Now that you understand the basics of roles, you next examine how to create roles, assign privileges to these roles, and then assign them to users.
 Creating roles with Oracle:
 Oracle supports the concept of a role which can be assigned privileges. Once a role is assigned privileges, you can assign the role to users. In addition, you may also assign a role to another role. However, granting roles to roles is not highly recommended, because it complicates the structure of the security model. It is customary to create roles for different functions of the application.
 To create a role in Oracle, use the following syntax:
 CREATE ROLE role
 [ NOT IDENTIFIED
 | IDENTIFIED { BY password
 | USING [ schema. ] package
 | EXTERNALLY | GLOBALLY
 }
 ];
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 Where:
 NOT IDENTIFIED-Indicates that there is no password (no authentication) required when a role is enabled
 IDENTIFIED-Indicates that the role requires authentication using any of the methods listed previously
 Example: creating a role.
 SQL> CREATE ROLE DEV_ROLE;
 Role created.
 To assign a privilege to a role, issue the following statement:
 SQL> GRANT CREATE SESSION TO DEV ROLE
 /
 Grant succeeded.
 To assign a role to a user, issue the following statement:
 SQL> GRANT DEV ROLE TO SAFYOUNI
 /
 Grant succeeded.
 You can accomplish the same tasks using the Oracle Enterprise Manager Roles tool. In Oracle, there are numerous dictionary views to help you find out what roles are assigned and to whom they are assigned. The list that follows displays only the most commonly used views:
 DBA_ROLES: Contains all roles in the database. DBA_ROLE_PRIVS: Contains roles that are assigned to a user ROLE_ROLE_PRIVS: Contains roles that are granted to other roles ROLE_SYS_PRIVS: Contains all system privileges assigned to a role ROLE_TAB_PRIVS: Contains all object privileges assigned to a role SESSION_ROLES: Contains a list of roles that are enabled in the current session
 Oracle comes with default roles that have specific privileges to perform different types of tasks. The following list contains the most common roles:
 DBA: Should be assigned to the DBA user account only; with this role the user can do all sorts of DBA tasks and administration, including starting and shutting down the database, performing backups, and other administrative tasks.
 SELECT_CATALOG_ROLE: When this role is assigned to a user, the user can select any data dictionary view.
 RESOURCE: This role is assigned several privileges to create database objects.
 CONNECT: This role is assigned CREATE SESSION privileges and limited privileges to create basic database objects.
 As with privileges, you can revoke a role using the REVOKE statement. You can also drop a role by using the DROP statement.
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 Database Application
 Security Models
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 Types of Users
 What is an application user? Before you read the answer to this question, you should know the distinction between an application and a database. For review, here is a quick description of the two.
 Application: A program that solves a problem or performs a specific business function; examples of applications include MS Word, Adobe Acrobat Reader, and an inventory program.
 Database: A collection of related data files used by an application.
 Database management system: A collection of programs that maintains data files (database).
 Now, return to the question posed earlier about an application user. An application user is simply a record created for a user within the application schema to be used for authentication to the application. An application user usually does not have database privileges or roles assigned to the user. All privileges and roles are granted by the application and are specific to the application. The following is a list of the users that are discussed in this chapter.
 Application administrator: An application user that has application privileges to administer application users and their roles; application administrators do not require any special database privileges.
 Application owner: A database user (schema owner) who owns application tables and objects.
 Application user: The user recorded in the application schema to authenticate the user and to enable the user to perform tasks within the application.
 Database administrator: A user account that has database administration privileges that enable the user to perform any administration task.
 Database user: A type of user account that has database roles and/or privileges assigned to it.
 Proxy user: A database user that has specific roles and privileges assigned to it; the proxy user is employed to work on behalf of an application user; this type is usually useful for adding and isolating application users from the database.
 Schema owner: A database user that owns database objects.
 Virtual user: An account that has access to the database through another database user account; a virtual user is referred to in some cases as a proxy user.
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 Security Models
 This section outlines two frequently used security models and should help you understand how application security models are implemented.
 Access Matrix Model
 This model uses a matrix to represent two main entities that can be used for any security implementation.
 The following figure illustrates the access matrix model. As you can see, the columns represent by objects and the rows represent subjects. An object can be a table, view, procedure, or any other database object. A subject can be a user, role, privilege, or a module.
 The intersection of a row and column is an authorization cell, representing the access details on the object granted to the subject. The authorization cell can be access, operation, or commands. The example presented in the figure shows that User1 has read/write authorization to Table1, write authorization to Table2, and admin authorization to Table3.
 Access Modes Model
 This model is based on the Take-Grant model. The model uses both the subject and object entities as the main security entities, and it uses access modes to indicate the tasks that the subject is allowed to perform on the objects. The access modes are divided into static and dynamic modes as listed in the table below.
 The level shown in the table is a numeric value to indicate the degree of access. A subject with an access level of 4, for example, has access to level 4 and all the levels below it. In this case, access level 4 is the access level of a superuser that has access to all
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 application functionality and privileges. On the other hand, a subject with an access level of 1 has access only to its level and does not have access to any level above it.
 Access Type Access Mode
 Level Description
 Static Modes Use Read Update Create Delete
 1
 2
 3
 4
 4
 Allows the subject to use the object without modifying the object Allows the subject to read the contents of the object Allows the subject to modify the contents of the object Allows the subject to add instances to the object Allows the subject to remove instances of the object
 Dynamic Modes
 Grant Revoke Delegate Abrogate
 1
 1
 2
 2
 Allows the subject to grant any static access mode to any other subject Allows the subject to revoke a granted static access mode from a subject Allows the subject to grant the grant privilege to other subjects Allows the subject to grant the revoke privilege to other subjects
 Application Types
 Data security enforcement is required where data resides in the database. This section describes the commonly used application types to help you understand where data security should be enforced.
 Client/server applications
 Thirty years ago, computing in corporations was centralized in the Management Information System (MIS) Department. The MIS Department was responsible for all information system projects no matter how large or small. With this type of organization, MIS became a bottleneck that held up other departments while it developed and implemented projects. MIS departments developed mainly mainframe (legacy) projects. The code and data reside in one logical and physical place.
 When the personal computer was introduced, many departments sought relief from the lengthy and often bureaucratic process of working with the MIS Department. Departments quickly developed their own customized applications, which were designed for a single user and were not scalable.
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 As the number of users and the data grew, so did the performance problems. A better architecture had to be developed that could take advantage of the flexibility of the PC, overcome the bottlenecks of the MIS Department, and overcome the inability of the PC environment to grow with increasing data needs. The answer was client/server architecture, which is based on a business model in which the client submits inquiries and the server responds with answers to these inquiries.
 Client/server architecture became a dominating configuration for all applications because it provided a flexible and scalable structure that could take advantage of the processing power of the personal computer, while also utilizing the capacity and power of a dedicated server.
 The above figure illustrates the client/server architecture, which is composed of the three main components typically found in a client/server application. These components are usually spread out over several tiers. Each tier has a logical or physical component, which can contain one or more of the following components:
 User interface component: Represents all screens, reports, and codes that handle the interaction between the user and the application.
 Business logic component: Contains all the code that performs data validation and business rules implementation.
 Data access component: Contains code that retrieves, inserts, deletes, and updates data.
 A client/server application consists of a minimum of two tiers. Normally four to five tiers is the maximum configuration.
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 The data access component of the client/server architecture is the component responsible for retrieving and manipulating data. The security module should be embedded in this component.
 Web applications
 Client/server architecture once dominated business applications, but not for long. Another application architecture evolved with the rise of dot-com and Web-based companies. This new client/server architecture is based on the Web and is therefore referred to as a Web application or a Web-based application. A Web application uses the Web (HTTP protocol) to connect and communicate to the server. As shown in following figure, a Web browser is the front end of the Web application. A Web application uses HTML pages created using ActiveX, Java applets or beans, or ASP (Active Server Pages). These Web pages are embedded with other Web services.
 The components of the Web application shown in the above figure are:
 Web browser layer: A typical browser program that allows users to navigate through Web pages found on the Internet.
 Web server layer: A software program residing on a computer connected to the Internet that responds to requests submitted by the Web browsers.
 Application server layer: A software program residing on a computer that is used for data processing and for interfacing to the business logic and database server.
 Business logic layer: A software program that implements business rules.
 Database server layer: A software program that stores and manages data.
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 Application Security Models
 At this point, it is useful to combine the two main concepts for security models and their different types of applications, and to look at them from an implementation perspective. The following list outlines five different application security models that are commonly used by the industry to provide data security and access protection at the table level.
 Database role based
 Application role based
 Application function based
 Application role and function based
 Application table based
 SECURITY MODEL BASED ON DATABASES ROLES
 This model depends on the application to authenticate the application users by maintaining all end users in a table with their encrypted passwords. In this model, each end user is assigned a database role, which has specific database privileges for accessing application tables. The user can access whatever privileges are assigned to the role.
 In this model, a proxy user is needed to activate assigned roles. All roles are assigned to the proxy user. For example, if the user Scott is assigned to the clerk role, this means that when Scott logs on through the proxy user, the application enables only the clerk role for this session. The following figure shows the data model for this type of application.
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 The following table describes this model.
 Table Name Description
 APPLICATION_USERS Stores and maintains all end users of the application with their encrypted passwords
 APPLICATION_USER_ROLES Contains all roles defined by the application and for each role that a privilege is assigned; the privilege can be read, write, or read/write.
 You might have noticed that the two tables have common control columns prefixed with CTL (short for control). These control columns contain information about the manipulated record. The following list presents a brief description of these columns:
 CTL_INS_DTTM (control insert date time): Contains the date and time when the record was created
 CTL_UPD_DTTM (control update date time): Contains the date and time when the record was last updated
 CTL_UPD_USER (control update user): Contains the user name that created the record or last updated the record
 CTL_REC_STAT (control record status): Can be used to indicate the status of the record. You can use this column for any purpose; for example, you may set this column to "A" as an indicator that the record is active or "I" to indicate it is inactive
 The following points on this type of security model are worth noting:
 This model uses the database role functionality; therefore it is database dependent. If roles are poorly implemented, the model does not work properly.
 Privileges to tables are also database dependent.
 In this model, you isolate the application security from the database, which makes your implementation database independent.
 Maintenance of the application security does not require specific database privileges. This lowers the risk of database violations.
 Passwords must be securely encrypted, preferably using private and public keys. In this case, you must modify the structure of the APPLICATION_USERS table by adding columns to store public and private keys.
 The application must use proxy users to log on and connect to the application database and activate specific roles for each database session. The user name and password of the proxy user must be securely encrypted and stored somewhere in a configuration file.
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 Implementation in Oracle
 Implementing the model will help you become more familiar with the concept. Be sure you fully understand the concept before you begin implementation. You are trying to create a proxy user called APP_PROXY that will be assigned all application roles and will work on behalf of the application user APP_USER to gain access to all tables owned by the application owner called APP_OWNER. So, you need to create the users, roles, and tables for this application. To implement the model, follow these steps:
 1. Create the users by entering the following code:
 -- Creating App1ication Owner SQL> CREATE USER APP_OWNER IDENTIFIED BY APP_OWNER
 DEFAULT TABLESPACE USERS
 TEMPORARY TABLESPACE TEMP
 QUOTA UNLIMITED ON USERS
 /
 User created.
 SQL> GRANT RESOURCE, CREATE SESSION TO APP_OWNER
 /
 Grant succeeded.
 -- Creating Proxy user
 SQL> CREATE USER APP_PROXY IDENTIFIED BY APP_PROXY
 DEFAULT TABLESPACE USERS
 TEMPORARY TABLESPACE TEMP
 /
 User created.
 SQL> GRANT CREATE SESSION TO APP_PROXY
 /
 Grant succeeded.
 --Creating app1ication tab1es
 SQL> CONN APP OWNER@SEC
 Enter password: **********
 Connected.
 SQL> CREATE TABLE CUSTOMERS
 (
 CUSTOMER_ID NUMBER PRIMARY KEY,
 CUSTOMER_NAME VARCHAR2(50)
 )
 /
 Tab1e created.
 SQL> CREATE TABLE AUTH_TABLE
 (
 APP_USER_ID NUMBER,
 APP_ USERNAME VARCHAR(20),
 APP_PASSWORD VARCHAR(20),
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 APP_ROLE VARCHA(30)
 )
 /
 Table created.
 —-Creating application roles
 SQL> CONN SYSTEM@SEC
 Enter password: **********
 Connected.
 SQL> CREATE ROLE APP_MGR;
 Role created.
 SQL> CREATE ROLE APP SUP;
 Role created.
 SQL> CREATE ROLE APP_CLERX;
 Ro1e created.
 SQL> GRANT APP_MGR, APP_SUP, APP-CLERX TO APP-PROXY
 /
 Grant succeeded.
 SQL> ALTER USER ‘APP-PROXY” DEFAULT ROLE NONE
 /
 User altered.
 -- Assign grants
 SQL> CONN APP OWNER@SEC
 Enter password: **********
 Connected.
 SQL> GRANT SELECT, INSERT, UPDATE, DELETE ON CUSTOMERS TO APP_MGR
 /
 Grant succeeded.
 SQL> GRANT SELECT, INSERT, UPDATE ON CUSTOMERS TO APP_SUP
 /
 Grant succeeded.
 SQL> GRANT SELECT ON CUSTOMERS TO APP_CLERK
 /
 Grant succeeded.
 SQL> GRANT SELECT ON AUTH_TABLE TO APP_PROXY
 /
 Grant succeeded.
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 2. Add rows to the CUSTOMERS table:
 SQL> CONN APP_OWNER@SEC
 Enter password: **********
 Connected.
 SQL> INSERT INTO CUSTOMERS VALUES(1, ‘Tom verenda’);
 1 row created.
 SQL> INSERT INTO CUSTOXERS VALUES(2, 'Linda Bella.);,
 1 row created.
 SQL> COMMIT
 /
 commit complete.
 3. Add rows for an application user called APP_USER:
 SQL> INSERT INTO AUTH_TABLE VALUES
 (100, 'APP_USER', 'd323deqw4df55fwe', 'APP_CLERK')
 /
 1 row created.
 4. Now assume that APP_USER is trying to log in through the PROXY_USER. Your
 application should look up the role of the user by using the SELECT statement and activating that role:
 SQL> SELECT APP_ROLE
 FROM AUTH_TABLE
 WHERE APP_USERNAME = 'APP USER'
 /
 APP_ROLE
 ----------------
 APP_CLERK
 5. Activate the role for this specific APP_USER session:
 SQL> CONN APP_PROXY@SEC
 Enter password: **********
 Connected.
 SQL> SET ROLE APP_CLERK
 /
 Role set.
 SQL> SELECT * FROM SESSION_ROLES
 /
 ROLE
 ---------------
 APP_CLERK
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 SECURITY MODEL BASED ON APPLICATION ROLES
 The concepts of an application role security model are similar to the concepts of a database role security model in that they are both methods for organizing and administering privileges. However, application roles are typically mapped specifically to real business roles (titles or positions).
 The security model that is based on application roles depends on the application to authenticate the application users. Authentication is accomplished by maintaining all end users in a table with their encrypted passwords. In this model, each end user is assigned an application role (not a database role), and the application role is provided with application privileges to read/write specific modules of the application.
 The following figure shows the data model of this type of application.
 The following table contains description of tables used for this model.
 Table Name Description
 APPLICATION_USERS Stores and maintains all end users of the application with their encrypted passwords
 APPLICATION_USER_ROLES Contains all roles defined by the application and for each role that a privilege is assigned; the privilege can be read, write, or read/write.
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 When considering the security model, keep these points in mind:
 This model is primitive and does not allow the flexibility required to make changes necessary for security. For example, you may have a user called Scott who has a clerk role, and the clerk role has privileges to read, add, and modify. This means that Scott can perform these operations on all the modules of the application.
 Privileges are limited to any combination of the following (for example, privileges could be read, add, read/update/admin, and so on):
 read
 add
 delete
 update
 admin
 The following list presents characteristics of this security model:
 In this model you are isolating the application security from the database, which makes your implementation database independent.
 Only one role is assigned to an application user. Maintenance of the application security does not require specific database
 privileges. This lowers the risk of database violations. Passwords must be securely encrypted, preferably using private and public keys. In
 this case, you must modify the structure of the APPLICATION_USERS table by adding columns to store public and private keys.
 The application must use a real database user to log on and connect to the application database. The user name and password must be encrypted and stored in a configuration file.
 SECURITY MODEL BASED ON APPLICATION FUNCTIONS
 The security model that is based on application functions depends on the application to authenticate the application users by maintaining all end users in a table with their encrypted passwords. In this model the application is divided into functions. For instance, if you were using an inventory application, you would have a function named CUSTOMERS that maintains customers and another function named PRODUCTS for maintaining products, and so on.
 The following figure represents a data model for this type of application showing the entities described in the following table.
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 Table Name Description
 APPLICATION_USERS Stores and maintains all end users of the application with their encrypted passwords
 APPLICATION_FUNCTIONS This table contains all logical functions of the application; a function is defined as a module or procedure or a set of tasks.
 APPLICATION_FUNCTION_PRIVILEGES This table stores all privileges for a function such as: read, write, read/write
 APPLICATION_USERS_FUNCTIONS This table contains all end users and their application function privileges.
 The following list presents characteristics of this security model:
 In this model you isolate the application security from the database, which makes your implementation database independent.
 Maintenance of the application security does not require specific database privileges, which lowers the risk of database violations.
 Passwords must be securely encrypted, preferably using private and public keys. In this case you must modify the structure of the APPLICATION_USERS table by adding columns to store public and private keys.
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 The application must use a real database user to log on and connect to the application database. The user name and password must be encrypted and stored in a configuration file.
 The application must be designed in a granular fashion. This means that the functions or modules of the application perform specific tasks and do not encompass a wide variety of tasks that are cross-functional.
 SECURITY MODEL BASED ON APPLICATION ROLES AND FUNCTIONS
 This security model is a combination of both the role and function security models. The application roles and functions security model depends on the application to authenticate the application users. The application authenticates users by maintaining all end users in a table with their encrypted passwords.
 In this model the application is divided into functions, and roles are assigned to functions that are in turn assigned to users. This model is highly flexible in implementing application security. The following figure represents a data model for this type of application showing the E-R (entity-relationship) diagram.
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 The table below gives the entity descriptions of this model.
 Table Name Description
 APPLICATION_USERS Stores and maintains all end users of the application with their encrypted passwords
 APPLICATION_USER_ROLOES Contains all roles assigned to users; a user can be assigned many roles
 APPLICATION_ROLES Contains all roles defined by the application and for each role a privilege is assigned; the privilege can be read, write, or read/write
 APPLICATION_FUNCTIONS Contains all logical functions of the application; a function is defined as module or procedure or a set of tasks
 APPLICATION_ROLE_FUNCTIONS Contains all functions and privileges that are assigned to each role
 APPLICATION_FUNCTION_PRIVILEGES Stores all privileges for a function such as: read, write, read/write
 The following list presents characteristics of this security model:
 This model provides utmost flexibility for implementing application security.
 In this model you isolate the application security from the database, which makes your implementation database independent.
 Maintenance of the application security does not require specific database privileges, which lowers the risk of database violations.
 Passwords must be securely encrypted, preferably using private and public keys. In this case you must modify the structure of the APPLICATION_USERS table by adding columns to store public and private keys.
 The application must use a real database user to log on and connect to the application database. The user name and password must be encrypted and stored in a configuration file.
 The application must be designed in a very granular fashion, which means that the functions or modules of the application perform specific tasks and do not encompass a wide variety of tasks that are cross-functional. For example, if a function is ORDER_ENTRY, it should not include tasks for reporting or adding products.
 SECURITY MODEL BASED ON APPLICATION TABLES
 This application security model depends on the application to authenticate users by maintaining all end users in a table with their encrypted passwords. Unlike previous models, the application provides privileges to the user based on tables, not on a role or a function.
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 The following figure represents a data model for this type of application and shows the entities described in the table that follows it.
 Table Name Description
 APPLICATION_USERS Stores and maintains all end users of the application with their encrypted passwords
 APPLICATION_USER_TABLES Contains all tables assigned to users; user assignments can specify that he or she can access none or many tables.
 APPLICATION_TABLES Contains all tables owned by the application
 APPLICATION_TABLE_PRIVILEGES Stores all privileges that specify access to a specific table such as:
 O-No access 1-read only 2-read and add 3-read, add, and modify 4-read, add, modify, and delete 5-read, add, modify, delete, and admin
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 The following list presents characteristics of this security model:
 In this model you isolate the application security from the database, which makes your implementation database independent.
 Maintenance of the application security does not require specific database privileges, which lowers the risk of database violations.
 Passwords must be securely encrypted, preferably using private and public keys. In this case you must modify the structure of the APPLICATION_USERS table by adding columns to store public and private keys.
 The application must use a real database user to log on and connect to the application database. The user name and password must be encrypted and stored in a configuration file.
 Security is implemented easily by using table access privileges that are assigned to each end user.
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 6
 Virtual Private Databases
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 One of the primary functions of any database application is to allow each department access to only its own data: data entered by Department A should be visible only to Department A. This is a typical situation for a virtual private database. One database model serves all departments, and all data for a specific entity from all departments resides in one table. Each department sees only its own data. This chapter illustrates this concept and demonstrates how to enable row-level and column-level security, an implementation referred to as a virtual private database.
 Overview of Virtual Private Databases
 A virtual private database (VPD) is a shared database schema containing data that belongs to many different users, and each user can view or update only the data he or she owns. A VPD controls data access at the row or column level. With SQL Server 2000, you can implement row and column access by using the VIEW database object. However, Oracle10g implements the VPD concept differently. In fact, Oracle10g has a specific function that allows database administrators to implement the VPD concept.
 As mentioned earlier, not every database system offers a mechanism to implement this concept without VIEW objects, and Microsoft SQL Server is no exception. On the other hand, Oracle offered this feature in several versions before the release of 10g, but it had a different name. In fact, Oracle uses two other names to refer to VPDs: row level security (RLS) and fine-grained access (FGA). At the same time, FGA is also an acronym for "fine-grained auditing," which has nothing to do with VPDs. Although many database experts cite numerous benefits of VPDs, there are really two main purposes for using them:
 The security requirements of a security policy necessitate that data access be restricted at the row or column level (fine-grained access).
 One database schema serves multiple unrelated groups or entities.
 Implementing a VPD using Oracle
 You can recall that one of the uses of a VIEW object is to limit what users can see and accomplish with the existing data in a table. In other words, you can construct a view that hides columns or rows from users.
 Consider the table EMPLOYEES. The table's data structure is shown in the following code segment. Suppose your business rules require that each department can see only its own employees. The question is, "How would you implement this requirement using views?"
 http://rajakishor.co.cc/

Page 75
                        

http://rajakishor.co.cc Page 75
 The EMPLOYEE table description:
 Name Null? Type
 --------------------- -------- ------------
 EMPLOYEE_ID NOT NULL NUMBER(6)
 FIRST_NAME VARCHAR2(20)
 LAST_NAME NOT NULL VARCHAR2(25)
 EMAIL NOT NULL VARCHAR2(25)
 PHONE_NUMBER VARCHAR2(20)
 HIRE_DATE NOT NULL DATE
 JOB_ID NOT NULL VARCHAR2(10)
 SALARY NUMBER(8,2)
 MANAGER_ID NUMBER(6)
 DEPARTMENT_ID NUMBER(4)
 We can create a VIEW for the department 20 as follows.
 SQL> CREATE VIEW EMP_FOR_DEP_20 AS
 SELECT EMPLOYEE_ID, FIRST_NAME,LAST_NAME,
 EMAIL, PHONE_NUMBER, JOB_ID
 FROM EMPLOYEES
 WHERE DEPARTMENT_ID = 20
 /
 View created.
 You could create VIEWs like this for each department. This process might be manageable in some cases, but as the number of departments grows, it becomes a nightmare to administer and to maintain. Therefore, this method is not feasible. The solution you use depends on the database system you are using.
 However; you cannot implement this specific scenario with VIEW objects alone. Views are not the right solution for this type of a problem. The solution for this type of problem is a VPD.
 Consider another example in which a VIEW object can be used to restrict access per user. Suppose you have the EMPLOYEES table, but with a modified data structure. Notice the new column, CTL_UPD_USER, in which CTL stands for Control and UPD stands for Update. Control indicates that it is a value generated and controlled by the application, not by the user. This column is used specifically to indicate the user who owns the row. For example, when a user inserts a new row, the user name value is automatically inserted in this column. Use the following steps to demonstrate this implementation:
 http://rajakishor.co.cc/

Page 76
                        

http://rajakishor.co.cc Page 76
 1. Logon as DBSEC schema and display a column listing of the EMPLOYEES table. If this table does not exist, then create it according to the displayed structure:
 SQL> DESC EMPLOYEES
 Name Null? Type
 --------------------- -------- ------------
 EMPLOYEE_ID NOT NULL NUMBER(6)
 FIRST_NAME VARCHAR2(20)
 LAST_NAME NOT NULL VARCHAR2(25)
 EMAIL NOT NULL VARCHAR2(25)
 PHONE_NUMBER VARCHAR2(20)
 HIRE_DATE NOT NULL DATE
 JOB_ID NOT NULL VARCHAR2(10)
 SALARY NUMBER(8,2)
 MANAGER_ID NUMBER(6)
 DEPARTMENT_ID NUMBER(4)
 CTL_UPD_USER VATCHAR2(30)
 2. Create the table EMPLOYEES_VER1 as specified in the previous code:
 SQL> CREATE TABLE EMPLOYEES_VER1
 ( EMPLOYEE_ID NUMBER(6),
 FIRST_NAME VARCHAR2(20),
 LAST_NAME VARCHAR2(25),
 EMAIL VARCHAR2(25),
 PHONE_NUMBER VARcHAR2(20),
 HIRE_DATE DATE,
 JOB_ID VARCHAR2(10),
 SALARY NUMBER(8,2),
 MANAGER_ID NUMBER(6),
 DEPARTMENT_ID NUMBER(4),
 CTL-UPD_USER VARCHAR2(30)
 )
 /
 Table created.
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 3. Create a VIEW object to display rows that belong only to the logged on user. Note that USER is a function that returns the user name value of the person who is logged on. If HR is logged on, the returned value is HR.
 SQL> CREATE VIEW EMPLOYEES_VIEW1 AS
 SELECT EMPLOYEE_ID, FIRST_NAME, LAST_NAME, EMAIL,
 PHONE_NUMBER, HIRE_DATE, JOB_ID, SALARY,
 MANAGER_ID, DEPARTMENT_ID, CTL_UPD_USER USER_NAME
 FROM EMPLOYEES_VER1
 WHERE CTL_UPD_USER = USER
 /
 View created.
 4. Grant SELECT and INSERT on this view to another user, such as SCOTT:
 SQL> GRANT SELECT, INSERT ON EMPLOYEES_VIEW1 TO SCOTT
 /
 Grant succeeded.
 5. Insert a row using the EMPLOYEES_VIEW1 VIEW object just created:
 SQL> INSERT INTO DBSEC.EMPLOYEES_VIEW1 (EMPLOYEE_ID, FIRST_NAME,
 LAST_NAME, EMAIL, PHONE_NUMBER, HIRE_DATE, JOB_ID,
 SALARY, MANAGER_ID, DEPARTMENT_ID, USER_NAME)
 VALUES (100, 'Raja’, 'Kishor’, ‘[email protected]’,
 ‘123.234.3456’, sysdate, ‘WM_Clk', 1000,
 1000, 10, USER);
 1 row created.
 SQL> COMMIT;
 Commit complete.
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 6. Now log on as SCOTT and insert a row:
 SQL> INSERT INTO EMPLOYEES_VIEW1 (EMPLOYEE_ID, FIRST_NAME,
 LAST_NAME, EMAIL, PHONE_NUMBER, HIRE_DATE, JOB_ID,
 SALARY, MANAGER-ID, DEPARTMENT_ID, USER_NAME)
 VALUES (101, ‘Kiran’, ‘Kumar’, ‘[email protected]’,
 ‘456.567.3678’, sysdate, ‘WM-ENG’, 2000,
 6 2000, 20, USER);
 1 row created.
 SQL> COMMIT;
 commit complete.
 7. You know that there are two rows in the table EMPLOYEES_VER1.
 SQL> SELECT EMPLOYEE_ID, FIRST_NAME, LAST_NAME, CTL_UPD_USER
 FROM EMPLOYEES_VER1
 /
 EMPLOYEE_ID FIRST_NAME LAST_NAME CTL_UPD_USER
 ----------- ------------------ --------- ------------
 100 Raja Kishor DBSEC
 101 Kiran Kumar SCOTT
 8. At SCOTT, select the EMPLOYEES_VIEW1 VIEW object, and you see only the row that belongs to SCOTT.
 SQL> SELECT DBSEC.EMPLOYEE_ID, FIRST_NAME, LAST_NAME, USER_NAME
 FROM EMPLOYEES_VIEW1
 /
 EMPLOYEE_ID FIRST_NAME LAST_NAIE USER_NAME
 ----------- --------------- --------- ---------
 101 Kiran Kumar SCOTT
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 Now that you have implemented a VPD using a view, what happens when a user inserts a row? That user must enter the user name correctly for this to work. But you can add a trigger on insert to populate the user name automatically. As you can see, this implementation is limited and requires careful design and development.
 SQL> CREATE OR REPLACE TRIGGER TRG_EMPLOYEES_VER1_BEFORE_INS
 BEFORE INSERT ON EMPLOYEES_VER1
 FOR EACH ROW
 BEGIN
 :NEW.CTL_UPD_USER := USER;
 END;
 /
 Trigger created.
 SQL> INSERT INTO EMPLOYEES_VIEW1 (EMPLOYEE_ID, FIRST_NAME,
 LAST_NAME, EMAIL, PHONE_NUMBER, HIRE_DATE, JOB_ID,
 SALARY, MANAGER_ID, DEPARTMENT_ID)
 VALUES (101, ‘Raja', ‘Sekhar’, ‘[email protected]’,
 ‘456.567.3678’, sysdate, ‘WM_DR’, 2100,
 1000, 10);
 1 row created.
 SQL> COMMIT;
 commit complete.
 SQL> SELECT EMPLOYEE_ID, FIRST_NAME, LAST_NAME
 FROM EMPLOYEES_VIEW1
 /
 EMPLOYEE_ID FIRST_NAME LAST_NAME
 ----------- ---------- ---------
 100 Sam Afyouni
 101 Raja Sekhar
 As you have noticed, the implementation of a VPD using VIEW is not difficult, but unfortunately using views does not lend itself to offer much scalability. For this specific reason, Oracle10g offers VPD functionality through which you can extend application security to any level.
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 Implementing a VPD using Application Context in Oracle
 In this section, you learn how to implement a VPD using views in combination with triggers and you'll learn about the application context functionality that is available in Oracle.
 A trigger is a stored PL/SQL procedure that fires (is called) automatically when a specific event occurs, such as the BEFORE INSERT event. For example, suppose you have a business rule mandating the validation that a salary value is in a specific range for a position before a new employee record is inserted. You can use a BEFORE INSERT trigger to implement this requirement. When you use a trigger (BEFORE INSERT), the PL/SQL code for the trigger runs before the database server inserts the data. Triggers allow you implement auditing functionality or business rules.
 The other term, application context, is a functionality specific to Oracle that allows you to set database application variables that can be retrieved by database sessions. These variables can be used for security context-based or user-defined environmental attributes. This section shows you the application context functionality and how to use it in an application.
 Suppose you are writing an application that requires you to identify a client host name, an IP address of a connected session, or the operating system user name of a connected session. You can get most of the session information from the dynamic performance view V$SESSION, if you have select privileges. You can also use the application context function SYS_CONTEXT in conjunction with predefined user-environment attributes, known as USERENV attributes, which are grouped as a namespace. The following table lists the most common USERENV attributes. Consult the Oracle Database Security Guide for a complete list of attributes.
 Attribute Description of what the attribute returns
 TERMINAL Operating system terminal name for the current connected session
 IP_ADDRESS Network IP address for the current connected session
 HOST Name of the host machine for the current connected session
 DB_NAME Name of the database to which the current session is connected
 CURRENT_USER Database name for the current connected session
 DB_DOMAIN Network domain name for the database to which the current session is connected
 OS_USER Operating system user name for the current connected session
 SERVER_HOST Name of the host machine to which the current database session is connected
 SESSION_ID Auditing session identifier for the current connected session
 ISDBA Information to indicate whether the connected session has DBA privileges or not; the returned value is a Boolean TRUE or FALSE
 http://rajakishor.co.cc/

Page 81
                        

http://rajakishor.co.cc Page 81
 The following example illustrates how to get the IP address of the current connected session:
 SQL> SELECT SYS_CONTEXT( ‘USERENV', ‘IP_ADDRESS') FROM DUAL
 /
 SYS_CONTEXT(‘USERENV’, ‘IP.ADDRESS')
 ------------------------------------
 192. 168. 1.2
 SQL> SELECT SYS_CONTEXT(’USERENV’, ‘HOST’) FROM DUAL
 /
 SYS_CONTEXT('USERENV', ‘HOST')
 -----------------------------
 KISHOR\KISHOR_BLACK
 SQL> SELECT SYS_CONTEXT(‘USERENV', ‘CURRENT-USER ) FROM DUAL
 /
 SYS_CONTEXT( ‘USERENV', ‘CURRENT_USER’)
 ---------------------------------------
 DBSEC
 Implementing Oracle VPD
 In the previous section, you implemented row-level security using a combination of VIEW objects, triggers, and application contexts. This process is not extremely complicated, but there is a simpler way. Oracle provides VPD features that are more direct.
 However, before beginning the implementation, you need to create the necessary users and tables.
 Before creating a USER table, you need to understand the functions of the "users". The following list outlines e user functions as well as the entities and components involved in the scenarios contained in this chapter.
 DBSEC user: The application schema owner that owns all tables and the tables' policies
 CUSTOMERS table: Used to demonstrate VPDs, this table contains additional control columns (CTL) used by each scenario. In addition the table will be populated with 1O0 rows.
 VPD_CLERK1, VPD_CLERK2, and VPD_CLERK3 users: The database users that are used to test VPDs
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 Create the table for customer users through the following steps:
 1. Create the CUSTOMERS table:
 SQL> CREATE TABLE CUSTOMERS
 ( SALES_REP_ID NUMBER(4),
 CUSTOMER_ID NUMBER(8),
 CUSTOMER_SSN VARCHAR2(9),
 FIRST_NAME VARCHAR2 (20),
 LAST_NAME VARCHAR2(20),
 ADDR_LINE VARCHAR2(80),
 CITY VARCHAR2(30),
 STATE VARCHAR2 (30),
 ZIP_CODE VARCHAR2(9),
 PHONE VARCHAR2(15),
 EMAIL VARCHAR2(80),
 CC_NUMBER VARCHAR2 (20),
 CREDIT_LIMIT NUMBER,
 GENDER CHAR(1),
 STATUS CHAR(1),
 COMMENTS VARCHAR2(1024),
 CTL_UPD_DTTM DATE,
 CTL_UPD_USER VARCHAR2(30),
 CTL_REC_STAT CHAR(1)
 );
 Table created.
 2. Insert rows into the CUSTOMERS table, using the script dbsec_vpd_script_06.sql which should populate 100 rows. The columns used in each scenario categorize the row count statistics. Here are three definitions that may help:
 CTL_UPD_USER: Contains the name of the user who inserted the row and is allowed to update it
 CTL_REC_STAT: Contains the security level of the row (1-5)
 SALES_REP_ID: Represents the identification number of the sales representative assigned to a customer
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 -- USED FOR SCENARIO #1
 SQL> SELECT CTL_UPD_USER, COUNT(*)
 FROM CUSTOMERS
 GROUP BY CTL_UPD_USER
 /
 CTL_UPD_USER COUNT(*)
 ------------ --------
 VPD_CLERK1 21
 VPD_CLERK2 37
 VPD_CLERK3 42
 -- USED FOR SCENARIO #2
 SQL> SELECT SALES_REP_ID, COUNT(*)
 FROM CUSTOMERS
 GROUP BY SALES_REP_ID
 /
 SALES_REP_ID COUNT (*)
 ------------ --------
 2200 18
 2336 15
 4587 8
 4710 9
 5605 10
 6415 18
 7719 15
 9644 7
 -- USED FOR SCENNRIO #3
 SQL> SELECT CTL_REC_STAT, COUNT(*)
 FROM CUSTOMERS
 GROUP BY CTL_REC_STAT
 /
 CTL_REC_STAT COUNT( *)
 ------------ ---------
 1 12
 2 34
 3 26
 4 15
 5 13
 http://rajakishor.co.cc/

Page 84
                        

http://rajakishor.co.cc Page 84
 3. Create three users for testing, VPD_CLERK1, VPD_CLERK2, and VPD_CLERK3, and grant the necessary privileges. Use SYSTEM or SYS to perform this step:
 --VPD_CLERK1
 SQL> CREATE USER VPD_CLERK1 IDENTIFIED BY VPD_CLERK1
 /
 User created.
 SQL> GRANT CREATE SESSION TO VPD_CLERK1
 /
 Grant succeeded.
 --VPD_cLERK2
 SQL> CREATE USER VPD_CLERK2 IDENTIFIED BY VPD_CLERK2
 /
 User created.
 SQL> GRANT CREATE SESSION TO VPD_CLERK2
 /
 Grant succeeded.
 -- VPD_CLERK3
 SQL> CREATE USER VPD_CLERK3 IDENTIFIED BY VPD_CLERE3
 /
 User created.
 SQL> GRANT CREATE SESSION TO VPD_CLERK3
 /
 Grant succeeded.
 4. Grant the necessary privileges on the CUSTOMERS table to use each test:
 SQL> GRANT SELECT, INSERT, UPDATE, DELETE ON CUSTOMERS
 TO VPD_CLERK1
 /
 Grant succeeded.
 SQL> GRANT SELECT, INSERT, UPDATE, DELETE ON CUSTOMERS
 TO VPD_CLERK2
 /
 Grant succeeded.
 SQL> GRANT SELECT, INSERT, UPDATE, DELETE ON CUSTOMERS
 TO VPD_CLERK3
 /
 Grant succeeded.
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 Now you are ready to implement each scenario. The first scenario, ROW_OWNER security, is an application that enforces row-level security based on the user that owns the row. For example, if VPD_CLERK1 inserts a row, CTL_UPD_USER is populated with the name of the user (VPD_CLERK1) to identify the user that owns the row. Each user will only see and update his own rows.
 We explore this concept by following these steps:
 1. Create a policy function to add a predicate to the WHERE clause. As illustrated earlier, the VPD feature adds a policy that uses a function to add a WHERE clause predicate. In this case, the predicate filters out the rows that are owned by the current user.
 2. Using DBMS_RLS, which is an Oracle-supplied package, add the VPD policy used to enforce VPDs: RLS (row-level security). DBMS_RLS contains several functions and procedures. Table 6-2 lists those most commonly used.
 SQL> EXEC DBMS_RLS.ADD_POLICY(OBJECT_SCHEMA => ‘DBSEC’,
 OBJECT_NAME => ‘CUSTOMERS’,
 POLICY_NAME => ‘DBSEC_ROW_OWNER_POLICY’,
 FUNCTION_SCHEMA => ‘DBSEC’,
 POLICC_FUNCTION => ‘DBSEC_ROWLOWNER_WHERE’,
 STATEMENT_TYPES => ‘SELECT, UPDATE, INSERT, DELETE’,
 ENABLE => TRUE)
 /
 3. Log in as VPD_CLERK1 and display the number of records that this user can see:
 SQL> CONN VPD_CLERK1/VPD_CLERK1@SEC
 Connected.
 SQL> SELECT COUNT(*) FROM DBSEC.CUSTOMERS
 /
 COUNT(*)
 --------
 21
 We can disable this policy using DBMS_RLS as follows.
 SQL> EXEC DBMS_RLS.ENABLE_POLICY(OBJECT_SCHEMA => ‘DBsEC’,
 OBJECT_NAME => ‘CUSTOMERS’,
 POLICY_NAME => ‘DBSEC_ROW_OWNER_POLICY’,
 ENABLE =>FALSE)
 PL/SQL procedure successfu1ly completed.
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 The following table describes most commonly used procedure of DBMS_RLS:
 Procedure Description
 PROCEDURE ADD_POLICY Adds and registers a VPD policy for a table
 PROCEDURE ADD_POLICY_CONTEXT Adds an application context to a policy
 PROCEDURE DROP_POLICY Removes a VPD policy from a table
 PROCEDURE ENABLE_POLICY Enables or disables a policy
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 7
 Database Auditing Models
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 No matter what security measures you put in place, you must plan ahead with an auditing procedure to understand if your security measures are working or not. Otherwise, your effort and investment in security measures could be futile.
 Security is the buzzword of this decade. It's on everyone's mind.
 Security requires action. Many public and private institutions are taking serious action against security risks, old and new. These actions encompass not only the establishment and enforcement of new security measures, but also the reinforcement of those measures through tough audit controls.
 You guard your data by enforcing database security, and you ensure that data is well guarded through database auditing. Database security is not effective without database auditing and vice versa. To prevent data violations, the best practice is to have both database security and auditing in place.
 Auditing is the responsibility of developers, database administrators, and business managers. As a developer, you might be asked to provide an auditing mechanism for a new application. This auditing mechanism would enable users to trace changes to sensitive data. As a database administrator, you might be summoned to your manager's office, where the business managers are waiting to question you about a mischievous incident that left the database unavailable for hours. As a business manager for a financial company, you might be involved in supplying business requirements to a systems analyst, who is responsible for implementing an application's auditing functionality.
 Auditing Overview
 To understand database auditing, you first need to know some fundamentals about auditing itself. In this section, you learn the definitions of basic auditing terms. You will also learn how security measures alone are not effective without good auditing processes.
 Definitions
 Audits are conducted for many reasons. The goals of an audit are usually consistent. In general, an audit examines the documentation that reflects the actions, practices, and conduct of a business or individual. Then it measures their compliance to policies, procedure, processes, and law. Database auditing follows this general definition. Therefore the list that follows contains both general auditing and database auditing definitions.
 Audit/Auditing: The process of examining and validating documents, data, processes, procedures, systems, or other activities to ensure that the audited entity complies with its objectives.
 Audit log: A document that contains all activities that are being audited ordered in a chronological manner. Usually, an automated system generates the log. For example, an audit log could be maintained to track visitors to a company, as well as their times of entrance and exit.
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 Audit objectives: A set of business rules, system controls, government regulations, or security policies against which the audited entity is measured to determine compliance.
 Auditor: A person with the proper qualifications and ethics, who is authorized to examine, verify, and validate documents, data, processes, procedures, systems, or activities and to produce an audit report.
 Audit procedure: A set of step-by-step instructions for performing the auditing process.
 Audit report: A document that contains the audit findings and is generated by an individual(s) conducting the audit.
 Audit trail: A chronological record of document changes, data changes, system activities, or operational events.
 Data audit: A chronological record of data changes stored in a log file or a database table object.
 Database auditing: A chronological record of database activities, such as shutdown, startup, logons, and data structure changes of database objects.
 Internal auditing: An examination, verification, and validation of documents, processes, procedures, systems, or activities conducted by staff members of the organization being audited.
 External auditing: An examination, verification, and validation of documents, processes, procedures, systems, or activities conducted by staff members outside of the organization being audited.
 Auditing Activities
 Tight security cannot prevent or even minimize risk without tight auditing. Auditing should not be taken lightly. It must be thorough, and it must apply to every document, to every person, and of course to every system.
 Auditing activities are performed as a part of an audit, audit process, or audit plan. Some of these activities can be thought of as the auditor’s responsibilities or they can be incorporated into an organization's audit policies. The various activities that are required for auditing are listed below.
 Evaluate and appraise the effectiveness and adequacy of the audited entity according to the auditing objectives and procedures.
 Ascertain and review the reliability and integrity of the audited entity (the organization being audited).
 Ensure the organization being audited is in compliance with the policies, procedures, regulations, laws, and standards of the government and the industry.
 Establish plans, policies, and procedures for conducting audits.
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 Keep abreast of all changes to the audited entity, such as design, process, or structure.
 Keep abreast of updates and new audit regulations, laws, standards, and policies set by industry, government, or the company itself.
 Provide all audit details to all company employees involved in the audit. These details include: resource requirements, audit plans, arid audit schedules.
 Publish audit guidelines and procedures to the company itself and its partners and clients when appropriate.
 Act as liaison between the company and the external audit team.
 Act as a consultant to architects, developers, and business analysts to ensure that the company being audited is structured in accordance with the audited objectives.
 Organize and conduct internal audits.
 Ensure all contractual items are met by the organization being audited.
 Identify the audit types that will be used.
 Work jointly with the Security Department to identify security issues that must be addressed.
 Provide consultation to the Legal Department to identify regulations and laws with which the company must comply.
 Auditing Environment
 The auditing practice that is most often publicized is the review of an organization's documents such as the financial statements to make sure that every change to the account is recorded and is accurate. An audit also assures that all company transactions comply with government regulations and laws.
 An audit can be a process of reviewing a system application, such as an inventory control system, to validate that all transactions are processed and stored according to the system objectives. Most importantly, an audit can be conducted as a review of the enforcement of security policies and procedures.
 In this section you learn about the general auditing environment and its components and how it compares to the database auditing environment.
 Objectives: An audit without a set of objectives is useless. To conduct an audit you must know what the audited entity is to be measured against. Usually the objectives are set by the organization, industry standards, or government regulations and laws.
 Procedures: To conduct an audit, step-by-step instructions and tasks must be documented ahead of time. In the case of a government-conducted audit, all
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 instructions are available to the public. In the case of an organizational audit, specialized personnel document the procedures to be used not only for the business itself, but also for the audit.
 People: Every auditing environment must have an auditor, even in the case of an automatic audit, which is explained later in this chapter. Other people involved in the audit are employees, managers, and anyone being audited.
 Audited entities: This includes people, documents, processes, systems, activities, or any operations that are being audited
 Components of database auditing environment: These include the databases along with the general auditing components as mentioned above.
 Auditing Process
 At first, we need to distinguish between quality assurance (QA), auditing and performance evaluation.
 The purpose of the QA process in software engineering is to make sure that the system is bug free and that the system is functioning according to its specifications. In non-software fields, QA ensures that the product is not defective as it is being produced, before it is sold to the customer. The auditing process ensures that the system is working and complies with the policies, standards, regulations, or laws set forth by the organization, industry, or government.
 Another way to distinguish between QA and auditing processes is by examining the timing of each. The QA process is active during the development phase of the product and before the implementation of the system. The auditing process is usually active after the system is implemented and in production.
 Auditing is also not the same as performance monitoring. Their objectives are totally different. The main objective of performance monitoring is to observe if there is degradation in performance at various operation times, which is totally different from auditing. Auditing validates compliance to policy, not performance.
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 Phases of auditing process
 Auditing Objectives
 It is important to remember that auditing objectives are established as part of the development process of the entity to be audited. For example, when a software application is being coded, the developers include in their software development design objectives the capability to audit the application. Auditing objectives are established and documented for the following reasons:
 Complying: Identify all company policies, government regulations, laws, and the industry standards with which your company must comply.
 Informing: All policies, regulations, laws, and standards must be published and communicated to all parties involved in the development and operation of the audited entity. Informing relevant personnel of these details instills awareness and increases their ability to incorporate the necessary controls to ensure that the audited entity is compliant.
 Planning: Knowing all the objectives enables the auditor to plan and document procedures to assess the audited entity.
 Executing: Without auditing objectives, the person conducting the audit cannot evaluate, verify, or review the audited entity and cannot determine if the auditing objectives have been met.
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 Here are the top ten database auditing objectives:
 Data integrity: Ensure that data is valid and in full referential integrity.
 Application users and roles: Ensure that users are assigned roles that correspond to their responsibilities and duties.
 Data confidentiality: Identify who can read data and what data can be read.
 Access control: Ensure that the application records times and duration when a user logs onto the database or application.
 Data changes: Create an audit trail of all data changes.
 Data structure changes: Ensure that the database logs all data structure changes.
 Database or application availability: Record the number of occurrences and duration of application or database shutdowns (unavailability) and all startup times. Also, record all reasons for any unavailability.
 Change control: Ensure that a change control mechanism is incorporated to track necessary and planned changes to the database or application.
 Physical access: Record the physical access to the application or the database where the software and hardware resides.
 Auditing reports: Ensure that reports are generated on demand or automatically, showing an auditable activity.
 Auditing Classifications and Types
 Every industry and business sector uses different classifications of audits. In addition, the definition of each classification can differ from business to business. In this section you learn the most generic definitions of audit classifications. Generally, these categories are applicable to all industries. You also learn about the types of audits that are performed.
 Internal audit
 An internal audit is an audit that is conducted by a staff member of the company being audited. The purpose and intention of an internal audit is to:
 Verify that all auditing objectives are met by conducting a well-planned and scheduled audit.
 Investigate a situation that was prompted by an internal event or incident. This audit is random, not planned or scheduled.
 Investigate a situation that was prompted by an external request. This audit is random, not planned or scheduled.
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 External audit
 An external audit is conducted by a party outside the company that is being audited. The purpose and intention of this audit is to:
 Investigate the financial or operational state of the company. This audit is initiated at will by the government or is prompted by suspicious activities or accusations. The person conducting this audit is usually employed and appointed by the government.
 Verify that all auditing objectives are met. This audit typically is planned and scheduled. To ensure objectivity and accuracy, the individual or team conducting the audit is not employed by the company and usually specializes in the field. This audit is typically performed to certify that the company is complying with standards and regulations.
 Automatic audit
 An automatic audit is prompted and performed automatically (without human intervention). Automatic audits are used mainly for systems and database systems. Some systems that employ this type of audit generate reports and logs. The administrator reads and interprets these reports to evaluate the integrity of the system and identify abnormal activities. Other advanced and sophisticated systems employ inference engine or artificial intelligence to interpret suspicious activities and alert administrators of these activities, and some even more advanced systems can take preventive and corrective action.
 Manual audit
 A manual audit is performed completely by humans. The audit team uses various methods to collect audit data, including interviews, document reviews, and observation. The auditors may even perform the operational tasks of the audited entity.
 Hybrid audit
 A hybrid audit is simply a combination of automatic and manual audits. Most audits fall into this classification.
 AUDIT TYPES
 The following types of audits are conducted by various business sectors:
 Financial audit: Ensures that all financial transactions are accounted for and comply with the law. For example, all financial companies save all trading transaction records for a period of time to comply with government regulations.
 Security audit: Evaluates if the system is as secure as it should be. This audit identifies security gaps and vulnerabilities. For example, your company might ask a hacker to break into the company's network system to determine how secure or vulnerable the network is.
 Compliance audit: Verifies that the system complies with industry standards, government regulation or partner and client policies. For example, all
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 pharmaceutical companies must keep paper trails of a research activities to comply with the industry standards as well as government regulations.
 Operational audit: Verifies if an operation is working according to the policies of the company. For example, when a new hire starts work, the Human Resources Department provides employment identification card, sign disclosure, confidentiality papers, tax forms-and so on.
 Investigative audit: Performed in response to an event, request, threat, or incident to verify integrity of the system. For example, an employee might have committed a fraudulent activity by which or she diverted some of the financial transactions to a fake account. In this case, your company conducts an investigative audit to discover how this incident happened and how to prevent it.
 Product audit: Performed to ensure that the product complies with industry standards. This audit is sometimes confused with testing; it should not be. For instance, a product audit does not include auditing of its functionality but entails how it was produced and who worked on its development.
 Preventive audit: Performed to identify problems before they occur. For example, your company should conduct both random and routine audits to verify that business operations are being performed according to specifications.
 Benefits and Side Effects of Auditing
 This list of audit benefits should enhance your understanding of the importance of audits, as well as provide a review of the previous sections:
 Enforces company policies and government regulations and laws
 Lowers the incidence of security violations
 Identifies security gaps and vulnerabilities
 Provides an audit trail of activities
 Provides another means to observe and evaluate operations of the audited entity
 Provides a sense or state of security and confidence in the audited entity
 Identifies or removes doubts
 Makes the organization being audited more accountable
 Develops controls that can be used for purposes other than auditing
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 Auditing side effects
 Nothing is perfect. Conducting audits more frequently than necessary causes side effects. Moderation is the key. Frequent audits can cause the following: Performance problems due to preoccupation with the audit instead of the normal
 work activities
 Generation of many reports and documents that may not be easily or quickly disseminated
 Disruption to the operations of the audited entity
 Consumption of resources, and added costs from downtime
 Friction between operators and' auditor
 From a database perspective, could degrade the performance of the system; might also generate a massive number of logs, reports, and data that require a system purge.
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 8
 Auditing Database Activities
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 Using Oracle Database Activities
 There are three types of operations involved with database activities:
 1. Application activities: Encompass SQL statements issued against application tables.
 2. Administration activities: Encompass commands issued by the database administrators or operators for maintenance and administration purposes. Some of the commands and statements in this category are actually SQL statements.
 3. Database events: Events that occur when a specific activity occurs; for example, when a user logs on or logs off, when the database is started or is shut down, or when an error is generated by a command or statement.
 Understanding these activities will help you design an auditing scheme based on activities that are dictated by business requirements. By this point in the book, you have learned how to audit DML activities. In this chapter you learn how to audit DDL, DCL, and database event activities.
 Creating DLL Triggers with Oracle
 DLL refers to Dynamic Link Layer. There are many good reasons for auditing database activities. A good audit program provides an audit trail for all activities, especially those that challenge the system's security. It also creates the opportunity for using process controls, such as alerts that signal the database administrator when certain activities occur. Because the alert is in place, an opportunity is created to lessen the controls on other activities, such as password verification. The introductory scenario is' a good example of this.
 It is possible to track not only data changes (DML statements) through Oracle triggers, but also main database activities (DDL statements). In the last chapter you were shown how to work with Oracle DML triggers. In this section, you are shown how DDL triggers work. You are also shown how to create a complete audit trail' of these activities. First, here is a summary of database activities in addition to DML statements:
 Data Definition Language (DDL) statements: Including CREATE,ALTER,and DROP commands
 Data Control Language (DCL) statements: Including GRANT and REVOKE commands
 Database events: Including such events as AFTER LOGON and BEFOR ELOGON
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 SQL statements audit trail: Including the audit trail-a history of all statements issued by a specific user on any table
 The following is the Oracle1Og CREATE TRIGGER syntax for DDL statements and database events:
 CREATE [ OR REPLACE ] TRIGGER [ schema. ]trigger
 { BEFORE | AFTER | INSTEAD OF }
 | { ddl_event [ OR ddl_event ] ...
 | databaee_event [ OR database_event ] ...
 }
 ON { [ schena. ] SCHEMA
 | DATABASE
 }
 [ WHEN (condition) ]
 { pl/sql_block | cal1_procedure_statement };
 WHERE: ddl_event is ALTER, ANALYZE, ASSOCIATE STATISTICS, AUDIT, COMMENT, CREATE, DISASSOCIATE STATISTICS, DROP, GRANT, N0AUDIT, RENAME, REVOKE, TRUNCATE, or DDL.
 database_event is one of the following events:
 SERVER ERROR is any database server error except for these errors: ORA-01403, ORA-01422, ORA-01423, ORA-01 034, or ORA-04030.
 LOGON event fires the associated trigger just after a user connection is established.
 LOGOFF event fires the associated trigger just before a user disconnects.
 STARTUP event fires the associated trigger just after the database server is started.
 SHUTDOWN event fires the associated trigger just before the database server is shutdown.
 SUSPEND fires the associated trigger when the server suspends a transaction.
 Example-1: LOGON and LOGOFF database events
 As indicated earlier, there are many instances in which business requirements dictate that a database administrator capture all LOGON and LOGOFF activities to analyze database connectivity.
 In such instances, you need to follow the steps that follow:
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 1. Log on as SYSTEM and create the APP_AUDIT_LOGINS table and a sequence used to generate a unique ID number for each login record.
 SQL> CREATE TABLE APP_AUDIT_LOGINS
 ( LOGINS_ID NUMBER,
 SESSION_ID NUMBER,
 USERNAME VARCHAR2(30),
 LOGON_TIME DATE,
 LOGOFF_TIME DATE,
 IP_ADDRESS VARCHAR2(255),
 AUD_INS_DTTM DATE,
 AUD_UPD_DTTM DATE
 )
 /
 Table created.
 SQL> CREATE SEQUENCE SEQ_LOGIN_ID
 /
 Sequence created.
 2. Create two triggers, one that fires after the logon event and the one that fires before the logoff event.
 SQL> CREATE OR REPLACE TRIGGER TRG_AFTER_LOGON
 AFTER LOGON ON DATABASE
 BEGIN
 INSERT INTO APP_AUDIT_LOGINS VALUES
 ( SEQ_LOGIN_ID.NEXTVAL,
 SYS_CONTEXT(‘USERENV', SESSIONID’),
 USER,
 SYSDATE,
 NULL,
 SYS_CONTEXT( 'USERENV', ‘IP_ADDRESS'),
 SYSDATE,
 NULL
 );
 END;
 /
 Trigger created.
 SQL> CREATE OR REPLACE TRIGGER TRG_BEFORE-LOGOFF
 BEFORE LOGOFF ON DATABASE
 BEGIN
 UPDATE APP_AUDIT_LOGINS
 SET LOGOFF_TIME = SYSDATE,
 AUD_UPD_DTTM = SYSDATE
 WHERE SESSION_ID = SYS_CONTEXT(’USERENV’, ‘SESSIONID’)
 AND USERNAME = USER
 AND LOGOFF_TIME Is NULL;
 END;
 /
 Trigger created.
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 3. Log on as DBSEC and then disconnect after a few minutes.
 SQL> CONN DBSEC
 Enter password: *****
 Connected.
 SQL> DISCONNECT
 4. Log on as SYSTEM and view the contents of the APP_AUDIT_LOGINS table.
 SQL> SELECT * FROM APP AUDIT LOG INS
 /
 LOGINS_ID SESSION_ID USERNAME LOGON_TIM LOGOFF_TI IP_ADDRESS AUD_INS_D AUD_UPD_D -------------------------------------------------------------------------------------------------------------------------------------------------
 1 585 DBSEC 06-AUG-04 06-AUG-04 127.0.0.1 06-AUG-04 06-AUG-04 2 586 SYSTEM 06-AUG-04 127.0.0.1 06-AUG-04
 Example-2: DDL event Create a trigger that prevents DBSEC from altering any of its tables.
 1. Log on as SYSTEM and create a trigger that fires before an ALTER statement is completed.
 SQL> CREATE OR REPLACE TRIGGER TRG_EEFORE_ALTER
 BEFORE ALTER ON DATABASE
 BEGIN
 IF USER = ‘DBSEC’ THEN
 RAISE_APPLICATION_ERROR(—20000, ‘YOU MAY NOT
 MODIFY STRUCTURE OF ANY TABLE’);
 END IF;
 END;
 /
 2. Log on as DBSEC and alter the CUSTOMERS table. If the table does not exist, create one.
 SQL> ALTER TABLE CUSTOMERS
 MODIFY NAME VARCHAR2(60)
 /
 ALTER TABLE CUSTOMERS
 *
 ERROR at line 1:
 ORA—00604: error occurred at recursive SQL 1evel 1
 ORA-20000: YOU MAY NOT MODIFY STRUCTURE OF ANY TABLE
 ORA-06512: at line 4
 Oracle10g provides two pseudocolumns NEW and OLD that capture the new and old column values, respectively. Similarly, Oracle10g provides pseudocolumns for DDL activities that capture important values.
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 The following list represents these pseudocolumns:
 ora_dict_obj_name: Contains the object name being operated on with a DDL statement
 ora_dict_obj_owner: Contains the owner of the object being operated on with a DDL statement
 ora_sysevent: Contains the name of the DDL operation performed on an object
 Auditing Database Activities with Oracle
 Oracle provides the mechanism for auditing everything: from tracking who is creating or modifying the structure to who is granting which privileges to whom. In this section you will learn to audit database activities. The activities are divided into two types based on the type of SQL command statement used: activities defined by DDL (Data Definition Language) and activities defined by DCL (Data Control Language).
 Auditing DDL activities
 Oracle uses a SQL-based AUDIT command. Suppose you wanted to know when a specific user issued an ALTER statement or when a specific object was altered. If AUDIT is enabled, you can obtain this type of information easily. Before this is demonstrated, examine the full syntax of the AUDIT command.
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 The following is a text representation of the AUDIT command syntax presented in the above figure.
 AUDIT
 {
 { { statement_option | ALL }
 [, {statement_option | ALL } ] ...
 |{ system_privilege | ALL PRIVILEGES }
 [, { system_privi1ege | ALL PRIVILEGES } ]...
 }
 [ By { proxy [, Proxy ]... |user [, user ]... } ]
 |
 { object_option [, object_option ]... | ALL }
 ON { [ schema. ]object | DIRECTORY directory_name |DEFAULT
 }
 }
 [ By { SESSION | ACCESS } ]
 [ WHENEVER [ NOT ] SUCCESSFUL ] ;
 where:
 statement_option: Tells Oracle to audit the specified DDL or DCL statement DDL statements: CREATE, DR0P, ALTER, SET, and TRUNCATE DCL statements: GRANT or REVOKE, note that to audit any GRANT or REVOKE
 statement, you use SYSTEM GRANT, for example: AUDIT SYSTEM GRANT BY ACCESS; this command audits both GRANT and REVOKE statements
 System_privilege: Tells Oracle to audit the specified system privilege, such as SELECT, CREATE ANY, or ALTER ANY
 object_option: Specifies the type of privilege for the specified object to be audited BY SESSION: Tells Oracle to record audit data once per session even if the audited
 statement is issued multiple times in a session BY ACCESS: Tells Oracle to record audit data every time the audited statement is
 issued WHENEVER SUCCESSFUL: Tells 0racle to capture audit data only when the audited
 command is successful WHENEVER NOT SUCCESSFUL: Tells Oracle to capture audit data only when the
 audited command fails
 Before you proceed with the demonstration, you must make sure that auditing is turned on. You can verify this by checking the AUDIT_TRAIL parameter. This parameter uses the following values:
 DB: Indicates that the audit trail will be stored in the database in a table called SYS.AUD$
 DB_EXTENDED: Indicates that the audit trail will be stored in the database, in the table, SYS.AUD$; this value enables the storing of bind variables
 OS: Indicates that the audit trail will be stored in a file NONE: Indicates that no auditing records will be stored
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