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 1 PROJECT OVERVIEW
 The Vantage Pipeline Project is developing a pipeline system for transporting liquid ethane
 originating from Hess Corporation’s natural gas processing plant near Tioga, North Dakota,
 through Saskatchewan and connecting to the Alberta Ethane Gathering System (AEGS) near
 Empress, Alberta. This pipeline and associated facilities will be designed to deliver up to 6,360
 cubic meters per day (m3/d) (40,000 barrels per day (b/d)) of liquid ethane, with ability to expand
 up to 9,540 m3/d (60,000 b/d).
 The Vantage Pipeline is a new 273.1 mm OD (NPS 10) high vapour pressure (HVP) pipeline
 approximately 713 kilometers (443 miles) in length as shown in Figure 1. The pipeline is
 currently scheduled to be in-service by Q4 2013.
 Figure 1-Vantage Pipeline Map
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 The automated Vantage Pipeline Block Valve sites and Pump Stations will be monitored and
 controlled remotely from the AEGS Pipeline Control Centre (SCADA HMI) and will normally
 operate as an unmanned facilities. These facilities may also be controlled locally from an on-
 site Local HMI. The facility will be protected, controlled and monitored by a local
 Programmable Logic Controller (PLC) based system.
 2 SCOPE AND PURPOSE
 The primary purpose of this document is to address the NEB SCADA documentation
 requirements in relation to Condition 10 of Certificate OC-059. The scope of the document
 shall include all SCADA control systems associated with the Vantage Pipeline.
 3 RELIABILITY OF SCADA SYSTEMS
 The Primary and Backup SCADA systems use Honeywell Experion PKS Release R400.2.
 The Primary SCADA system has multiple levels of redundancy built into the system. The
 system is configured to automatically migrate running systems from one host to the other in
 the event of a failure of one of the hosts. The Experion system itself uses a redundant
 server pair. At any given time one of the servers is designated as the primary and the other
 as the backup. The primary server polls all field instrumentation. In the event of a primary
 server failure the backup server automatically takes over the primary server’s role. The
 system utilizes redundant network gear to minimize risk of loss of communication with the
 field.
 The Backup SCADA system is a simplified version of the Primary SCADA system. It offers
 the same basic functionality but it does not have the same level of redundancy since it is
 only intended for short term operation of the pipeline in the event of a failure of the primary
 SCADA system.
 In the day-to-day operation of the SCADA system that controls the AEGS pipelines for the
 last 5 years, during that time there has not been an instance to transfer control to the
 backup control center (BCC) due to communication, or system issues. During this period,
 control was transferred to the BCC a handful of times as a form of risk mitigation while doing
 system upgrades and system maintenance. Typically, this system operates with the
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 “MISVR80A” system configured as the primary server and “MISVR80B” system configured
 as the backup server. There have been approx. 5 times over the five year period when the
 primary server encountered an issue and automatically transferred control over to the
 backup server.
 Taking all the maintenance activities into account, it is estimated that less than 1 hour per
 year where the SCADA system is unavailable (because of transfers between the Primary
 Control Center and Backup Control Center). The historical uptime of this system is 99.99%
 4 SAFETY AND SECURITY OF SCADA SYSTEM
 The SCADA system is secured from a physical security and cyber security perspective. The
 primary control room is located at the NOVA Chemicals Joffre site. Access to the site is
 restricted. The control room is manned 24/7. Other locations where SCADA equipment is
 installed or can be accessed at the Joffre site are secured by card key access. The Backup
 control room is located in the NOVA Chemical Pipeline office in Red Deer Alberta. This
 building is equipped with a security system and the Backup Control Center itself requires
 card key access.
 The Primary SCADA system is behind a series of firewalls. The Business LAN is isolated
 from the internet by a corporate firewall. The SCADA system is then isolated from the
 Business LAN by a De-Militarized Zone (DMZ) implementation. The critical SCADA system
 components are monitored for Honeywell and Windows security vulnerabilities on a regular
 basis. Every server and workstation operating system has an antivirus software installed
 that receive automatic updates on a weekly basis.
 5 PARAMETERS THAT WILL BE MONITORED BY INSTRUMENTATION
 5.1 Block Valve Site Instrumentation
 Automated Block Valve sites will be controlled by a local PLC interfaced to the Vantage
 Pipeline SCADA system. Block Valves will have instrumentation associated with the
 pipeline valve riser. The following instrumentation is monitored at pipeline block valves:
 Pipeline Ethane Pressure
 Pipeline Block Valve Actuator Limit Switches
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 Pipeline Block Valve Actuator Unit Alarms
 PLC Un-interruptible Power Supply status
 The SCADA system will relay this information to the Pipeline Operator and the Leak
 Detection system, for monitoring and control.
 5.2 Pump Station Site Instrumentation
 Each Pump Station site, namely Empress Pump Station and Assiniboia Pump Station, will
 be controlled by a local PLC interfaced to the Vantage Pipeline SCADA system. Each
 Pump Station will have instrumentation associated with the control and monitoring of the
 station. The following instrumentation is monitored at each pipeline Pump Station:
 Pipeline and Station Ethane Pressure at key points
 Pipeline and Station Valve Actuator Limit Switches
 Pipeline and Station Actuator Unit Alarms
 Pump and Motor bearing and winding temperatures
 Pump and Motor bearing vibration, both proximity and seismic
 Pump Motor VFD control and monitoring
 Pump Motor starter control and monitoring
 Main utility power control, monitoring and metering
 Pump Building Fire and Gas Detection
 Metering Skid Ambient Gas Detection (Empress Pump Station only)
 Gas Chromatograph Building Gas and Oxygen Depletion Monitoring (Empress
 Pump Station only)
 Process flow metering (Empress Pump Station only)
 Process composition analysis (Empress Pump Station only)
 Process density analysis (Empress Pump Station only)
 Pump Station 24VDC Un-interruptible Power Supply status
 Electrical Building Smoke Detection
 The SCADA system will relay this information to the Pipeline Operator and the Leak
 Detection system, as applicable, for monitoring and control.
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 6 CONTROLLING MECHANISMS FOR BLOCK VALVE AND PUMP STATIONS
 6.1 Block Valve Sites
 Automated Block Valve Sites shall have a pipeline actuator valve that can be closed
 remotely from a SCADA command from the pipeline operator. There will be local/remote
 indication on Block Valve actuators to let the automated valve, SCADA operator know if
 the actuator is in local or remote mode. A local or control room operator, at their
 discretion, may close all pipeline block valves with a single pipeline ESD (Emergency Shut
 Down) command.
 Automated Block Valve Sites will be connected to utility power and will have an UPS
 (Uninterruptable Power Supply) and battery back-up system to operate the automated
 valve, SCADA and PLC Control System in the event of a utility power supply interruption.
 6.2 Pump Station Sites
 Each Pump Station shall have actuator operated valves that follow the operation of the
 pipeline block valves to isolate and block the pipeline and station. These valves may be
 operated individually, or in concert with the pipeline block valves during a pipeline ESD.
 Each Pump Station shall have pumps powered by its own VFD and motor starter. The
 SCADA operator shall have the capability of starting and stopping the Station pumps on a
 routine or emergency basis.
 Pump stations will be connected to utility power and will have an UPS and battery back-up
 system to operate the automated valves, SCADA and PLC control in the event of a utility
 power supply interruption.
 There is instrumentation protecting each pump and its associated motor. This
 instrumentation is capable of automated shutdown of the pumps. For example, the motor
 windings are monitored by a Motor Protection Relay that will shutdown the pump motor
 VFD on detection of abnormal pump motor winding temperature value.
 In each pump building there shall be fire and gas detection. These instruments have the
 capability of triggering pump shutdown and station isolation on detection of a gas leak or
 fire.
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 7 LOCATIONS OF REMOTE TERMINALS (RTU) AND COMMUNICATIONS
 Automated Block Valve Sites along the pipeline shall have PLCs acting as the Remote
 Terminal (RTU). Each of these sites shall communicate to the Primary Control Centre and
 the Backup Control Center of the SCADA system. The meter station at Tioga will use a hard
 wired Multi-Protocol Label Switching (MPLS) connection. The majority of the block valve
 sites will use cellular modems to interface to the SCADA system. Block valve sites where
 cellular coverage is not available will be connected to the SCADA system using either wired
 MPLS connections or radio / satellite modems. Please refer to the following map for
 overview locations of each of these Block Valve Sites:
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 8 SITE POLLING SEQUENCE AND TIME
 The polling sequence is determined by the SCADA system and is based on optimizing the
 scanning. Every site is sequenced based on its poll rate
 Any output signals to the field will not wait for the next poll but will be transmitted
 immediately when the command is issued.
 All valve sites will be set to poll at a 15 second frequency for all input data..
 9 ALARM ANNUNCIATION AND ACKNOWLEDGEMENT
 9.1 Alarm Annunciation
 Alarms are annunciated in the pipeline control room. There is always an operator in the
 control room to respond to alarms.
 Alarms generate an audible horn following the Abnormal Situation Management (ASM)
 consortium guidelines for alarm sounds. Each pipeline system has a unique alarm sound,
 and each alarm priority has a unique alarm sound as well.
 All alarms appear on the SCADA Alarm Summary. This alarm summary is always displayed
 on the SCADA station. The point in alarm will also be displayed in an alarm colour on the
 SCADA display. There are also colour indications on the navigation tabs of all graphics to
 indicate which displays have active alarms. All alarms will be displayed in historical order.
 9.2 Alarm Acknowledgement
 Alarms will continue to generate an audible horn in the control room until they are
 acknowledged.
 Unacknowledged alarms will show a flashing icon on the SCADA Alarm Summary. The
 point in alarm will also flash. The navigation tabs flash to indicate graphics with
 unacknowledged alarms.
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 The operator must acknowledge an alarm by selecting a button on the alarm summary or
 selecting the point on a graphic and acknowledging it on the point.
 10 INTERFACE BETWEEN SCADA AND LEAK DECTION SYSTEM
 10.1 Leak Detection System
 The leak detection system polls the SCADA OPC server for data once per minute for all
 data required for the leak detection calculations.
 Leak detection parameters are configured for all SCADA points polled by the leak
 detection system. The parameters will be used in place of SCADA point data to ensure
 continued operation of the leak detection system.
 The SCADA point quality is also polled by the leak detection system so malfunctioning
 data is not used in the leak detection calculations.
 The leak detection system communicates data back to the SCADA OPC server for display
 on the SCADA graphics and to allow historizing.
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