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Routing Security
 CS 6262Nick FeamsterSpring 2009
  2
 Todayrsquos Lecture
 bull Internet Routing Securityndash Intradomain routing ndash Primary focus Interdomain routing
 bull Two Problemsndash Control Plane Security (Authentication) Determining the veracity of
 routing advertisementsbull Session authentication protecting the point-to-point communicationbull Path authentication protecting the AS path (sometimes other attributes)bull Origin authentication protecting bull Leading proposals and alternatives S-BGP soBGP
 ndash Data Plane Security Determining whether data is traveling to the intended locations
 bull Filteringbull Open problem guaranteeing ldquoroute validityrdquo
  3
 Attacks on Routing
 How these attacks can happenbull Compromised routersbull Unscrupulous ISPsbull Configuration error
 Problemsbull Bogus origination of routesbull Bogus modification of routes
  4
 bull Tampering with routing software
 bull Tampering with update data en route
 bull Router compromise and ldquomisconfigurationrdquo
 bull Tampering with router management software
 Attacks against BGP
  5
 Intradomain Routing Security
 bull Shared secrets guard against new machines being plugged in but not against an authorized party being dishonest
 bull Solution digitally sign each LSA (expensive) List authorizations in certificate
 bull Note everyone sees the whole map monitoring station can note discrepancies from reality
  6
 Who Needs Origin Authentication
 bull Prefix hijackingndash Route leaks (cf AS 7007 incident from L6)ndash Redirection (eg for phishing)ndash Blackholing trafficndash Spamming
 bull De-aggregation attacks (or misconfiguration)ndash Can be lethal when combined with hijacking
  7
 Why Origin Auth Matters Phishing
 bull Hijacking DNS (cache poisoning)bull Hijacking web serverbull In theory SSL should protect buthellip
 Question Why does path authentication matter
 BGP Route toauthoritative DNS server
 BGP Route toWeb server
  8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
  	Routing Security
	Todayrsquos Lecture
	Attacks on Routing
	Attacks against BGP
	Intradomain Routing Security
	Who Needs Origin Authentication
	Why Origin Auth Matters Phishing
	Data Plane Security
	What This Means
	BGP MITM Hijack Concept
	BGP MITM Setup
	BGP MITM ndash First Observe
	BGP MITM ndash Plan reply path
	BGP MITM ndash Setup Routes
	Anonymzing The Hijacker
	Without TTL adjustment
	With TTL Adjustments
	Compare Original BGP amp Route Path
	Control Plane Security Authentication
	Session Authentication TCP MD5
	Session Authentication TTL Hack
	Proposals for Control Plane Security
	S-BGP
	Attestations Update Format
	Attestation Format More Details
	Reducing Message Overhead
	S-BGP Optimizations
	Practical Problems with S-BGP
	Public Key Infrastructure (PKI)
	Address Block PKI is Natural
	Slide 31
	What Attacks Does S-BGP Not Prevent
	Secure Origin BGP (soBGP)
	Limitations of soBGP
	soBGP Design Constraints
	Step 1 AS Identity (EntityCert)
	Step 2 Origin Authentication (AuthCert)
	Step 3 Policy Authentication (PolicyCert)
	Step 4 Path Authentication (PolicyCert)
	Attack Path Shortening Attack
	Preventing Shortening in S-BGP
	Preventing Shortening in soBGP
	Preventing False Edges in soBGP
	Preventing False Edges in S-BGP
	Certificate Distribution in soBGP
	Problems with soBGP
	S-BGP vs soBGP
	S-BGP vs soBGP Requirements
	 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Page 2
                        

2
 Todayrsquos Lecture
 bull Internet Routing Securityndash Intradomain routing ndash Primary focus Interdomain routing
 bull Two Problemsndash Control Plane Security (Authentication) Determining the veracity of
 routing advertisementsbull Session authentication protecting the point-to-point communicationbull Path authentication protecting the AS path (sometimes other attributes)bull Origin authentication protecting bull Leading proposals and alternatives S-BGP soBGP
 ndash Data Plane Security Determining whether data is traveling to the intended locations
 bull Filteringbull Open problem guaranteeing ldquoroute validityrdquo
  3
 Attacks on Routing
 How these attacks can happenbull Compromised routersbull Unscrupulous ISPsbull Configuration error
 Problemsbull Bogus origination of routesbull Bogus modification of routes
  4
 bull Tampering with routing software
 bull Tampering with update data en route
 bull Router compromise and ldquomisconfigurationrdquo
 bull Tampering with router management software
 Attacks against BGP
  5
 Intradomain Routing Security
 bull Shared secrets guard against new machines being plugged in but not against an authorized party being dishonest
 bull Solution digitally sign each LSA (expensive) List authorizations in certificate
 bull Note everyone sees the whole map monitoring station can note discrepancies from reality
  6
 Who Needs Origin Authentication
 bull Prefix hijackingndash Route leaks (cf AS 7007 incident from L6)ndash Redirection (eg for phishing)ndash Blackholing trafficndash Spamming
 bull De-aggregation attacks (or misconfiguration)ndash Can be lethal when combined with hijacking
  7
 Why Origin Auth Matters Phishing
 bull Hijacking DNS (cache poisoning)bull Hijacking web serverbull In theory SSL should protect buthellip
 Question Why does path authentication matter
 BGP Route toauthoritative DNS server
 BGP Route toWeb server
  8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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3
 Attacks on Routing
 How these attacks can happenbull Compromised routersbull Unscrupulous ISPsbull Configuration error
 Problemsbull Bogus origination of routesbull Bogus modification of routes
  4
 bull Tampering with routing software
 bull Tampering with update data en route
 bull Router compromise and ldquomisconfigurationrdquo
 bull Tampering with router management software
 Attacks against BGP
  5
 Intradomain Routing Security
 bull Shared secrets guard against new machines being plugged in but not against an authorized party being dishonest
 bull Solution digitally sign each LSA (expensive) List authorizations in certificate
 bull Note everyone sees the whole map monitoring station can note discrepancies from reality
  6
 Who Needs Origin Authentication
 bull Prefix hijackingndash Route leaks (cf AS 7007 incident from L6)ndash Redirection (eg for phishing)ndash Blackholing trafficndash Spamming
 bull De-aggregation attacks (or misconfiguration)ndash Can be lethal when combined with hijacking
  7
 Why Origin Auth Matters Phishing
 bull Hijacking DNS (cache poisoning)bull Hijacking web serverbull In theory SSL should protect buthellip
 Question Why does path authentication matter
 BGP Route toauthoritative DNS server
 BGP Route toWeb server
  8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
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 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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4
 bull Tampering with routing software
 bull Tampering with update data en route
 bull Router compromise and ldquomisconfigurationrdquo
 bull Tampering with router management software
 Attacks against BGP
  5
 Intradomain Routing Security
 bull Shared secrets guard against new machines being plugged in but not against an authorized party being dishonest
 bull Solution digitally sign each LSA (expensive) List authorizations in certificate
 bull Note everyone sees the whole map monitoring station can note discrepancies from reality
  6
 Who Needs Origin Authentication
 bull Prefix hijackingndash Route leaks (cf AS 7007 incident from L6)ndash Redirection (eg for phishing)ndash Blackholing trafficndash Spamming
 bull De-aggregation attacks (or misconfiguration)ndash Can be lethal when combined with hijacking
  7
 Why Origin Auth Matters Phishing
 bull Hijacking DNS (cache poisoning)bull Hijacking web serverbull In theory SSL should protect buthellip
 Question Why does path authentication matter
 BGP Route toauthoritative DNS server
 BGP Route toWeb server
  8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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5
 Intradomain Routing Security
 bull Shared secrets guard against new machines being plugged in but not against an authorized party being dishonest
 bull Solution digitally sign each LSA (expensive) List authorizations in certificate
 bull Note everyone sees the whole map monitoring station can note discrepancies from reality
  6
 Who Needs Origin Authentication
 bull Prefix hijackingndash Route leaks (cf AS 7007 incident from L6)ndash Redirection (eg for phishing)ndash Blackholing trafficndash Spamming
 bull De-aggregation attacks (or misconfiguration)ndash Can be lethal when combined with hijacking
  7
 Why Origin Auth Matters Phishing
 bull Hijacking DNS (cache poisoning)bull Hijacking web serverbull In theory SSL should protect buthellip
 Question Why does path authentication matter
 BGP Route toauthoritative DNS server
 BGP Route toWeb server
  8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
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 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
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 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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6
 Who Needs Origin Authentication
 bull Prefix hijackingndash Route leaks (cf AS 7007 incident from L6)ndash Redirection (eg for phishing)ndash Blackholing trafficndash Spamming
 bull De-aggregation attacks (or misconfiguration)ndash Can be lethal when combined with hijacking
  7
 Why Origin Auth Matters Phishing
 bull Hijacking DNS (cache poisoning)bull Hijacking web serverbull In theory SSL should protect buthellip
 Question Why does path authentication matter
 BGP Route toauthoritative DNS server
 BGP Route toWeb server
  8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
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 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
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 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
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 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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7
 Why Origin Auth Matters Phishing
 bull Hijacking DNS (cache poisoning)bull Hijacking web serverbull In theory SSL should protect buthellip
 Question Why does path authentication matter
 BGP Route toauthoritative DNS server
 BGP Route toWeb server
  8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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8
 Data Plane Security
 bull No guarantees about the path that packets will actually traverse
 bull S-BGP soBGP do not protect against internal routing snafus
 AS 1
 AS 2
 AS 3
 AS Path = 1 2 hellip
 Misconfiguration can cause packet deflections
  9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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9
 What This Means
 bull Rootkits + 0day rogue announcements Man-in-middle attacks with our clues appliedndash No need for three-way-handshake when yoursquore in-line ndash Nearly invisible exploitation potential globally
 bull Endpoint enumeration - direct discovery of who and what your network talks to
 bull Can be accomplished globally any-to-anybull How would you know if this isnrsquot happening right now to
 your traffic at DEFCON
  10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
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 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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10
 BGP MITM Hijack Concept
 bull We originate the route like we always didndash Win through usual means (prefix length shorter as-path w
 several origin points etc)bull ldquoWinrdquo is some definition of ldquomost of the internet chooses
 your routerdquo
 bull We return the packets somehowndash Coordinating delivery was non-trivialndash Vpntunnel involve untenable coordination at target
 bull Then it clicked ndash use the Internet itself as reply path but how
  11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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11
 BGP MITM Setup
 1 Traceroute amp plan reply path to target
 2 Note the ASNrsquos seen towards target from traceroute amp bgp table on your router
 3 Apply as-path prepends naming each of the ASNrsquos intended for reply path
 4 Nail up static routes towards the next-hop of the first AS in reply path
 5 Done
  12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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12
 BGP MITM ndash First Observe
 Random User ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 200 originates 1010220022 sends
 announcements to AS20 and AS30
 Internet is converged towards valid route
 View of Forwarding Information Base (FIB) for
 1010220022 after converging
  13
 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 BGP MITM ndash Plan reply path
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 AS50
 ASN 100rsquos FIB shows route for 1010200022 via AS10
 We then build our as-path prepend list to include AS 10 20 and 200
  14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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14
 BGP MITM ndash Setup Routes
 AS50
 Attacker ASN 100
 Target ASN 200
 AS20
 AS10
 AS30
 AS60
 AS40
 1010220024 is announced with a route-map
 Then install static route in AS100 for 1010220024 to AS10rsquos link
 ip route 10102200 2552552550 4321
  15
 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Anonymzing The Hijacker
 bull We adjust TTL of packets in transitbull Effectively lsquohidesrsquo the IP devices handling the
 hijacked inbound traffic (ttl additive)bull Also hides the lsquooutboundrsquo networks towards the
 target (ttl additive)bull Result presence of the hijacker isnrsquot revealed
  16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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16
 Without TTL adjustment
 2 1287949 [AS 7018] 4 msec 4 msec 8 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 4 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 8 msec 4 msec 8 msec 5 1922053542 [AS 7018] 4 msec 8 msec 4 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 24 msec 16 msec 28 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 28 msec 28 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 28 msec 32 msec 32 msec 10 colo-69-31-40-107pilosoftcom (693140107) [AS 26627] 32 msec 28 msec 28 msec 11 tge2-3-103ar1nyc3usnlayernet (69319597) [AS 4436] 32 msec 32 msec 32 msec 12 (missing from trace 19832160134 ndash exchange point) 13 tge1-2fr4ordllnwnet (6928171193) [AS 22822] 32 msec 32 msec 40 msec 14 ve6fr3ordllnwnet (692817241) [AS 22822] 36 msec 32 msec 40 msec 15 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 84 msec 84 msec 84 msec 16 ve5fr3sjcllnwnet (6928171209) [AS 22822] 96 msec 96 msec 80 msec 17 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 88 msec 92 msec 92 msec 18 tge2-4fr3lasllnwnet (692817285) [AS 22822] 96 msec 96 msec 100 msec 19 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 84 msec 88 msec 88 msec 20 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 84 msec 88 msec 88 msec 21 662096485 [AS 23005] 88 msec 88 msec 88 msec 22 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 88 msec 88 msec 88 msec 23 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 84 msec 84 msec
  17
 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 With TTL Adjustments
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
  18
 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
  19
 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Compare Original BGP amp Route Path
 Hijacked
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 4 msec 8 msec 8 msec 4 ggr2cgcilipattnet (12123629) [AS 7018] 4 msec 8 msec 4 msec 5 1922053542 [AS 7018] 8 msec 4 msec 8 msec 6 cr2-loopbackchdsavvisnet (208172271) [AS 3561] 16 msec 12 msec 7 cr2-pos-0-0-5-0NewYorksavvisnet (20470192110) [AS 3561] 28 msec 32 msec 32 msec 8 2047019670 [AS 3561] 28 msec 32 msec 32 msec 9 20817519410 [AS 3561] 32 msec 32 msec 32 msec 10 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 88 msec 88 msec 84 msec 11 662096485 [AS 23005] 88 msec 88 msec 88 msec 12 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 84 msec 84 msec 88 msec 13 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 88 msec 88 msec 88 msec
 Original
 2 1287949 [AS 7018] 8 msec 8 msec 4 msec 3 tbr1cgcilipattnet (121229938) [AS 7018] 8 msec 8 msec 8 msec 4 121229917 [AS 7018] 8 msec 4 msec 8 msec 5 128615610 [AS 7018] 12 msec 8 msec 4 msec 6 tge1-3fr4sjcllnwnet (692817166) [AS 22822] 68 msec 56 msec 68 msec 7 ve5fr3sjcllnwnet (6928171209) [AS 22822] 56 msec 68 msec 56 msec 8 tge1-1fr4laxllnwnet (6928171117) [AS 22822] 64 msec 64 msec 72 msec 9 tge2-4fr3lasllnwnet (692817285) [AS 22822] 68 msec 72 msec 72 msec 10 switchge3-1fr3lasllnwnet (2081111762) [AS 22822] 60 msec 60 msec 60 msec 11 gig5-1esw03lasswitchcommgroupcom (6620964186) [AS 23005] 60 msec 60 msec 60 msec 12 662096485 [AS 23005] 64 msec 60 msec 60 msec 13 gig0-2esw07lasswitchcommgroupcom (6620964178) [AS 23005] 60 msec 64 msec 60 msec 14 acs-wirelessdemarcswitchcommgroupcom (662096470) [AS 23005] 60 msec 60 msec 60 msec
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 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Control Plane Security Authentication
 bull Session AuthenticationIntegrityndash Whorsquos on the other end of that BGP sessionndash Are the routing messages correct
 bull Path Authenticationndash Is the AS path correct
 bull Origin Authenticationndash Does the prefix of the route correspond to the AS that
 actually owns that prefix
  20
 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Session Authentication TCP MD5
 bull Authenticate packets received from a peer using TCP MD5bull Key distribution manualbull Key rollover vendor-dependent
  21
 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Session Authentication TTL Hack
 bull Insight Most eBGP sessions are only a single hop attackers typically are remote
 bull Remote packet injection canrsquot have a TTL gt= 254
 eBGP
 Transmits allpackets with aTTL of 255
 Doesnrsquot acceptpackets with a TTL lower than 254
  22
 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Proposals for Control Plane Security
 bull S-BGP Secure BGP (Todayrsquos reading)ndash PKI-basedndash Signatures on every element of the path
 bull soBGP ldquoSecure Originrdquo BGPndash Use PKI only for origin authenticationndash Topology database for path authentication
  23
 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 S-BGP
 bull Address-based PKI validate signaturesndash Authentication of
 bull ownership for IP address blocks bull AS number bull an ASs identity and bull a BGP routers identity
 ndash Use existing infrastructure (Internet registries etc)ndash Routing origination is digitally signedndash BGP updates are digitally signed
 1048708 bull Route attestations A new optional BGP transitive path attribute
 ndash carries digital signatures covering the routing information in updates
  24
 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Attestations Update Format
 bull Address attestation is usually omitted
 Owning Org NLRI first Hop AS SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 BGP Hdr Withdrawn NLRI Path Attributes Dest NLRI
 Issuer Cert ID Validity Subject Path NLRI SIG
 Issuer Cert ID Validity Subject Path NLRI SIG
 RouteAttestations
 Address Attestation
 Question Why are there multiple route attestations
  25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
  	Routing Security
	Todayrsquos Lecture
	Attacks on Routing
	Attacks against BGP
	Intradomain Routing Security
	Who Needs Origin Authentication
	Why Origin Auth Matters Phishing
	Data Plane Security
	What This Means
	BGP MITM Hijack Concept
	BGP MITM Setup
	BGP MITM ndash First Observe
	BGP MITM ndash Plan reply path
	BGP MITM ndash Setup Routes
	Anonymzing The Hijacker
	Without TTL adjustment
	With TTL Adjustments
	Compare Original BGP amp Route Path
	Control Plane Security Authentication
	Session Authentication TCP MD5
	Session Authentication TTL Hack
	Proposals for Control Plane Security
	S-BGP
	Attestations Update Format
	Attestation Format More Details
	Reducing Message Overhead
	S-BGP Optimizations
	Practical Problems with S-BGP
	Public Key Infrastructure (PKI)
	Address Block PKI is Natural
	Slide 31
	What Attacks Does S-BGP Not Prevent
	Secure Origin BGP (soBGP)
	Limitations of soBGP
	soBGP Design Constraints
	Step 1 AS Identity (EntityCert)
	Step 2 Origin Authentication (AuthCert)
	Step 3 Policy Authentication (PolicyCert)
	Step 4 Path Authentication (PolicyCert)
	Attack Path Shortening Attack
	Preventing Shortening in S-BGP
	Preventing Shortening in soBGP
	Preventing False Edges in soBGP
	Preventing False Edges in S-BGP
	Certificate Distribution in soBGP
	Problems with soBGP
	S-BGP vs soBGP
	S-BGP vs soBGP Requirements
	 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Page 25
                        

25
 Attestation Format More Details
 bull Issuer an AS
 bull Certificate ID for joining with certificate information received from third party
 bull AS Path
 bull Validity how long is this routing update good
  26
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  27
 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 S-BGP Optimizations
 bull Handling peak loads (eg BGP session reset)ndash Extra CPUsndash Deferred verificationndash Background verification of alternate routes
 bull Observation Most updates caused by ldquoflappingrdquondash Cache previously validated routes
  28
 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Practical Problems with S-BGP
 bull Requires Public-Key Infrastructure
 bull Lots of digital signatures to calculate and verifyndash Message overheadndash CPU overhead
 bull Calculation expense is greatest when topology is changingndash Caching can help
 bull Route aggregation is problematic (maybe thatrsquos OK)
 bull Secure route withdrawals when link or node fails
 bull Address ownership data out of date
 bull Deployment
  29
 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Public Key Infrastructure (PKI)
 bull Problem Key distributionndash How do you find out someonersquos public keyndash How do you know it isnrsquot someone elsersquos key
 bull Root of PKI Certificate Authority (CA)ndash Bob takes public key and identifies himself to CAndash CA signs Bobrsquos public key with digital signature to create
 a certificatendash Alice can get Bobrsquos key (doesnrsquot matter how) and verify
 the certificate with the CA
 bull PKIs are typically organized into hierarchies
  30
 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Address Block PKI is NaturalICANN
 All Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull
 bull bull bull bull bull bull bull bull bull
 bull bull bull
 ICANNAll Addr blocks
 APNICAddr blocks
 ARINAddr blocks
 GTE-IAddr block(s)
 RIPEAddr blocks
 ATampTAddr block(s)
 DSP 1Addr block(s)
 ISP 2Addr block(s)
 MCIAddr block(s)
 DSP 3Addr block(s)
 Subscriber AAddr block(s)
 Subscriber BAddr block(s)
 ISP 4Addr block(s)
 bull bull bullbull bull bull
 bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bull bull bullbull bullbull bullbull bull bull bullbull bull
 bull bull bullbull bull bull bull bull bullbull bull bull bull bull bullbull bull bull
 bull bull bullbull bull bull
  31
 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Reducing Message Overhead
 bull Problem How to distribute certificates revocation lists address attestationsndash Note This data is quite redundant across updates
 bull Solution use servers for these data itemsndash replicate for redundancy amp scalability ndash locate at NAPs for direct (non-routed) access ndash download options
 bull whole certificateAACRL databasesbull queries for specific certificatesAAsCRLs
  32
 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 bull Message suppression Failure to advertise route withdrawal
 bull Replay attacks Premature re-advertisement of withdrawn routes
 bull Data plane security Erroneous traffic forwarding bogus traffic generation etc (not really a BGP issue)
 What Attacks Does S-BGP Not Prevent
  33
 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Secure Origin BGP (soBGP)
 bull AS is authorized to originate a prefix
 bull Advertised prefix is reachable within the origin AS
 bull Peer that is advertising a prefix has at least one valid path to the destination
 Three Goals
  34
 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Limitations of soBGP
 bull BGP transport Connectionndash Handled by MD5 authentication
 bull Route attributes
 bull The validity of the AS pathndash Relies on consistency checks
  35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
  	Routing Security
	Todayrsquos Lecture
	Attacks on Routing
	Attacks against BGP
	Intradomain Routing Security
	Who Needs Origin Authentication
	Why Origin Auth Matters Phishing
	Data Plane Security
	What This Means
	BGP MITM Hijack Concept
	BGP MITM Setup
	BGP MITM ndash First Observe
	BGP MITM ndash Plan reply path
	BGP MITM ndash Setup Routes
	Anonymzing The Hijacker
	Without TTL adjustment
	With TTL Adjustments
	Compare Original BGP amp Route Path
	Control Plane Security Authentication
	Session Authentication TCP MD5
	Session Authentication TTL Hack
	Proposals for Control Plane Security
	S-BGP
	Attestations Update Format
	Attestation Format More Details
	Reducing Message Overhead
	S-BGP Optimizations
	Practical Problems with S-BGP
	Public Key Infrastructure (PKI)
	Address Block PKI is Natural
	Slide 31
	What Attacks Does S-BGP Not Prevent
	Secure Origin BGP (soBGP)
	Limitations of soBGP
	soBGP Design Constraints
	Step 1 AS Identity (EntityCert)
	Step 2 Origin Authentication (AuthCert)
	Step 3 Policy Authentication (PolicyCert)
	Step 4 Path Authentication (PolicyCert)
	Attack Path Shortening Attack
	Preventing Shortening in S-BGP
	Preventing Shortening in soBGP
	Preventing False Edges in soBGP
	Preventing False Edges in S-BGP
	Certificate Distribution in soBGP
	Problems with soBGP
	S-BGP vs soBGP
	S-BGP vs soBGP Requirements
	 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Page 35
                        

35
 soBGP Design Constraints
 bull No central authority
 bull Incremental deployability
 bull Deployment flexibility (onoff box cryptography etc)
 bull Flexible signaling mechanism
 bull Should not rely on routing to secure routing (No external database connection on system initialization)
 bull Minimize impact to current BGPv4 implementations
  36
 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
  37
 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
  38
 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
  43
 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
  44
 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
  48
 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Step 1 AS Identity (EntityCert)
 bull Each AS creates a publicprivate key pair (signed by third party)bull The key and AS can be validated using the signerrsquos public key
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 PuK SigAS
 Signatures by trustedthird party
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 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
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 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
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 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
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 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
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 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Sig
 Sig
 Step 2 Origin Authentication (AuthCert)
 Signed certificate authorizes another AS to advertise a prefix
 AS655011010016
 AS655021020016
 SigAS65503
 1011024
 SigAS65504
 1012024
 AS65500100008
 AS65500Public KeyS
 ig
 AS65501Public Key
 Delegation
 EntityCert
 AuthCert
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 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
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 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
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 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
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 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
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 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Step 3 Policy Authentication (PolicyCert)
 AS 65500
 AS 65502
 The longest prefix in 1010016 will be a 20
 AS65501AS 65501
 Each AS builds a certificate which contains policy information (eg maximum prefix length)
  39
 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
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 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
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 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
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 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
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 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
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 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Step 4 Path Authentication (PolicyCert)Signed PolicyCert contains a signed list of peersPolicyCerts are flooded throughout the network
 AS 1
 AS 3AS 2
 AS 4 Question How to prevent lying about false edges in PolcyCert
 Irsquom attached to AS 4
  40
 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
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 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
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 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
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 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
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 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 AS Path = 2 4
 Attack Path Shortening Attack
 AS 4AS 1
 AS 6
 AS 2 AS 3
 Adversary AS shortens AS path to divert traffic
  41
 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
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 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
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 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
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 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
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 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Preventing Shortening in S-BGP
 bull Why is this not possible in S-BGP
 AS Path = 2 4
 AS 4AS 1
 AS 2 AS 3
 Must be able to generate signature for AS Path ldquo2 4rdquo
  42
 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
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 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
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 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
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 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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 Preventing Shortening in soBGP
 bull If AS 3 attempts to make its path to AS 5 shorter by cutting AS 4 out of the path AS 1 might be able to detect the alteration in the AS Path
 bull Problemsndash No protection against replayndash No protection depending on
 topology
 AS 1
 AS 2 AS 3
 AS 5
 Irsquom attached to 1 4 amp 5
 AS 4
 Irsquom attached to 2 amp 4
 Now What Must update PolicyCert
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 Preventing False Edges in soBGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 4 is behind me
 AS 4 is behind me
 Irsquom connected to
 AS 2
 Two-way policy check will fail
 Possible denial-of-service attacks based on this
 mechanism
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 Preventing False Edges in S-BGP
 AS 1
 AS 2 AS 3
 AS 4
 AS 3 must be able to generate a signed route attestation for the path 3 4 (and whatever prefix that involves)
 AS Path = 1 3 4
  45
 Certificate Distribution in soBGP
 bull Transport agnostic (distributed out of band)ndash Possible problem setting routes to distribute policy certs
 bull One mode of transport is provided in the soBGP drafts themselves
 ndash New BGP SECURITY message
 bull Negotiated at session startupndash Certificates may be exchanged before routingndash Routing may be exchanged before certificatesndash Certificates only may be exchanged
  46
 Problems with soBGP
 bull Integrity problems Cannot validate that the update actually traversed the path ()
 bull Collusion Colluding ASes can create false edges
 bull PolicyCertTopology map does not prevent against replay attacks (or advertising a path that has been recently withdrawn)
 bull No security for withdrawals
  47
 S-BGP vs soBGP
 bull Path authenticationbull Computational costbull Message overhead (bandwidth)bull Memorybull Administrative delay
 ndash What is the process by which a new prefix can be added to the infrastructure
 bull Accuracy of address ownership informationndash Problem with both schemes
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 S-BGP vs soBGP Requirements
 soBGP S-BGP
 Does the AS Path exist
 Maybe PolicyCerts
 Yes
 Did the received update travel along that path
 No Yes Route Attestation + Validity
 Was the update authorized to traverse that path by the originator
 MaybeDepends on how PolicyCerts are written
 No
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