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 ATTENTION: This is not an order. Read all instructions, terms, and conditions carefully.
 Issue Date: November 25, 2019 IMPORTANT: PROPOSALS MUST BE RECEIVED BY: Purchasing Officer:
 Phone: Service:
 Julia Bellendir (859) 622-1656 Marching Band Uniforms
 December 10, 2019, 2:00pm
 1. It is the intention of the Request for Proposal (RFP) to enter into competitive negotiation as authorized by KRS 45A.085. 2. Proposals for competitive negotiation shall not be subject to public inspection until negotiations between the purchasing agency and all Offerors have been concluded and a
 contract awarded to the responsible Offeror submitting the proposal determined in writing to be the most advantageous to the University. Price and the evaluation factors set forth in the advertisement and solicitations for proposals will be considered.
 3. An award of contract may be made upon the basis of the initial written proposals received without written or oral discussions. 4. Contracts resulting from this RFP must be governed by and in accordance with the laws of the Commonwealth of Kentucky. 5. The University reserves the right to request proposal amendments or modifications after the proposal receiving date. 6. THE TERMS AND CONDITIONS OF THIS REQUEST FOR PROPOSAL INCLUDE ALL GENERAL CONDITIONS, AS SET FORTH BY EASTERN KENTUCKY
 UNIVERSITY PLUS ANY SPECIAL CONDITIONS ENUMERATED HEREIN. NOTICE 1. Any agreement or collusion among Offerors or prospective Offerors, which restrains, tends to restrain, or is reasonably calculated to restrain competition by agreement to
 proposal at a fixed price or to refrain from offering, or otherwise, is prohibited. 2. Any person who violates any provisions of KRS 45A.325 shall be guilty of a class D felony and shall be punished by a fine of not less than five thousand dollars nor more
 than ten thousand dollars, or be imprisoned not less than one year nor more than five years, or both such fine and imprisonment. Any firm, corporation, or association who violates any of the provisions of KRS 45A.325 shall, upon conviction, be fined not less than ten thousand dollars or more than twenty thousand dollars.
 AUTHENTICATION OF RFP AND STATEMENT OF NON-COLLUSION AND NON-CONFLICT OF INTEREST
 I hereby swear (or affirm) under the penalty for false swearing as provided by KRS 523.040: 1. That I am the Offeror (if the Offeror is an individual), a partner (if the Offeror is a partnership), or an Officer or employee of the bidding corporation having authority to
 sign on its behalf (if the Offeror is a corporation); 2. That the attached proposal has been arrived at by the Offeror independently and has been submitted without collusion with, and without any agreement, understanding or
 planned common course of action with, any other Contractor of materials, supplies, equipment or services described in the Request for Proposal, designed to limit independent offering or competition;
 3. That the contents of the proposal have not been communicated by the Offeror or its employees or agents to any person not an employee or agent of the Offeror or its surety on any bond furnished with the proposal and will not be communicated to any such person prior to the official closing of the RFP:
 4. That the Offeror is legally entitled to enter into contracts with the Eastern Kentucky University and is not in violation of any prohibited conflict of interest, including those prohibited by the provisions of KRS 45A.330 through KRS 45A.340 and KRS 164.390, and
 5. That I have fully informed myself regarding the accuracy of the statement made above. SWORN STATEMENT OF COMPLIANCE WITH CAMPAIGN FINANCE LAWS In accordance with KRS45A.110(2), the undersigned hereby swears under penalty of perjury that he/she has not knowingly violated any provision of the campaign finance
 laws of the Commonwealth of Kentucky and that the award of a contract to an Offeror will not violate any provision of the campaign finance laws of the Commonwealth of Kentucky.
 OFFEROR REPORT OF PRIOR VIOLATIONS OF KRS CHAPTERS 136, 139, 141, 337, 338, 341 & 342 The Offeror by signing and submitting a proposal agrees as required by KRS 45A.485 to submit final determinations of any violations of the provisions of KRS Chapters 136, 139, 141, 337, 338, 341 and 342 that have occurred in the previous five (5) years prior to the award of a contract and agrees to remain in continuous compliance with the provisions of the statutes during the duration of any contract that may be established. Final determinations of violations of these statutes must be provided to the University by the successful Offeror prior to the award of a contract.
 CERTIFICATION OF NON-SEGREGATED FACILITIES The Offeror, by submitting a proposal, certifies that he/she is in compliance with the Code of Federal Regulations, 41 CFR 60-1.8 that prohibits the maintaining of segregated facilities.
 SMOKE FREE ZONE POLICY The Offeror, by signing and submitting a Proposal, agrees to comply with the University’s Smoke Free Zone Policy.
 http://policies.eku.edu/sites/policies.eku.edu/files/policies/tobacco-free_policy_bor_41414.pdf SUSTAINABILITY POLICY
 The University is committed to reducing the adverse environmental impact of its purchasing decisions; it is committed to buying goods and services from contractors who share its environmental concern and commitment. The University encourages bidders to include in their responses economical and environmentally friendly products and service options that serve to minimize waste, reduce excess packing, recycle, reduce, reuse, prevent pollution, and/or offer resource efficiency. It’s the University’s goal to maximize environmental responsibility on its campuses.
 COMPETITIVE NEGOTIATION DETERMINATION In accordance with KRS 45A.085(1) the Purchasing Officer listed above has determined that the use of competitive sealed bidding is not practicable. This Request for Proposals shall indicate the relative importance of price and other evaluation criteria (KRS 45A.085(4).
 SIGNATURE REQUIRED: This proposal cannot be considered valid unless signed and dated by an authorized agent of the Offeror. Type or print the signatory's name, title, address, phone number and fax number in the spaces provided. Offers signed by an agent are to be accompanied by evidence of his/her authority unless such evidence has been previously furnished to the issuing office.
 ______________________________________________________________________________________________________ Company Name Authorized Signature Date ______________________________________________________________________________________________________ Address Typed or Printed Name & Email Address ______________________________________________________________________________________________________ City, State, Zip Title ______________________________________________________________________________________________________ Phone Number Fax Number Federal I D Number
 Eastern Kentucky University RFP No.
 Department of University Procurement- Commonwealth 14th Floor #1411 521 Lancaster Avenue Richmond, KY 40475
 REQUEST FOR PROPOSAL
 98-20
 http://policies.eku.edu/sites/policies.eku.edu/files/policies/tobacco-free_policy_bor_41414.pdf

Page 3
                        

Eastern Kentucky University Page 3 of 41
 Table of Contents
 1.0 DEFINITIONS ..................................................................................................................... 5 2.0 GENERAL OVERVIEW .................................................................................................... 6
 2.1 Intent and Scope ............................................................................................................................................................................. 6 2.2 University Information .................................................................................................................................................................. 6
 3.0 SCOPE OF SERVICES ...................................................................................................... 6 3.1 General ............................................................................................................................................................................................ 6 3.2 Identification .................................................................................................................................................................................. 7 3.3. Shipping ......................................................................................................................................................................................... 7 3.4 Inspection ........................................................................................................................................................................................ 7 3.5 Fabrics/Materials ........................................................................................................................................................................... 7 3.6 Coat Specifications ......................................................................................................................................................................... 9 3.7 Bibber Trouser Specifications ..................................................................................................................................................... 10 3.8 Shako Headwear Specifications .................................................................................................................................................. 11 3.9 Uniform Management System .................................................................................................................................................... 11 3.10 Detailed Style Specifications...................................................................................................................................................... 11
 4.0 PROPOSAL REQUIREMENTS ...................................................................................... 13 4.1 Key Event Dates ........................................................................................................................................................................... 13 4.2 Offeror Communication .............................................................................................................................................................. 14 4.3 Questions ....................................................................................................................................................................................... 14 4.4 Mandatory Pre-Proposal Conference......................................................................................................................................... 14 A mandatory pre-proposal conference is not necessary for this RFP. .......................................................................................... 15 4.5 Offeror Presentations .................................................................................................................................................................. 15 4.6 Preparation of Proposal ............................................................................................................................................................... 15 4.7 Proposed Deviations from the Request for Proposal ................................................................................................................ 15 4.8 Proposal Submission and Deadline ............................................................................................................................................. 16 4.9 Addenda ........................................................................................................................................................................................ 16 4.10 Offeror Response and Proprietary Information ..................................................................................................................... 16 4.11 Restrictions on Communications with University Staff .......................................................................................................... 17 4.12 Cost of Preparing Proposal ....................................................................................................................................................... 17 4.13 Disposition of Proposals ............................................................................................................................................................. 17 4.14 Section Titles in the Request for Proposal ............................................................................................................................... 17 4.15 Proposal Addenda and Rules for Withdrawal ........................................................................................................................ 17 4.16 Acceptance or Rejection of Proposals ...................................................................................................................................... 17
 5.0 PROPOSAL FORMAT AND CONTENT ...................................................................... 18 5.1 Proposal Information and Criteria ............................................................................................................................................. 18 5.2 Signed Authentication of Proposal and Statements of Non-Collusion and Non- Conflict of Interest Form ........................ 18 5.3 Transmittal Letter ....................................................................................................................................................................... 18 5.4 Executive Summary and Proposal Overview ............................................................................................................................ 19 5.5 Offeror Qualifications.................................................................................................................................................................. 19 5.6 Program Plan – Services Defined ............................................................................................................................................... 19 5.7 References and Past Experience ................................................................................................................................................. 20 5.8 Financial Proposal ....................................................................................................................................................................... 20 5.9 Alternate Pricing .......................................................................................................................................................................... 20 5.10 Optional Services ....................................................................................................................................................................... 20
 6.0 EVALUATION CRITERIA PROCESS .......................................................................... 20 7.0 SPECIAL CONDITIONS AND CONTRACT TERMS ................................................ 21
 7.1 Effective Date ............................................................................................................................................................................... 21 7.2 Contract Term .............................................................................................................................................................................. 21 7.3 Competitive Negotiation .............................................................................................................................................................. 21 7.4 No Contingent Fees ...................................................................................................................................................................... 21 7.5 Contract Changes ......................................................................................................................................................................... 22 7.6 Entire Agreement ......................................................................................................................................................................... 22 7.7 Governing Law ............................................................................................................................................................................. 22

Page 4
                        

Eastern Kentucky University Page 4 of 41
 7.8 Termination of Contract ............................................................................................................................................................. 22 7.8.1 Termination Provisions ........................................................................................................................................................ 22 7.8.2 Termination for Default ....................................................................................................................................................... 22 7.8.3 Termination for Contractor Insolvency or Unavailability of Funds ................................................................................ 22 7.8.4 Termination for Convenience .............................................................................................................................................. 23 7.8.5 Procedure for Termination ................................................................................................................................................ 23
 7.9 Employment Practices ................................................................................................................................................................. 23 7.9.1 Non Discrimination ............................................................................................................................................................... 23 7.9.2 Executive Order 11246 ......................................................................................................................................................... 23 7.9.3 Title 20 ................................................................................................................................................................................... 23 7.9.4 Other Acts .............................................................................................................................................................................. 24 7.9.5 Future Acts, Laws, and Regulations .................................................................................................................................... 24
 7.10 Conflict of Interest ..................................................................................................................................................................... 24 7.11 Severability ................................................................................................................................................................................. 24 7.12 Contract Administrator ............................................................................................................................................................. 24 7.13 Prime Contractor Responsibility .............................................................................................................................................. 25 7.13 Requirement for Contract Administration Fee ....................................................................................................................... 25 7.14 Compliance with E-Procurement Initiatives ........................................................................................................................... 26 7.15 Assignment and Subcontracting ............................................................................................................................................... 26 7.16 Permits, Licenses, Taxes, and Registration .............................................................................................................................. 27 7.17 Attorneys’ Fees ........................................................................................................................................................................... 27 7.18 Patents, Copyrights, and Trademark ....................................................................................................................................... 27 7.19 Hold Harmless ............................................................................................................................................................................ 27 7.20 Insurance .................................................................................................................................................................................... 27 7.21 Performance Bond ..................................................................................................................................................................... 28 7.22 Events Beyond Control .............................................................................................................................................................. 28 7.23 Method of Award ....................................................................................................................................................................... 28 7.24 Reciprocal Preference to be given by Public Agencies to Resident Bidders ......................................................................... 28 7.25 Debarment .................................................................................................................................................................................. 28 7.26 Technology Accessibility ............................................................................................................................................................ 29 7.27 Nonaffiliated Third Party Contract Requirements ................................................................................................................. 29 Attachment A – Taxpayer Identification Number Request ........................................................................................................... 30 Attachment B - Affidavit for Resident Bidder Status ..................................................................................................................... 31 Attachment C - Item Price List Form .............................................................................................................................................. 32 Appendix D - Security Assessment Questionnaire .......................................................................................................................... 33

Page 5
                        

Eastern Kentucky University Page 5 of 41
 1.0 DEFINITIONS
 The term “Academic Year” when used herein is defined as the nine (9) calendar months beginning mid-August of each year and ending mid-May of the following year. The terms “Addenda” or “Addendum” are defined as written or graphic instructions issued by Eastern Kentucky University prior to the receipt of Proposals that modify or interpret the Request for Proposal documents by addition, deletion, clarification, or correction.
 The term “Competitive Negotiation” is defined as the method authorized in Kentucky Revised Statutes, Chapter 45A.085. The terms “Contract” and “Resulting Contract” are used interchangeably and are defined as the official agreement and contract award resulting from the Successful Offeror’s response to this Request for Proposal. The terms “Contractor” or “Successful Offeror” are defined as the individual or entity receiving a contract award. The term “Fiscal Year” when used herein is defined as the twelve (12) calendar months beginning July 1 of each year and ending on June 30 of the following year. The Contractor’s year-to-date reports will coincide with the Fiscal Year of the University. The terms “Offer” or “Proposal” are defined as the Offeror’s response to this Request for Proposal.
 The term “Offeror” is defined as the individual or entity submitting a Proposal.
 The term “Purchasing Agency” is defined as Eastern Kentucky University, Department of University Procurement, Commonwealth 14th Floor #1411, 521 Lancaster Ave., Richmond, KY 40475.
 The term “Purchasing Official” is defined as Eastern Kentucky University’s designated contracting representative.
 The term “Responsible Offeror” is defined as a person, company, or corporation with the capability in all respects to perform fully the contract requirements and with the integrity and reliability ensuring good faith performance.
 The term “Solicitation” is defined as this Request for Proposal. The term “University” is defined as Eastern Kentucky University.
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 2.0 GENERAL OVERVIEW
 The University’s General Terms and Conditions and Instructions to Bidders, viewable at https://purchasing.eku.edu/terms-and-conditions, apply to this Request for Proposal (RFP).
 2.1 Intent and Scope Eastern Kentucky University is seeking proposals from experience and qualified vendors to supply the university with custom made band uniforms for the Eastern Kentucky University marching band (“Marching Colonels”) and a uniform management system. The expectations of the University are that the uniforms must be a durable, light-weight constructed garment. They must wear well and maintain their shape and color for the durations of their use. The university must be able to blend new uniforms with the uniforms from the initial order from time to time without an obvious difference between the new uniforms and the existing ones. The uniforms must provide the same level of service for approximately 10 to 15 years. The University expects to purchase approximately 300 uniforms. In setting forth these specifications, it is the intention of the University to offer equal opportunity to all potential offerors. Styles referred to by number and company name are for descriptive purposes only and are not restrictive. The university feels that specified styles, material, linings and sundry items are equally available to all reputable manufacturers. It is the intent of the University to award one (1) vendor the contract. However, if in the best interest of the University, the University reserves the right to award in part or in whole, and to award multiple vendors. The scope of services is further defined in Section 3.0.
 2.2 University Information
 Eastern Kentucky University is a comprehensive university serving approximately 16,000 students at the main Richmond, Kentucky campus, educational centers in Corbin, Lancaster and Manchester, and other sites in Kentucky. Michael T. Benson serves as the 13th President of the University. President Benson strongly believes the essential ingredients to the current and future success of our University is focusing on the 3Ps: People, Places, and Programs. Additional information about Eastern Kentucky University is available at www.eku.edu.
 3.0 SCOPE OF SERVICES
 3.1 General One uniform will be comprised of a coat, bibber trousers, a shako with ornaments, a plume, a garment bag and a hanger. Coats, trousers, blouses and all major parts of uniform are made to fit the nearest stock size from the information supplied by the company representative. Exceptions are made on unusual sizes where in the
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 garment is caught and produced to the measurements taken by the company representative at the University. 3.2 Identification
 Each major garment item is to have identification numbers sewn into the individual pieces to allow for quick and easy issuing. Coats, trousers, and blouses are to have woven numerals. Trousers are to include inseam and waste information for future reference; coats shall have chest size and length indicated. The original order is to include a written reference with the numbers of each uniform corresponding to the particular size of that uniform, arranged from smallest to the largest. Size information shall include chest size, height, weight, and inseam for each uniform. A size chart shall be included for use as reference for purchase of future uniforms. 3.3. Shipping
 Uniforms are to be shipped on wishbone style hangers. Tears are to be hard plastic, not wood. The hangers must be bent in round it at the top to allow the shoulder area of the garment to be spread and hung properly. Each uniform must be delivered in its own clear polyethylene bag to prevent soiling. Uniforms must be delivered into hundred pound test cardboard wardrobe containers, opening from the front, and having a metal bar reinforcement at the top with class to prevent hangers from disengaging from the metal structure. Each carton will be properly marked on the outside, with identification numbers of the uniforms contained in that specific carton. All shipping/Freight fees must be included in the final cost of the items. Offeror may propose and define alternative solutions that would be in the best interest to the University. Shipping Deadlines All uniforms must be received by April 24, 2020. Provide the number of days it will take, if awarded the contract, to ship the entire order after approval of the sample and receipt of necessary details and all measurements. ________________ Calendar Days
 3.4 Inspection
 All garments are to be carefully inspected before final packing shipment. All thread ends are to be picked and cut. Specifications, trim, and details to be critically checked for each individual garment before shipment. Upon arrival, all uniforms will be inspected by a representative of the University. The University will return unfit uniform(s) at no expense to the University. Successful Offeror will replace and mail new uniform, per contract shipping standards, at no expense to the University.
 3.5 Fabrics/Materials
 Please respond directly to each specification below with “Comply” or “Do Not Comply”. Please give a detailed explanation with each response.
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 A. Fabric Verification
 Fabric swatches must accompany each bid response. Swatches shall be properly labeled to include weight, composition, and shade number.
 B. Verification of Fabric Processing and Stabilization
 Any wool or Dacron/wool blend fabric from any vendor must be professionally cold water and alcohol sponged, decated, and inspected. Proposer must submit in writing with their proposal response, certification for the DAC run/wool blend of fabric will have undergone this fabric stabilization prior to manufacture of the uniforms. The company actually performing the stabilization process must be indicated, with an individual or officer of said company to contact for verification of processing. Because deck on/wool garments having not undergone such processing can experience significant and excessive shrinkage, proposers not providing such a sponging treatment and certification in this proposal will be deemed non-compliant.
 C. Fabric Substitutions
 All fabric materials must be thoroughly tested and have proven to meet the highest industry standards: abrasion and piling resistant, crease retention and wrinkle recovery. It shall be understood that once defined in the style specifications, no substitutions are allowed. Fabric material may only be substituted in proposal to meet proprietary approaches to breathability in hot climates. Any substitution must be detailed in the proposal.
 D. Thread
 All seams, blind stitching, top stitching, padding and buttonholes, shall be sewn with thread that must be heat resistant, vat non-subliming dyed, boil fast, sunfast, moisture proof and dry-cleanable. All threads for seaming are to meet the strength requirement of the type of seam. Choice of thread should be described within the proposal.
 E. Braid
 Braid shall be of H Rice quality or equal colorfast under proper dry cleaning procedures. Most freight designs with very tight turns or occurs using quarter inch or wider will be applied with a double needle machine.
 F. Zippers
 Zipper shall be solid brass YKK or equal quality, unless specified otherwise, center butted zipper’s when required, and/or sandwiched in. Choice of zipper placement should be explained in the proposal.
 G. Buttons/Button-holes
 Metal buttons will be of Waterbury quality or equal. All will be secured using two methods only: The use of a two-hole stay button, machine lock-stitched through the metal shank, coat material and two-hole stay button; and/or, the use of a washer and ring.
 Buttonholes are to be “cut-first”, whether they have a horizontal bar-tack or a fly-tack at the ends. Buttonhole stitches are to complete cover the raw edge of the material and canvas interfacing.
 H. Direct Embroidery
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 Swiss embroidery shall be applied with the use of a “Barudan” computerized embroidery machine or equal quality. Bonaz type of embroidery shall be made with the Cornelli, or equal, embroidery machine.
 3.6 Coat Specifications
 A. Patterns
 Patterns are to be graded, marked, and cut using a computerized system to ensure continuing consistent and accurate pattern pieces. Patterns are to cover a full range of sizes, including male, female, short, regular, long, and extra-long from sizes 26 to 60. All hard collar coats shall have four piece front construction, allowing for proper chest, bust and waist suppression in all size ranges. Insleeve and side body seams must be 1” double, to allow for alterations.
 B. Shoulder Pads
 Should pads must be pre-formed, covered and stitched in such a way to prevent wadding.
 C. Lining and Innerlining
 Coat and sleeve linings are to be computer graded, marked and cut from a separate set up patterns designed specifically to fit the particular style of coat. Lining material is to be of the highest quality 100% polyester or equivalent. It is the intent of this RFP to allow proprietary design of Innerlining construction which will allow for extended breathability of the coat while keeping a structured appearance. The choice of fabric and method for attaching innerlining and lining to the jacket should be explained within the proposal.
 D. Perspiration Shield
 A perspiration shield will be secured in the lower part of the armhole and should be approximately 4” square. The choice of fabric and method for attaching perspiration shield to the jacket should be explained within the proposal.
 E. Pockets
 Pockets shall be made with fine quality, color fast sized polyester/rayon (or equivalent) material and the facing will be reinforced with the shell fabric. Pockets made of lining or lightweight material are not acceptable. Pocket flaps, if included, shall be cut and styled in accordance with the basic style of the coat, and will have Pellon (or equivalent) interfacing to prevent curling. Any pocket flaps are to be lined with the same fabric as the coat shell.
 F. Sleeves
 Sleeve cuff should be extended with the fabric and the lining continuing to the bottom and turned back and blind stitched to permit sleeve length alteration without disengaging the lining from the sleeve fabric. A single row of female snap tape with a single male dressmaker snap at the bottom will be included to allow for easy sleeve length alteration.
 G. Shoulder Loops
 Shoulder loops are to be reinforced with a heavy non-woven fabric. All buttons for attachment of shoulder loop and accessory items will be reinforced with appropriate buttons. The choice of fabric and method for attaching shoulder loops to the jacket should be explained within the proposal.
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 H. Trim
 Trim is to be applied only through the outer fabric. It is not to be sewn through the chest piece interlining. All trim is to be sewn before the lining is joined to the coat. Methods of attaching trim to the coat should be explained in the proposal.
 I. Hard Collar
 Collar should be constructed using a washable Mylar, bound with a fabric-backed vinyl binding to prevent wear through the shell fabric. Cotton or self-fabric to bind the frame is unacceptable. The hook and eye closure shall be threaded with non-bias tape, then attached through the mylar frame to ensure longevity of the collar. All ornamentation on the outer collar shell must be stitched in such a method to ensure comfort, strength and shape retention, and preventing slippage or binding.
 Collar liner (if included) should be constructed as a snap-in fabric designed to be washable and removable. It should be computer graded, marked and cut for wearer comfort and the top, bottom and rounded edges are to be bound and finished. Each collar is to be sized and labeled to match the corresponding coat.
 J. Seams
 Coat should be machine stitched except in areas where specific hand sewn operations are required. All seams are to be backtacked at least 2-3 stitches.
 3.7 Bibber Trouser Specifications
 A. Patterns
 Patterns shall be made separately for male and female and designed specifically for appropriate age group, reflecting appropriate body proportions. These patterns must take into consideration the wearer’s chest size in addition to the normal trouser requirements. They shall be straight leg and permacrease front with no cuffs, and designed to permit a high knee-life, with extension in the back seat seam area to eliminate pulling or binding. There must be a full 1 ½”double in the center back seam to allow for alterations. Seams shall be pressed open. All edges of seams and outlets ware to be surged to eliminate a possibility of raveling.
 B. Shoulder Straps
 Shoulder straps will be included in all bibbers. It shall be made of durable, 1 ½” wide webbing material. Slider is to be made of material that is durable and will not rust. It is to be permanently fixed to the straps, and straps are to be permanently stitched to the bib trouser to withstand above-normal tension.
 C. Front Closure
 Zipper shall be of solid brass YKK or equal quality and must be guaranteed for the life of the trouser. The fly facing must be surged on all four sides and cut on a bias to prevent twisting. The zipper must be bar-tacked or lock stitched to properly anchor it.
 D. Crotch
 There shall be a set of four double crotch pieces, surged and stitched. The crotch linings must be placed on both sides of the reinforced seams. Trousers having a two-way or no reinforcement are not acceptable. Method of reinforcing crotch shall be included in the proposal.
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 E. Legs
 Trouser legs are to be finished with a 3” turn-up, to allow for alteration and utilize a snap alteration feature.
 3.8 Shako Headwear Specifications
 Hat frame shall be molded in one solid piece of high impact ABD materials to ensure the frame will not split, crack, melt or disintegrate for the lifetime of the shako under normal usage.
 Hats must have securely sewn construction using no brads or staples in shell. All thread used in shako manufacturing must be monofilament. The bottom band is to be tucked and sewn. The back seam must be double reinforced by 1”.
 One-piece nylon plume socket will be attached with a stove bolt and nut, not riveted. Visors are to be sewn to the frame. Chin straps must be of at least ¾ inch pliable material and reinforced with metal eyelets at each end. Strap is to have an adjustable, rust free buckle and include a back hook on the shako for storage.
 All buttons are metal only with reinforced back and at least 1 ½ inch prongs. Soldered or plastic buttons are unacceptable. Headrest shall be constructed with expanded, knit-backed marshmallow vinyl, or equivalent. It should be stitched to the inside to the frame, preventing the thread coming into contact with the wearer. All hats must include a permanently adhered identification label, including at least number and size.
 Shako box should be constructed of hi-density materials and withstanding at least 200 pounds of pressure. It should carry a minimum two-year warranty with normal use and care.
 3.9 Uniform Management System
 The Uniform Management System will manage student information regarding the assignment of band uniforms and is alterable on a continuing basis, as sizing needs change. In addition, the student database will have the ability to include full contact information and address label generation. The system may also generate student uniform rental/usage agreements as per needed.
 The Security Assessment Questionnaire must be completed and submitted with the proposal. See Appendix D.
 3.10 Detailed Style Specifications
 A. Coats
 Style: Waist-length front with double vest points. Full-length back with set in border stripes. Right side zipper closure with cut-away under front (or full-length concealed center front zipper under front flap). 7” wide extended shoulder canopies with mylar reinforcements tacked town in front and back. Contrasting center front and center back panels. White, pre-covered foam shoulder pads. Split sleeves. Sweat shields.
 Fabric: 1933-9123 White.
 1933-1045 Maroon.
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 Lining Front: White indest.
 Lining Back and sleeves: White herringbone.
 Closure: Rt. Side zipper with 3 snaps to zip up.
 Optional center closure.
 Collar: C-1 of 1933-1045 maroon w/ ¼ stripe of silver Lustre Glo set in ¼ from edge.
 Collar lined with 1933/1045 maroon w/ no collar liner
 Alternate: collar liner with white lining
 Shoulder Loops: 2 1/2” wide of 1933-1045 Maroon, w/ ¼ stripe of silver Lustre Glo set in ¼ from edge.
 Shoulder strap buttons 24L Nic. Livery, 24L Nic. Smooth RT. Side Ext.
 Front Trim: Side bodies are 1933-1045 Maroon
 Center panel is 1933-9123 white with black color fade at the bottom. Centered on mid-chest, approximately 5” Dir. Swiss Emblem “E” Logo of Maroon with black outline.
 Back Trim: Side bodies are 1933-1045 maroon.
 Center panel is 1933-1045 maroon with continuation of trim ¼” row of maroon set in ½” from edge of canopy. Set horizontally across upper back, approximately 2” special style white direct Swiss embroidered “Colonels”.
 Alternate Center panel is 1933-9123 white with set in simulated turnbacks down each side of Glitter silver Flanked flush inboard wit/ 550 black. Set horizontally across upper back, approximately 2” special style maroon direct Swiss embroidered “Colonels”.
 Sleeves: Adjust-a-length hems. Both sleeves are 1933-1045 maroon.
 Upper Sleeves: Set horizontally approximately 5/8 special style white direct Swiss embroidered letters “pride” with direct Swiss embroidered state of Kentucky outline shape centered below in white.
 Lower Sleeves: Full around 3” x 5” diagonal stripe 1” wide of black FLX flanked flush top and bottom with ¼ stripe of silver Lustre Glo. Centered on stripe, approximately 5/8” special style white direct Swiss embroidered letters “Eastern” on right sleeve and “Kentucky” on the left.
 Lining Pocket: Left Side Tux
 Drum Major coats: Will utilize opposite color structure from the regular coat, but otherwise will be identical. Specific colors will be determined upon award of the contract.
 B. Bibber Trousers
 Style: Gen5 extreme euro-fit, Black web suspenders with black plastic slides, Black doubled spandex gusset under arm, center front non-separating Zipper with special shaped separate fly facing turned back and top stitched down forming
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 lining pocket each side front (no snaps), 3” outlet in back, back waist darts, 16” bottoms on 38R Male. Trouser to have permacrease.
 Fabric: Black FLX
 3” Hem: Adjust-a-Length snaps
 Trim: Set on the left chest, approximately 3” direct Swiss embroidery “E” logo of white and maroon.
 C. Headgear
 Style: HR-3 Scoop top, West Point Shako
 Trim: HRT-31, Row of 630L silver metal inboard top and bottom bands. Set horizontally on front approximately 1 ½ special style white direct Swiss embroidered “EKU” logo. Set horizontally on back across the bottom band, 1/2 “ white full block letters “Colonels”.
 Top Fabric: 1933-1045 Maroon
 Side Fabric: 1933-1045 Maroon
 Top Band Fabric: 1933-1045 Maroon
 Front strap: Nickel aluminum chain
 Chin strap: White with nickel hardware
 Visor: White with nickel edge
 Plume holder: Top center front
 Front emblem: None
 Buttons: 45L Nickle Lyre
 D. Accessories
 Plume: 12” white French fountain with silver mylar and nickel cup
 Shako Box: Black high-density polyethylene or equivalent
 Hanger: Black plastic with separating pant bar
 Garment Bag: 200 Denier black nylon with accessory pocket, IDP window and one color screen printed logo: “EKU Marching Colonels”
 4.0 PROPOSAL REQUIREMENTS
 4.1 Key Event Dates
 RFP issued by University……………………………………..11/25/2019
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 Notification by Offeror of intent to respond to RFP…………..12/3/2019 Deadline for written questions from Offeror………………….12/3/2019 Proposal due from Offeror…………………………………….12/10/2019 Contract award by University.………………………………...TBD Contract effective……………………………………………...TBD
 Note: All dates are estimated. Any change in dates will be announced to all parties.
 4.2 Offeror Communication
 To ensure that RFP documentation and any subsequent information (modifications, clarifications, addenda, etc.) is directed to the appropriate primary contact person with the Offeror, each Offeror who intends to participate in this RFP is required to provide immediately the following information to the Purchasing Official:
 Name of primary contact Mailing address of primary contact Telephone number of primary contact Fax number of primary contact Email address of primary contact Secondary contact person(s) including all information above
 This information shall be transmitted electronically to:
 Julia Bellendir University Procurement Eastern Kentucky University Commonwealth 14th Floor #1411 521 Lancaster Avenue Richmond, KY 40475 Phone: (859) 622-2246
 Fax: (859) 622-2047 Email: [email protected]
 Note: All communication with the University regarding this RFP shall be directed only to the University Purchasing Official listed above.
 4.3 Questions
 All questions regarding this RFP shall be made electronically via e-mail in writing and directed to [email protected] no later than December 3, 2019, 5pm, ET. The subject of the e-mail shall be “QUESTION - RFP 98-20”. Failure to provide the correct RFP number in the email may deem the question unanswerable and may not be considered as part of any addenda. Any questions submitted after the dates and times may not be considered or answered. Questions properly submitted in writing prior to the due date will be addressed. Answers to all properly submitted written questions will be posted on Eastern Kentucky University Department of University Procurement’s website at http://purchasing.eku.edu/solicitations.
 4.4 Mandatory Pre-Proposal Conference
 mailto:[email protected]
 mailto:[email protected]
 http://purchasing.eku.edu/solicitations
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 A mandatory pre-proposal conference is not necessary for this RFP.
 4.5 Offeror Presentations
 Offerors may be requested to appear before the University evaluation committee to discuss and explain their proposal and to respond to questions from the Committee. The Committee reserves the right to request additional information. Offerors are prohibited from electronically recording these meetings. Note: Temporary parking permits are available from EKU Parking and Transportation, Commonwealth Hall, Second Floor, Suite A, 521 Lancaster Avenue, Richmond, KY 40475, 859- 622-7275. Please request parking permits at least 72 hours prior to campus visits.
 4.6 Preparation of Proposal
 Offerors are expected to follow all specifications, terms, conditions, and instructions in this RFP. Offerors will furnish all information required by this Solicitation. Offerors will sign and return the Authentication of Proposal and Statement of Non Collusion and Non Conflict of Interest form (page 2 of this RFP) and print or type the primary contact name, firm, address, telephone number and date. The person signing the Offer must initial erasures or other changes. An offer signed by an agent is to be accompanied by evidence of his or her authority unless such evidence has been previously furnished to the Purchasing Official. The signer shall further certify that the proposal is made without collusion with any other person, persons, company, or parties submitting a proposal, that it is in all respects fair and in good faith without collusion or fraud, and that the signer is authorized to bind the Offeror.
 Proposals should be prepared simply and economically, providing a description of the Offeror’s capabilities to satisfy the requirements of the Solicitation. Emphasis should be on completeness and clarity of content. Each copy of the Proposal should be bound in a single volume, where practical. All documentation submitted with the proposal should be bound in a single volume except as otherwise specified.
 Any Proposal containing terms and conditions not in conformity with the statutes of the Commonwealth of Kentucky may be rejected.
 Note: Eastern Kentucky University, as an agency of the Commonwealth of Kentucky, is prohibited from entering into contracts that require the University to indemnify the other party.
 4.7 Proposed Deviations from the Request for Proposal
 The stated requirements appearing elsewhere in this RFP shall become a part of the terms and conditions of any resulting contract. Any and all deviations must be specifically defined in accordance with the Transmittal Letter, Section 5.3. If accepted by the University, deviations shall become part of the contract, but such deviations must not be in conflict with the basic nature of this RFP.
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 Offerors may submit more than one alternative proposal, each of which must comply with proposal response guidelines and satisfy the requirements of this RFP. The Offeror’s primary proposal must be complete and comply with all instructions. Alternative proposal(s) may be in abbreviated form following the proposal response guidelines, providing complete information for sections that differ in any way from sections contained in the Offeror’s primary proposal. If alternative proposal(s) are submitted, the Offeror must explain reasons for the alternative(s) and comparative benefits. Each proposal submitted will be evaluated on its own merit.
 4.8 Proposal Submission and Deadline
 Offeror must provide one (1) original and five (5) printed copies, and one (1) electronic copy saved on a jump drive of each proposal. The Proposal and copies must be delivered under sealed cover prior to 2:00 PM, December 10, 2019. Deliver to:
 Julia Bellendir Department of University Procurement Eastern Kentucky University Commonwealth 14th Floor #1411
 521 Lancaster Avenue Richmond, KY 40475
 Proposals shall be enclosed in sealed envelope(s) and must clearly show the closing date and time specified, the Solicitation number, and the name and address of the Offeror on the face of the envelope(s). Please indicate which envelope contains the original Proposal.
 Note: Proposals received after the closing date and time will not be considered.
 Note: In accordance with Kentucky Revised Statute 45A.085 and 200 KAR 5, there will be no public opening of Proposals. All Proposals will be kept confidential until such time that a contract is awarded. After a contract is awarded, all Proposals will become public record, as described herein.
 4.9 Addenda
 Any Addenda or instructions issued by the Purchasing Official prior to the proposal deadline shall become a part of this RFP. Such Addenda shall be acknowledged in the Proposal. No instructions or changes shall be binding unless documented by a proper and duly issued addendum.
 4.10 Offeror Response and Proprietary Information
 The RFP specifies the format, required information, and general content of Proposals submitted in response to this request. The University will not disclose any portion of any Proposal prior to contract award to anyone outside the Department of University Procurement, the University’s administrative staff, representatives of the State or Federal Government, if required, and the members of the University evaluation committee. After a contract is awarded in whole or in part, the University shall have the right to duplicate, use, or disclose all Proposal data submitted by Offerors in response to this RFP as a matter of public record.
 Any submitted Proposal shall remain a valid proposal six (6) months after the due date.
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 4.11 Restrictions on Communications with University Staff
 From the issue date of this RFP until a contract award is made, Offerors are strictly forbidden to communicate about the subject of the RFP with any University administrator, faculty, staff, or member of the University’s Board of Regents. Offerors may communicate only with the Purchasing Official named herein, or other persons authorized in writing by the Purchasing Official.
 The University reserves the right to reject the Proposal from any Offeror violating this provision.
 4.12 Cost of Preparing Proposal
 Costs for developing the Proposals and any subsequent activities prior to contract award are solely the responsibility of the Offeror. Eastern Kentucky University will provide no reimbursement for such costs.
 4.13 Disposition of Proposals
 All Proposals become the property of Eastern Kentucky University. The successful Proposal will be incorporated by reference into the resulting contract. 4.14 Section Titles in the Request for Proposal
 Titles of paragraphs used herein are for the purpose of facilitating ease of reference only and shall not be construed to infer a contractual construction of language.
 4.15 Proposal Addenda and Rules for Withdrawal
 Prior to the date specified for receipt of Proposals, a submitted Proposal may be withdrawn by the Offeror. The Offeror must submit a duly signed, written request for withdrawal to the Purchasing Official. Unless requested by the University, the University will not accept revisions or alterations to Proposals after the proposal due date.
 4.16 Acceptance or Rejection of Proposals
 The University will review all properly submitted Proposals. The University reserves the right, if in its best interests, to reject all Proposals, to reject any proposal that does not meet mandatory requirements, to request amendment to Proposal(s), or to cancel entirely the RFP. Grounds for rejection of proposals include, but are not limited to 1) failure of a Proposal to conform to the essential requirements of the RFP; 2) A Proposal imposing conditions that would significantly modify the terms and conditions of the Solicitation or limit the Offeror’s liability to the University under the Resulting Contract on the basis of such Solicitation; 3) failure of the Offeror to appropriately sign the RFP as a part of the Proposal, including the Authentication of Proposal, Statement of Non-collusion and Non-conflict of Interest statements; and 4) A Proposal received after the closing date and time specified in the RFP.
 The University also reserves the right to waive minor technicalities or irregularities in Proposals providing such action is in the best interest of the University. Such waiver shall in no way modify the
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 RFP requirements or excuse the Offeror from full compliance with the RFP specifications and other Resulting Contract requirements if the Offeror is awarded the Contract.
 4.17 Kentucky Educational Purchasing Cooperative Offerors shall indicate if they are willing to extend any contract resulting from this solicitation to the members of the Kentucky Educational Purchasing Cooperative. Members include; University of Kentucky, University of Louisville, Western Kentucky University, Northern Kentucky University, Murray State, Morehead State and Kentucky State. Please include detailed information regarding any differences, if any, in the service or pricing for each institution.
 5.0 PROPOSAL FORMAT AND CONTENT
 5.1 Proposal Information and Criteria
 The following list specifies the items to be addressed in the Proposal. Please read the list carefully and address it completely and in the order presented to facilitate the University’s review of the proposal. Proposals should be organized into the sections identified. The content of each section is further described below.
 Signed Authentication of Proposal and Statement of Non-Collusion and Non-Conflict of Interest Form (See page 2) Completed Vendor Taxpayer ID form Completed Reciprocal Preference Affidavit (if applicable) Transmittal Letter Executive Summary and Proposal Overview Offeror Qualifications Program Plan – Services Defined References and Past Experience Financial Proposal Optional Services
 5.2 Signed Authentication of Proposal and Statements of Non-Collusion and Non- Conflict of Interest Form
 The Offeror will sign, print or type name, firm, address, telephone number, date, and return page 2 of this RFP. The signer on page 2 will be required to initial subsequent erasures or other changes. A Proposal signed by an agent must be accompanied by evidence of authority unless such evidence has been previously furnished to the Purchasing Official. The signatory shall further certify that the Proposal is made without collusion with any other person, persons, company or parties submitting a Proposal, that it is in all respects fair and in good faith without collusion or fraud, and that the signer is authorized to bind the Offeror.
 5.3 Transmittal Letter
 The Transmittal Letter accompanying the RFP shall be in the form of a standard business letter and shall be signed by an individual authorized to legally bind the Offeror. The transmittal letter shall include:
 1) A statement referencing all Addenda to this RFP issued by the University and received by the Offeror. If no Addenda have been received, a statement to that effect should be included.
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 2) A statement that the Offeror’s Proposal shall remain valid six (6) months after the due date.
 3) A statement that the Offeror will accept financial responsibility for all travel expenses incurred for oral presentations (if required) and candidate interviews.
 4) A statement that summarizes any deviations or exceptions to the RFP requirements, including a detailed justification for the deviation or exception.
 5.4 Executive Summary and Proposal Overview
 The Executive Summary and Proposal Overview shall condense and highlight the contents of the technical proposal in such a way as to provide the evaluation committee with a broad understanding of the entire Proposal.
 5.5 Offeror Qualifications Provide brief narrative of the Company’s history, expertise and financial viability. Including but not limited to: • Legal name, e.g. “ABC Group, Inc.” • State of Incorporation • Business address for purposes of administering the License Agreement • A description of your corporate organization, e.g. parent corporation, subsidiaries, affiliated
 companies, distributors or wholly-owned franchises and how any particular group of companies will be involved in the Offeror’s administration of any contract resulting from this RFP.
 • Provide a copy of audited financial statements for the three (3) most recent fiscal years for both the Offeror’s corporate offices, as well as those of the local distributor.
 • Identify any litigation or claim brought against your company within the last seven (7) years, which might reflect adversely on your company’s professional image or ability in relation to providing services sought in this RFP.
 • Is your company currently for sale or involved in any transaction to expand or to become acquired by or merged with another organization? If so, please explain. Has your company been involved in any reorganization, acquisition or merger within the last two (2) years? If so, please explain.
 • Is Offeror currently in default on any loan agreement or financing agreement with any bank, financial institution, or other entity? If yes, Offeror shall specify the pertinent date(s), details, circumstances, and describe the current prospects for resolution.
 • Does Offeror have any relationship with an Eastern Kentucky University member of the Board of Regents, employee, or other representative of the University? If so, please explain in detail any potential or perceived potential conflict of interest for either the Offeror or University.
 • Please include any other relevant financial information about your company that will aid the University in evaluating the Company, its financial viability and its ability to appropriately service the University.
 Please complete, sign, and include Attachment A, Vendor Taxpayer Identification form and Attachment B, Affidavit (if applicable, with Proposal.
 5.6 Program Plan – Services Defined
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 Provide a brief narrative of how Offeror proposes to accomplish services described in this RFP. The Proposal shall, at a minimum, meet all mandatory services described in Section 3.0.
 Please provide examples and exhibits of reports that will be made available to the University.
 5.7 References and Past Experience
 Offeror shall supply the names, addresses, telephone numbers and complete contact information of three (3) references for which work has been accomplished within the last three (3) years. Include a complete description of the type of service(s) provided. References should be relevant with regard to the scope of services outlined in this RFP. By submitting a Proposal, the Offeror grants permission to the University to contact references. Offeror shall provide a sample of the proposed uniform evaluation and testing by the University. This sample should be included with the proposal and should be comprised of an entire uniform unit. The sample uniform submitted does not need to be an exact sample meeting the detail specifications. However, if the construction differs from the specifications the deviations must be listed.
 5.8 Financial Proposal
 Offeror shall provide a complete description of all costs for services, including hourly rates if applicable. Offeror shall also propose a contract administration fee as defined in Section 7.13. Offeror should complete the Item Price List Form found in Appendix C. Pricing shall remain firm throughout the entire duration of the contract, including any renewal periods. However, if significant market changes occur, the Successful Offeror may petition the University, showing proof that price changes are necessary due to market changes. If a price change is deemed applicable, the University and Successful Offeror will negotiate a price increase, not to exceed the CPI (consumer price index) percent increase.
 In addition to the financial offers, please propose a financial commitment to assist the University. Options may include a signing bonus, scholarships, internships, commitment to hire University Graduates or a percentage (%) rebate.
 5.9 Alternate Pricing In addition to the above financial offer, the Offeror may submit alternative financial proposals, however the information requested above must be supplied and will be used for proposal evaluation purposes.
 5.10 Optional Services Fully describe and explain any optional services that Offeror will provide that are not part of the mandatory services.
 6.0 EVALUATION CRITERIA PROCESS
 The University’s evaluation of each proposal will be based upon the information provided in the Proposal, additional information requested by the University, information obtained from references and independent sources, and formal presentations, if requested. The University evaluation committee will
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 evaluate proposals in accord with the requirements and criteria set forth in this Solicitation, including any Addenda issued. The University may award the Contract to the Successful Offeror submitting the Proposal determined to be the most advantageous to the University.
 Primary Criteria include:
 Offeror Qualifications Program Plan – Services Defined References and Past Experience Financial Proposal
 Secondary Criteria include:
 Optional Services
 Note: Proposals must contain responses to each of the criteria listed in Section 5.0 even if Offeror’s response cannot satisfy those criteria. A Proposal may be rejected if in the sole judgment of the University it is deemed to be conditional or incomplete.
 7.0 SPECIAL CONDITIONS AND CONTRACT TERMS
 7.1 Effective Date
 The effective date of the Contract is to be determined. 7.2 Contract Term
 The Contract resulting from this RFP and the Successful Offeror’s Proposal shall have an initial term from award date through November 30, 2020.The Contract shall be renewable on an annual basis for up to four (4) consecutive one (1) year renewal periods. The total contract period will not exceed five (5) years, subject to KRS 45A.145. Annual renewal will be contingent upon the University’s needs and satisfaction with the services performed and the overall performance of the Contractor.
 The University reserves the right to renegotiate any term and/or condition as may be necessary to meet requirements for any renewal period. The Successful Offeror will be advised of any proposed revisions prior to the renewal period.
 7.3 Competitive Negotiation
 It is the intention of the Request for Proposal (RFP) to enter into competitive negotiation as authorized by KRS 45A.085 and 200 KAR 5:307.
 Offeror(s) selected to participate in negotiations may be given an opportunity to submit a best and final offer to the University. All information received prior to the deadline for the best and final offer will be considered part of the Offeror’s best and final offer.
 7.4 No Contingent Fees
 No person or selling agency shall be employed or retained or given anything of monetary value to solicit or secure the resulting contract, except bona fide employees of the Offeror or bona fide established
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 commercial or selling agencies maintained by the Offeror for the purpose of securing business. For breach or violation of this provision, the University shall have the right to reject the proposal, annul a resulting contract without liability, or, at its discretion, deduct from the contract price or otherwise recover the full amount of such commission, percentage, brokerage, contingent fee or other benefit.
 7.5 Contract Changes
 No modification or change of any provision in the Contract shall be made, unless such modification is mutually agreed to in writing by the Contractor and the duly authorized University Representative and incorporated as a written amendment to the Contract. Memoranda of understanding and correspondence shall not be interpreted as amendments to the Contract.
 7.6 Entire Agreement
 The RFP shall be incorporated into any Contract. The Contract, including the RFP and those portions of the Offeror’s response accepted by the University, shall become the entire agreement between the parties.
 7.7 Governing Law
 Contractor shall conform to and observe all laws, ordinances, rules and regulations of the United States of America, the Commonwealth of Kentucky, and all other local governments, public authorities, boards or offices relating to the services provided. This Agreement shall be governed by Kentucky law and any claim relating to this Contract brought by Contractor shall only be brought in the Franklin Circuit Court.
 7.8 Termination of Contract
 7.8.1 Termination Provisions The Contract shall be subject to the following termination provisions without prejudice to any other right or remedy. The Contract may be terminated by the University for 1) default by the successful Offeror, 2) for Offeror’s insolvency or unavailability of funds, or 3) for convenience.
 In case of termination of the Contract, it shall be incumbent on the Contractor to continue operations until relieved by a successor Contractor.
 7.8.2 Termination for Default
 A default in performance by Contractor for which a Contract may be terminated may include, but shall not be limited to, failure to perform the Contract according to its terms, conditions, and specifications, and failure to diligently perform the work under the Contract.
 The University shall not be liable for any further payment to Contractor under a Contract terminated for default after the date of notice to Contractor of such default as determined by the Purchasing Official, except for work performed at the request of the University until a successor Contractor is named.
 7.8.3 Termination for Contractor Insolvency or Unavailability of Funds
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 In the event of insolvency, unavailability of funds, or the filing of a petition of bankruptcy by or against the Contractor, the University shall have the right to terminate the Contract upon the same terms and conditions as a termination for default.
 7.8.4 Termination for Convenience
 If it is determined to be in the University’s best interest to do so, the Contract may be terminated, upon ninety (90) days notice, at the convenience of the University or upon sixty (60) days notice in the event that the state appropriation is reduced or a budgetary shortfall exists.
 7.8.5 Procedure for Termination
 Upon delivery by certified mail to Contractor of a Notice of Termination specifying the nature of the termination, the extent to which performance of work under the Contract is terminated, and the date upon which such termination becomes effective, the Contractor shall stop work under the Contract on the date and to the extent specified in the Notice of Termination, except where Contractor is notified to continue work until Contractor can be relieved by a successor Contractor.
 7.9 Employment Practices
 7.9.1 Non Discrimination Contractor shall not discriminate against any employee or applicant for employment because of race, color, religion, national origin, sex, sexual orientation, gender identity, gender expression, pregnancy, ethnicity, disability, medical condition, veteran status, genetic information, or age. Contractor must take affirmative action to ensure that employees, as well as applicants for employment, are treated without discrimination because of their race, color, religion, national origin, sex, sexual orientation, gender identity, gender expression, pregnancy, ethnicity, disability, medical condition, veteran status, genetic information, or age. Such action shall include, but is not limited to, recruitment, hiring, placement, promotion, transfer, training and apprenticeship, compensation, layoff, termination, and physical facilities. Contractor agrees to post in conspicuous places, available to employees and applicants for employment, notices setting forth the provisions of this clause.
 7.9.2 Executive Order 11246
 Contractor shall, in all solicitations or advertisements for employees placed by or on behalf of the Contractor, state that all qualified applicants will receive considerations for employment without regard to race, color, religion, sex, national origin, and age, veteran’s status or disability. Contractor shall comply with the nondiscrimination clause contained in Federal Executive Order 11246, relative to Equal Employment Opportunity for all persons with regard to race, color, religion, sex, national origin, and the implementation of rules and regulations prescribed by the Secretary of Labor and with Title 41 Code of Federal Regulations, Chapter 60. Contractor shall comply with all related Commonwealth of Kentucky laws and regulations.
 7.9.3 Title 20
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 Contractor shall comply with the regulations issued by the Secretary of Labor of the United States in Title 20, Code of Federal Regulations, Part 741, pursuant to the provisions of Executive Order 1178 and the Federal Rehabilitation Act of 1973.
 7.9.4 Other Acts
 Contractor shall comply with the Civil Rights Act of 1964, any amendments thereto, and the rules and regulations there under; Section 504 of Title V of the Vocational Rehabilitation Act of 1973 as amended; and the Kentucky Civil Rights Act.
 Contractor shall comply with the Americans with Disabilities Act of 1990.
 7.9.5 Future Acts, Laws, and Regulations
 Contractor shall comply with any future federal acts, laws, and regulations, and Kentucky state acts, laws, and regulations as they relate to employment programs when such acts, laws, and regulations become effective.
 7.10 Conflict of Interest
 No official or employee of Eastern Kentucky University and no other public official of the Commonwealth of Kentucky or the federal government who exercises any functions or responsibilities in the review or approval of the undertaking or carrying out of the Contract shall, prior to completion of the Contract, voluntarily acquire any personal interest, direct or indirect, in this Contract or proposed Contract.
 Contractor covenants that it presently has no interest and shall not acquire any interest, direct or indirect, which would conflict in any manner or degree with the performance of its services hereunder. Contractor further covenants that in the performance of the Contract no person having any such known interests shall be employed.
 7.11 Severability
 If any provision or provisions of the RFP, responses to the RFP, any Contract or personal service contract, or similar document executed as a result of this RFP shall be deemed invalid or unenforceable in whole or in part, these documents shall be deemed amended to thereof in order to render it valid and enforceable.
 7.12 Contract Administrator
 All notices, requests and other communications that a party to any Contract, personal services contract, or similar document executed as a result of this RFP is required or elects to deliver shall be in writing and shall be delivered personally, by facsimile (provided such delivery is confirmed), by email clearly identifying the source of notice, or by recognized overnight courier service to the other party at the address set forth below, or to such other address as such party may hereafter designate by notice given pursuant to this section.
 Upon award of Contract, the sole point of contact for administration of the Contract will be:
 Julia Bellendir Copy to:
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 Department of University Procurement University Counsel Eastern Kentucky University Eastern Kentucky University Commonwealth 14th Floor #1411 205 Coates Building, CPO 40A 521 Lancaster Avenue 521 Lancaster Avenue Richmond, KY 40475 Richmond, KY 40475 (859) 622-2246 (859) 622-6693 (859) 622-2047 (fax) (859) 622-8030 [email protected] 7.13 Prime Contractor Responsibility
 Any Contract resulting from the RFP shall specify that the Contractor is solely responsible for fulfillment of the Contract with the University. 7.13 Requirement for Contract Administration Fee
 As a condition of award, successful Contractor(s) shall provide a contract administration fee to the University for all goods and/or services provided under the resultant contract. The fee shall be on a quarterly basis and shall be based on a percentage of the aggregate net value of goods/services sold to the University, exclusive of freight charges. The fee shall be reported and paid within 30 calendar days of the end of conventional calendar quarters ending March 31, June 30, September 30, and December 31 of each year. The fee applies to orders which have been successfully delivered/installed and invoiced in the previous quarter. Fees shall be paid in the form of a check made payable to Eastern Kentucky University and shall be delivered to Julia Bellendir Department of University Procurement Eastern Kentucky University Commonwealth 1411 521 Lancaster Avenue Richmond, KY 40475 Each fee payment must be accompanied by a statement indicating the referenced University price contract to which it applies and indicate the aggregate value of goods/services provided and invoiced during the quarter, the fee percentage applied, and the net amount of the quarterly payment. If any errors are found in the report or calculations as determined by University, the successful Contractor shall correct immediately upon notification. The successful Contractor(s) may extend the pricing, terms, and/or conditions of this contract to other universities, state agencies, and public and private institutions, with prior approval of the University. The successful Contractor(s) will pay the University a contract administration fee of goods/services provided and invoiced during the quarter. The fee shall be reported and paid within 30 calendar days of the end of conventional calendar quarters ending March 31, June 30, September 30, and December 31 of each year. The fees shall be in the form of a check made payable to Eastern Kentucky University and shall be delivered to Julia Bellendir Department of University Procurement Eastern Kentucky University
 mailto:[email protected]
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 Commonwealth 1411 521 Lancaster Avenue Richmond, KY 40475 The successful Contractor must notify the Contracting Officer when the resultant contract is utilized by other universities, state agencies, and public and private institutions in Kentucky. In the event that successful Contractor(s) does not provide the quarterly payment based on the terms and conditions herein, the contract is subject to cancellation or termination.
 7.14 Compliance with E-Procurement Initiatives Eastern Kentucky University is currently in the process of establishing an Enterprise Resource Planning (ERP) system. The University has currently partnered with Jaggaer for this e-procurement solution. EKU’s e-procurement solution will utilize both external “punch-out” catalogs located on contractors’ websites as well as internally hosted e-catalogs. The awarded contractor(s) shall work with the University, to the fullest extent possible, to support the University’s e-procurement initiatives as they relate to the resultant contract. Contract supplier items may be loaded into one of the above electronic ordering environments. The University does not utilize procurement card for suppliers where an e-procurement catalog is available for usage. As a response to this Invitation to Bid, interested Offerors should answer the following questions through a supplemental as it relates to e-procurement: 1. Does your company offer an electronic punch-out catalog that would house products described within this solicitation? If yes, please answer the following additional questions:
 a. Does your firm have the capabilities to offer electronic punch-out catalogs? b. In addition to specific general products, does your punch-out catalog facilitate loading of customized quotes onto your system for ordering by a University department? If so, describe the process. c. Can you invoice and provide credit memos electronically?
 2. List any e-procurement platforms with which your manufacturer is currently integrated or has potential for integration. For instance, can or does your manufacturer connect with Jaggaer, SAP, or other platforms? 3. Please list other customers (preferably public sector) with whom your manufacturer has integrations or e-catalog processes and describe the relationship and usage. 4. If you answered no to Question 1, if awarded a contract and requested by the University, do you agree to provide contract line item data via spreadsheet for upload into the University’s internally hosted e-catalog? The data may consist of description, manufacturer name, manufacturer’s part number, supplier name (if different), supplier part number, bulk package to each conversion, pricing, etc. Other line item data may be required, including product pictures.
 7.15 Assignment and Subcontracting

Page 27
                        

Eastern Kentucky University Page 27 of 41
 The Contract is not assignable by the Contractor, either in whole or in part. No portion of work shall be subcontracted without prior written consent of Eastern Kentucky University.
 7.16 Permits, Licenses, Taxes, and Registration
 Contractor shall secure all necessary permits, licenses, and registrations and abide by all applicable laws, regulations, and ordinances of the United States, the Commonwealth of Kentucky, and any political subdivision(s) in which work under this Contract is performed.
 Contractor shall pay any sales, use, local, and personal property taxes arising from this Contract. Any taxes on the services delivered pursuant hereto shall be borne by the Contractor. For out-of-state corporate Offerors, this includes registration as a foreign corporation pursuant to KRS 14A.9-010—14A.9-090.
 7.17 Attorneys’ Fees
 In the event that either party deems it necessary to take legal action to enforce any provision of a Contract, the University and Contractor agree to pay their own respective expenses of such action, including attorney’s fees and costs at all stages of litigation as set by the court or hearing officer.
 7.18 Patents, Copyrights, and Trademark
 The Contractor shall protect the University from any and all damages or liability arising from alleged infringements of patents, copyrights or trademarks.
 7.19 Hold Harmless
 Contractor agrees to indemnify, defend, and hold harmless Eastern Kentucky University, its officers, agents, and employees from any claims for losses for service rendered by Contractor, person, or firm performing or supplying services in connection with performance of the Contract; any claims or losses to any person or firm injured or damaged by the erroneous or negligent acts of Contractor, its officers or employees in the performance of the Contract, any claims or losses resulting to any person or firm injured or damaged by Contractor, its officers or employees by the publication, translation, reproduction, delivery, performance, use, or disposition of any data processed under the Contract in a manner not authorized by the Contract, or by federal or Commonwealth of Kentucky regulations, laws, and statutes, and any failure of Contractor, its officers or employees to observe Commonwealth of Kentucky regulations, laws, and statutes, including but not limited to labor laws, minimum wage laws, and other applicable regulations, laws, and statutes.
 7.20 Insurance
 Contractor shall procure and maintain, at its expense, the following minimum insurance coverage insuring all services, work activities, and contractual obligations undertaken in this Contract. These insurance policies must be with insurers acceptable to Eastern Kentucky University.
 Workers’ Compensation $1,000,000 General Liability $1,000,000 Excess Liability $1,000,000
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 Business Automobile Liability $1,000,000 (each occurrence, any auto owned, non-owned, hired, or borrowed)
 Contractor agrees to furnish Certificates of Insurance for each insurance policy to the Purchasing Official. Eastern Kentucky University, its regents, and employees must be added as Additional Insured on the General Liability and Contractor Errors and Omissions Liability policies with regard to the scope of this Contract. Any deductibles or self-insured retentions in the insurance policies must be paid by and are the sole responsibility of the Contractor. Coverage is to be primary and non-contributory with other coverage, if any, purchased by the University. All required insurance policies must include a Waiver of Subrogation in favor of Eastern Kentucky University, its regents, and employees.
 7.21 Performance Bond A performance/fidelity bond is not required for this RFP and resulting contract. 7.22 Events Beyond Control
 Anything herein to the contrary notwithstanding, the University shall not be liable or responsible for any failure to furnish the services set forth in this RFP and the Contract, occasioned by strike or other work stoppage, federal, state or local government action, breakdown or failure of apparatus, equipment or machinery employed in supplying services, any temporary stoppage for the repair, improvement, or enlargement thereof, or any act or condition beyond its reasonable control.
 7.23 Method of Award
 It is the intent of the University to award a Contract to the qualified Successful Offeror whose offer, conforming to the conditions and requirements of the RFP, is determined to be the most advantageous to the University, cost and other factors considered. The method of determining the best offer is detailed in Section 6.0.
 Notwithstanding the above, this RFP does not commit the University to contract for any requirements detailed in this document. The University reserves the right to reject any or all offers and to waive formalities and minor irregularities in the Proposal(s) received. 7.24 Reciprocal Preference to be given by Public Agencies to Resident Bidders In accordance with KRS 45A.494, a resident Offeror of the Commonwealth of Kentucky shall be given a preference against a non-resident Offeror. In evaluating proposals, the University will apply a reciprocal preference against an Offeror submitting a proposal from a state that grants residency preference equal to the preference given by the state of the nonresident Offeror. Residency and non-residency shall be defined in accordance with KRS 45A.494 (2) and 45A.494 (3), respectively. Any Offeror claiming Kentucky residency status shall submit with its proposal Attachment B, a notarized affidavit affirming that it meets the criteria as set for in the above referenced statute. 7.25 Debarment
 Offeror’s signature on this solicitation response certifies that the Offeror, and where applicable subcontract vendor, or any other person performing service under this agreement (a) is not now nor have ever been excluded, suspended, debarred or otherwise deemed ineligible to participate in governmental procurement or other programs (b) and if disbarred, suspended or excluded during the life of the
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 contract, the vendor will notify the University buyer of record within seventy two(72) hours of the vendor becoming aware of the governmental ineligibility. 7.26 Technology Accessibility Offeror warrants that it complies with Kentucky and federal disabilities laws and regulations. Offeror hereby warrants that the products or services to be provided under this contract comply with the accessibility requirements of section 508 of the Rehabilitation Act of 1973, as amended (29 U.S. C.794d), and its implementing regulations set forth at Title 36, Code of Federal Regulations, Part 1194. Offeror agrees to promptly respond to and resolve any complaint regarding accessibility of its products and services. Offeror further agrees to indemnify and hold harmless the University from any claims arising out of its failure to comply with aforesaid requirements. Failure to comply with these requirements shall constitute a material breach and be grounds for termination of this.
 7.27 Nonaffiliated Third Party Contract Requirements Contract Requirements For any agreements executed, or amended, on or after January 1, 2015, when EKU contracts with a Nonaffiliated Third Party and discloses Personal Information to the nonaffiliated third party, EKU shall require, as part of that agreement, that the Nonaffiliated Third Party implement, maintain, and update security and breach investigation procedures pursuant to Kentucky’s Personal Information Security and Breach Investigation Practices Act, KRS 61.931 – 61.934. These agreements will be reviewed for approval by EKU's IT Security Analyst or designee for compliance to this Regulation. Additional information regarding Nonaffiliated Third Party Contract Requirements can be found at: http://policies.eku.edu/policies/non-academic under Information Security Incident Response.
 http://policies.eku.edu/policies/non-academic
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 Attachment A – Taxpayer Identification Number Request Eastern Kentucky University requires a Federal Tax Identification number or Social Security number for all vendors or persons doing business with the University in order to comply with Federal Regulations and tax reporting requirements. Please take a few minutes to fill out this information and return to us to ensure prompt payment of your invoices. Thank you for the valuable service you have provided Eastern Kentucky University, and we look forward to a long and lasting relationship. IF SENDING A W-9, PLEASE RETURN THIS FORM ALSO. For your convenience, you may return the information one of the following ways: FAX: Vendor File @ 859-622-2170 Mail: University Procurement Eastern Kentucky University EMAIL: [email protected] Commonwealth 14th Floor #1411 521 Lancaster Avenue Phone # (859)622-2246 Richmond, Kentucky 40475 Please type or print legibly VENDOR INFORMATION Name of Firm * (Company or Individual)
 Phone Number * Make Checks Payable To *
 Name if DBA Fax Number * Payment Address *
 Address Web Site Address or E-mail Payment Address
 Address Vendor Representative Name on Invoice *
 City * State * Zip* Federal Tax ID Number ** Social Security Number **
 Willing to accept ACH payments * Yes No Bank Name & Routing #______________________________ Bank Account #_____________________________________
 Willing to accept credit card payments* Yes No
 Payment Terms *
 * required fields **Federal Tax ID Number- This field must be completed if “Name of Firm” is a company name. Social Security Number- This field must be completed if “Name of Firm” is an individual’s name. *Business Classification Reference Links: www.ccr.gov/sizestandard.asp, https://eweb1.sba.gov/hubzone/internet/general/whoweare.cfm, and
 http://app1.sba.gov/faqs/faqindex.cfm?areaID=11 Printed Name of Authorizing Official: ___________________________________________________________________________________ Authorized Signature: ___________________________________________________________ Date: _______________________________
 Type of Ownership (Check Appropriate Box(es)) * Business Classification (Check Appropriate Box(es)) * (01) Individual/Sole Proprietorship (02) Partnership (03) Corporation-Incorporated in
 (State)__________________ (04) Non-profit/Education
 (05) Non-Resident Alien (06) Exempt from backup
 withholding Other: _____________________
 _____________________________
 (SM) Small Business (LG) Large Business (CT) In County (MN) Minority Owned (WO) Women Owned
 (SD) Small Disadvantaged Business (GA) Government Agency (NP) Non-Profit (AL) Alumni Owned (HZ) Hub Zone Small Business Other (Specify)__________________
 CERTIFICATION Under penalties of perjury. I certify that: 1. The number shown on this form is my correct taxpayer identification number (or I am waiting for a number to be issued to me) and 2. I am not subject to backup withholding because:(a) I am exempt from backup withholding, or (b) I have not been notified by the Internal Revenue Service (IRS)
 that I am subject to backup withholding as a result of a failure to report all interest or dividends, or (c) the IRS has notified me that I am no longer subject to backup withholding, and
 3. I am a U. S. person (including a U.S. resident alien). Certification instructions. You must cross out item 2 above if you have been notified by the IRS that you are currently subject to backup withholdings because you
 have failed to report all interest and dividends on your tax return. For real estate transactions, item 2 does not apply. For mortgage interest paid, acquisition or abandonment of secured property, cancellation of debt, contributions to an individual retirement arrangement (IRA), and generally, payments other than interest and dividends, you are not required to sign the certification, but you must provide your correct Taxpayer Identification Number.
 Signature of U.S. Person Date
 *REGISTRATION Any foreign corporation (outside the State of Kentucky) must obtain a certificate of authority from the Secretary of State as is required by KRS 271B.15-010 & KRS/014A06/010
 • Certificate #: ________________________________ (https://secure.kentucky.gov/sos/ftbr/Welcome.aspx) • Claimed exemption: _____________________________
 Any “person” (business or individual) making retail sales in the state are to be registered to collect Kentucky sales and use tax. If the foreign individual (or business) is making retail sales they should be registered for Kentucky sales and use tax purposes by completing a Tax Registration Application (form 10A100), available at the link below. If they are under contract to perform services that do not include the sale of tangible personal property or digital property, or do not perform services subject to tax per KRS 139.200 (such as admissions, provision of telecommunication services, sewer services, and so on), then they are not required to register.KRS 139
 • Consumer Use Tax Account number: __________________________________ (http://revenue.ky.gov/) • Sales Tax Account Number: _________________________________________
 http://www.ccr.gov/sizestandard.asp
 https://eweb1.sba.gov/hubzone/internet/general/whoweare.cfm
 http://app1.sba.gov/faqs/faqindex.cfm?areaID=11
 http://revenue.ky.gov/
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 Attachment B - Affidavit for Resident Bidder Status Solicitation #: _________________________ REQUIRED AFFIDAVIT FOR BIDDERS, OFFERORS AND CONTRACTORS CLAIMING RESIDENT BIDDER STATUS FOR BIDS AND CONTRACTS IN GENERAL: The bidder or offeror hereby swears and affirms under penalty of perjury that, in accordance with KRS 45A.494(2), the entity bidding is an individual, partnership, association, corporation, or other business entity that, on the date the contract is first advertised or announced as available for bidding:
 1. Is authorized to transact business in the Commonwealth; 2. Has for one year prior to and through the date of advertisement
 a. Filed Kentucky corporate income taxes; b. Made payments to the Kentucky unemployment insurance fund established in KRS 341.49;
 and c. Maintained a Kentucky workers’ compensation policy in effect.
 The BIDDING AGENCY reserves the right to request documentation supporting a bidder’s claim of resident bidder status. Failure to provide such documentation upon request shall result in disqualification of the bidder or contract termination.
 Signature Printed Name
 Title Date
 Company Name
 Address
 Subscribed and sworn to before me by (Affiant) (Title)
 of this _____day of ____________,20___. (Company Name)
 Notary Public
 [seal of notary] My commission expires:
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 Attachment C: Item Price List Form Quantity Item Unit Price Total Price 290 Coats $ $ 10 Drum Major Coats $ $ 300 Bibber Trousers $ $ 300 Shakos w/ Ornaments $ $ 300 Plumes $ $ 300 Garment Bags $ $ 300 Hangers $ $ 1 Uniform Management System $ $ Total $ $
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 Appendix D – Security Assessment Questionnaire
 Security Assessment Questionnaire
 Directions and Instructions for completing this assessment The answers provided must be accurate and representative of the circumstances currently in place. This risk assessment is to be used not only to assess the particulars of the application/system but also the general security infrastructure of your company. This is to meet the security procedures of Eastern Kentucky University and to ensure that your processes are in conformance with Eastern Kentucky’s internal policies, as well as to establish a level of trust with your organization’s security infrastructure. Only the appropriate and knowledgeable personnel responsible for the particular areas and questions should respond to these questions. Most, if not all, of the questions are likely to be applicable to your organization. If a question is not applicable to your organization please provide the reason why. The answers should be descriptive for each question (not just answered with yes or no) and the whole of the response should be included in the space allocated. Supporting documents should not be imbedded in this document but should be provided separately but please refer to an attachment in your answer so that we can document we have received it. Each question should be answered, some cells have multiple questions. Do not refer to different responses when answering each question. (Similar questions may be asking from a different scope or perspective.)
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 Section
 Description
 Vendor Response
 Company Details
 A. Identify your company’s name and applicable geographic locations. (Corporate Headquarters, Hosting facility locations, etc.)
 B. Please provide short background on company. (Creation dates, major transitions, any national/global newsworthy events, etc.)
 C. Provide applicable Web URLs for information regarding your company and services. Provide links to White-papers, FAQs and Privacy Notice.
 Project Details A. Please provide a description of the services to be provided by this relationship. Include any details in regards to the handling or hosting of Eastern Kentucky University data.
 B. Please list all University/customer data that will be collected and stored on the vendor’s systems, including personally identifiable information, social security numbers, and financial account numbers.
 Supporting Documentation
 Please include the following documentation when submitting this questionnaire to Eastern Kentucky University:
 A. Security / Architecture diagram
 B. SSAE 16 SOC 1 or SOC 2 report
 Roles & Responsibilities
 A. Has your organization formally appointed a central point of contact for security coordination?
 B. If so, whom, and what is their position within the organization?
 C. Are responsibilities clearly documented? i.e. job descriptions, information security policy
 External Parties
 A. Do you work with third parties, such as IT service providers, that have access to your sensitive information? (e.g. backup tape storage, maintenance providers, hosting facilities, cleaning staff, etc.)
 B. Does your organization have Business Associate and / or Non-Disclosure agreements in place with these third
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 parties?
 C. If not, what controls does your organization have in place to monitor and assess third parties? (e.g. Logging of VPN connections, Access logs, etc.)
 D. Would your company share, send, or otherwise provide access to Eastern Kentucky University data in any form (personal, anonymous, aggregated) to any parties, including subcontractors or other service providers. Provide relevant details for all such practices.
 Information Security Policy & Procedures
 A. Do you have documented information security policies and procedures?
 B. Do you have a formal information classification procedure? Please describe it. In particular, how would sensitive data be categorized? (e.g. critical, essential, and normal.)
 C. Have formal acceptable use rules been established for assets? Example assets include data assets, computer equipment, communications equipment, etc.
 D. Do you have formal processes in place for security policy maintenance and deviation?
 Risk Assessment
 Do you have a process that addresses: the identification and measurement of potential risks, mitigating controls (measures taken to reduce risk), and the acceptance or transfer (Insurance policies, warranties for example) of the remaining (residual) risk after mitigation steps have been applied?
 Compliance with Legal
 Requirements: Identification of Applicable Legislation
 A. Does a process exist to identify new laws and regulations with IT security implications? (e.g., new state breach notification requirements)?
 B. Please describe status of compliance with any of the following:
 1. HIPAA
 2. GLBA
 3. Sarbanes-Oxley section 404,406
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 4. FISMA
 5. Standards based compliance (ISF, CoBIT, ISO, OCTAVE, FIPS, etc)
 eCommerce A. How is credit card data stored, processed, or transmitted?
 B. Please list your PCI DSS merchant/service level.
 C. Please provide proof of PCI compliance and results of the most recent quarterly network scan.
 D. Will a third-party payment gateway used? If yes, please list.
 During Employment:
 Training, Education & Awareness
 A. Have your employees been provided formal information security training? Have policies been communicated to your employees?
 B. Are periodic security reminders provided (e.g. New employee orientation, annual training, posters in public areas, email reminders, etc.)?
 Background Checks
 A. Does your organization perform background checks to examine and assess an employee’s or contractor’s work and criminal history?
 B. Are particular sensitive positions subject to periodic follow-up background checks?
 C. What type of background checks are performed?
 Prior to Employment:
 Terms and Conditions of Employment
 A. Are your employees required to sign a non-disclosure agreement?
 B. If so, are employees required to sign the non-disclosure agreement annually?
 Termination of Change in
 Employment
 A. Do you have a formal process to manage the termination and or transfer of employees? (e.g. All equipment is returned, user ID's disabled in systems, Windows, badges and/or keys returned.)
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 B. Is existing access reviewed for relevance for transfers?
 Secure Areas A. Do you have effective physical access controls (e.g., door locks, badge / electronic key ID and access controls) in place that prevent unauthorized access to facilities?
 B. Are there plans in place to handle/manage contingent events or circumstances (e.g. what if the person with the key to the server room is sick)?
 C. Is there a facility security plan?
 D. How are physical access controls authorized (who is responsible for managing and ensuring that only appropriate persons have keys or codes to the facility and to locations within the facility with secure data)?
 Application and
 Information Access
 Control: Sensitive System
 Isolation
 A. Describe your network configuration.
 B. Are systems and networks that host, process and or transfer sensitive information ‘protected’ (isolated or separated) from other systems and or networks?
 C. Are internal and external networks separated by firewalls with access policies and rules?
 D. Is there a standard approach for protecting network devices to prevent unauthorized access/ network related attacks and data-theft?
 Encryption A. Describe how encryption is used to protect data at rest and data in transit. (Include protocols, algorithms and bit strengths).
 B. Describe how your private keys are protected and who has access to them
 Vulnerability Assessment
 and Remediation
 A. How often do you perform periodic vulnerability scans on your information technology systems, networks and supporting security systems?
 B. Has any in-house written application undergone a source code security review?
 C. Are those scans performed internally or by an independent third-party?
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 D. What is the security patch management criteria used to prioritize vulnerability remediation?
 E. What is the frequency for routine patch deployment?
 Network Monitoring
 A. Are connections to your network monitored and reviewed to confirm only authorized access and appropriate usage? (This includes internal and external connections)
 B. How long are those logs retained?
 C. How frequently are the logs reviewed?
 Access Management
 A. Do you have a formal access authorization process based on 'least privilege' (employees are granted the least amount of access possible in order to perform their assigned duties) and need to know (access permissions are granted based upon the legitimate business need of the user to access the information)?
 B. How are systems and applications configured to restrict access only to authorized individuals?
 C. Minimum password length? Complexity? History? Lockout? Password change?
 D. Is there a list maintained of authorized users with access (administrative access) to operating systems?
 E. Does a list of 'accepted mobile devices' (e.g., smart phones, cell phones) exist based on testing?
 F. Is sensitive information (customer information, PII, financial data) removed from, or encrypted within, documents and or websites before it is distributed?
 G. Is software installation restricted for desktops, laptops and servers?
 H. Is there an automatic logoff of workstations, VPN, servers?
 G. Is access to source application code restricted? If so, how? Is a list of authorized users maintained?
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 Identity Management
 A. Please describe your centralized authentication mechanism for internal and external users?
 B. Any shared accounts or local accounts used?
 C. Do you have a process to review user accounts and related access?
 Antivirus A. Has antivirus software been deployed and installed on your computers and supporting systems (e.g., desktops, servers and gateways)?
 B. Product installed? Centrally managed? Updated daily?
 C. Reviewed for being current?
 Network Defense and
 Host Intrusion Prevention
 Systems
 A. Is any host-based or network –based IPS deployed?
 B. Any next generation firewall or web application firewall?
 C. Any web security gateway?
 D. Do these systems perform dynamic responses to suspicious activity?
 E. How are these systems updated to adapt to emerging threats?
 Media Handling
 A. Do procedures exist to protect documents, computer media (e.g., tapes, disks, CD-ROMs, etc.), from unauthorized disclosure, modification, removal, and destruction?
 B. Is sensitive data encrypted when stored on laptop, desktop and server hard drives, flash drives, backup tapes, etc.?
 C. Is data encrypted on the server? Backups? Mobile devices? SD Cards?
 Secure Disposal
 Are there security procedures for the decommissioning (replacement) of IT equipment and IT storage devices
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 which contain or process sensitive information?
 Segregation of Computing
 Environment
 a) Are development, test and production environments separated from operational IT environments to protect production (actively used) applications from inadvertent changes or disruption?
 b) Is production data used in development environments?
 Segregation of Duties
 Are duties separated, where appropriate, to reduce the opportunity for unauthorized modification, unintentional modification or misuse of the organization's IT assets?
 Change Management
 Do formal change management procedures exist for networks, systems, desktops, software releases, deployments, and software vulnerability (e.g., Virus or Spyware) patching activities?
 Process & Procedures
 A. How do you identify, respond to and mitigate suspected or known security incidents?
 B. During the investigation of a security incident, is evidence properly collected and maintained using forensic procedures?
 C. Are incidents identified, investigated, and reported according to applicable legal requirements?
 D. How are incidents escalated and communicated to customers?
 Disaster Recovery Plan
 & Backups
 A. Do you have a mechanism to back up critical IT systems and sensitive data?
 B. Have you had to restore files after a systems outage?
 C. Does a Disaster Recovery plan exist for the organization and does it consider interruption to, or failure of, critical IT systems?
 D. Are disaster recovery plans updated at least annually?
 E. Is source code escrowing in place?
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 Software Development
 Lifecycle
 Describe how security best practices are implemented during the lifecycle?
 Federated Identity
 Management and Web Services
 Integration
 A. Describe your SSO and Federated Identity Enablement integration options (e.g. Support for Standards like SAML v2 and OAuth 2.0)
 B. Describe your web services and data import / export options.
 Contact Information
 A. Whom do we contact if we identify a security issue or breach involving or impacting your product? Please provide an email address and/or full contact information.
 B. What is their expected SLA to respond to initial contact?
 Additional Information
 Please provide any additional information that may be relevant to the review of the security of your organization.
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