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New LSB Replacement Based Steganography

Technique

Hardik Patel

Lecturer

Department of Information Technology

Sir Bhavsinhji Polytechnic Institute, Bhavnagar

Abstract

Steganography is an art of hidden communication. It provides
secret channel between parties intended to communicate. Least

significant bit replacement is a popular steganography technique
in spatial domain. It replaces the LSBs in carrier media with

secret information bits. The locations for replacing LSBs are
identified using DCT coefficients and difference between

neighboring pixel values. The embedding and retrieval of hidden
information depends on different parameters. Separate

transmission of these parameters adds security to the technique.
The experimental results are evaluated for different images.

Keywords: DCT Coefficients, LSB Matching, LSB Replacement, Pixel
Value Difference, Steganography


________________________________________________________________________________________________________

I. INTRODUCTION

Steganography is a technique of information security that hides
secret information within a normal carrier media, such as
digital

image, audio, video, etc. The important requirement for a good
steganographic algorithm is that the stego media should remain

identical to the original carrier media, while keeping embedding
rate as high as possible [1]-[4].

The LSB replacement methods are based on assumption that LSB
plane of natural images is random enough. This is suitable

for data hiding. Simple method of such kind replaces the LSB of
carrier image with the bit stream of secret information [5]. It

provides high embedding capacity but also introduces artifacts
in the carrier image. To avoid this unusual behavior, random
and

selective, LSBs should be used for data embedding.

In this paper we consider digital grayscale image as carrier as
well as secret information and uses DCT coefficients and pixel

value difference to identify potential locations. Potential
locations are the pixels in the image that can be used for LSB

replacement. LSB matching is used to avoid some major variations
in stego image histogram as compared to the histogram of

original carrier image.

Rest of the paper is arranged as follows. Section II gives the
details of secret information embedding and retrieval. Section
III

presents experimental results and discussions. Finally, the
conclusion and future work are given in section IV.

II. PROPOSED METHOD

We are going to use the combination of DCT coefficients and
pixel value difference for selection of potential pixels in the
given

carrier image.

The Discrete Cosine Transform (DCT) transforms the image from
spatial domain to frequency domain. It separates the image

into spectral sub-bands according to its visual quality, i.e.
high, middle and low frequency components [6].

The definition of two dimensional DCT for an input image A and
output image B is given by equation 1.

(1)

Where, p=0, 1, 2.M-1 and q=0, 1, 2.N-1

M and N are row and column size of A, respectively.

The pixels with DCT coefficient value below threshold are
considered as potential locations [7]. Here we have used zero
as

threshold value.

In pixel value difference, the value pixel is compared with the
value of its horizontal neighbors. If this difference is more
than

threshold value, then it is identified as potential location.
Same way potential locations can be identified by comparing the
value

of pixel with its vertical neighbors [8]-[9].
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Assumptions: A.

1) The sender and receiver have agreed on set of carrier images
to be used. 2) The means for exchanging required parameters is pre
decided.

Embedding Process: B.

1) Select carrier image from the set. 2) Initialize a key matrix
of size equal to carrier image to zero. 3) Find DCT coefficients of
carrier image. 4) Traverse through each pixel till end of carrier
image.

If DCT coefficient value is below threshold, there is increment
of that location in key matrix by 1.

If difference between current pixel and its horizontal neighbors
is more than threshold, there is increment of that location in key
matrix by 1.

If difference between current pixel and its vertical neighbors
is more than threshold, there is increment of that location in key
matrix by 1.

5) Repeat following steps till end of secret image.

Find potential location in carrier image using key matrix, i.e.
the key matrix value greater than zero.

Get the value from key matrix. Replace this much LSBs in carrier
image with bits from secret image (MSB to LSB).

If all bits of current pixel from secret image are inserted,
move on to next pixel. 6) Evaluate the stego image.

Fig. 1: Sample Carrier Images. (Size: 512 X 512)
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Fig. 2: Original Secret Image. (Size: 125 X 125)

Table 1 Trace of Key Matrix

2 1 3 0 2 1

1 0 1 2 0 0

3 0 2 1 0 3

0 2 1 0 1 0

1 0 1 1 2 1

0 0 2 0 2 0

2 0 2 0 2 1

The stego image is further processed for LSB matching to reduce
the variation introduced due to data embedding. The lowest

unused bit of pixel is complemented if difference between that
particular pixel of original carrier image and stego image is
more

than threshold value as shown in Table I. The threshold value
for particular pixel can be determined by following equation:

T = 2 x (Number of Bits used for data embedding) 2 Table 2

LSB Matching and Relative Threshold Values

No. of Bits Threshold Value Carrier Image Bits Stego Image Bits
Result of LSB Matching

1 NA 11000111 11000110 11000110

2 2 11000100 11000111 11000011

3 4 11001000 11001101 11000101

Retrieval Process: C.

1) Get the stego image. 2) Repeat following steps till end of
stego image.

Traverse through key matrix till value is greater than zero.

Get the value from key matrix. Extract this much LSBs from the
carrier image and put them in current pixel of recovered image from
MSB to LSB.

If all bits of current pixel from secret image are recovered,
move on to next pixel. 3) Get estimate of secret image

The parameters required on receiver side for retrieval of secret
image from stego are:

Size of secret image

Key matrix These parameters are transmitted separately through
the pre decided means and without them extraction of secret image
from

stego image is not possible.

III. EXPERIMENTAL RESULTS AND DISCUSSION

In this section we will present some experimental results to
demonstrate the effectiveness of our proposed technique.
Different

jpeg images of landscapes, people, plants, animals and buildings
were first converted to grayscale and then used for the

experiment.

Visual Analysis and Image Quality: A.

The basic image features and visual characteristics are
preserved by careful random selection of potential locations in the
carrier

image. The stego images for different carrier images are shown
in fig. 4.

The size of the carrier image is not changing as we are not
adding any new information, but replacing LSBs only in
potential

pixels.
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Embedding Capacity B.

Embedding capacity is a property of an image to handle maximum
possible payload while preserving its visual features. The

embedding capacity for different carrier images used here is
shown in table II.

Fig. 3: Sample Stego Images

Fig. 4: Recovered Secret Image

Table 3 Comparison of Different Carrier Images

Proposed Technique Without LSB Matching With LSB Matching

Carrier Image

512 x 512

Capacity

(bits) Mean Square Error

PSNR

(dB) Mean Square Error

PSNR

(dB)

Cameraman 204876 0.23043 54.505 0.24320 54.271

Desert 158111 0.14512 56.514 0.14772 56.436

House 130545 0.13852 56.716 0.13853 56.715

Peppers 176484 0.18858 55.376 0.19345 55.265

Woman 202869 0.22928 54.527 0.23904 54.346

Mean Square Error is used to measure the error introduced in the
carrier image due to embedding of secret image. Smaller

value of MSE states low error introduced in the image and hence
is desired. The definition of MSE is given in equation 2.

(2)

Where,
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M Number of Rows in Carrier Image, N Number of Columns in
Carrier Image xij Pixel value of the Original Carrier Image, yij
Pixel value of the Stego Image Peak Signal to Noise Ratio is the
ratio of original signal in the image to the noise introduced due
to data embedding. Larger value

of PSNR states that the content of signal is larger compared to
noise, in the image. The definition of PSNR is given in
equation

3.

(3)

Where,

R Total Gray levels for representing the Carrier Image & MSE
Mean Square Error

Statistical Analysis: C.

One of the statistical features is the histogram of an image.
Histogram is a plot of gray levels against number of pixels. The
bit

replacement technique directly changes LSBs in the image and
hence affects the histogram also.

Here, proper care has been taken to preserve the histogram of
carrier image even after data embedding. The randomness of

potential pixels in the proposed method and LSB matching
preserves the histogram of carrier image.

IV. CONCLUSION

In this paper, we have used the principle of cryptography saying
that separate transmission of cipher text and secret key adds

security to the algorithm. Hence, we propose separate
transmission of key matrix and size of secret image required on
receiver

side for retrieval of hidden secret information.

Here, steganographic technique based on LSB replacement using
DCT coefficient and difference between neighboring pixels

for identifying potential pixels in an image is studied. LSB
matching is used to reduce the variation introduced due to data

embedding.

The method that has been proposed here provides results
satisfying the basic requirements for a good steganographic
technique.

This method can further be extended for color images.
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